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1. ThinManager Introduction
1.1. ThinManager

ThinManager is an application delivery system. ThinManager delivers content from a source to a device
where a user can view and interact with the content.

S L

1l .,

Sourcey] jm——— Content]] p——| Device] |[€==== User]

b

ThinManager

ThinManager is the tool that allows you to define sources, deploy content, configure devices, and allow
user access. ThinManager is a software program that is installed on a computer in your system. Each
device connects to it to receive its configuration and instructions.

The simplest use of ThinManager is to deploy a Windows application from a Windows terminal server to a
ThinManager Ready device.

LR

Source Content Device User
: e — e gl g = o
Terminal Server Application Thin Client Operator

Typical Simple Deployment

However ThinManager provides many more options for deploying applications.
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Source Content Device User
Display Servers Display Clients ACP Thin Client Manual Login
Terminal Server Windows Application PXE Thin Client Auto-Login
Workstations Workstation WinTMC on PC TermSecure
IP Cameras Camera iTMC on iPad
Terminals via Shadow Shadowed Terminals
ThinManager Options

This manual will cover the variations of content deployment using ThinManager.

1.2. Access

m == 0 0@

SOUMCE |emgel Content  fgp | Device <€ Access k_ User

Access

ThinManager has an additional security system that controls deployment of applications to users. This is
called TermSecure in ThinManager and is integrated as Access in Relevance.
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1.3. Relevance

Relevance builds on the ThinManager system by adding location to the application delivery. This allows

content to be sent to the right person at the right place at the right time.

Source =3 Content p==p Location p==| Device G-

User

Relevance

You create Locations in Relevance and send content to the locations. These can be assigned locations

with a tethered terminal or can be unassigned locations that have no terminal at the location and are

accessed solely by mobile devices.

Locations can be resolved manually or by using bar codes, QR codes, Bluetooth beacons, or GPS.
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2. ThinManager Interface

The ThinManager interface was changed in ThinManager 7.0 to a style based on the Microsoft Office
template. This section will lead you through the important sections. You may find specific information by
pressing the F1 key while in the ThinManager program.

.a

R

2 ThinManager v7.0

3 anage Install Tools View Remote View Help )

o

¢ ThinManager Server Cobalt v Remave || uy add " idd Group || Find (CiriR
|"| - %
" Add Thinkanager Server & Refresh
‘,' Disconnect i Unlock £ Delete

Lock T Rename Find Mext [F3)

A,
(i 1|

Modify

Thinkanager Server Edit Find
==

ThinManager Server | Configuration LicePrupert'res Wersions Synchronization Eventlog Report }.¥

-p‘ :“;; Cobalt T 1\ Py gl a1opo-g VaraE ._"

| \_ _/ Inztall Firmware

Mame 6 Cobalt \

Unknown Terminal Configura...

Require Pazsward for Unknawn ter.. MO

m

Allow Avtomatic Teminal Creation YES
Automatic Terminal Creation Mask AutaTerm

Allovs Off-line Replacement YES

Event Configuration M

SMTP 5 erver
Thinkdarnager Server Start/Stop

Terminal Server Data Connection
Terminal On O
Terminal Monitor Connection Events

Terminal Configuration Change

|Jzer Configuration Change

Inztall TermCap

(’h‘;’i = 5 2‘) \_Install License j) |

status | ’

ThinManager Interface

The ThinManager Interface has several components.

1.

Application Button — This launches the ThinManager Server Configuration wizard to configure
global ThinManager settings.

Quick Access Toolbar — This lets you add icons of commonly used tasks from the menu bar,
like Restart, Send Message, Modify, Backup, and Shadow. Select the Quick Access drop-down
arrow to customize this tool bar.

Menu Bar — The menu bar separates the functions into categories.

Ribbon Bar — The menu bar now has the ribbon with icons for the functions. The ribbon can
remain visible or hidden when unused. This is controlled by the Minimize the Ribbon command
on the Quick Access drop-down arrow menu.

Detail Pane Tabs - The Detail Pane has tabs that allow you to choose what details you want to
display. The tabs and detail selections change depending on what is selected in the tree. You can
drag the tabs to change the order.
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6. Detail Pane — The Detail Pane displays the information for the selected tab for the highlighted
tree component. You can tear away the detail pane by dragging the tab away from ThinManager.
You can re-dock the pane by dragging the pane title bar back to the tabs.

7. Tree — The tree shows the components of ThinManager. The tree now uses the Outlook Bar Tab
control so the branches of the ThinManager tree are shown one at a time.

8. Tree Selector — The selector buttons at the bottom of the tree control select which branch is

active and visible. These can be pulled upwards to stack the buttons, or pulled down to minimize
the buttons.

E|--- Terminals E|--- Terminals
F- [ 01_UNO_2053E F- [ 01_UNO_2053E
- [ 02_Arista6824 - [ 02_Arista6824
[+ [ 03_Advantech5820 [+ 03_Advantech5820
- [ 04_PXE Termtek - B 04_PXE Termtek
[+ ™ 05 ipad [+ ™ 05 iPad
E‘ ThinManager Server
Terminals
El
"]]]I Display Servers
m@ Display Clients
E_r Users
—.' Q VCenter Servers _~
Bl - » . »
e 2 @ >
Tree Selector Buttons
Minimized Buttons at the Bottom Buttons Stacked

Stacking the buttons is provides quicker switching but the minimized buttons allows more room to show
components in a larger system

There is an arrow that allows customization, tasks like hiding branches or reordering the branches of the
tree

2.1. Menus

The menus of ThinManager use the Microsoft Office ribbon but contain similar functions as previous
versions.

This is a brief description. Many of these functions will be explained in greater details in the sections of
the manual that cover setup and configuration.
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= || -4 * & U FThinManagerv7.0 =)=/
=i
Edit Manage Install Taols View Remote View Help
fed ThinManager Server - Remove Add Terminal Add Group —, Find [Ctrl-F)
;’Add ThinManager Server Refresh 11 Lock T 1Rename Find Mext (F3)
- Mo dify
5}\1’ Disconnect Unlock €3 Delete
T rServe E Find Edit

Edit includes:

e Add ThinManager Server — This allows you to connect to, and manage other ThinManager
Servers from your local interface. You need the appropriate permissions on the remote computer
for access.

e Disconnect — This breaks the connection to the remote ThinManager Server.

Remove — This deletes the remote ThinManager Server from the local list. It doesn’t affect the

remote ThinManager Server.

Refresh — This refreshes the data.

Modify — This will open the configuration wizard for whatever item is highlighted in the tree.

Add — This will launch a new configuration wizard for whatever branch is highlighted in the tree.

Add Group — This will launch a group configuration wizard for whatever branch is highlighted in

the tree.

Rename — This allows you to rename a highlighted item.

e Delete — This will allow you to delete a highlighted item.

e Find — This will allow you to search for names, descriptions, IP addresses, and other data in the
tree.

e Find Next — This allows you to repeatedly search for a term.

Synchronize

PXE ThinManager

Server

Server List

= |I = ~ &L % FThinManager v7.0 = RCIE)
F q Edit Manage Install Taools View Remote View Help
.-. 1.4 Restore B £+ DNS Configuration
= £ Backup hlﬂ (s ) Configure Default Terminal \l{

16 Web Management D'

Manage Access

Groups

Manage

Manage includes:

Restore — This opens a file browser to let you restore a previously saved ThinManager
configuration.

Backup — This opens a file browser that lets you backup and save a ThinManager configuration
for emergency restoration. This backup can be automated using the Scheduler.

Synchronize — This allows you to manually synchronize a pair of ThinManager Servers if you
aren’t using the recommended automatic synchronization.

PXE Server — This launches the PXE Server configuration wizard.

ThinManager Server List — This opens the ThinManager Server configuration wizard for
automatic synchronization.

DNS Configuration — This opens the DNS configuration wizard to allow ThinManager to resolve
names using your DNS.

Configure Default Terminal — This allows configuration of the default terminal if you are using
auto-creation of terminals.

Web Management — This allows the configuration of Screentronix access.

Manage ID’s — This opens the Relevance ID Management window to manage bar codes, QR
codes, and Bluetooth beacons when a Relevance license is installed.

Access Groups — This opens the Access Groups for TermSecure or Relevance access.
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Fﬁ‘” —, T & FThinManager v7.0 EI@
Edit Manage Install Taools View Remote View Help
F il »
! Firmware | o Boot Loader &;:_, - =3

] &L—Modules 258 Chain Loader = -

Firmware Licenses TermCap | Reports

Package Database

Install

Install includes:

e Firmware Package — This allows you to update your firmware packages. The firmware package

is a firmware version and the modules for that version.

Firmware — This allows you to update the firmware without updating modules.

Modules — This allows you to update a module without updating the firmware.

Boot Loader — This allows you to update the boot loader used in PXE boot.

Chain Loader — This allows you to update the chain loader used in PXE boot.

License — This launches the Licensing window to add licenses to ThinManager.

TermCap Database — The TermCap Database has information on the abilities of every

ThinManager Ready thin client. A new version is released with every newly supported thin client.

Service packs update the TermCap but this allows you to update the TermCap if a new unit you

have isn't listed.

e Reports — This allows you to add a report and sql query if you need a newly released one before
it is added in a service pack.

R | —, v FThinManagerv?.U EI@
e |
Edit Manage Install Taools View Remote View Help
('\(;:._, ks Reboot # calibrate Touchscreen Enable "‘_é;g
Power On & 5end Message £ Disable
Restart Clear
Reboot Server
Tools

Tools includes:

e Restart — This will resend the configuration to a highlighted terminal.

e Reboot — This will cycle power to a highlighted terminal and reload the firmware and
configuration.

e Power On — This will power on a highlighted virtual machine.

o Reboot Server — This will cycle power to a highlighted terminal server. Although it will give you a
warning prompt, don’t select this unless you are serious about restarting a terminal server.

e Calibrate Touchscreen — This will initiate the calibrate touchscreen program on a highlighted
terminal.

e Send Message — This will send a message to a highlighted terminal.

e Enable — This command will re-enable a disabled terminal, terminal server, or location.

e Disable — This will disable a highlighted terminal, terminal server, or location.
A terminal will stop showing the session but will show an ACP splash screen instead. The session
will continue running on the terminal server.
A disabled terminal server will kick all the ThinManager thin clients off the terminal server, forcing
them to a backup server. The terminal server is still functional and will allow RDP connections
from other sources. This is useful for forcing failover to a backup so you can update your terminal
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servers on the fly.
A location will stop showing the session when disabled.
e Clear — This will allow you to clear the event log for the highlighted terminal or terminal server.

FH‘” —, - @, Y FThinManagerv7.0 EI@I
Edit Manage Install Taols View Remote View Help
| status Bar - o s, Print

l-=
=— L | & Print Preview
Reports | Application Tabs
Options - -

Show Connected Only

View
View includes:

e Status Bar — This checkbox shows the status bar at the bottom of the ThinManager interface.
e Show Connected Only — This will hide any unpowered or unconnected thin clients. Although it
can be useful it is best left checked as it can be confusing when the unpowered terminal as

hidden.
e Reports — This opens the Select Reports window that lets you select the reports for the various
components. Select the Report tab for a highlighted component to see the actual report or use
the Scheduler to generate a report automatically.
Application — This lets you choose the color scheme for ThinManager.
Tabs — This allows you to choose the tab scheme for ThinManager.
Print — This allows you to print a highlighted Report tab.
Print Preview — This allows you to preview the print format of the highlighted Report tab.

=y - &l Y FThinManagervi.0 El@l

Edit Manage Install Taols View Remote View Help

V| Interactive Send Keys - I
| Scaled to Window

Connect

Go Full 5creen Options

S

Chadon Connect

Remote View
Remote View includes:

e Interactive — This allows you to click into a shadowed session and control the session.
Unchecking this will make it a “look but don’t touch” system.

e Scaled to Window — This shrinks the shadowed terminal to fit into the details pane. Unchecking
this will show it in the correct resolution with scroll bars to give you a closer view.

e Go Full Screen — This will make the shadowed terminal’s image full screen. This can be
reversed by selecting the CTL+ALT+Break buttons. If you go full screen and forget the key
sequence use ALT+F4 to close ThinManager. It will close the full screen session.

e Send Keys — This sends the selected key sequence to a shadowed terminal.

e Connect Options — This allows you to configure the RDP settings when you connect to a
terminal server console from ThinManager.
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% L ~ &, % FThinManager v7.0 EI@
F
q Edit Manage Install Taols View Remote View Help
About
ThinManager
About
Help

Help includes:

e About ThinManager — This shows the version and build number of ThinManager.

2.2. Customizing the Toolbar

The ThinManager toolbar has a Quick Access area in the title bar that can be customized by adding icons
of your most commonly used functions.

Launch the Customize window by selecting the small drop-down arrows to the left of the ThinManager
title.

R | —, - Fh'hinManager vii E @
. q Edit Manage Instal Customize Quick Access Toolbar Help
ki ThinManager Server More Commands... rminal Add Group —, Find [Ctrl-F)
fAdd ThinManager Server Show Below the Ribbon Rename Find Mext [F3)
&\7 Disconnect L . Delete
Minimize the Ribbon
ThinManager Serv Edit Find

Customize Quick Access Toolbar Menu

Select More Commands... from the Customize Quick Access Toolbar Menu. This will launch the
Customize window.
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Customize @

Customize |

Choose commands from:

< 4, Find

Commands: ¥t ThinManzger Server [«
i Backup

<Separator:

@ Calibrte Touchscreen f}‘ Access Goups

ﬁéf Clear “ 1 Reports

£ Dieabls &2 Add Termnal

(3l Enatle Add > -
Enable/Disable -
Evert Log - Jemove E]
Power -

L) Power On

s Reboot

e Rehnot Server

&' Restart

s Send Message

Ti | Operati S
emnal Operations Reset

[ Show Quick Access Toolbar belowthe Ribbon

Kevboard shortcouts: Cuetzmiza. .. |

0K Cancel Help

Customize Window

The Commands list on the left are the available command options. Selecting one and moving it to the
right list will add it to the Quick Access bar.

The Choose commands from drop-down allows you to select commands from each menu group.

Once you have selected your commands, and adjusted the order using the Up and Down arrows, you
can save your commands by selecting the OK button.

hinManagerv?.l] '

Edit Manage Install Toaols View Remote View Help

!_ {4 Restore B oy 7 DMS Configuration =

0]
o]
s

= %

£ Backup (B Configure Default Terminal
) FXE  ThinManager Access
Synchronize Sarver  Server List gWeb Management Groups
Packages Configuration Manage TermSe cure

Quick Access Tool Bar

The icons for the selected functions will appear in the Quick Launch menu. Clicking one will launch that
function or wizard.
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3. Sources - Terminal Servers

Microsoft servers with the terminal services or remote desktop role provide the foundation of thin client
computing. It consolidates management of the Windows environment to mainframe architecture. This was
originally called Terminal Services but is now called Remote Desktop Services. This document will use
Terminal Server for the computer and operating system and will use Remote Desktop Services for the
connection using the Remote Desktop Protocol.

First you need to build and configure the server using standard Microsoft practices.

Second, you need to define the server as a Display Server in ThinManager.

3.1 Microsoft Configuration

v" Microsoft is the authority on their servers and you should refer to them for instructions on the
use and configuration of their server.

Here are a few common tips.

U Build a terminal server with the Microsoft Windows 2003 or 2008/2008R2 Server operating
system. Enable Terminal Services in 2003 Server or Remote Desktop Services in 2008 Server.

U Create a Microsoft Licensing Server and add a Terminal Server Client Access License, or TS
CAL, for each thin client. These are called RDS CALs (Remote Desktop Services CALS) in Server
2008R2.

The servers also require a normal CAL.

U Create a unique Microsoft user profile for each terminal on the terminal server. Make sure that the
user is a member of the Remote Desktop Users Windows group.

U Apply appropriate security to each user profile using the standard Microsoft techniques.

U Install all applications in the Install Mode. This can be done by typing change user /install in
a command window or by using the Add or Remove Programs in Server 2003 or by using the
Install Application on Terminal Server in Server 2008.

Make sure that the following network ports are unblocked, including in the Windows firewall:
U UDP/4900 - TFTP - Used for the TFTP download of the firmware.

L TCP/2031 - Configuration - Used to pass the configuration from the ThinManager Server to the
thin client.

TCP/2032 — ThinServer Proxy Service — used by the Mobile ThinManager iPad and iPhone apps.
UDP/67 — IP Address Assignment — Used by the PXE Server (if using PXE boot).

UDP/69 — TFTP — Used by the PXE Server (if using PXE boot).

TCP/1494 - Citrix - Used by the ICA protocol (if using ICA instead of RDP).

TCP/3389 - RDP - Used by the RDP protocaol (if using RDP in v2.4.1 or later).

TCP/5900 - Shadowing - Used to shadow terminals. This can be changed on the Shadow
Configuration page of the ThinManager Server Configuration Wizard.

U U000 O0O0

UDP/1758 — Used if the default Multicast is used. If the network MTU size is not the default then
the packet size needs changed on the Multicast Configuration page of the ThinManager Server
Configuration Wizard.

U

ICMP Echo Packets (Ping) — Used by WinTMC and Enforce Primary.

U

DHCP - This needs configured, as needed.
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3.2. Defining Terminal Servers in ThinManager

Once the terminal servers are built you must define them as Display Servers in ThinManager.

FE.“'#
Edit Manage Install

F=aThinManager Server

’Add ThinManager Server

éﬁf Disconnect

Thinkanager Server

=- H]T]] Display Servers

|, |Cobalt -2l 5 3 D

£ ThinManager v7.0 Beta ==/ (]
Taols View Remote View Help
- Remove Q Add Terminal Add Group | 4 Find (Ctrl-F)
Refresh Lock Rename Find Mext [F3)
Modify
Unlock Delete
Edit Find
Status Summary Event Log -
Attribute

i ermin
- §8 Camerz

Add Terminal Server
Add Virtual Terminal Server
Edit Terminal Server List

5

[ Server

N

4

Guold4s
Slate2b

Sprucelb

ThinManager Server BLUE21

Blue21

Goldd3
Goldd4
Goldds
Slate2s

Spruce2B

COBALT
oK
oK
oK
oK

The RPC Server iz unavailable

The RPC Server iz unavailable

ok
ak.
ok
ak.
WTS.API32.dIl connection faile
'w'TS.API 32 dll connechion faile

(L

)¢
il
=

Display Server Branch of the ThinManager Tree

Go to the Display Server branch of the ThinManager tree.

Right Click on the Terminal Servers branch to open the menu.

Select Add Terminal Server to launch the Terminal Server Wizard to define the terminal server.

v" Run the wizard for each terminal server you want to add to the system.
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i

¥ad Terminal Server Wizard @

Terminal Server Wizard

Introduction }
AR

The Teminal Server Wizard defines the Temminal Servers on your netvworl.
This allows the listing of Terminal Servers for easy selection.

if you are using a DM5 server you will only need to enter the server name.
if you are not using a DMS server you will enter a server name and |P address.

The senver name must be the name used to identify the server on the network.

Mexd Cancel Help

Introduction - Terminal Server Wizard

The first page of the wizard talks about DNS. Go to Manage > DNS Configuration to define your DNS
server if you are using one. Once this is done you just need to use the name and not the IP addresses.
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¥ad Terminal Server Wizard @

Terminal Server Name \ O /
=

Enterthe Teminal Server Mame and Log In information .

Temminal Server Name |G'3'|':|45

Terminal Server [P | 255  J55 255 25§ Discover

Log In Information

User Name |a-:|m|n|st|at|:-r

Password |

Werify Password |

Diomain |

Schedule ]

Flease enter a valid IP Address

< Back Mexd Cancel Help

Terminal Server Name - Terminal Server Wizard
List your terminal server in the Terminal Server Name field of the Terminal Server Name page.

v' Use the Discover button to validate the server name and automatically fill in the IP addresses.

Clicking the Discover button will validate the name and will fill in the Terminal Server IP if the name is
correct and the server is reachable. This is a great tool that checks spelling mistakes and prevents
connection problems.

v' Add an administrative account to the Log In Information fields.

The Log In Information fields are for an administrative account on the terminal server. This is needed for
SmartSession load balancing and server management from ThinManager. The ThinServer will connect to
the terminal server to retrieve CPU, Memory, and Session status for load balancing but the Microsoft
server will only give the information to an administrator. By entering an administrative account from the
remote server the ThinServer will be able to access the information that is critical for SmartSession load
balancing.
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¥ad Terminal Server Wizard @

Terminal Server Capabilities w
Select the capabilties of this Teminal Server. }
)

Supported Connection Types
[ Citri ICA

[ Citrix Dewvice Services
Iv¥ Microsoft Remote Desktop Protocol

Teminal Server Options

[ iAvailable for Display Clients using Smart Session:

< Back Mexd Finish Cancel Help

Terminal Server Capabilities - Terminal Server Wizard

v" Check the “Available for Display Clients using SmartSession” checkbox to use the terminal
server with SmartSession

SmartSession load balancing uses the CPU levels, Memory usage, and Session count to calculate the
resources available for the terminals. ThinManager needs to poll the server every 8 seconds to maintain
accurate status levels. However, you don’t need to poll the server if you aren’t using SmartSession. For
this reason SmartSession polling is turned off by default. You need to check the Available for Display
Clients using SmartSession checkbox to activate SmartSession.
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¥ad Terminal Server Wizard @

Data Gathering p

Enterthe Data Gatherng intervals.
)

Data Gathering Intervals

" Medium
" Slow

" Custom

7]

SmartSession Data Update Interval =1 seconds
=
Process Update Interval - =1 seconds
2
Session Update Interval - =1 seconds
< Back Mexd Finish Cancel Help

Data Gathering Page - Terminal Server Wizard

The Data Gathering page allows you to set the speed and frequency that ThinManager polls the terminal

servers. This covers both SmartSession and the data on the Users, Sessions, and Processes tabs of the
server.

The default Fast interval should be fine but it can be change so less frequent polling or set to custom
values.
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¥ad Terminal Server Wizard @
Smeart Session Configuration G
Enterthe SmartSession limits for this Terminal Serwer. }
AR
CPU Lkilization
Minimurm EE e
Mindmum 100.0 vl
Memory Ltilization
Minimum 00 %
Mindmum 100.0 vl
Sessions
Minimum 0
Mazzdmum M
< Back | Finish Cancel | Help

SmartSession Configuration Page - Terminal Server Wizard

If you activate SmartSession load balancing by checking the Available for Display Clients using
SmartSession checkbox on the Terminal Server Capabilities page then the wizard will show the
SmartSession Configuration page that allows you to tweak SmartSession load balancing.

See SmartSession on page 68.
Select the Finish button to accept the changes and close the wizard.

v" Repeat for each terminal server that you will use.
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3.2.1.

Automatically Find Terminal Servers

ThinManager has a search function that will find terminal servers on the network to speed your

configuration.

Go to the Terminal Server branch of the Display Server tree.

= Y @ = L—rp-
= | L Cobalt = &l Y %% &2 rThinManagerv7.0 Beta ==
Edit Manage Install Tools View Remote View Help
: —
@ Firmware [;BootLoader = i =
&Modules 22 Chain Loader - —
Firmware Licenses TermCap | Reports
Package Database
Packages Boot Files Licensing | TermCap | Reports
Status Summary Event Log -
= @ Display Servers Attribute
- @ Terminal Serve ; COBALT
E Cameras Add Terminal Server

Add Virtual Terminal Server
Edit Terminal Server List %

ThinManager Server BLUE

Blue1 0K

e=lijE2a: | r

| M|

Terminal Server branch of the Display Server tree

Right click on Terminal Servers and select Edit Terminal Servers. This will launch the Terminal Server
List Wizard.
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Terminal Server List Wizard

Blhae1 [10.7.10.27] Edit Server
Add Server

Remove Server

|
Find Servers

Cancel | 1]4 |

Terminal Server List Wizard

Click the Find Servers button on the Terminal Server List Wizard. This will launch the Available
Terminal Servers list.

Available Terminal Servers

Choose a Terminal Sereer to Add...

Caniel
Cramain ar w orkG roup to search

Find

i

BLUE21
AUl as
GOLD44
aLLL 85
PEACHRZ3
Lk ]

Available Terminal Servers list

The Available Terminal Servers list will show all the terminal servers that ThinManager can
communicate with.

Highlight the one you want to add and select OK. This will launch the Terminal Server Wizard with the
name and IP address filled in.
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There is a Domain or Workgroup field to allow you to expand the search. Enter the domain or
workgroup and click the Find button to search again.

3.3. Terminal Server Graph

Highlight a terminal server in the Terminal Servers branch of the ThinManager tree and select the Graph
tab to see the performance levels of the server CPU usage, memory usage, and session count. These
are the values that ThinManager uses to calculate the SmartSession resource load.

ol A |Cobalt - &, § U FThinManagerv7.0 @@
L=
Edit Manage Install Taols View Remote View Help
/| status Bar - ) Print

il
— — Print Preview

| Show Connected Only .
Reports = Application Tabs

Options
Graph ¥
=- """ Display Servers Attribute Value Line Colaor
E| B Terminal Servers CPU Usage 2.86%
E ------ ™ Gold4s M emony Usage £1.89%
PeachR23 Totals Sessions 7
i [ Training2l
Cameras

100.0
90.0
80.0
70.0
600
50.0
A0.0
30.0
20.0

10.0

0.0
13

=S i~ 2 e

Status

Terminal Server Performance Graph

3.4. Terminal Server Status

Highlighting the Terminal Servers branch of the ThinManager tree will show the connection status
between ThinManager and the servers. Ideally the terminal servers are configured properly so that
ThinManager will communicate with them and be able to pull load status into ThinManager for use in
management and SmartSession load balancing.
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I = I'| Cobalt - (21 5 [ # ThinManager v7.0 Beta ==/ [

Edit Manage Install Taols Vi Remote View Help

lew

Firmware [7 Boot Loader = 1 T'
== 1 wl=s
&Modules 22 Chain Loader - —

Firmware Licenses TermZap | Reports
Package Database
Packages Boot Files Licensing | TermCap | Reports
Status Summary Event Log -
=l m Display Servers Attribute Value
= i Terminal Fervers ThinManag... COBALT
B Blue2l Blue21 oK.
I Goldd3 Goldd3 Mo login information supplied
j Gold44 Goldd4 |Jzer zpecified [Gold44administrator] does not have permission to con..
0 Goldig Gold46 The RPC Server is Unavailable B00706ba
- E& Careras

SENCEERE . ,

Terminal Server Status
A properly connected terminal server will show a green bar in its icon and show “OK” in the Status tab.
Sometimes the connection fails and the icon shows red.
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= ﬂ]]]] Display Servers
] i Terminal Servers
j Blue2l Green = Good Connection
J Goldd3 Gray = No Administrative Password
j (Golddd Red = Failed Connection

Terminal Server Status Lights

e Green — This means that the ThinServer can talk to the terminal server and pull data using the
administrative account you are using.

e Gray — This shows that the administrative account was left blank and the ThinManager Server
isn't trying to communicate with the server.

¢ Red - This means that the server is offline or the administrative account failed to connect to the
server.

v A Red or Gray icon do not mean that the terminals can’t login and run on the servers. This
only indicates the ability of ThinManager to access the resources on the server.

Fixes:

If your icon shows gray re-open the Terminal Server Wizard and enter an administrative account in the
Log In Information fields on the Terminal Server Name page.

If your icon shows red and the status message says that the “User specified does not have permission to
connect” re-open the Terminal Server Wizard and correct the administrative account in the Log In
Information fields on the Terminal Server Name page.

If your icon shows red and the status message says “The RPC Server is unavailable” or the
“WTSAPI32.dll failed” then the terminal server is offline or is missing the Terminal Services/Remote
Desktop Protocol role.

3.4.1. Local Administrative Login for ThinServer

Large domains sometimes have issues where the connection will time out before the domain controller
can validate the user name. A simple solution is to create a local administrative user account on each
server. Then have the ThinServer login in with this account. This will speed up the data retrieval.

You change the ThinServer service login in Microsoft Services on your ThinManager Server. This may be
found in the Administrative Tools or in the Server Manager.
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% Server Manager
File Action

|

View Help
ENCIEY

I ik

 severMansger (Co5AT | [ | #<iors
E g‘ E:;: res Name = | Description | Status Startup Typ = || Senvices
B i Diagnostics ?,:J).Tablet PCInput.. Enables Tab... Manual More Actions
- ﬁ& Configuration ’,.!‘ Task Scheduler  Enables a us... Started Automatic e
b ® Task Scheduler L6 TCP/IP MetBIO... Provides su..  Started Automatic
b ﬂ Windows Firewall with & .*;;{- Telephony Provides Tel.. Manual More Actions
’,.,) Services Lo Themes Provides us..  Started Automatic
;ﬂ WMI Control ',.é ThinServer ThinServer Started Automatic]
i % Local Users and Groups || 07 ThinServerProxy Started Automatic
54 ﬁ Storage ;. Thread Orderin... Provides or... Manual
Lo TPM Baze Servi... Enables acc.. Manual
.*,ie‘JUPnP Device H... Allows UPn... Disabled
J,.e) User Profile Ser... This service ... Started Lutomatic
£ Virtual Disk Provides m.., Manual
’,.e, Whware USE Ar... Started Automatic
f,ie‘;\u’olume Shado.. Manages an... Manual |
’,.e, WebClient Enables Win... Manual \;
’,.e, Windows Audie  Manages au.. Started Automatic
{:Windows Audi.. Managesau.. Started Manual
L Windows Card...  Securely en.., Manual
T | T
1 LU r Extended }\Standard/

Services in Windows 2008 Server Manager

Double click on the ThinServer service on your ThinManager Server to open the Service Properties
window.
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ThinServer Properties (COBALT) ==

General | Loa On | Recovery | Dependencies

Log on as:

i) Local System accourt
Allow service to interact with desktop

i@ This account: SAdministrator
Password : LTI NI T Iy ]
Confirm password: SRR ERENOERBES

Help me configure user accourt log on options.

ok || cCancel || pply |

ThinServer Properties
Select the Log On tab on the ThinServer Properties window.

Change the log in account from the Local System account and specify the local administrative account
you want to use. Make sure it is a member of the Administrative Group.

Select the OK button and restart the ThinServer service to apply the changes to the login.
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3.4.2. Disabling Terminal Servers for Failover Tests and Updates

ThinManager allows you to disable a terminal server by highlighting the terminal server icon in the
ThinManager tree and selecting Tools > Disable. This will force ThinManager controlled thin clients to
drop their connection to the server and switch to an alternate server.

' = )
{ \ Cobalt -y @ F)i= ThinManager v7.0 |ﬂ|ﬂ—hJ

]

e
— Edit Manage Install Tools View Remote View Help

Power Terminal Operations Enable/Disable | |Event Log
Display Clients Report Eventlog Configuration Properties Schedule Users Sessions b
[l (] Display Clients Session User Session ID State Ty
[—]@ Terminal Services Conzole o Connected
E| ': Calculator_EP phbums 1 Dizconnected
%] coLps locationz 2 Disconnected
GOLD44 pbumsz 3 Dizconnected
[ GOLD45 location3 4 Disconnected
Fommilt RDP-Tep E5536 Listen
*] coLp43
% coLps
e ] GOLD4S
.J Form2

---@Eamera

----- m) Terminal Shadow
@ Workstation
2EedFERO | '

Status |

Display Client Tree Showing Disabled Terminal Servers

This is a useful tool for testing Failover and Instant Failover. The terminals should switch to their back up
server. The network card on the server isn't disabled and you can make RDP connections from a PC but
the ThinManager thin clients will stop using the server.

You can also use this for updates during the normal production hours. Once you disable the terminal
server you can reset the sessions by right clicking on the sessions on the Sessions tab and selecting
Reset Session. Once the server is clear of sessions you can patch and update the server and
applications, and even reboot it if necessary. This won’t impact production as all the terminals are using a
backup server.

Once your updating is finished you can enable the server from Tools > Enable to allow the terminals to
use the server again.

This Disable/Enable tool allows you to move servers offline one at a time for updating.
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4. Sources — IP Cameras

ThinManager allows the integration of IP cameras into the ThinManager system. There are three steps.
v First, configure the camera and add it to your network using the guidelines from the
camera maker.
v' Second, add the configured camera to ThinManager as a Display Server source.

v' Third, deploy the content of the cameras by creating a camera display client and applying
it to the terminals.

4.1. Configure the Camera

Each camera manufacturer sends out their cameras with a default IP address and a default administrative
account. This will need to be configured to add the camera to your network. Methods vary from vendor to
vendor but a web interface id common.

v" Please follow the instructions from the camera manufacturer to configure your camera for
use.

Product: DCS-910 Firmware Version: 1.00

NEwoRKsETUR

) Select "DHCP
You can configure your LAN and Internet settings here. G e

Tyre—: TG [ save Settings | [ Don'tSave Settings | running a DHCP server on

lilke an IP address assigned
to your camera
automatically. You may
choose to manually enter a
) DHCP @ Static IP Address ) PPPoE Static IP Address and all
Connection

LAN SETTINGS

T IP Address 10.7.10.71 User ID e S —
8 b DCS-910 directly to the
Time and Date Subnet Mask 255,255,255.0 Passwaord e Ll T
= Default Gateway |10.7.10.1 PPPOE you must enter the
l =

Primary DNS £3.87.68.162 sen by your Internet

Secondary DNS 3.8.8.8

PORT SETTINGS

translates domain names
(i.e. www. diink. com) into IP

Second HTTP Port @) Epable @ Disable
Port Nurmber |31

Browser Based Camera Configuration

from your ISP,
- Primary DNS: Primary
domain name server that
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4.2.

Define the Camera as a Display Server

The Camera Configuration Wizard is launched from the Camera branch of the Display Server tree.

Open the Display Server tree by selecting the Display Server icon at the bottom of the ThinManager

tree.
- - &l o = i
'ﬁ [\ Cobalt ©. § 7 FThinManagerv7.0 @ @
Edit Manage Install Tools View Remote View Help
— — | ) i
Status Bar = = ™ Print
Show Connected Only I_'_I — B Print Preview
Reports  Application Tabs
Options - -
Interface Reports Theme Print
Summary | Event Log hd
=k [[U]] Display Servers Attribute Value
E i Terminal Servers Camera Stats
- 7 Gold4s Total Cameras 0
PeachR23 Tatal Camera Groups I
o [ Training21
J Came
Add Camera

Add Carnera Group

b

=T
| IS |

Status

Camera Branch of the Display Server Tree

Right click on the Cameras branch and select Add Camera to launch the Camera Configuration
Wizard.
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¥a3 Carnera Configuration Wizard @

Camera Name
p

Enter the camera name and network location -

Camera Mame

Camera Name Camera 71
Change Group
Camera Model
Makee | D-Link =
Model \DCS-910 =]

Camera Networ Setup

r r
P Address | m .7 .10 . T

Fort &0

Mext Finish Cancel Help

Camera Name Page

You give the camera a name, select the make and model, and assign the IP address on the Camera
Name page.

v' Select the proper make and model in the Camera Model fields.

The makes and models of the cameras come from the TermCap database. If the camera you are using

isn't listed try downloading a new TermCap from http://www.thinmanager.com/downloads/ and adding it
using Install > TermCap Database.

You can use Generic:Default for an unlisted model but you will need to add the video URL in the Custom
URL field on the next page.

v' Enter the IP address and port that you assigned to the camera in the IP Address field.
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¥a3 Carnera Configuration Wizard @

Camera Authentication
p

Enter the camera usemame and password -

Camera Authentication

Us=mame |a":|m"-I

Password

Verify Password |‘.I
video .cgi

< Back | Finish | Cancel Help

Camera Authentication Page

ThinManager needs to know the administrative account assigned to the camera to access the video
stream.

v' Enter the administrative username and password in the Camera Authentication fields.
The thin client will be unable to access the video feed without it.

Each camera make and model may store the video feed in a different URL on the camera. Cameras in
the TermCap will have the URL filled in automatically. If the camera isn't in the latest TermCap it should
work as Generic:Default if you enter the location for the camera’s video feed in the Custom URL field.
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M| Cobalt » e, § 9 FThinManagerv7.0 ==/
Edit Manage Install Taols View Remote View Help

Status Bar — = ) Print
5|
S L

Show Connected Only s Print Preview
Reports | Application Tabs
Options - -

Interface Reports Theme Print

= i Display Servers
E| = Terminal Servers

[ Goldds
E PeachR23
: E Training2l
EE Cameras

e [ R

ewonesewe
You can configure your LAM and Internet settings her

Dynamic DNS
Save Settings |
Image Setup

_ QO DHCP @® Static IP Address
Connection

Padress  [GTTI

Defaul Gateway |1D.?.1n.1

- I

Config Connect | Event Log

Dor

—_
I AN T A= R pam—

Status

Camera Management Screen

One the camera is defined in ThinManager properly you can access the camera’s browser control panel
by highlighting the camera in the ThinManager tree and selecting the Connect tab. You can make
changes as needed.
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5. Sources - Workstations

Microsoft built RDP connectivity into the XP Pro, Vista Pro, and Windows 7 Pro workstations. You can
make an RDP connection to them and transfer the desktop to another computer. ThinManager takes
advantage of this feature to allow you to port a workstation to a thin client. These may be physical
workstations or virtual workstations.

v Go to the workstation and activate the remote desktop function.

System Properties E| E|

General Computer Mame Hardware Advanced
System Restare Autaratic Updates Remate

(f ,_ Select the waps that thiz computer can be used from another
lozation.

Remate Azsiztance

Allow Femote Azzistance invitations to be sent from thiz computer

“What iz Hemote Assistance?

Remote Dezkiop

Allow uzers to connect remotely to thiz computer
Full computer name:
#p_hk
What iz Bernote Desktop?

Select Remate Users. .

For uzers to connect remotely to this computer, the uzer account must
have a pazsward.

Windows Firewall will be configured to allow Remaote Desktop
connections ba thiz computer.

] l [ Cancel

Workstation System Properties

Open the workstation System Properties either by right clicking on the My Computer icon and select
Properties or by double clicking on the System icon in the Control Panel.

v" Check the Allow users to connect remotely to this computer checkbox.
You can specify which users can access the workstation by clicking the Select Remote Users button.
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Remote Desktop Userns E|E|

The uzers listed below can connect to thiz computer, and any members of
the Administrators group can connect even if they are naot lizted.

admirl admin
m admin m phurnz

7 admin3 7 Thintan
Q adrnind

pburng already has access.

Add...

To create new user accounts or add users to ather groups, go to Control
Panel and open User Accounts.

ak. l [ Cancel

Remote Desktop Users

Clicking the Select Remote Users button will open the Remote Desktop Users window. Use the Add
button to grant permission to users.

This makes the workstations a source. You deliver the workstation to the thin client by defining
Workstation Display Clients as shown in the Content section.

See Content - Workstation Deployment on page 115.
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6. Sources — VCenter Servers

ThinManager plays well with virtual machines. The easiest way to handle virtual machines is to treat them
as physical machines. ThinManager doesn’t care if they are physical or virtual.

If you use VMware's ESXi you can connect using the ThinManager interface to access several of the
management features provided by VMware's VCenter.

Select the VCenter icon on the ThinManager tree to open the VCenter Server tree.

iy - @ (& L .

= |HQ Cobalt £ @ s F ThinhManager v7.0 @@
Edit Manage Install Tools View Remote Wiew Help
Status Bar —k = =, Print
-~
Show Connected Only : — B Print Preview
Reports  Application Tabs

Options - -

Interface Reports Theme Print

Summary | hd

....... (5} VCenter Servers | Attribute

Wi
Add VCenter Server % br Servers View Summary

Tatal YCenter Servers

L : ,

Status

VCenter Server Tree in ThinManager 7

Right click on the VCenter Server branch and select Add VCenter Server to open the VCenter Server
wizard.
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¥=d VCenter Server Property Wizard @

Virtual Machine Host Name w
Enter VM Host name and |IP Address }
AR

WCenter Server Mame |‘-.-"_24

|

m . 24 Discover

VCerter IP Address | 1a

Log In Information

User Mame |'-':":'t

|

Passward

Verify Password |

< Back | Finish | Cancel Help

VCenter Server Wizard

Enter a name and the IP address for your ESXi server.

Enter the administrative account in the Log In Information fields and select Finish to accept the changes
and close the wizard.
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= | L, |Cobalt - &l @ ¥ FThinManager v7.0 Beta @'g'

Edit Manage Install Taols View Remote View Help
Firmware Boot Loader oo I 1 —,
i i) = =
@ Modules | & Chain Loader _ =
Firmware Licenses TermCap | Reports
Package Database
Packages Boot Files Licensing | TermCap | Reports
Summary | Recent Tasks -
=5 @ VCenter Servers Attribute Value
= @ V_24 Y¥Center Server Summary
=- ha-datacenter M ame Y_24
|P Address 10.7.10.24
Part Drefault
Duatacenters 1
Folders
Wirtual Machines 5
YCenter Server Connection ...
Ciommection Status Connected

=

Populated VCenter Server Tree in ThinManager

It will take a few minutes to connect and populate once you select finish. You can highlight the VCenter
Server to see the connection status in the Summary tab.
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|, |Cobalt =&, § 9 FThinManager v7.0 Beta ==/

<]
Edit Manage Install Taols View Remote View Help
|__| Firmware Q Boot Loader = C- o ‘_‘
é,Modules 58 Chain Loader =l .
Firmware Licenses TermCap | Reports
Package Database
Packages Boot Files Licensing | TermCap | Reports
Summary -
= ﬂ VCenter Servers Attribute Value
ﬂ V24 Virtual Machine Summary
E ]_[ ha-datacenter 1 .arme Slate25
j —— Slate25
Power Operations 2 107105
SDAps g Microgoft Windows Server 2003, Standard Edi..
Rename 517 MB
Remove from Inventory 1
Delete age 14.02GE
Committed Storage 792GE

== i w[a):

VCenter Server Functions

Once the VCenter Server tree has populated you can right click on a virtual machine and do the following:
Power Operations:

e Power On — Turns on a stopped or suspended virtual machine.

e Power Off — Turns off a stopped or suspended virtual machine.

e Suspend — Suspends a running virtual machine and stores the state.

e Reset — Cycles power to the virtual machine to restart the virtual machine.
Snapshot:

e Take Snapshot — Captures and stores the state of the virtual machine.

e Revert to Current Snapshot — Reapplies the stored state of a previously saved virtual machine.

e Snapshot Manager — Launches the Snapshot management tool.

e Rename — Allows the virtual machine to be renamed.

e Remove from Inventory — Removes the virtual machine from the tree WITHOUT deleting the
files.

o Delete — Removes the virtual machine from the tree AND deletes the file system.

ThinManager 7.0 User Manual -40 -



Snapshots

Snapshots save the state of the virtual machine in a file. Snapshots allow you to preserve a working
status before applying new applications, programs or updates. If the changes fail or are undesired, then
the snapshot can be restored allowing the virtual machine to return to the pre-change state.

Right-clicking on the virtual machine and selecting Snapshot>Take Snapshot will launch the Create
Snapshot window.

-

Create Snapshot @

Srapshiot MName

Snapshot Description

Iv Indude Virtual Machine Memory Image
[ Suspend Guest Fila System (requires YMWare Toals)

| oK | Cancel

Create Snapshot Window

The Create Snapshot window allows you to name the snapshot and enter a description.
Select OK to save the snapshot or Cancel to close without saving.
Multiple snapshots of a virtual machine can be taken.

Right-clicking on the virtual machine and selecting Snapshot>Revert to Current Snapshot will apply the
last snapshot taken.

Right-clicking on the virtual machine and selecting Snapshot>Snapshot Manager will launch the
Snapshot Manager window.
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Snapshot Manager

- Snap-2012_4 13

43dd

Snapshot Mame
Snapshot Description L
Creation Date

Snapshot Manager

The Snapshot Manager window shows all saved snapshots for the selected virtual machine. The
Snapshot Manager window shows the name, description, and creation date of a highlighted snapshot.
The buttons on the Snapshot Manager include:

e Revert To — This applies the selected saved snapshot.

e Delete — This deletes a highlighted snapshot.

e Delete All — This deletes all saved snapshots.

e Edit — Opens the Create Snapshot window to allow changes to the name and description.
e OK —Closes the Snapshot Manager.

A dialog box will require confirmation before changes are made.

Revert to Snapshot EX

Current virtual machine state will be lost, Rewert to the selected snapshot?

Yes Mo

Revert to Snapshot Warning

You will receive a warning when you initiate a snapshot restoration.
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6.1.

Adding a Virtual Server

Virtual terminal servers that reside on a VCenter Server can be defined using a wizard.

Select the Terminal Server icon on the ThinManager tree to open the Terminal Server tree.

Right click on the Terminal Servers branch and select Add Virtual Terminal Server.

=(f{im2 o

= |, |Cobalt ~ [y @ 7/ FThinManager v1.0 Beta @@
Edit Manage Install Taols View Remote View Help
ked ThinManager Server - Remove g_; Add Terminal Add Group | 4 Find (Ctrl-F)
"Add ThinhManager Server Refresh Lock Rename Find Mext (F3]
F Modify
& Disconnect Unlock Delete
ThinManager Server Edit Find
Status | Summary | Event Log hd
= “]I“ Display Servers Attribute Value
B @ Terminal FH0N Ginld45 oK.
i Goldd Add Terminal Server oK.
; Peac Add Virtual Terminal Server % oK
o [ Train Edit Terminal Server List
Cameras

Status

Terminal Server Tree

Selecting the Add Virtual Terminal Server command launches the Terminal Server Wizard.
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¥ad Terminal Server Wizard @

Virtual Machine Selection w
Select the Virtual Machine to use as a Wirtual Terminal Server }
AR

Choose a WCenter Server
\v_24 |
Choose the Vitual Maching to add as a Yidual Teminal Server

- V_24
= ]_'l ha-datacerter

= Ej

------ 51 Spruce?&

Mexd Cancel Help

Virtual Machine Selection Page

The Terminal Server Configuration Wizard shows an additional page when you select the Add Virtual
Terminal Server command.

Select your VCenter Server in the drop-down if you have multiples defined.
The VCenter Server tree will populate the selection box.

Select the virtual terminal server you want and select the Next button.
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¥ad Terminal Server Wizard @
Terminal Server Name w
Enterthe Teminal Server Mame and Log In information . }
A
Teminal Server Name |S|at'325
Teminal Server IP | 10 7 nm . 5 Discover
Log In Information
User Name |a-:|minist|at|:-r
Passwiord
Werify Password |‘.|
Diomain |
Schedule
< Back Mexd Finish Cancel Help

Terminal Server Name Page

Finish the configuration as you do other terminal servers by adding the administrative account in the Log
In Information fields. The IP address should fill automatically.

Finish the wizard as you would regular terminal servers by clicking Finish or by clicking Next and
checking the SmartSession load balancing checkbox.

== |- T Standard Terminal Server

-+ ﬁ Virtual Terminal Server

+].-. = Virtual Terminal Server defined as a
-| standard Terminal Server

Terminal Server Icons

The tree will show a different icon for a terminal server configured as a virtual terminal server. A virtual
terminal server treated as a physical terminal server will show the same icon as a physical terminal

server.
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Display Server Tree

Once added a virtual terminal server can be used in display clients just like physical terminal servers.
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7. Content — Terminal Services Display Client

Content is sent to devices through Display Clients. The most common content sent to a device is a
Windows application. These are sent as terminal services display clients. You can either give a person a
full desktop or limit them to a specific application with AppLink.

ThinManager allows you to deploy several applications to a device at once using MultiSession.

= | L |Cobalt -2l ¥ |Z} & FThinManagervi.0 == (==
Edit Manage Install Taols View Remote View Help

Status Bar I_I.\ = W Print

|:| Show Connected Only : L'_I _— s Print Prewiew

. Reports | Application Tabs
Options - -

Interface Reports Theme Print

Summary |

Attribute

EU]; Display Clients

F Terminal Servic= Tacminal Coryices Digplay Client Summary
----- 5 Camera Add Display Client % | Services Clisnts
------ Terminal Shadow Remote Dezkiop Protocol Clents
- Workstaticn Citrix |4 Protocol Clignts

Smart Sezzion Chentsz

= = o | m

Application Link Clients

ﬂ@ﬂﬁ][ﬂﬁk @ - 1 [} | ¢

Launch the Display Client Configuration Wizard

Applications are defined using the Display Client Configuration Wizard. It is launched by selecting the
Display Client icon at the bottom of the ThinManager tree, right clicking on the Terminal Services
branch, and selecting Add Display Client.
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7.1. Desktop

You can present a desktop to a device for the user. The device can automatically login with the terminal
account or you can allow the user to login manually so that they receive the desktop that is associated

with their user account.

¥4 Display Client Wizard =]

Enter the Display Clert name .

Client Mame ﬂ

Client Name Desktop45

Type of Display Client

Teminal Services

Pemissions

< Back MNexd Cancel Help

Client Name Page of the Display Client Wizard

Enter a name for the display client in the Client Name field.

The Type of Display Client is automatically filled if you right click on the Terminal Services branch. If you
right click on the top level Display Clients branch then you will have to select the type of display client you

want.
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¥=3 Display Client Wizard @

Display Client Options p

Select the options that apply to this Display Client
)

Client Options
¥ Allow Display Client to be tiled
Iv Mlow Display Cliert to be moved (MukiMonitor)
I Include IF Camera Overays

Connection Options

I¥ Always maintain & connection
Iv Connect at bootwup
[ Disconinact in the background

< Back MNexd Cancel Help

Display Client Options Page of the Display Client Wizard
The checkbox settings are:

e Allow group to be tiled — This allows the display client to be tiled when checked.

e Allow Group to be moved (MultiMonitor) — This allows the display client to be moved from
screen to screen when using MultiMonitor. A display client that allows it to be moved can be
anchored with a setting on the Screen Options page of the Terminal Configuration Wizard.

e Include IP Camera Overlays —This allows an IP Camera overlay to be added to this display
client.

e Always maintain a connection — This keeps a session active, reconnecting and restarting if it is
closed. If unchecked, the user can close a session and another session won't start automatically.

e Connect at boot-up — This starts a session for this display client at boot up. Otherwise a user
action is required to start the session if unchecked.

e Disconnect in background — If checked, a display client being used in a MultiSession
configuration will disconnect once it is moved into the background. This could be done to require
fewer resources.
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¥=3 Display Client Wizard @
Terminal Services Display Client Type t?’
Select the type of connection for this Teminal Services Display }
Cliertt. A
Teminal Server Type
Select the type of Temminal Server for this Display Client
™ Citrim ICA Servers
(" Citrix: Dewice Services Servers
{* Remate Desktop Protocol Servers
< Back MNexd Cancel Help

Terminal Services Display Client Type Page of the Display Client Wizard

ThinManager thin clients can use the Microsoft RDP (Remote Desktop Protocol) or the Citrix ICA
(Independent Computing Architecture).

Select the protocol you wish to use with the display client.
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¥ad Display Client Wizard 2

Terminal Services and Worostation Options W
Select the options for this Display Client } -
Cther Options

v Allow Auto-Login
[ Application Link
[ SmartSession

[ Enforce Primany

[ Instant Failover

< Back MNexd Finish Cancel Help

Terminal Services and Workstation Options Page of the Display Client Wizard

The Terminal Services and Workstation Options page of the Display Client Wizard is the key page in
Display Client configuration. These settings control how terminal server content is deployed to the
terminal.

v' Leave the Application Link checkbox uncheck to deploy a desktop.
v" Uncheck “Allow Auto-Login” if you want to provide the login prompt and force manual

login.

These are the configurations that this page controls:

Allow Auto-Login — This automatically logs into the session if a user account is applied to the
terminal.

Unchecking this shows the login window and forces a manual login. This is useful to provide a
user with a login based on their group policy.

Application Link — AppLink launches a single application instead of a desktop. The session
lacks the Explorer shell and does not show desktop icons or the Start menu. Closing the AppLink
program will kill the session and re-spawn a new session with the application running. This allows
the administrator to control content to the user in a simple manner without needing to use group
policies.

SmartSession — This adds SmartSession to the display client which provides load balancing
between member terminal servers.

SmartSession uses CPU availability, memory, and the number of sessions on the member
terminal servers to determine the load on the servers. Thin clients connect to the terminal server
with the most available resources.
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Enforce Primary — This setting tells a thin client to reconnect to its original terminal server if that
terminal server has failed and recovered. This is not available if SmartSession is selected.
Instant Failover — This provides Instant Failover where the terminal will connect to two terminal
servers in the Display Client. The terminal will have an active session on two terminal servers but
will only display one session. If the first terminal server fails, the session of the second terminal
server session is immediately displayed, eliminating any downtime due to terminal server failure.
An Instant Failover display client will want to have two active sessions so if one terminal server
fails the display client will start a session on a third terminal server if you have one in the server

list.

)

¥4 Display Client Wizard | E2
Display Client Members ﬂ
Select the Terminal Servers for thiz Display Client. } . ‘
Available Terminal Senvers Selected Temminal Servers
Gldd4 (10 7 10 44) Rine?1 (10 7 10 21)
Gold45 (10.7.10.45) Gold43 (10.7.10.43) -

i
N

Edit Server List

< Back Finish Cancel Help

Display Client Members Page of the Display Client Wizard

The Display Client Members page of the Display Client Wizard allows the selection of terminal servers
that you want the application to run on.

Move the terminal servers you want to use from the Available Terminal Server list to the Selected
Terminal Server list by highlighting the desired server and using the Left or Right arrow.

v

If your defined terminal servers do not show in the list then you probably selected
SmartSession on the previous page without checking the “ Available for Display Clients
using SmartSession” on the Terminal Server Capability page of the Terminal Server
Wizard.

You can click the Edit Server List button to open the Terminal Server List Wizard to open each
terminal server wizard to check the needed checkbox.
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Adding two terminal servers to the Selected Terminal Server list will provide failover. In normal failover
the terminal will connect to the first terminal server. If it fails it will connect to the second.

SmartSession load balancing does not follow the list order but instead goes to the terminal server with the
lightest load.

Select the Finish button to complete the wizard and save the configuration.
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7.2. Single Application Deployment with AppLink

ThinManager uses its AppLink function to launch a single application instead of a desktop. This allows
you to control what the user can see and interact with.

The application is launched instead of the Windows Explorer desktop. Closing the application will cause
the terminal to disconnect and re-launch a new connection to the server with the application running.

To create a single application display client launch the Display Client Configuration Wizard by selecting
the Display Client icon at the bottom of the ThinManager tree, right clicking on the Terminal Services
branch, and selecting Add Display Client.

-

¥=d Display Client Wizard @
Client Mame m‘
Erterthe Display Clizrt mame . } = :‘
Client Name Excel

Type of Display Client

Teminal Services J

Pemissions

< Back Cancel Help

Client Name Page of the Display Client Wizard
Enter a name for the display client in the Client Name field.

The Type of Display Client is automatically filled if you right click on the Terminal Services branch. If you
right click on the top level Display Clients branch then you will have to select the type of display client you
want.
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¥=3 Display Client Wizard @

Display Client Options p

Select the options that apply to this Display Client
)

Client Options
¥ Allow Display Client to be tiled
Iv Mlow Display Cliert to be moved (MukiMonitor)
I Include IF Camera Overays

Connection Options

I¥ Always maintain & connection
Iv Connect at bootwup
[ Disconinact in the background

< Back MNexd Cancel Help

Display Client Options Page of the Display Client Wizard
The checkbox settings are:

e Allow group to be tiled — This allows the display client to be tiled when checked.

e Allow Group to be moved (MultiMonitor) — This allows the display client to be moved from
screen to screen when using MultiMonitor. A display client that allows it to be moved can be
anchored with a setting on the Screen Options page of the Terminal Configuration Wizard.

e Include IP Camera Overlays —This allows an IP Camera overlay to be added to this display
client.

e Always maintain a connection — This keeps a session active, reconnecting and restarting if it is
closed. If unchecked, the user can close a session and another session won't start automatically.

e Connect at boot-up — This starts a session for this display client at boot up. Otherwise a user
action is required to start the session if unchecked.

e Disconnect in background — If checked, a display client being used in a MultiSession
configuration will disconnect once it is moved into the background. This could be done to require
fewer resources.
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¥=3 Display Client Wizard @
Terminal Services Display Client Type t?’
Select the type of connection for this Teminal Services Display }
Cliertt. A
Teminal Server Type
Select the type of Temminal Server for this Display Client
™ Citrim ICA Servers
(" Citrix: Dewice Services Servers
{* Remate Desktop Protocol Servers
< Back MNexd Cancel Help

Terminal Services Display Client Type Page of the Display Client Wizard

ThinManager thin clients can use the Microsoft RDP (Remote Desktop Protocol) or the Citrix ICA
(Independent Computing Architecture).

Select the protocol you wish to use with the display client.
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¥=3 Display Client Wizard @

Terminal Services and Worostation Options w
Select the options for this Display Client } -
Cther Options

v Allow Auto-Login

Iv Application Link

[T SmartSeszsion
[ Enforce Primany

[ Instant Failover

< Back MNexd Cancel Help

Terminal Services and Workstation Options Page of the Display Client Wizard

The Terminal Services and Workstation Options page of the Display Client Wizard is the key page in
Display Client configuration. These settings control how terminal server content is deployed to the
terminal.

v" Check the “Application Link” checkbox to deploy a single AppLink application.
v" Uncheck “Allow Auto-Login” if you want to provide the login prompt and force manual

login.

These are the configurations that this page controls:

Allow Auto-Login — This automatically logs into the session if a user account is applied to the
terminal.

Unchecking this shows the login window and forces a manual login. This is useful to provide a
user with a login based on their group policy.

Application Link — AppLink launches a single application instead of a desktop. The session
lacks the Explorer shell and does not show desktop icons or the Start menu. Closing the AppLink
program will kill the session and re-spawn a new session with the application running. This allows
the administrator to control content to the user in a simple manner without needing to use group
policies.

SmartSession — This adds SmartSession to the display client which provides load balancing
between member terminal servers.

SmartSession uses CPU availability, memory, and the number of sessions on the member
terminal servers to determine the load on the servers. Thin clients connect to the terminal server
with the most available resources.
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Enforce Primary — This setting tells a thin client to reconnect to its original terminal server if that
terminal server has failed and recovered. This is not available if SmartSession is selected.
Instant Failover — This provides Instant Failover where the terminal will connect to two terminal
servers in the Display Client. The terminal will have an active session on two terminal servers but
will only display one session. If the first terminal server fails, the session of the second terminal
server session is immediately displayed, eliminating any downtime due to terminal server failure.
An Instant Failover display client will want to have two active sessions so if one terminal server
fails the display client will start a session on a third terminal server if you have one in the server

list.

)

¥4 Display Client Wizard | E2
Display Client Members ﬂ
Select the Terminal Servers for thiz Display Client. } . ‘
Available Terminal Senvers Selected Temminal Servers
Gldd4 (10 7 10 44) Rine?1 (10 7 10 21)
Gold45 (10.7.10.45) Gold43 (10.7.10.43) a

i
N

Edit Server List

< Back MNext = Cancel Help

Display Client Members Page of the Display Client Wizard

The Display Client Members page of the Display Client Wizard allows the selection of terminal servers
that you want the application to run on.

Move the terminal servers you want to use from the Available Terminal Server list to the Selected
Terminal Server list by highlighting the desired server and using the Left or Right arrow.

v

If your defined terminal servers do not show in the list then you probably selected
SmartSession on the previous page without checking the “ Available for Display Clients
using SmartSession” on the Terminal Server Capability page of the Terminal Server
Wizard.

You can click the Edit Server List button to open the Terminal Server List Wizard to open each
terminal server wizard to check the needed checkbox.
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Adding two terminal servers to the Selected Terminal Server list will provide failover. In normal failover
the terminal will connect to the first terminal server. If it fails it will connect to the second.

SmartSession load balancing does not follow the list order but instead goes to the terminal server with the
lightest load.

-

[ Dicplay Client Wizard @

ApplLink
bt

Erter the linked application path.

Applink Path

Program Path and Filename

Browse ‘

Command Line Options

Start in the: following folder

Browse

< Dack | Cancel | lelp

AppLink Page of the Display Client Wizard

The AppLink Page of the Display Client wizard has a field for the path to the executable to launch the
desired application.

v' Enter the path to the application in the “Program Path and Filename” field.
There is a Browse button that launches a file browser to allow you to select the executable file.

ThinManager 7.0 User Manual -59 -



¥ad Open @
—
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Organize - Mew folder =« [ @I
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File Browser

Select the Browse button to open the file browser. Navigate to the executable file, highlight it, and select
the Open button.

This will populate the Program Path and Filename field.
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¥=3 Display Client Wizard @

Applink p

Enter the linked application path.
(D

Applink Path

Frogram Path and Filename

|C:"-.F‘n:|g|arn Files Microsaft Office™Office 14\EXCEL.EXE

Browse

Command Line Options

Start in the: following folder

Browse

< Back Cancel Help

Filled Program Path and Filename Field
Select the Finish button to complete the wizard and save the configuration.

There are a few factors to consider when entering the application in the Program Path and Filename
field:

e The file browser is on the ThinManager Server and not the Terminal Server unless you installed
ThinManager on your Terminal Server.

e The path to the application needs to be the same on each terminal server.

o If the file is different on different servers you may need to use a batch file to launch the
application using different paths.

A batch file is created and put in the same location on each terminal server.

The batch file can be as simple as 3 lines:

CD "C:\Program Files\Microsoft Office\Officeld"”
Start EXCEL.EXE
CD \

The first line is changed to reflect the location on that particular terminal server.
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When a terminal connects to a terminal server it will be directed to the batch file.

The batch file will direct the terminal to the right location.

¥ Display Client Wizard [ 2 |

Applink ’q

Erter the linked application path.

Applnk Fath

Frogram Fath and Fllename

C:Maunchexcel.cmd

Browac

Command Line Optiona

Start in the: following folder

Broweze

< Back Finish Cancel Help

Batch File as the Program Path

Point to the batch file in the common location if using a batch file to launch the application from different
paths.
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Created Display Clients in ThinManager Tree

Once you have created a display client it will show in the Display Client branch of the ThinManager tree.

7.3. Deployment Options

Terminal Services Display Clients have a variety of deployment options. These are controlled on the
Terminal Services and Workstation Option page of the Display Client Wizard.
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¥=3 Display Client Wizard @

Terminal Services and Worostation Options w
Select the options for this Display Client } -

Cther Options
[ Alow Auto-Login
[ Application Link
[ SmartSession
[ Enforce Primany

[ Instant Failover

< Back MNexd Finish Cancel Help

Terminal Services and Workstation Option page of the Display Client Wizard

Which checkbox you select changes the way applications are deployed.

7.4. Allow Auto-Login

Allow Auto-Login — This automatically logs into the session if a user account is applied to the terminal.

v' Check the “Allow Auto-Login” checkbox to allow the session to start without needing user
interaction if a user account is assigned to the terminal.

Using Auto-Login is the default setting. It is important for instant failover so that the backup session is
immediately displayed without user intervention.

Unchecking this shows the login window and forces a manual login. This is useful to provide a user with a
login based on their group policy, like when desktops are deployed.

7.5. Application Link

Application Link — AppLink launches a single application instead of a desktop. This allows you to control
a user's access. If the Display Client uses AppLink the user will not get a desktop or icons but will be
limited to the application specified. Closing it will re-launch the program, assuring that it is always running.
This allows the administrator to control content to the user in a simple manner without needing to use
group policies.
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Applink Path
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Browse

< Back Cancel Help

AppLink Page of the Display Client Wizard
The AppLink Page has three fields.

e Program Path and Filename - Enter the path to the desired application in the field.

Note: Quotation marks may be needed when there is a space in the path.

e Command Line Options — This field provides a space for command line options and switches.
This field may not be required.

e Startin the following folder - This field is provided in case you need to specify the working
directory for the program when using a relative path for the initial program. This field may not be
required.

It has one button:

e Browse — The Browse button will allow you to select the executable file using a file browser.
Make sure the path is correct on all terminal servers.

Note: If a Terminal Services Display Client contains several terminal servers, the path must be valid on all
terminal servers. If different terminal servers have different paths to the desired program, write a
batch file to open the program.
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Compatibility | Securty | Details | Previous Wersions
General | Shortcut I Options I Fort I Layout I Colors

Command Prompt

Target type:  Application
Target location: system32

Target: Ywindir%\system32\cmd exe

Startin: LHOMEDRIVERLHHOMERATHY

Shorcut key:  None

Run: [Nnrrnal window "]

Comment: Performs tesd-based (commanddine) functions.
Openi File Location ] [ Change lzon... ] [ Advanced. .. ]
OK || Cancsl Apply

Command Prompt Shortcut Properties

The AppLink fields can be explained by looking at the properties of a shortcut.

The Command Prompt shortcut properties has a Target field and a Start In field. The Target is the path
to the executable. The Start In field is the home directory for the application.
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¥ad Display Client Wizard

Applink
Enter the linked application path.

b

— AppLink Path

Frogram Path and Filename

|*::,windir*:umtem32acmd_m

Browse I

Command Line Options

Start in the: following folder
I‘JLHOI'U'IED RIVE%L%:HOMEPATH%:

Browse I

< Back Mext Finish Cancel

Help

AppLink Paths
This shows how the path data from the shortcut is used in AppLink.
The Target field is equivalent to the Program File and Filename field.

The Start In field is equivalent to the Start in the following folder field.
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V&4 Display Client Wizard [ =2 |

Applink
p

Enter the linked application path.

Applink Path

Frogram Path and Filename

|C:"-.F‘n:|g|arn Files*Intemet Explorertiexplone exe

Browse

Command Line Options

|I'rl'tp:;"fmw thinmanager.com

Start in the: following folder

Browse

< Back Finish Cancel Help

Web Site Deployment

A browser can launch by including the URL of the desired site in the Command Line Options field.

7.6. SmartSession

SmartSession — This adds SmartSession to the display client which provides load balancing between
member terminal servers.

SmartSession uses CPU availability, memory, and the number of sessions on the member terminal
servers to determine the load on the servers. Thin clients connect to the terminal server with the most
available resources.
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SmartSession Load Balancing Graph
The formula that ThinManager uses to calculate SmartSession load balancing is
SmartSession Load = (CPUwt X CPU%) + (RAMwt X RAM%) + (SessionWt X Session%)

The load = (CPU weight x the CPU Use %) + (Memory weight x Memory Use %)
+ (Session weight x Session Number %)

The Weight is configurable in the Display Client Wizard. The % range is configurable in the Terminal
Server Wizard.

7.6.1. Weight in SmartSession

If you are concerned with one of the SmartSession measurements, either processor, memory, or
sessions, you can increase the weight of that component to make its measurement a bigger factor. This is
done on the SmartSession Setting page of the Display Client Wizard.
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¥=3 Display Client Wizard @

Enterthe SmartSession weights for this Display Cliert

Smeart Session Settings p
R

Smart Session Weights
CPU Litilization Weight

Memary Ltilization Weight 1

1

Ll bL L

Sessions Weight

Gueuing
Cueue Time Min I Sec Ma=: 120 Sec
[ Irfinite
< Back MNexd Finish Cancel Help

SmartSession Settings Page of the Display Client Wizard

Once you have selected the SmartSession checkbox on the Terminal Services and Workstation Options
page of the Display Client wizard a SmartSession Settings page will be added before the AppLink page.
This allows you to change the weight of each SmartSession load balancing component.

Changing the weight of one of the components will increase its value and make it more sensitive to
overload of that resource.

If, for example, you are concerned with the CPU being taxed on the servers you can increase the CPU
Utilization Weight to make that value increase the SmartSession load number more.

7.6.2. SmartSession Ranges

Normally ThinManager uses the full range of CPU and RAM to determine the SmartSession load. You
can adjust that in the Terminal Server Wizard.

Open the Terminal Server Wizard by double clicking on the desired server on the Terminal Servers
branch of the Display Server tree. Navigate to the SmartSession Configuration page.
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¥ad Terminal Server Wizard @
Smeart Session Configuration W
Enterthe SmartSession limits for this Terminal Serwer. }
AR
CPU Lkilization
Minimurm EE e
Mindmum 100.0 vl
Memory Ltilization
Minimum 00 %
Mindmum 100.0 vl
Sessions
Minimum 0
Mazzdmum M
< Back | Finish Cancel | Help

SmartSession Configuration Page of the Terminal Server Wizard

Each resource that ThinManager measure for SmartSession load balancing has an adjustable range. The
CPU Utilization and the Memory Utilization uses 0% to 100% as its scale. The Sessions resource is
based on 50 sessions, where 0 sessions is 0%, 25 session sis 50%, and 50 sessions is 100% used.

If you are concerned about using all your resources on a server you can lower the Maximum setting.
Changing the Sessions maximum to 25 would mean that 25 sessions is 100% utilized and ThinManager
will consider the server less available. Likewise, changing the CPU Utilization maximum to 75% will tell
ThinManager that the server is loaded at 75% CPU utilization, leaving some spare CPU available.

These numbers can be left at the default settings, or can be tweaked through trial and error to determine
the best performance.

v' The settings can be left at the defaults unless you notice a performance problem that
changing the Weights or Ranges may correct.

7.6.3. Queuing

Another SmartSession feature is Queuing. This was developed to smooth the transition from one server
to another during failover.

A starting session usually takes more resources to initialize than it takes to run. If a server fails and all or
its terminals switch to a backup the many starting sessions may overload and tax the new server. This is
especially true with HMIs, SCADAs, and other resource demanding applications.
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When a terminal first starts an application that uses SmartSession ThinManager will check the resources
of the member servers and ThinManager will send the terminal to the server with the lightest load, the

most available resources.
Queuing acts like an intelligent bottleneck. When ThinManager sees that if all the servers have maxed out

their resources then ThinManager will wait to give the server assignments to the terminals. It will wait until
the loads drop and resources become available. Then ThinManager will send another terminal to the

server.

Without Queuing the terminals would switch immediately, taxing the system and greatly slowing
performance until all the sessions initialized and reached stable load levels.

-

ved Display Client Wizard @
Smeart Session Settings m‘
Erterthe SmartSession weights for this Display Client b = ‘

Smart Session Weights
CPU Lkilization ‘Weight

Memory |Ltilization Weight 1

bl bl Ll

Sezzions Weight 1

Gueuing
Cueue Time Min 0 Sec Ma=: 120 Sec
[ Irfinite
< Back Mext = Finish Cancel Help

SmartSession Settings Page of the Display Client Wizard
The Queuing function is automatically applied to SmartSession Display Clients. The default settings will
give a minimum wait of 0 seconds and will let terminals connect after 120 seconds, even if the load has
not lowered.
v'If the server bogs down with the default settings then try a longer interval.

Checking the Infinite checkbox will keep the terminal waiting until the load lowers to an acceptable level.
However, this may not be a good idea because if the server has problems, like a memory leak, then the
resources may never lower enough to allow the terminals to connect. It would be better to move the Max

field to a higher interval.

v SmartSession load balancing and Queuing can be applied to a display client with a single
member terminal server.
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This allows the single server to have the terminals connect in an orderly fashion spreading the demand
for startup resources instead of all connecting at the same time and overloading the server.

7.7. Enforce Primary

ThinManager uses a list of assigned terminal servers that the terminal can connect to. The top terminal
server is considered the primary terminal server.

i )

¥4 Display Client Wizard (5]
Display Client Members \ O
Select the Terminal Servers for this Display Client. b ‘
A
fwailable Termingl Senvers Selected Teminal Servers

Blue21(10.7.10.21}
o Lo L L T T -

Gold44 (10.7.10.44) o
Gold42 (10.7.10.45)

|A|V

Edit Server List

< Back Mext = Finish Cancel Help

Primary Terminal Server

The thin client will connect to the terminal servers in order. If the terminal fails to connect to the first one it
will try the second, then third, until it finds a listed server that allows a connection.

With Enforce Primary the top terminal server in the list is considered the Primary Terminal Server and the
terminal will always try to connect to this server. If the terminal is running on the primary server and the
server fails then the terminal will switch to a backup. However, the terminal will monitor the primary
terminal server. If the primary terminal server becomes available then the terminal will switch back to its
assigned Primary Terminal Server.

7.8. Failover

ThinManager has a failover feature where you can assign two or more terminal servers to a terminal. If
the first server fails the terminal will detect it and switch to the backup server. This prevents downtime and
loss of productivity.

v' ltis a best practice to use Failover in every ThinManager system.
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Failover requires:

e Two or more servers
e The same applications installed with the same path
e The same Windows accounts on each server

V<3 Display Client Wizard ¥4 Display Client Wizard
Display Client Members G’ Display Client Members 0
Select the Teminal Servers for this Display Client. ’ - ‘ Select the Teminal Servers for this Display Client. ’ ‘
Awailable Temminal Servers Selected Teminal Servers Available Temminal Servers Selected Teminal Servers
Gold43 (10.7.10.43) Blue21 (10.7.10.21) Blue21 (10.7.10.21)
Gold44 (10.7.10.44) ﬂ Gold43 (10.7.10.43) ﬂ
Gold45 (10.7.10.45) Gold44 (10.7.10.44)
ﬂ ﬂ Gold45 (10.7.10.45)

Fl o 4 o
Edit Server List | Edit Server List |

<Back Next > Frish | Cancel | Help <Back Next > fiish | Cancel Help

Display Client Without Failover Display Client Without Failover

Configuring Failover is a simple as defining multiple terminal servers using the Terminal Server Wizard
and adding two or more servers in the Selected Terminal Server list on the Display Client Member
page of the Display Client Wizard.

= o=

Terminal Connected to First Terminal Server

The terminal connects to the first terminal server in the Selected Terminal Server list.

ThinManager 7.0 User Manual -74 -



Terminal Connected to Second Terminal Server

If the first terminal server fails the terminal will detect it, disconnect, and try the next server in the list. It
will launch the same display client with the same credentials.

The speed in which server failure is detected can be modified on the Monitoring Configuration page of
the Terminal Configuration Wizard.
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¥ad Terminal Configuration Wizard

Monitoring Configuration ﬂ'
Select the setting for how often the Teminal Server status is }
monitored by this terminal. R

Monitor Interval
{+ Fast
" Medium
" Slow
(" Custom

Monitor Interval b 3 Seconds
Moriter Timeout 1 El Seconds

Monitar Retry

Ju

Primary Up Delay Multiplier
Primary Up Delay 30 Seconds

< Back Finish Cancel Help

Monitoring Connection Page of Terminal Configuration Wizard

When a ThinManager Ready thin client or ThinManager Compatible thin client connects to a terminal
server and starts a session it forms a secure socket connection with a heartbeat. It the connection is lost
the terminal will try to reconnect. If it fails it will connect to the next terminal server in the list.

e The Monitor Interval is how many seconds the terminal will wait before attempting to reconnect.
e The Monitor Retry is the number of times the terminal will try to reconnect before switching,
e The Monitor Timeout is the interval between reconnection attempts.

Using the Fast setting a terminal will wait five seconds, try, wait a second, try a second time, wait a
second, try a third time, then switch to the other server. This takes 10 to 20 seconds in a real world
scenario.

There are other settings, including a custom setting but the slower settings are usually not needed with
today’s fast networks.

The terminal can switch to a backup in 10 to 20 seconds but the applications need to load. If you don’t
want to wait for the application to load you can use Instant Failover.

7.9. Instant Failover

A Display Client configured with the Instant Failover checkbox will send the terminal to connect to two
terminal servers at startup, giving it two active sessions.
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Instant Failover with Two Active Sessions

If the first terminal server fails, the session of the second terminal server session is immediately
displayed, eliminating any downtime due to terminal server failure.

Terminal with Instant Failover and Backup Sessions

An Instant Failover display client will want to have two active sessions so if one terminal server fails the
display client will start a session on a third terminal server if you have one in the server list.

Instant Failover requires:
U Two or more servers
The same applications installed with the same path

The same Windows accounts on each server

(I Wy

The Display Client needs the Instant Failover checkbox checked on the Terminal Services and
Workstation Options

\

Use the Auto-Login function so switching is automatic and doesn’t require a user to login
to start the session

v'Instant Failover is free from ThinManager but you will probably need a second license
from your application vendor.
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8. Content — Camera Display Clients

IP camera video feed can be displayed on ThinManager Ready thin clients and ThinManager Compatible

thin clients.

Q
a
a

Q

Define the camera as a Camera Display Server.

Add the Camera Display Client to a terminal.
See Terminal Configuration in ThinManager on page 131.

Create a Camera Display Client and add camera output as overlays.
See Content — Camera Display Clients on page 78.

Configure the camera device according to the camera vender guidelines and add to your network.

Display Client applications for the terminal are defined using the Display Client Configuration Wizard

= |4, |Cobalt - ©, § ¥  FThinManagerv7.0 Beta E‘@
F Edit Manage Install Tools View Remote View Help

¥ad ThinManager Server 2 Remove @Add Terminal Add Group | 4, Find (Cirl-F)

’Add ThinManager Server Refresh - Lock Rename Find Mext (F3)

&qusc-:nnect Hodi Unlock Delete

ThinManager Server Edit Find

Summary | -
Attribute Walue

E['[E Display Clients
Eﬂ Terminal Services
; Desktop45
; Excel
; Form01
; Form02

- HMI_Tanks

..... E

...... Te Add Display Client
------ Worlcstation

)¢
L]
=

&k o -

IP Camera Display Client Summary

Tatal IP Camera Clients

I

Add Camera Display Client

It is launched by selecting the Display Client icon at the bottom of the ThinManager tree, right clicking
on the Terminal Services branch, and selecting Add Display Client.
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V&4 Display Client Wizard [ =2 |

Client Mame
p

Enter the Display Client name.

Client Name Camera?

Type of Display Cliert

Camera J

Pemissions

Create at least one camem overay

< Back MNexd Cancel Help

Camera Display Client Name Page of the Display Client Wizard
Name your display client by entering a name in the Client Name field.

The wizard starts like the Terminal Services Display Client Wizard but changes at the Overlay Outline
page.
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Display Client Wizard @
Owveray Layout
Select the size and location of the |IP camera overays ’ ‘
)
Choose Camera Layout Custom ,
Add Oveday I
mre Oveﬂa}r
Display Size 1024x768 |
Create at least one camera overday
< Back Mext Finizh Cancel Help

Overlay Layout Page of the Display Client Wizard
Camera feeds are laid out on the Overlay Layout page of the Display Client Wizard.

You can either use a camera overlay template or lay out a custom overlay.

8.1. Camera Overlay Template

The wizard has a number of layouts pre-configured. Use the Choose Camera Layout drop-down to select
from one to sixteen camera grids. These run from 1x1, through 2x2 and 3x3, to 4x4 cameras.
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Overlay Layout . ﬂ

Select the size and location of the IP camera overays —

Display Client Wizard (=3

Display Client Wizard @
Overlay Layout v
Select the size and location of the IP camera overays ’ ‘

Choose Camera Layout

Add Overlay |
Hemo've Dverlay

Display Size 102-k768 -

Create at least one camera overay

Choose Camera Layout

Add Overlay |

Hemove Dverlay

Display Size 102-1:(?68 -

Create at least one camera overay

< Back Next > Frish | Cancel Help

< Back Next >

Frish | Cancel | Help

2x1 Grid Template

3x3 Grid Template

One you have selected a template the wizard lets you add a camera per grid.
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V=3 Display Client Wizard
Overay Cameras p

Select the cameras available in the overay

Cverday Name Overay |
— Pasition / Size
Left Top Width Height

|: 0 512 |"I=2

—Cameras to show
v Al Cameras Available

Add

[elete |

Set Intial Camera |

Orverday Options |

< Back MNext = Finish Cancel Help

Overlay Cameras Page of the Camera Display Client Wizard

The wizard will show an Overlay Camera page for each overlay. The gray overlay is the one you are
assigning cameras to.

You can leave the default All Cameras Available checked and all of the cameras are available in that
overlay.

The Set Initial Camera button opens a list of the cameras that lets you select which camera you want to
be displayed first.
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Select Initial Camera

(el
E"E?mmaS Ok |
_ Coneel |

Camerar

Camcel

Select Initial Camera Window

The Select Initial Camera window shows the cameras in a tree. Select the one you want to be displayed
first and select the OK button to close.
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V=3 Display Client Wizard

Overay Cameras p

Select the cameras available in the overay

Cverday Name Overay_2
— Pasition / Size
Left Top Width Height
|512 |n 512 I?EE
~Camerss to show

[~ Ml Cameras Available

Ad

Delete

i

Set lnitial Camera |

Orverday Options |

< Back Hews | [ Fush | cancel Help

Overlay Cameras Page

To limit the overlay to a smaller set of cameras you uncheck the All Cameras Available checkbox and
use the Add button to select the desired camera or cameras.
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Select Camera or Group @
Ok |

Camcel

Select Camera or Group Window
Clicking the Add button in the Cameras to Show frame will launch the Select Camera or Group window.

Select a camera and click the OK button. Repeat until all the desired cameras are selected.
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V=3 Display Client Wizard
Overay Cameras p

Select the cameras available in the overay

Cverday Name Overay_2
— Pasition / Size
Left Top Width Height

|512 0 512 |"I=2

—Cameras to show
[~ Al Cameras Available

Camera?l Ad
Camera73

i

Delete

Set lnitial Camera |

Orverday Options |

< Back Hews | [ Fush | cancel Help

Selected List of Cameras
If you select multiple cameras the top listed camera will be the camera that is shown first.

Select the Finish button when you have selected cameras for each overlay.

8.1.1. Overlay Options

Once you add a camera or cameras to the overlay you can select the Overlay Options button to

configure the overlay options.
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Overlay Options

General Optiong

[v Enable Owerlay

v |nteractive Cancel
[ Scale
[ Crop
[ Show Complete Camera Mame
Barder Size | b edium ﬂ
Title Optionz
Title Position ITop =
Title Size: |N|:|rma| ﬂ

Cycling Options
[ Enable Cycling

Cycle Time [secs] 0

Overlay Options
The Overlay Options page has setting to alter the camera display.
General Options:

e Enable Overlay — This option allows the overlay to be visible at startup.
Unchecking this setting will start the display client with the camera in a disabled non-visible state.
The TermMon ActiveX Control can be used by an application to enable the overlay.

e Interactive — This option allows the user on the terminal to interact with the overlay. If the user
clicks in the overlay area, he can perform functions such as switching cameras and making the
overlay full screen.

e Scale — This option will scale camera frames to be to the size of the overlay window. Aspect ratio
will be maintained.

e Crop — This option will crop the camera frame if it is larger than the camera overlay. This option
when combined with the Scale option will always fill the entire overlay area.

e Show Complete Camera Name — Using this option allows the entire path of the camera to be
displayed. The path includes any groups of which the camera is a member.

e Border Size — This setting determines the size of the overlay outside border.
Title Options:
e Title Position — This is the position of the camera name within the overlay.

e Title Size — This is the size of the camera name when displayed within the overlay. Set this to
Don’'t’ Show Title if you do not want the camera name displayed.

Cycling Options:
e Enable Cycling — Check this setting to cycle between the cameras assigned to the overly.

e Cycle Time — This is the time in seconds that the overlay will display each camera before
switching to the next camera.

ThinManager 7.0 User Manual - 87 -



Note: The Cycling Options are not available if you check the All Cameras Available checkbox on the
Overlay Cameras page.

. L -
— | Cobalt Y 12 r ThinManager v7.0 E'@
Pkadm
Edit Manage Install Taols View Remote View Help
ki ThinManager Server < Remove Add Terminal Add Group Find [Ctrl-F)
'ﬂ'Add ThinManager Server Refresh r Lock Rename Find M ext (F3)
Modify
i}\\' Disconnect Unlock Delete
Shadow Configuration Modules Schedule Properties ¥

Caneral

[EH Production_Offices

Lé.ﬂ Shipping

- I 01_UNO_2053E

- I 02_AristabB824

- [l 03_Advantech5820

=

Fl-Ekd HMLNew

E Excel

@ XP_Desktop

El@ Camera2
E@ Owerlay_1

ez}
.
e
B

(- 9 05_iPad
- [ MultiMonitor

(= w2 @

Shadow of a Terminal with a Camera Display Client
Once a terminal has a Camera Display Client added and is rebooted, the cameras become visible.

When the Camera Display Client is selected the terminal will make a connection to the camera and
request the feed using the administrative account you entered when you defined the camera as a display
server. This connection will only be active if the camera display client is active. If you switch to another
display client then the terminal will drop the connection to the camera.

The overlays and cameras will show green lightning bolts when active and red when inactive.

8.1.2. Custom Overlays
You can create custom overlays instead of using the pre-configured templates.

Create a new Camera Display Client by right clicking on the Camera branch of the Terminal Services
branch of the Display Client tree and selecting Add Display Client.
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¥=d Display Client Wizard

Owveray Layout
Select the size and location of the |IP camera overays

Choose Camera Layout

Custnm

-

Add Oveday I

- mre Ovma}r
Display Size 1024768 |

Create at least one camera overday

< Back I Mext Finizh Cancel Help

Overlay Layout Page of the Camera Display Client Wizard

Select the Add Overlay button to open the Custom Overlay window.

[ Custom Cverlay
Overlay Mame II:‘E"""E’E"_"‘-I ok I
Carcel |
Puosition / Sizc -
Left Top Wiidth Height
100 200 £40 |4E=|]

Custom Overlay Window

The Custom Overlay window allows you to define the boundaries of the overlay.

Select the position of the overlay in pixels using the Left and Top fields.

Define the size of the overlay in pixels in the Width and Height fields
Click the OK button when done.
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Display Client Wizard @
Owveray Layout
Select the size and location of the |IP camera overays ’ ‘
)
Choose Camera Layout Custom ,
Add Oveday I
mre Oveﬂa}r
Display Size 1024x768 |
Create at least one camera overday
< Back MNext = Finizh Cancel Help

Overlay Layout Page of the Camera Display Client Wizard

Once the Custom Overlay window is closed the Overlay Layout page will show the boundaries of the
custom overlay.
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V=3 Display Client Wizard

Owverday Cameras w
Select the cameras available in the overay ’ -
Cverday Name Camera7i
— Position / Size
Left Top Width
|1Du 200 640 |4au

—Cameras to show
v Al Cameras Available

Add

[elete |

Set Intial Camera |

Orverday Options |

< Back Hews | [ Fush | cancel Help

Overlay Cameras Page

The Display Client Wizard will continue to add a camera or cameras to the overlays just like it did for the
pre-configured templates.
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Display Client Wizard

Owveray Layout
Select the size and location of the |IP camera overays

Choose Camera Layout Custom

=

Add Oveday I
mre Oveﬂa}r

Display Size 1024768 |

Create at least one camera overday

< Back MNext = Finizh Cancel

Help

Multiple Custom Camera Overlays

You can add as many custom overlays as will fit on a display client screen.
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¥=d Display Client Wizard

Owverday Cameras
Select the cameras available in the overay

Cverday Name amera |
— Pasition / Size
Left Top Width
|5ﬂ 50 320 |2-m

—Cameras to show
v Al Cameras Available

Add

[elete |

Set Intial Camera |

Orverday Options |

< Back MNext = Finish Cancel

Help

Multiple Custom Camera Overlays
The wizard will allow you to add cameras to each overlay in turn.

Select the Finish button when done.
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8.1.3. Adding a Camera to an Existing Application

Camera overlays can be added to an application using the Terminal Server Display Client Wizard. This is
an overlay. IT will cover the screen of that display client is the area you define. You can hide and reveal
the overlay with the TermMon ActiveX from ACP.

v" Use the TermMon ActiveX to hide and reveal the camera overlay
See Cameras and the TermMon ActiveX on page 99.

Open a Terminal Server Display Client wizard and navigate to the Display Client Options page.

¥=d Display Client Wizard @
Display Client Options m‘
Celect the options that apply to this Display Cliert } = :‘

Client Options
Iv Alow Display Client to be tiled
Iv_Allow Dizplay Cliert to be moved (MuttiMonitor)
I¥ Include IF Camera Qverays

Connection Options

Iv Always maintain & connection
IV Connect at bootup
I Disconnect in the background

< Back Mext Cancel Help

Display Client Options Page of the Terminal Server Display Client Wizard
Check the Include IP Camera Overlays checkbox.
This will add an Overlay Layout page to the end of the wizard.

Navigate to the Overlay Layout page of the wizard.
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Owveray Layout

¥ad Display Client Wizard

Select the size and location of the |IP camera overays

b

Custorn Overlay

Owerlay Mame

Choose Camera Layout

Custom

Add Oveday

IEI'-.fen_l:amerd

gL

Cancel
Pasition / Size ;
Left Taop width Height
500 20 320 |24n
< Back Mext Finish Cancel Help

Overlay Layout Page of the Display Client Wizard

Select the Add Overlay button to launch the Custom Overlay window.

Select the position of the overlay in pixels using the Left and Top fields.

Define the size of the overlay in pixels in the Width and Height fields

Click the OK button when done.
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Display Client Wizard @
Owveray Layout
Select the size and location of the |IP camera overays ’ ‘
)
Choose Camera Layout FEr ;I
Add Oveday I
mre Oveﬂa}r
Display Size 1024x768 |
< Back MNext = Finish Cancel Help

Overlay Layout Page of the Terminal Server Display Client Wizard

Once the custom overlay is defined and the Overlay Layout page is closed you will have the Overlay
Layout Page showing the boundaries of the custom overlay.

Select the Next button to continue the wizard.
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V=3 Display Client Wizard

Overay Cameras p

Select the cameras available in the overay

Owen_Camera

Cverday Name
— Pasition / Size
Left Top Width Height

I-E-DEI 20 320 |2-m

—Cameras to show
v Al Cameras Available

Add

[elete |

Set Intial Camera |

Orverday Options |

< Back Hews | [ Fush | cancel Help

Overlay Cameras Page of the Terminal Server Display Client Wizard

Specify the cameras as before, either using the All Cameras Available checkbox or the Add button.
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Select Camera or Group

=

i Camera?? Careel

Select Camera or Group Window

The Select Camera or Group window is launched from the Add button and allows you to select a
camera for the overlay.

Highlight the desired camera and select the OK button.
Repeat as needed.
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¥=3 Display Client Wizard @

Owverday Cameras
p

Select the cameras available in the overay
)

Overay Name Owen_Camera

Position / Size

Left Top Width Height
500 20 320 |24|}

Cameras to show
[ Al Cameras Available

Camera?l Ad

i

Delete

Orverday Options |

< Back | Finish | Cancel Help

Overlay Cameras Page of the Terminal Server Display Client Wizard

When the cameras are selected and the options configured you can select the Finish button to close the
wizard.

8.1.4. Cameras and the TermMon ActiveX

Camera overlays that are added to an application using the Terminal Server Display Client Wizard will
cover the screen of that display client in the area you define. You can hide and reveal the overlay with the
TermMon ActiveX from ACP.

The TermMon ActiveX Control can be found on the ThinManager CD as termmon.ocX. It is also
available in the Download section at http://downloads.thinmanager.com/ .

The Control must be registered before it can be used. Copy the file termmon.ocxX to the computer
where you want to use it. Register the OCX by executing

regsvr32 <path\termmon.ocx>
Once it is registered it can be added to the application and used to control the camera overlays.
These are the commands available to use with the cameras:

e CameraOverlayEnable - This method is used to enable a camera overlay. This method requires
two parameters. The first parameter is the name of the Display Client the overlay is on. The
second parameter is the name of the overlay.
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CameraOverlayDisable - This method is used to disable a camera overlay. This method requires
two parameters. The first parameter is the name of the Display Client the overlay is on. The
second parameter is the name of the overlay.

CameraOverlayCycleStart - This method is used to start camera cycling for a camera overlay.
This method requires two parameters. The first parameter is the name of the Display Client the
overlay is on. The second parameter is the name of the overlay.

CameraOverlayCycleStop - This method is used to stop camera cycling for a camera overlay.
This method requires two parameters. The first parameter is the name of the Display Client the
overlay is on. The second parameter is the name of the overlay.

CameraOverlaySwitchNext - This method is used to switch to the next camera in a camera
overlay list. This method requires two parameters. The first parameter is the name of the Display
Client the overlay is on. The second parameter is the name of the overlay.

CameraOverlaySwitchPrev - This method is used to switch to the previous camera in a camera
overlay list. This method requires two parameters. The first parameter is the name of the Display
Client the overlay is on. The second parameter is the name of the overlay.

CameraOverlayFullscreenEnter - This method is used to make the current camera in a camera
overlay enter full screen. This method requires two parameters. The first parameter is the name
of the Display Client the overlay is on. The second parameter is the name of the overlay.

CameraOverlayFullscreenExit - This method is used to make the current camera in a camera
overlay exit full screen. This method requires two parameters. The first parameter is the name of
the Display Client the overlay is on. The second parameter is the name of the overlay.

CameraOverlaySwitchByName - This method is used to change cameras in a camera overlay.
This method requires three parameters. The first parameter is the name of the Display Client the
overlay is on. The second parameter is the name of the overlay. The third parameter is the name
of the camera. The camera name must include the full path if the camera is in a camera group.

CameraOverlayMove - This method is used to change the position of a camera overlay. This
method requires four parameters. The first parameter is the name of the Display Client the
overlay is on. The second parameter is the name of the overlay. The third parameter is the x
location. The forth parameter is the y position.

CameraOverlayResize - This method is used to change the size of a camera overlay. This
method requires four parameters. The first parameter is the name of the Display Client the
overlay is on. The second parameter is the name of the overlay. The third parameter is the width.
The forth parameter is the height.

CameraOverlayResizeMove - This method is used to change the size and position of a camera
overlay. This method requires six parameters. The first parameter is the name of the Display
Client the overlay is on. The second parameter is the name of the overlay. The third parameter is
the x position. The forth parameter is the y position. The fifth parameter is the width. The sixth
parameter is the height.
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9. Content — Terminal Shadow

The Terminal Shadow display client allows one ThinManager thin client to shadow another. You can
shadow one specific thin client or have a menu of terminals to shadow at will.

Terminal Shadow is valuable because it allows a user to shadow another terminal without needing to
launch ThinManager to use the ThinManager shadow function.

The ThinManager Terminal Shadow sends the screen display from the shadowed terminal to the
shadowed. It doesn't redirect the display from the terminal server but sends the images from the actual
shadowed terminal.

Terminal to terminal shadowing is set up and configured as a Terminal Shadow Display Client.

Fh‘z‘ | L Cobalt -2l Y “y & FThinManagervi.0 EI@
Edit Manage Install Taools View Remote View Help
ted ThinManager Server < Remove ij.ﬂ«dd Terminal Add Group | 4 Find (Ctrl-F)
"Add ThinManager Server Refresh r - Lock Rename Find M ext (F3)
{;} Disconnect — Unlock: Delete
ThinManager Server Edit Find
Summary hd
E[‘[F Display Clients Attribute Value
F Terminal Services Termminal to Terminal 3hadow Display Client Su...

Camera Total Terminal to Terminal Shadow Clients a
.@ Terminal Shad

. Warkstation Add Display Client %

)¢
il
=0

ﬁla @ Nl P ] " b

Display Client Tree of ThinManager

Launch the Display Client Wizard by right clicking on the Terminal Shadow branch of the Display
Clients tree and selecting Add Display Client.

9.1. Shadow Any Terminal

The Terminal Shadow display client can be created with a list of terminals that can be shadowed. This is
a great troubleshooting tool because a station can be given a chance to view other terminals to monitor
problems or to analyze problems without having to travel to the specific problem area.
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Right clicking on the Terminal Shadow branch of the Display Clients tree and selecting Add Display
Client will launch the Display Client wizard for Terminal Shadow.

i Y

¥aH Display Client Wizard ==

Client Mame

Erter the Digplay Client name. ’ ‘
A

Cliernt Mame |5hadn:uw_ﬁn1_.'|

Type of Display Cliert

Teminal Shadow J

Permissions

< Back MNext > Finish Cancel Help

Client Name Page of the Terminal Shadow Display Client Wizard

Enter a name for the Terminal Shadow display client and select Next to continue.
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¥=3 Display Client Wizard

Display Client Options
Select the options that apply to this Display Client

Client Options
¥ Allow Display Client to be tiled
Iv Mlow Display Cliert to be moved (MukiMonitor)
I Include IF Camera Overays

Connection Options

I¥ Always maintain & connection
Iv Connect at bootwup
[ Disconinact in the background

< Back MNexd Finish

Cancel Help

Display Client Options Page of the Terminal Shadow Display Client Wizard

The Display Client Options page of the Terminal Shadow Display Client wizard is the same as the

Terminal Server Display Client wizard.

Select Next to continue.
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¥=3 Display Client Wizard @

Terminal Shadow Display Client G
Select the terminal to shadow . }
AR

Teminal to Shadaow

[« &l Termninals Available

e
| ks

Shadow Display Client Options
v Irteractive Shadow

Screen to Shadow |:’-‘-.|I Screens W

< Back | Finish | Cancel Help

Terminal Shadow Display Client Page of the Terminal Shadow Display Client Wizard

The Terminal Shadow Display Client page of the Terminal Shadow Display Client wizard is unique.
Leaving the All Terminals Available checkbox selected will add all of the terminals to the Shadow menu.

You can unselect the All Terminals Available checkbox and use the Add button to launch the Select
Terminal or Group window to select specific terminals.
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Select Terminal or Group
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- Production_Dffices
- Shipping
01_UMO_2053E
02_Anztabi2d

- 03_AdvantechS820
04 PE Termntek

Select Terminal or Group Window

The Select Terminal or Group window allows you to select a single group or a terminal and add to the
Shadow menu. Highlight your selection and click the OK button.

If you select a terminal you can repeat until you have selected all the terminals you want.
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¥ad Display Client Wizard 23]

Terminal Shadow Display Client t?’
Select the terminal to shadow . }
AR

Teminal to Shadaow
[ Al Termninals Available
Line_2

e
Delete

Shadow Display Client Options
v Irteractive Shadow

Screen to Shadow |:’-‘-.|I Screens W

< Back Finish Cancel Help

Terminal Shadow Display Client Page of the Terminal Shadow Display Client Wizard
The selected Group or terminals will be displayed in the Terminal to Shadow frame.

You can allow the shadower to interact with the shadowed terminal by leaving the Interactive Shadow
checkbox selected.

Unchecking the Interactive Shadow checkbox will allow the shadower to “look, but not touch.”

You can use the Screen to Shadow drop-down to control which screen of a MultiMonitor thin client you
shadow.

Click the Finish button to complete the wizard.

9.2. Shadow a Specific Terminal

You can use the Terminal Shadow Display Client to shadow a specific terminal, duplicating the display to
another thin client. This can be helpful to provide a worker access to his HMI in various places in a large
station, like a commercial oven at a baking line.

Launch the Display Client wizard for Terminal Shadow by right clicking on the Terminal Shadow branch
of the Display Clients tree and selecting Add Display Client.
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¥ad Display Client Wizard @
Client Mame w
Enter the Display Client name. ’ -

Client Name Shadow_5820

~ Type of Display Clisnt

Teminal Shadow LI
Femissions |
< Back MNext = Finish Cancel Help

Client Name Page of the Terminal Shadow Display Client Wizard

Enter a name for the display client in the Client Name field and select the Next button.
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¥=3 Display Client Wizard

Display Client Options
Select the options that apply to this Display Client

Client Options
¥ Allow Display Client to be tiled
Iv Mlow Display Cliert to be moved (MukiMonitor)
I Include IF Camera Overays

Connection Options

I¥ Always maintain & connection
Iv Connect at bootwup
[ Disconinact in the background

< Back MNexd Finish

Cancel Help

Display Client Options Page of the Terminal Shadow Display Client Wizard

The Display Client Options page of the Terminal Shadow Display Client wizard is the same as the

Terminal Server Display Client wizard.

Select Next to continue.
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V=3 Display Client Wizard ==

Terminal Shadow Display Client w
Select the terminal to shadow . }
AR

Teminal to Shadaow

[ Al Termninals Available

Delete

Add
e

Shadow Display Client Options
v Irteractive Shadow

Screen to Shadow |:’-‘-.|I Screens W

< Back | Finish | Cancel Help

Terminal Shadow Display Client Page of the Terminal Shadow Display Client Wizard

The Terminal Shadow Display Client page of the Terminal Shadow Display Client wizard is unique.

Unselect the All Terminals Available checkbox and use the Add button to launch the Select Terminal
or Group window to add specific terminals.
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Select Terminal or Group

(= Terminalz
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dif

Select Terminal or Group Window

The Select Terminal or Group window allows you to select a single group or a terminal and add to the
Shadow menu. Highlight your selection and click the OK button.

If you select a terminal you can repeat until you have selected all the terminals you want.
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¥=3 Display Client Wizard @

Terminal Shadow Display Client w
Select the terminal to shadow . }
AR

Teminal to Shadaow

[ Al Termninals Available

03_Advartech 5820 Add

Delete

Shadow Display Client Options
v Irteractive Shadow

Screen to Shadow |:’-‘-.|I Screens W

< Back | Finish | Cancel Help

Terminal Shadow Display Client Page of the Terminal Shadow Display Client Wizard

The selected Group or terminals will be displayed in the Terminal to Shadow frame.

You can allow the shadower to interact with the shadowed terminal by leaving the Interactive Shadow
checkbox selected.

Unchecking the Interactive Shadow checkbox will allow the shadower to “look, but not touch.”

You can use the Screen to Shadow drop-down to control which screen of a MultiMonitor thin client you
shadow.

Click the Finish button to complete the wizard.

9.3. On the Shadow Client

The Terminal Shadow display clients are added to the terminal like other display clients.
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¥ad Terminal Configuration Wizard | 5 |

Display Client Selection p

Select the Display Clients to use on this terminal

Awailable Display Clients Selected Display Clients
[ Line_2 —p  [Slpesk2ia3

[ Shadow 5820 Tk  |EIHMI_New

;_ Calculator g Motepad_S5 :

F M Desk44_45 [ Shacow_Any

Pl Ecel

|A|V

Fl Paint_IF v
@CamemE T
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Edit Display Clients Ovemde
< Back Mexd Finish Cancel Help

Display Client Selection Page of the Terminal Configuration Wizard
The Terminal Shadow display clients have an icon of a terminal and a monitor session.

Move the desired Terminal Shadow display clients to the Selected Display Clients list by double clicking
on them or using the arrows on a highlighted display client.

Click the Finish button to save the configuration and restart the terminal to send the configuration to the
terminal.
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Select Terminal to Shadow

J2 Aristabi

03 Advantech3820
04 PxE Termtek
05 iPad
kAultitonitor

Shadow Menu

A Terminal Shadow Display Client with more than a single terminal will open with a Select Terminal to
Shadow menu.

Highlight the terminal you want to shadow and select the OK button. You will connect to the terminal and
display the screen from the shadowed thin client.

9.3.1. Display Client Group Selector During Shadow

The Terminal Shadow display client will be displayed in the Group Selector Menu of the terminal it is
assigned. The group selector shows the local display clients assigned to the terminal.

=hadow 5820
Deskz1 44
HEAL Mew
Motepad S5
Shadow 5820
shadow Any

End Shadow \

Local Terminal Menu Selector

When the local Group Selector menu is shown the Group Selector of the remote terminal is hidden.

If you want to use the remote terminal’'s Group Selector you select Hide on the local Group Selector. This
will hide the local selector and show the remote Group Selector.

shadow 5820
DeskZ1_43
HrAL Mew

Motepad S5

Remote Terminal Menu Selector

Once the remote group selector menu is used the local terminal will revert back to the local group
selector.
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The picture shows the Group Selector for both the local 04 PXE_Termtek terminal and the remote

03_Advantech5820 terminals.
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10. Content - Workstation Deployment

Microsoft built RDP into their workstation operating systems so that a permitted user can make a
connection to a workstation and transfer the desktop session to another computer. This allows
ThinManager to capture a session on a Windows XP Pro, Vista Pro, or Windows 7 computer and transfer
it to a thin client. This is very helpful. It allows applications that aren’t terminal services compliant to be run
on a workstation but the user can receive the session on a hardened industrial thin client instead of a PC.

Transferring a workstation session to a thin client requires:
e Turning on the Remote transfer on the PC.
e Creating a Workstation Display Client.
e  Applying the Workstation Display Client to a terminal..

The workstation can be a physical computer or a virtualized desktop.

10.1. Step 1-0n the PC

The workstation needs to have the Remote Desktop function enabled in Systems Properties.

Go to the workstation Control Panel and open the System Properties. It can also be opened by right
clicking on My Computer and selecting Properties.
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System Properties

General Computer Mame Hardware Advanced
Syztem Restore Automatic Updates Remote

== Select the waypsz that this computer can be wzed from another
lazation.

Remate Azsiztance

Allow Remate Azzistance invitations to be sent from this camputer

What iz Bemote Assistance?

Remate Deskiop

Allow uzers to connect remately ta this computer
Full computer name:
#p_hb
What iz Bermote Desktop?

Select Remate Users. .

For uzers to connect remotely to this computer, the user account must
hawve a passward.

WWindows Firewall will be configured to allow Bemaote Desktop
connections o thiz computer.

k. l [ Cancel

System Properties for XP Workstation
Select the Allow users to connect remotely to the computer checkbox to enable remote connections.

The Select Remote Users... button opens a Remote Desktop Users window that allows you to
specified authorized users.
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Remote Desktop Userns

The uzers listed below can connect to thiz computer, and any members of
the Administrators group can connect even if they are naot lizted.

adrnir adrninG
m adrninz m phurns
7 admin3 7 Thintan
Q adrnind

pburng already has access.

Add...

To create new user accounts or add users to ather groups, go to Control
Panel and open User Accounts.

ak. l [ Cancel

Remote Desktop Users Window

The Remote Desktop Users window shows the users authorized to connect to the computer to transfer
the session.

Add users by selecting the Add... button that opens a Select Users window. This window allows you to
pick the users to add and authorize.

Select Users

Select thiz object wpe:
|L|sers | [ Object Types... ]

From thiz location:
|>‘:F"2E |[ Locations. . ]

Enter the object names to select [examples]:

HP A perator | Check Mames

5] [omea ]

Select Users Window

Add the desired users to the text box.
Use the Check Names button to validate.
Click OK to add the user.

Close all the windows to finish the tasks.

10.2.  Step 2 — Workstation Display Client
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You need to create a Workstation Display Client to act as a template for the workstations you want to
transfer to a thin client.

Right click on the Workstation branch of the Display Client branch of the ThinManager tree and select
Add New Display Client.

hﬁ | L, |Cobalt - (& % = FThinManager v7.0 (=|= |z=
Edit Manage Install Tools View Remote View Help
f=d ThinManager Server = Remove A Add Terminal Add Group | L4 Find [Ctrl-F)
# Add ThinManager Se{ "= Display Client Wizard =] et )
iﬁ Disconnect Client Name G
Thin Erter the Display Client name. ’ ‘ Find
*
E@ Display Clients Client Name ILegac*,'_HMI
= gl Temina e I
el Camera
Q Terminal Sh Type of Display Client
Elﬁ Workstaticen Workstation LI
Pemissions |
< Back Finish Cancel Help
o= jffElo: |

Workstation Display Client Wizard

The Workstation Display Client acts as a template for the behavior of the connected workstations.
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V=3 Display Client Wizard ==

Display Client Options p

Select the options that apply to this Display Client
)

Client Options
¥ Allow Display Client to be tiled
Iv Mlow Display Cliert to be moved (MukiMonitor)
I Include IF Camera Overays

Connection Options

I¥ Always maintain & connection
Iv Connect at bootwup
[ Disconinact in the background

Virtual Workcstation Options =
Iv Stat Vitual Machine § necessary

< Back MNexd Finish Cancel Help

Display Client Options Page of the Workstation Display Client Wizard

The Display Client Options Page of the Workstation Display Client wizard is similar to other Display
Client Option pages except for the Start Virtual Machine if necessary checkbox. It is a good idea to
check this checkbox.
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¥=3 Display Client Wizard @

Terminal Services and Worostation Options t?’
Select the options for this Display Client } -

Cther Options

v Allow Auto-Login

[ Application Link
1— _— —

[ Enforce Primany

[ Instant Failover

< Back | Finish | Cancel Help

Terminal Services and Workstation Options Page

The Terminal Services and Workstation Options page of the Workstation Display Client is similar to other
display clients.

You can deploy the workstation as a desktop by leaving the Application Link checkbox unchecked.

You can deploy a specific application by checking the Application Link checkbox and specifying an
application on the AppLink page.
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V=3 Display Client Wizard ==

Applink
p

Enter the linked application path.
)

Applink Path

Frogram Path and Filename

|C:"-.F‘n:|g|arn Files*Legacy HMI“hmiviewer exe

Browse

Command Line Options

Start in the: following folder

Browse

< Back | Finish | Cancel Help

AppLink Page of the Workstation Display Client Wizard

If you select the Application Link checkbox on the Display Client Options page you will need to enter
the path of the desired application in the Program Path and Filename field on the AppLink page.

This application will launch as the initial program instead of the desktop, locking the operator to a single
application of your choosing.

Select the Finish button to close the wizard.
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ThinManager with Workstations in the Display Client Tree

The completed display clients will be displayed in the Workstation branch of the Display Client tree in

ThinManager.

10.3. Adding the Workstation Display Client to the Terminal

Open the Terminal Configuration Wizard by double clicking on the terminal in the Terminal branch of

the ThinManager tree.
Navigate to the Display Client Selection page.
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¥=3 Terminal Configuration Wizard @

Display Client Selection p

Select the Display Clients to use on this terminal
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Display Client Selection Page of the Terminal Configuration Wizard

The Workstation display clients can be added like the other display clients by moving them to the
Selected Display Clients list on the Display Client Selection page of the Terminal Configuration
Wizard.

If the workstation uses a different account then the terminal use the Override button to change the
Windows account that is used for logging in.
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Owerride Settings for "XP_Desktop' Display Client
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Override Settings
The Override button on the Display Client Selection page will launch the Override Settings page.

Check the Override checkbox in the Windows Login Settings frame and add the workstation’s correct
user account to the Username and Password fields.

Click OK to accept.
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Override Indicator
Display clients with an override will display a yellow plus sign on their icon.

Select the Next button to continue.
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¥ad Terminal Configuration Wizard [ =2 |

Complete the Workestation Display Client Configuration w
Select ome or more worlcstations to add to this display client } -

Select workstations for Display Client XP_Desktop’

Selected Workstations
A
hd
Add Wonkstation Add Wirtual Workstation | Remove
Edit

Add one or mone workstations to this display client

< Back Cancel Help

Complete the Workstation Display Client Configuration Page

The Workstation display client will show a new page, the Complete the Workstation Display Client
Configuration page. This is where you add the workstation you want to transfer to the terminal.

There are two options, using a physical workstation or a VCenter virtual workstation.
Select the Add Workstation button to add a physical workstation.

o )

Add Workstation ==
Workstation IP Address | w . 7 . 10 . 29
Workstation Display Name | ¥P_29

Add Cancel

Add Workstation Window
The Add Workstation window allows you specify a workstation by IP address and name.

Enter the IP address and name in the Workstation IP Address field and the Workstation Display Name
field.
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You may also use this to

point to a virtual workstation. Just add the virtual machine’s IP address and

name to the Workstation IP Address field and the Workstation Display Name field.

If your virtual machines are on a VCenter Server that is defined in ThinManager you can use the Add
Virtual Workstation button.

¥ad Term

5

Selec

Selec

Complete the Workstation Display Client Configuration
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Add Virtual Machine Window

The Add Virtual Workstation button opens an Add Virtual Workstation window that is populated by
any VCenter Servers you have defined in ThinManager.

Select the VCenter Server in the Select VCenter Server dropdown.

Expand the VCenter tree.

Highlight the desired virtual workstation and click the Add button.

This will select the workstation.
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¥=3 Terminal Configuration Wizard @

Complete the Workestation Display Client Configuration t?’
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< Back Mexd Finish Cancel Help

Complete the Workstation Display Client Configuration Page

The workstation will be displayed in the Selected Workstations textbox on the Complete the
Workstation Display Client Configuration page.

You can add a second workstation as a backup, if desired.

-

Virtual Machine Already Used @

This Virtual Machine or Virtual App has already been used by another Workstation
Dizplay Client.

o]

Duplicate Workstation Warning

Workstations can only have one connection to a remote user. They use a one-to-one model instead of the
one-to-many model of terminal services.

ThinManager has an error check system that prevents a workstation from being deployed twice.

Note: A workstation can be added multiple times as a backup but only once as the primary workstation.
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- B 04_PXE_Termtek
- 3 05_iPad

Q‘ MultiManitor

=2 @

XP Workstation on a Thin Client

Once the Workstation Display Client is added to a terminal and the terminal is restarted the terminal will
connect to the workstation and transfer the workstation display to the terminal.
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11. Devices
There are four types of terminals that can be used in a ThinManager system. They are:
e ThinManager Ready thin clients
e ThinManager Compatible thin client
e iTMC client for iOS iPads and iPhones
e WinTMC client for Windows PCs
¢ Android will soon be added

Adding a device is a two-step process. First the device needs to be pointed to the ThinManager Server to
receive a configuration. The second step is to have a configuration created in ThinManager for the device
to download.

We will cover the configuration of the device in ThinManager first then show how to connect each device
to ThinManager second.
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11.1. Terminal Configuration in ThinManager
The Terminal Configuration Wizard is launched from the Terminals branch of the ThinManager tree.

Open the Terminals tree by selecting the Terminal icon at the bottom of the ThinManager tree.

= ||, cobatt v &, 7 4 & FThinManagervi0 ==
Edit Manage Install Taools View Remote View Help
‘@ Restore il % DMNS Configuration
£ Backup —r |—| () Configure Default Terminal
Synchronize sﬁi, Thsi:m:rngfter @Web Management
Packages Configuration Manage
Summary Event Log hd
Attribute Value

Add Terminal % Terminal Stats
Add Group Total Terminals ]
Restart Terminals Termninalz On i}

| I—

ﬁg_ﬂﬁ&@?

Terminal Models

Terminal Branch of the ThinManager Tree

Right click on the Terminals branch and select Add Terminal to launch the Terminal Configuration
Wizard.
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¥=3 Terminal Configuration Wizard @
Terminal Name t?’
Enter the name for this teminal, select the terminal group to which } -

this terminal belongs, or choose to copy the configuration from
another teminal.

Teminal Mame
|TerrninaID'I|

This must be a unigue name using letters, numbers, hyphens (),
and underscores () only.

Description

Teminal Group

Copy Settings

Change Group

[ Copy Settings from another Teminal

Permissions

Mexd | Cancel Help

Terminal Name Page of the Terminal Configuration Wizard
Enter a name for the terminal in the Terminal Name field. It should be 15 characters or less.

The Description button launches a Terminal Description window that allows you to add extra
information about the terminal.

Terminal Description @

-

Terminal DESD’ipﬁE{,\\S First terminal in test lab #7]

oK | Cancel

Terminal Description Window

The Terminal Description field is handy to add extra information when the terminal names are
industrialized, like USP_MX10 L1 qty or Prod_TrayPkgShrkWrp_OIT.

Select OK to close the Terminal Description window.

Select the Next button to configure the configuration.
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¥=3 Terminal Configuration Wizard @

Terminal Hardware
bt

Select the manufacturer and model of this terminal .

Use this to configure the type of hardware for this terminal.

Meke / OEM .

Model | DC-40-100 |

OEM Maodel DC-40-100
Video Chipset MediaGx

Terminal Fimware Package Model Default J

Terminal will un Package 5

Teminal ID and IP Address
Clzar

Teminal 1D Maone
Edit

< Back Mexd | Cancel | Help |

Terminal Hardware Page of the Terminal Configuration Wizard
The Terminal Hardware page allows you to specify the make and model of the terminals you are adding.

Use the correct Make and Model if you can. This allows you to configure the terminal to match the
capabilities of the hardware you will be using.

Note: When a terminal connects to its configuration for the first time ThinManager will adjust the
configuration to match the actual hardware used and not the pre-configured hardware selected to
prevent errors. ThinManager will “dumb down” the configuration if needed.

Since the default model, the ACP DC-40-100, has limited video resolutions a terminal that attaches
to this configuration may end up with the lower video resolutions.

ThinManager uses the MAC address (Media Access Control address) to identify the terminals. The
Terminal ID will be automatically filled when hardware is associated with the configuration.

ThinManager 7.0 User Manual -133-



¥ad Terminal Configuration Wizard | 5 |

Terminal Hardware
p

Select the manufacturer and model of this terminal .

Use this to configure the type of hardware for this terminal.

Make /OEM  |GENERIC

Led Lo

Model \PXE

OEM Maodel FXE
Video Chipset Unkriown

Terminal Fimware Package Model Default J

Terminal will un Package &

Teminal ID and IP Address

Clear

Teminal 1D Maone
Edit

< Back Mexd | Cancel | Help |

PXE Boot Configuration for ThinManager Compatible Thin Clients

PXE boot ThinManager Compatible thin clients need to be configured at Generic / PXE. You also
need to configure the PXE Server in ThinManager by selecting Manage > PXE Server.

See PXE Server and PXE Boot on page 181.

ThinManager 7.0 User Manual -134 -



i al

¥=3 Terminal Configuration Wizard @

Terminal Hardware
p

Select the manufacturer and model of this terminal .
AR

Use this to configure the type of hardware for this terminal.

Make /OEM  |Apple

Led Lo

Model liFad

OEM Maodel iPad
Video Chipset UMKENOWN

Terminal Fimware Package Model Default J
Terminal will un Package &
Teminal ID and IP Address
Clzar

Teminal 1D Maone
Edit

< Back | Cancel | Help |

Hardware Configuration for Apple iPad

ThinManager has an iOS application that allows the iPad to run an RDP session that is controlled and
managed by ThinManager. Select Apple / iPad as the Make and Model of the client.
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¥=3 Terminal Configuration Wizard

Terminal Hardware
p

Select the manufacturer and model of this terminal .

Use this to configure the type of hardware for this terminal.

Make /OEM  |GENERIC

Led Lo

Model WinTMC

OEM Maodel WinTMC
Video Chipset UMKENOWN

Terminal Fimware Package Model Default J
Terminal will un Package &
Teminal ID and IP Address

Clear

Teminal 1D Maone
Edit

< Back | Cancel | Help

Hardware Configuration for WinTMC Clients

ThinManager has a PC application that allow the PC to run an RDP session that is controlled and
managed by ThinManager. Select GENERIC / WinTMC as the Make and Model of the client.

Select the Next button to configure the configuration.
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¥=3 Terminal Configuration Wizard @

Terminal Options p

Select the options for this terminal .
)

Teminal Replacement
Iv Alow replacement at terminal if off line

Teminal Schedule

[ Set Schedule

Teminal Efects
[v Enable Teminal Efects

v Show terminal status messages

Shadowing
Allow terminal to be shadowed TES hal

v Alow Interactive Shadow

< Back Mexd | Cancel | Help

Terminal Options Page of the Terminal Configuration Wizard
The Terminal Options page has a few settings of interest.

e Allow replacement at terminal if offline — This allows the terminal to show up in the
replacement list during a new terminal connection

e Set Schedule — This will allow the Schedule button to become active.
See Scheduling at Section 351. .

e Enable Terminal Effects - This allows the desktops in MultiSession to slide smoothly into the
desktop instead of appearing instantaneously.

e Show terminal status messages, - This allows the terminal to display status messages in the
upper left corner of the screen.

e Allow terminal to be shadowed — This dropdown sets the Shadowing setting allowing the
configuration of Shadowing Options.

0 No — This will prevent the terminal from being shadowed by anyone.

0 Ask — This will ask the user to allow shadowing. The user will need to say Yes on a
message window before the shadowing is allowed.

o Warn - Will display a message window alerting the terminal that it is to be shadowed, but
doesn’t require user input before the shadowing is allowed.

0 Yes — Will allow shadowing to occur without warning or user input.
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o Allow Interactive Shadow — This allows users with Shadowing permission to interactively
shadow the terminal.

Select the Next button to configure the configuration.

ved Terminal Co nfiguration Wizard | 5 |
Terminal Mode Selection m
Select the operating modes for this teminal ’ :‘
A

Teminal Mode

I¥ Use Display Clierts

[ Use MutiMonitor

r

[ Use TemSecurs

< Back Mext Cancel Help

Terminal Mode Selection of the Terminal Configuration Wizard

ThinManager uses Display Clients to deploy applications. Keeping the Use Display Clients checkbox
allows you to use these. If you uncheck this checkbox you will lose other functions like MultiMonitor,

TermSecure, MultiSession, and Instant Failover.

Select the Next button to configure the configuration.
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¥ad Terminal Configuration Wizard | 5 |

Display Client Selection p

Select the Display Clients to use on this terminal

Awvailable Digplay Clients Selected Display Clients

;Calculatcur
; Desldop21
0l HMI_Alams -~
F HMI_Cortrol
F HMI_Maing

|A|V

? Feport(1 -
? Report(2 T
Edit Display Clients Ovemde
< Back Cancel Help

Display Client Selection Page of the Terminal Configuration Wizard
Display Clients are assigned to the terminal on the Display Client Selection page.

The created display clients are in the left hand Available Display Clients list. Moving them to the right
hand Selected Display Clients list will add the display client to the terminal configuration.

Select the Next button to configure the configuration.
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¥=3 Terminal Configuration Wizard @

Display Client Selection p

Select the Display Clients to use on this terminal
)

Awvailable Digplay Clients Selected Display Clients

;Calculatcur ; HMI_Mixing
£ Deskiop21 I HMI_Alarms

F8 HMI_Corntrol il Reportl2 -

; Report{l

|A|V

Edit Display Clients Ovemde

< Back Mexd Finish Cancel Help

Display Client Selection Page of the Terminal Configuration Wizard
Display clients can be moved by double clicking on them or by highlighting them and using the left and
right arrows.

Adding two or more display clients is MultiSession. It gives you to ability to deploy applications from
different servers with ease.

The Override button launches the Override Settings window that allows you to modify the login settings.
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Owerride Settings for 'HMI_Alarms' Display Client

Windows Login Sektings : _
(vernde I ok

|Jzername | Lancel

Pazsword |

Wity P azzword |

T

Override r
Damain |
ApplLink Command Line
Command Line Optiors Qverride I
Yideo Settings
Override r
Rezolution Color Depth
2404320 | |5EColos v

Override Settings Page

The Override Settings page allows you to change the user account used for log ins, add a command line
option, or change the resolution.

Select the OK button to close the Override Settings window.

Select the Next button on the Display Client Selection page to configure the configuration.
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¥=3 Terminal Configuration Wizard @
Terminal Interface Options W
Select the display client selector and main menu options that will be }
available on the teminal . )

Diigplay Client Selection Options

Iv Show Selector on Teminal Selector Options |

[~ Enable Tiling |
[ Screen Edge Display Client Selection

< Back Mexd Finish Cancel Help

Terminal Interface Options Page of the Terminal Configuration Wizard

A single display client needs no additional navigation on the terminal. If you have multiple display clients
on the terminal you need to have a method to switch between the sessions. The Terminal Interface
Options page and Hotkey Configuration page allow you to configure switching methods.

The mouse options for switching are:

e Show Group Selector on Terminal — This checkbox, if selected, will display an on-screen drop-
down menu that can be activated by mouse.

e Enable Tiling — This checkbox, when selected, allows the Display Clients to be tiled on the
monitor to provide an overview of all the sessions at once. See SessionTiling Options for details.

e Screen Edge Group Selection — This checkbox, if selected, will activate a feature that will switch
windows if the mouse is moved to the edge of the screen.

The Selector Options button launches the Group Selector Options window that has the settings for
switching between sessions when using MultiSession.
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Display Client Selector Options @

W Aoke-kide Selackar

[ Tile on Selectar activation

Selector Menu Size | Marmal j

Display Client Selector Options

The Group Selector is hidden in the top center of the terminal screen and can be revealed by moving the
mouse to the center of the top edge.

The Group Selector will remain visible if the Auto-hide Selector checkbox is unchecked.

Checking the Tile on Selector activation will put the display clients into tile mode when the Group
Selector is clicked with the mouse.

The Group Selector font size can be adjusted with the Selector Menu Size dropdown.

Select the OK button to accept changes or the Cancel button to close.

The Tiling Options button launches the Tile Options window that has the settings for tiling sessions
when using MultiSession..

Tile Options @

# Show Grid
Tile Inactivity Time [secs] &0 Cancel

| Tile Dizplay Clients at starbup
| Include Main Menu as Hle

| Tile on right click [mouse or touchscreen)

| Tile Interactive

Tiling Options

The Tile Options window has several settings.

Show Grid — This checkbox, when selected, will show the tiled sessions in a grid with each grid
labeled with the session name as while the session is loading.

Tile Inactivity Time — This field sets the length of time that the terminal screen will stay focused
on a selected session before reverting back to a tiled state due to inactivity.

Tile Display Clients at startup — This checkbox, when selected, will show the sessions tiled
when the terminal first connects to its sessions.

Include Main Menu as tile — This checkbox, when selected, will include a session displaying the
TermSecure Main Menu.

Tile on Right click (mouse or touchscreen) - This checkbox, when selected, will initiate tiling
when a session is right clicked.

Tile Interactive — This checkbox, when selected, will allow a user to click into a tiled session and
control it interactively without switching focus to a single session. To focus on a single session
use the Group Selector Dropdown or the tiling hotkey (CTL + T), if enabled.
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Select the OK button to accept changes or the Cancel button to close.

Select the Next button on the Terminal Interface Options page to configure the configuration.

¥=3 Terminal Configuration Wizard @
Hotkey Configuration \ O
Corfigure: the hotkeys to apphy to this terminal b = ‘

Teminal Hotkeys

[ Enable Instant Failower Hotkeys |

¥ Enable Display Client Hotkeys Change Hothkeys |
- |
< Back Mext Finish Cancel Help

Hotkey Configuration Page of the Terminal Configuration Wizard

Terminal Hotkeys on the Hotkey Configuration page allows the selection of keyboard combinations
that allow switching between sessions.

e Enable Instant Failover Hotkeys - This checkbox, if selected, allows the hot key switching
between the two active sessions of a Display Client that is using Instant Failover. The terminal
needs to be using a display client with Instant Failover for this to be active.

o Enable Group Hotkeys - This checkbox, if selected, allows the hot key switching between
different sessions of a terminal using MultiSession.

e Enable Tiling Hotkey — This checkbox, if selected, allows SessionTiling to be activated by a
hotkey combination. Tiling has to be selected on the Terminal Interface Options page for this to
be active.

Selecting the Change Hotkeys button when Enable Instant Failover Hotkeys is selected will allow the
hotkeys to be changed from the default.
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Selzct Hotkeys

|nztant Failawer Hotkey Y

{* Caniral Key Fi - Cance

dif

Al Eey

Select Hotkeys for Instant Failover

The default hotkey for Instant Failover switching is set to Control+F9. This can be changed by selecting
the Alt Key radio button or using the drop-down to select another function key.

Select the OK button to accept changes or the Cancel button to close.

Selecting the Change Hotkeys button when Enable Group Hotkeys is selected will allow the
MultiSession switching hotkeys to be changed from the default.

[ Selzct Hotkeys E
Mext zplay Chent Hctkey Il
{* Caniral Key |F‘age i Ed Cancel
£ Al Key

Prevviouz Dizplay Cliernt Hotkey

{* Conhol Kep Page Jp -

Al Key

Select MultiSession Switching Hotkeys

The default hotkey for MultiSession switching is set to Control+Page Up and Control+Page Down. This
can be changed by selecting the Alt Key radio button or using the drop-down to select another hot key.

Select the OK button to accept changes or the Cancel button to close.
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Selecting the Change Hotkeys button when Enable Tiling Hotkeys is selected will allow the hotkeys to
be changed from the default.

-

Selzct Hotkeys .

Tile Fotkey 0K, |
{* Caniral Key i - Cancel

" Al Key

Select SessionTiling Hotkeys

The default hotkey for SessionTiling activation is set to Control+t. This can be changed by selecting the
Alt Key radio button or using the drop-down to select another hot key.

Select the OK button to continue or the Cancel button to close without accepting changes.

Select the Next button on the Hotkey Configuration page to configure the configuration.
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¥=3 Terminal Configuration Wizard @

Log In Information ﬂ'
Enter the log in information to log in automatically. Leave the login }
informaticon blank or fill onty some of the fields to force manual log in. R

Windows Log In Information

| lzemame ||

Password

|
Werify Password |
|

Diomain

< Back Mexd Finish Cancel Help

Log In Information Page of the Terminal Configuration Wizard
Each terminal needs a unique Windows account to start sessions on Windows Terminal Servers.

Leaving the Windows Log In Information fields blank will force the user to manually log into their
sessions. This is useful for office settings. Each user logs in with their personal account and gets the
privileges that the administrator granted them.

Filling the Windows Log In Information fields with an established Windows account allows the terminal
to automatically log in and start sessions without user action. This is useful in industrial settings where the
terminals are running 24/7.

¢ Individual display clients can be set to require a manual login by unselecting the Allow Auto-
Login checkbox on the Terminal Services and Workstation Options page of the Display
Client Wizard.

e Individual display clients can be set to use a different Windows account than the terminal by using
the Override button on the Display Client Selection page of the Terminal Configuration
Wizard.

Select the Next button to configure the configuration.
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¥=3 Terminal Configuration Wizard @

Video Resolution w
Select the video resolution for this terminal. }
AR

Select Video Resolution

Resolution Color Depth Refresh Rate

1024768 w| [s4KColos | |6OHz |
1360768 -
1368768
1400x1050
1440500

16001200
16801050 -

15201080 3
15201200 -
19201440 |7

utions supported by the Thin Client

< Back

Finish Cancel Help

Video Resolution of the Terminal Configuration Wizard

The Video Resolution page of the Terminal Configuration Wizard lets you chose the Resolution, Color
Depth, and Refresh Rate for your monitor.

The resolutions in the dropdown are dependent on the make and model of hardware used.

Select the Next button to configure the configuration.
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¥=3 Terminal Configuration Wizard @

Module Selection
bt

Select the modules that load on this terminal &t boot up.

Installed Modules

Maodule
USB Touch Screen Driver

Add...

< Back

Finish | Cancel | Help |

Module Selection Page of the Terminal Configuration Wizard

Modules are components that provide addition functions to a terminal but aren’t required for the running
the basic configuration.

Modules include touchscreen drivers, sound drivers, dual Ethernet port modules, USB drives, screen
savers and other functions.

The Add... button launches the Attach Module to Terminal window.
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Attach Module to Terminal @

Module Type Touch Screen ﬂ
Show Advanced Madules [

Arigta ARPTEC/ADMTR0E-1R12 Tauch Soreen Driver - .
CarrollT ouch Towch Screen Driver

LMC TSC Senes Touch Screen Dnver
Dynapro Towch S creen Diriver

eFalax Touch Screen Driver

Elographics Touch Screen Driver

Gunze AHL Touch Screen Diriver
Hampshire TSHARC Touch S creen D river
MicroTouch Touch Screen Diriver

Pardit TouchSet Touch Screen Driver
Pentdount T ouch Screen Driver

Touch Contral Touch Screen Driver

IJSB Touch Screen Driver

Carizel

Attach Module to Terminal Window

m

The Attach Module to Terminal window allows you to select a module to add to the terminal.

Select the Next button on the Module Selection page to configure the configuration.
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¥=3 Terminal Configuration Wizard @
ThinManager Server Monitor List

This terminal will establish a monitoring connection to all ThimnManager } ‘
Servers in this list. )

Available ThinManager Servers Selected ThinManager Servers

jid
Al

Edit Server List

< Back Mexd Finish Cancel Help

ThinManager Server Monitor List Page

The ThinManager Server Monitor List page is a legacy page from early versions of ThinManager and is
not used.

This page was used before Auto-Synchronization was added to ThinManager. This page was needed to
list the ThinManager Servers for the terminals. Auto-Synchronization does this automatically so the page
will not show if using Auto-Synchronization.

This page was left to prevent problems when upgrading from an old ThinManager system to a modern
one.

Select the Next button to configure the configuration.
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¥=3 Terminal Configuration Wizard @

Monitoring Configuration ﬂ'
Select the setting for how often the Teminal Server status is }
monitored by this terminal. R

Monitor Interval

{* Fast
" Medium
(" Slow
(" Custom

Monitor Interval b 3 Seconds
Moriter Timeout 1 El Seconds

Monitar Retry

Ju

Primary Up Delay Multiplier
Primary Up Delay 30 Seconds

< Back | Finish | Cancel Help

Monitoring Connection Page of the Terminal Configuration Wizard

The Monitoring Configuration page sets the speed that failover is detected and initiated. A thin client
creates a socket connection to the terminal server. If the socket is disconnected the terminal will try to
reconnect and failover based on these settings.

v" The “Fast” setting is a good setting to use.
These are the settings in case you want to tweak your system.

e Monitor Interval

0 Monitor Interval (Fast/Medium/Slow) — These settings have a set rate for the frequency
that the terminal server status is checked.

0 Monitor Interval (Custom) — This setting allows the administrator to change the settings
from the defaults.

e Monitor Interval — This is the period of time the terminal will wait after losing the socket
connection before it tries to reconnect.

e Monitor Timeout— This is the period of time the terminal will wait between tries.

e Monitor Retry- This is the number of times the terminal will try to reestablish a connection before
failing over.

e Primary Up Delay Multiplier- This is a constant used to generate the Primary Up Delay time.
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e Primary Up Delay- This is a delay added (usually set to 30 or 60 seconds) to allow a Terminal
Server to get fully booted before the terminal will try to login. This time period is equal to the
Monitoring Interval times the Primary Up Delay Multiplier.

This prevents a terminal using Enforce Primary from switching back to its primary terminal server
before it is ready.

Faster rates will cause a quicker failover but will check on terminal server status more often, causing
more network traffic. Slowing down the rate will cause less traffic but will slow the failover speed a little.

Select Finish to save and close or Cancel to close without saving.

11.2. Copy Settings From Another Terminal
You can copy the settings from one terminal during the creation process to speed the configuration.

Create a new terminal by right clicking on the Terminals branch and select Add Terminal to launch the
Terminal Configuration Wizard.

i )

¥ad Terminal Configuration Wizard @

Terminal Name g

Enter the name for this teminal, select the terminal group to which
this terminal belongs, or choose to copy the configuration from
another teminal.

Teminal Name
|TerrninaID3

This must be a unigue name using letters, numbers, hyphens (),
and underscores ) only.

Description

Teminal Graup

Change Group

Copy Settings
I¥ Copy Settings from another Teminal Copy From

e

Permigsions

Mext = | Cancel Help

Terminal Name Page of Terminal Configuration Wizard

The Terminal Name page has a Copy Settings from another Terminal checkbox. Select this checkbox
and click the Copy From button to launch the Select Terminal window.
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¥ad Terminal Configuration Wizard | 5 |

Terminal Name
Eeto o Y im =l 1 im=l padd p
A

f Select Terminal

(3]
ol =3 Tierminals ok I
_ el |

R T erminalll
L Terminall? Cancel

Te

Mexd Cancel Help

Select Terminal Window

The Select Terminal window will show a tree with all of the created terminals. Highlight a terminal and

click the OK button. This will close the window and apply the configuration from the highlighted terminal to
the new terminal.

Select the Next button to navigate to the Terminal Hardware page.
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¥ad Terminal Configuration Wizard 23]

Terminal Hardware
p

Select the manufacturer and model of this terminal .

Use this to configure the type of hardware for this terminal.

Make / OEM |;1'-.|:|~.rar|tec|‘|

Led Lo

Model |UNO-2053E

OEM Maodel UMNO-2053E-ACF
Video Chipset AMD Geode GX

Terminal Fimware Package Model Default J

Terminal will un Package &

Teminal ID and IP Address

Clear

Teminal 1D Maone
Edit

< Back Mexd Finish | Cancel | Help |

Terminal Hardware page of the Terminal Configuration Wizard
The new terminal will need terminal hardware applied to it.
You will need to select the hardware Make and Model before the Finish button is available.

You should also check the Username and Password on the Login Information page since every
terminal needs a unique Windows account for logging in.

11.3. Using Groups For Organization

ThinManager allows the consolidation of terminals into Terminal Groups. Groups can be used like folders
to organize the terminals into functional or geographic groups. The Group Setting checkbox allows
settings to be applied to all members of the group to speed configuration and change deployment.

Any group setting is passed down to its members.

The Group Terminal Configuration Wizard is launched from the Terminals branch of the ThinManager
tree.

Open the Terminals tree by selecting the Terminal icon at the bottom of the ThinManager tree.
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= [C), Cobait -2 |2 & FThinManagervi.0 =
Edit Manage Install Taols View Remote View Help
¥md ThinManager Server - Remove 2 Add Terminal &3 Add Group | 4, Find (Ctrl-F)
’Add ThinManager Server Refresh r | Lock || Rename Find M ext (F3)
. Modify -
&° Disconnect | Unlock Delete
ThinManager Server Edit Find
Summary Event Log hd
EQ Ternp—" Lattribute Value
: - [ Sl Terminal Stats
Q, Add Group % Tatal Terminals B
Q‘ Restart Terminals Teminals On 4
t Q 04_PXE_Termtek Longest Up-tirne 03_Advantechb820 for 1 day, 20 hourz, 17 mi...
Q. 05_iPad Shortest Up-time 04_P=E_Termtek for 1 day, 17 hours, 24 minu...
Q‘ MultiManitor
E824-5CP 1
BoxPC240 1
PC-5820 1
FxE 1
LUNO-2053E 1
iPad 1
S RN

Add Group Command

Right click on the Terminals branch and select Add Group to launch the Group Terminal Configuration
Wizard.

The wizard for the Group parallels the Terminal Configuration Wizard since the group is a collection of
terminals.

A group can be used as a folder to group and organize terminals.
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= [C), Cobait = &L 44 & FThinManagervi.0 ==/ [

Edit Manage Install Taols View Remote View Help
¥md ThinManager Server - Remove j 2 Add Terminal &3 Add Group | 4, Find (Ctrl-F)
’Add ThinManager Server Refresh £ Lock [ Rename Find M ext (F3)
Modify
&¥ Disconnect ' Unlock 13 Delete
ThinManager Server Edit Find
Configuration Modules Schiedule Properties Event Log ¥

EQ Terminals Attribute Value
------ Office

[—]@, Preduction
[ Line 1
[ Line_2
([l Shippin-

- E 01_UNO_20
- B 02 Arista68]  Add Group s
- 03_Advante Restart Terminals

[ B 04_PXE_Ter Modify

E]—--Q 05_iPad Rename

- = MuliMenit Delete Ctrl+D

Group Identification
Group Mame Shipping

Group Description Hone

Add Terminal

ge todel Default

= =2 @

Add Group Menu

You can create sub-groups by highlighting a group, right clicking, and selecting Add Group. It will add a
group under the selected group.
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¥=3 Terminal Configuration Wizard

Terminal Name w
Enter the name for this teminal, select the terminal group to which ’
this terminal belongs, or choose to copy the configuration from

another teminal.

— Teminal Mame
01 UNO 2053E

This must be a unigue name using letters, numbers, hyphens (),
and underscores () only.

Description

— Teminal Group

I Change Group |

—Copy Settings
[T Copy Settings from another Teminal Copy From
Permissions |
< Back Next > Fish | Cancel Help

Change Group Button

A terminal can be added to a group by clicking the Change Group button to launch the Select Terminal
Group window.
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¥ad Terminal Configuration Wizard |E|
Terminal Name
|: & = for dbin + i 1 (] COF ) P Y i | T PR T p
i Select Termninal Group @ R
B- T_erminals ()4 I
= . Office
=- Production Cancel |
i Lire_2
..... Shipping
Te
Cioy
Mexd Finish Cancel Help

Select Terminal Group Window

The Select Terminal Group window will list the groups and subgroups. Expand the tree as needed,
highlight the desired group, and select the OK button.

The terminal will be assigned to the selected group.

Select the Finish button to close the wizard and apply the changes before continuing. If you need to
adjust the configuration, close the wizard then re-open it.
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E@ Terminals

%, 01_UNO_2053E
Line_2

([l Shipping

- I 02_Arista6824

- B 03_Advantech5820
H- [ 04_PXE_Termtek
- 1 05_jPad

EQ‘ MultiMenitor

H
H
H
H

=i

=

\'\

another terminal.

Teminal Name

Description

- Office 01_UND_2053E o
El@' Preduction This must be & unique name using letters, numbers, hyphens (-),
B- Line_1 and underscores (_) only.

Termninal Group
|Production\ljne_1

Change Group

Copy Settings

[~ Copy Settings from ancther Temminal

[l

Permissions

Finigh ‘ Cancel

Help

e

1L

'h‘:ﬂ | i, Cobalt - &l 9 = FThinManager 7.0 =l =] (==
Edit Manage Install Taols View Remote View Help
¥md ThinManager Server - Femovye 2 Add Terminal Add Growp | 4 Find (Cirl-F
" Add ThinManager Senver ¥=4 Terminal Cenfiguration Wizard @
&G‘ Disconnect Terminal Name E
ThinManager Serve Enter the name for this teminal, select the teminal group to which ' ‘
this terminal belongs, or choose to copy the corfigurstion from £

4l

»

m

Group Membership

The Terminal Configuration Wizard will show the group in the Terminal Group field.

The Terminals tree will show the terminal nested in the group.

11.4. Moving Out of a Group

A terminal can be removed from a group by moving it to the Terminals branch of the Select Terminal
Group window.

Double click on the terminal you want to change by double clicking on it in the Terminals tree to launch
the Terminal Configuration Wizard.
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¥=3 Terminal Configuration Wizard @

Terminal Name w
Enter the name for this teminal, select the terminal group to which }
this terminal belongs, or choose to copy the configuration from R

another teminal.

Teminal Name
|01_UNO_2053E

This must be a unigue name using letters, numbers, hyphens (),

and underscores () only.
Description

Teminal Group

Production®Line_1

Copy Settings

[ Copy Settings from another Teminal

Permissions

| Mexd | Finish | Cancel Help

Change Group Button on the Terminal Name Page

A terminal can be removed from a group by clicking the Change Group button to launch the Select
Terminal Group window.
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-~ L
Select Terminal Group

[
|

El Production Camcel

Select Terminal Group Window

Select the top level Terminals in the Terminal Group tree. This will move the terminal from a group to the
terminals.

Select the OK button to finish.

Select the Finish button to close the Terminal Configuration Wizard and apply the changes before
continuing. If you need to adjust the configuration, close the wizard then re-open it.
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= | L |Cobalt - &l 9 = FThinManager 7.0 == |22
Edit Manage Install Taols View Remote View Help
¥ ThinManager Server - Remaove ,,f Add Terminal Add Group | =4, Find (Ctrl-F)
Add ThinManager Server
’ ¥4 Terminal Configuration Wizard @
&q Disconnect
ThinManager Serve Terminal Name Q’

Enter the name far this terminal, select the terminal group to which . ‘
this terminal belongs, or choose to copy the configuration from A ¥
another terminal. -

E@ Terminals -

b Office Terminal Name -

[—]@, Production 01_UND_2053E

@ Line_1 This must be & unique name using letters, mumbers, hyphens (-,
@ Line 2 and underscores () only.

@ Shipping Description -

- [ 01_UNO_2053E
H- 02_Aristab824 ‘\ — Temninal Group
- B 03_Advantech5820 - | Change Group
H- [ 04_PXE_Termtek

HQ 05_iPad
EQ‘ MultibMonitor

m

IT|IT|I|_|IT|IIT|

Copy Settings

[~ Copy Settings from anothier Teminal

ai|l

Permissions

Ment = Finizh | Cancel Help

ﬂ[@lﬂﬁﬂ]@a@v |<| i r?

Terminals Tree Showing Ungrouped Terminal

Once the wizard is closed the ThinManager Terminals tree will show the terminal under the Terminals
branch and the Terminal Group field of the Terminal Name page will be empty.

11.5. Using Groups for Configuration

ThinManager Terminal Groups can be used for configuration. Every setting in the Group Configuration
Wizard has a Group Setting checkbox. If this is checked the setting will be applied to every member of
the group.

This speeds configuration as you only have to make a configuration change once to have it deployed to
all the terminals in the group.
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-

= | L |Cobalt -2l ¥ |Z} & FThinManagervi.0 == (2=
F Edit Manage Install Taols View Remote View Help
¥md ThinManager Server - Remaove gf o) Add Terminal &2 Add Group | ', Find (Cirl-F)
’Add ThinManager Server Refresh 11 Lock [ Rename Find M ext (F3]
&% Disconnect ¥4 Terminal Configuration Wizard (=230
ThinManager Server Display Client Selection (.’
Select the Display Clients to use on this terminal ’ ‘ =
EQ Terminals
E.@M < Group Setting v -
= 01_UNO_2053E Available Display Clisrts Selected Display Clients
i ?A': :‘:E':::’ (M Legacy_HMI E B HMI_New
5_ HMINew gﬁP_D;skmp - i
i = ne
(= [ 03_Advantech5820 - !
E@aue || (S0 90
=] B 04_PXE_Termtek aaen- 4
5 HMI_New 5Calculator | -
______ DFfice ElDesk21_43
[—]@ Preducticn ﬁDBSkM—'ﬁ
b Line_1 g Excel i
E @ Llne_z E Madcaad O
i @ Shipping Edit Display Clients Cvemide
(- 05_iPad
- M MultiMenitor
< Back Mead = Finizh Cancel Help

ELE

Display Clients Deployed With Group Settings
This picture shows the Lab_7 group has four terminals with a single display client assigned.

Adding display clients is easy when using Group Settings. You open the Group Configuration Wizard,
navigate to the Display Client Selection page, change the selected display clients, and then restart the
terminals.
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= | L |Cobalt -2l ¥ |Z} & FThinManagervi.0 == (2=
F Edit Manage Install Taols View Remote View Help
¥md ThinManager Server - Remaove Add Terminal Add Group .. Find [Ctrl-F)
1 U =,
’Add ThinManager erver Dafrach — sl [ Danama Eind blawt (E2)
&q Disconnedt ¥4 Terminal Configuration Wizard @
ThinkManager Server Display Client Selection E
Select the Display Clients to use on this terminal ’ ‘ _
A ¥
= E Terminals b
[—:| |:‘.-. <+ Group Setting [+ -
= 01 UNO_2053E Available Display Clients Selected Display Clients

5HM1 Mew

| »

M Legacy_HMI 8 HMI_New

(M XP_Desktop (5 Shadow_Any

.@ Line_2 ; Calculator ﬂ
Shadow_5820

g Desk21_43

[0 Desk44_45

il Excel

03_Advantechss20 L
&l 03 Advantec M Notepad_S5

gl HMLNew ;Paint IF

. Shadow_Any :P_____q -
Calculat
B Calculator . Edt Display Clients Overide
= E| 04_PXE_Termtek
- F3 HMIL_New

Shadow_Any

m

ES[E

111

=

< Back Mead = Finizh Cancel Help

Display Clients Deployed With Group Settings

This picture shows that the Lab_7 group had its group display clients changed once and the change was
propagated to all of the member terminals.

The following section will show the Group Configuration Wizard on the left and the Terminal
Configuration Wizard of a member terminal on the right to show the effects of using the Group Setting
checkbox.
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V24 Terminal Configuration Wizard @ ¥ Terminal Configuration Wizard =

Teminal Group Name E Terminal Name 0
Enter the name for the teminal group ’ ‘ Enter the name for this terminal, select the terminal group to which ' ‘
AR this terminal belongs, or choose to copy the corfiguration from (N

another teminal.

Group Name Teminal Name

|F'r\:|duc,1i0n| |TerrninaID2

This must be a unique name using letters, numbers, hyphens (), This must be a unique name using letters, numbers, hyphens (),

and underscores {_) only. and underscores {_) only.

Description Description
Terminal Group Terminal Group
Change Group Production'Line_1 Change Group
Copy Settings
™ Copy Settings from another Teminal

Pemissions Permissions

Mext > Finish | Cancel | Help | | Mext > | Finish | Cancel Help

Terminal Group Name Terminal Name
The left shows the opening screen of the Group Configuration Wizard.
The right shows the Terminal Configuration Wizard.

The Group will not show the Terminal Hardware page since that is an individual selection, not a group
selection. The terminal will show the Terminal Hardware page to allow you to select the hardware for the
individual device.

¥=3 Terminal Configuration Wizard @ ¥4 Terminal Configuration Wizard =N
Teminal Group Options @ Teminal Options E
Select the options for temminals in this group. ’ ‘ Select the options for this terminal. ’ ‘
N N
Group Setting [+
Teminal Replacement Terminal Replacement
¥ Alow replacement at terminal ff off line [v

Group Setting [+
Teminal Schedule Teminal Schedule

[~ Set Schedule r

Group Setting [+

Teminal Effects Teminal Effects
¥ Enable Teminal Effects [v
[v¥ Show temminal status messages ¥

Group Setting v

Shadowing Shadowing
Allow terminal to be shadowed WARN hd Allow terminal to be shadowed
[ Mlow Interactive Shadow -
< Back Mext > Finish | Cancel | Help < Back | Mext > | Finish | Cancel Help
Terminal Group Options Terminal Options

The Group Configuration on the left has had the Group Settings selected.

The terminal on the right has the settings grayed out because it is inheriting the Group Settings.
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Teminal Mode

I¥ Use Display Clients

V24 Terminal Configuration Wizard @ V=4 Terminal Configuration Wizard @
Terminal Mode Selection \ O / Terminal Mode Selection \ O /
Select the operating modes for this terminal ’ ‘ Select the operating modes for this temminal ’ ‘
N N

Teminal Mode

Group Setting v I
™ Use TemSecure Group Setting [ [ Use TemrmSecure
™ Use MultiMonitor
-
™ Use Relevance Group Setting [ [ Use Relevance
< Back Mext > Finish | Cancel | Help | < Back Mext = Finish | Cancel | Help |

Group Terminal Mode Selection

Terminal Mode Selection

Use MultiMonitor is shown on the Terminal Configuration Wizard on the right because that is based
on the hardware selected and not the group membership.

Awvailable Display Clients

Group Setting v

¥ Terminal Configuration Wizard @ ¥=3 Terminal Configuration Wizard @
Display Client Selection m Display Client Selection v
Select the Display Clients to use on this terminal b — ‘ Select the Display Clients to use on this terminal b -

Selected Display Clients

Edit Display Clients

< Back Neat >

il Desktopss Rl HMI_Tanks
% Excel 8l Formin

5 Form02

B HMI_Oven ﬂ

@CamemZ ﬂ

Finish |

Cancel |

4|
M

Ovemide

Help

Available Display Clients

Selected Display Clients

Edit Display Clients

< Back Next =

il Desktopss Rl HMI_Tanks
% Exccel il Fom0n

5 Form02

Bl HMI_Oven J

@CamemZ J

Finish |

[ 2|

Cancel |

Help

Group Display Client Selection

Terminal Display Client Selection

Selecting display clients on the Group Configuration Wizard and checking the Group Setting checkbox
will assign those display clients to all member terminals. You cannot add or subtract from the list on the

terminal.

This is great when all members of a group run the same applications. If they need different applications
then leave the Group Setting unchecked and assign the display clients individually.
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V24 Terminal Configuration Wizard @ V=4 Terminal Configuration Wizard @
Teminal Interface Options (é’ Terminal Interface Options v
Select the display client selector and mai ions that will b ’. Select the display client selector and mai ions that will b ’.
aSaeiIableeonlfIEeatyeﬁ;?naI_se ector and main menu options that will be ‘ aSaeilableeonlfﬁeatyeﬁ;?nal_se ector and main menu options that will be ‘
Group Setting v
Display Client Selection Options Display Client Selection Options

¥ Show Selector on Teminal Selector Options = Selector Options
™ Enable Tiling - Tiling Options
™ Screen Edge Display Client Selection r

< Back Mext > Finish | Cancel | Help | < Back Mext = Finish | Cancel | Help

Group Terminal Interface Options Terminal Interface Options
The Group Configuration on the left has had the Group Settings selected.
The terminal on the right has the settings grayed out because it is inheriting the Group Settings.
¥ Terminal Configuration Wizard @ ¥=3 Terminal Configuration Wizard @
Hotkey Configuration (é’ Hotkey Configuration v
Select the hotkeys to apply to this Terminal Group. ’ . ‘ Configure the hotkeys to apply to this terminal ’ . ‘
Group Setting [+
Terminal Hotlkeys Terminal Hotheys

™ Enable Instant Failover Hotkeys r

[¥ Enable Display Cliert Hotkeys Change Hotkeys 2

r BEEEETN r [ thesmeiiir |

< Back Next > Finish | Cancel | Help | < Back Next = Finish | Cancsl | Help

Group Hotkey Configuration

Terminal Hotkey Configuration

The Group Configuration on the left has had the Group Settings selected.

The terminal on the right has the settings grayed out because it is inheriting the Group Settings.
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V24 Terminal Configuration Wizard @ V=4 Terminal Configuration Wizard @

Log In Information E Log In Information E
Enterthe log in information to log in automatically. Leave the log in ’ ‘ Enter the log in information to log in automatically. Leave the log in ’ ‘
information blank or fill only some of the fields to force manual log in. () information blank or fill only some of the fields to force: manual log in. AR

Windows Log In Information Windows Log In Information
Usemame | Usemame |terrn2
Password | Password |""
Verify Password | Verify Password |"""‘|
Damain | Damain |
< Back Mext > Finish | Cancel | Help | < Back Mext = Finish | Cancel | Help |

Group Log In Information Terminal Log In Information

The Group Log In Information page is grayed out and doesn’t allow a group user account to be added.
This is because each terminal needs a unique Windows account to log in to terminal servers.

v" Use a unique Windows account for each terminal.

¥ Terminal Configuration Wizard @ ¥=3 Terminal Configuration Wizard @
Group Video Resolution E Video Resolution E
Select the video resolution for this group ’ . ‘ Select the video resolution for this terminal . ’ . ‘
Select Video Resolution Select Video Resolution
Group Setting [
Resolution Color Depth Refresh Rate Resolution Color Depth Refresh Rate
1024x768 ~| [p4KColors | [60Hz | 1024x768 v| |64KColos ~| [60Hz |
These are the resolutions supported by the Thin Client These are the resolutions supported by the Thin Client
model you selected. model you selected.
< Back Meat = Finish | Cancel | Help | < Back Neat = Finish | Cancel | Help |
Group Video Resolution Terminal Video Resolution

The video resolution can be applied to all members of a group. However, if you have to add a different
sized monitor in an emergency you would have to uncheck the Group Settings and apply the resolutions
individually.

Since switching monitors is a task that almost anyone might be able to do it might be better to set the
video resolutions individually.
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¥=4 Terminal Configuration Wizard

WinTMC Settings

Select the local devices to be redirected, the experience settings and
client control settings. These settings apply only to Windows clients.

Redirect Local Resources
I Redirect Seral Ports
I Redirect Drives
I Redirect Printers
I Redirect Sound
I Redirect Smart Cards

¥ Group Setting

Cliert Control Settings
v Alow client to be closed
W Allow client to be sized
Iv Always maintain monitor connection
I~ Show groups as separate windows

¥ Group Setting

Experience Settings
[v Show desktop backaround
v Show window contents while dragging
W Show menu / window animations
¥ Show themes

¥ Group Setting

<Back Next > Fish |

Cancel |

5

=

Help |

configured with Group Settings.

WinTMC Settings
The Group Configuration Wizard will have a WinTMC Settings page to allow WinTMC clients to be

This page will not show up on the Terminal Configuration Wizard unless the terminal had
GENERIC/WiIinTMC selected as the Make and Model on the Terminal Hardware page.

¥ Terminal Configuration Wizard

Module Selection for this Group

Installed Modules

Select the modules that load on Teminals in this group at boot up.

EXH

=

Module
RDP Serial Port Redirection Module 65

Packages

Add.. | |

< Back Neat > Finish | Cancel |

Help |

¥=3 Terminal Configuration Wizard @
Module Selection v
Select the modules that load on this terminal at boot up. ’ ‘
N

Installed Modules

Maodule
[EE RDP Serial Port Redirection Module

Elographics Touch Screen Driver

Add.. | | |

< Back MNext = Finish | Cancel | Help |

Group Module Selection

Terminal Module Selection

Modules can be added at the group level and at the terminal level. Modules selected for a group will
display a Group icon on the Module Selection page of its members.

The picture on the left shows a module added to the group configuration.
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The picture on the right shows that module on the terminal with the Group icon to show where is
originated from. The Elo touch screen module was added to the terminal and won't show a group icon.

¥ Terminal Configuration Wizard =] ¥=3 Terminal Configuration Wizard @
Monitoring Configuration E Monitoring Configuration 0

Select the setting for how often the Temminal Server status is ’ ‘ Select the setting for how often the Terminal Server status is ’ ‘
monitored by this terminal. AR monitored by this terminal. AR

Group Setting v

Monitor Interval Monitor Interval
+ Fast O
" Medium @]
" Slow @]
" Custom @]
Monitor Interval 5 El Seconds Monitor Interval 5 El Seconds
Monitor Timeout m Seconds Monitor Timeowut m Seconds
Monitor Retry 3 E Monitor Retry 3 E
Primary Up Delay Multiplier m Primary Up Delay Multiplier m
Primary Up Delay 30 Seconds Primary Up Delay 30 Seconds

< Back | Finish | Cancel | Help < Back | | Finish | Cancel Help

Terminal Group Name Terminal Name

The Group Configuration on the left has had the Group Settings selected.

The terminal on the right has the settings grayed out because it is inheriting the Group Settings.
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11.5.1.

Deleting Old Groups
An unneeded group can be deleted by right clicking on the group and selecting Delete.

= |u§ Cobalt - &l Y 5y & FThinManagervi0 EIIE'
Edit Manage Install Taols View Remote View Help
f=d ThinManager Server - Remove f &2 Add Terminal &3 Add Group | L Find (Ctrl-F)
’Add ThinManager Server Refresh £ Lock [ Rename Find M ext (F3)
o Modify
& Disconnect Unlock -.@ Delete
ThinManager Server Edit Find
Configuration Modules Schiedule Properties Event Log ¥
EQ Terminals Attribute Value
[—]@, Lakb— - = v Identification
: O Add Terminal Name Lab_7
ALE LY D escription Hone
Restart Terminals
B Modly
""" .@' Off Rename e Package todel Default
E-ERPre  Delete [ CtreD | Clers HMI_New
R Tine I Calculator
. Line_2
- @ Shipping

(- 58 05 _iPad
Q‘ MultiManitor

=2 @

Delete Option on Group Right Click Menu

Selecting Delete will launch a dialog box for deletion.

ThinManager

Yes

[l

Do you want to delete the Terminals for Group Lab_7 as well?

MOTE: If no, Group Members will be assigned to the parent group

Cancel

The Delete dialog has two options.

Delete Dialog Box
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Selecting Yes will delete the group AND the member terminals.
Selecting No will delete the group but leave the terminals under the Terminals tree.
Selecting Cancel will close the dialog without deletion.

v Read the dialog box before clicking to prevent the loss of needed terminals.

= |u§ Cobalt - &l Y 5y & FThinManagervi0 EIIE'
Edit Manage Install Taols View Remote View Help
f=d ThinManager Server - Remove &2 Add Terminal &3 Add Group | L Find (Ctrl-F)
’Add ThinManager Server Refresh r Lock | Rename Find Next [F3)
Modify
iﬁ Disconnect Unlock: L Delete
ThinManager Server Edit Find
summary Event Log r
=B Terminals Attribute Value
------ Office Terminal Stats
& Production Total Teminals B
E Line 1 Teminals On 4
B Line 2 Lengest Up-time 03_AdvantechBS20 for 1 day, 22 hours, 58 mi...
o @ Shipping Shartest Up-time 04_P=E_Termtek for 1 day, 20 hours, 12 minu...

FH- B 01_UNO_2053E
G- [ 02_Arista6B24
[ B 03_Advantech5820

Terminal Models

BE24-ACP 1
- Ufi_FKE_Termtek BawPC240 1
- I8 05 ipad PCM-5820 1
- M pultiMoniter e 1
UND-2053E 1
Pad 1

=@

Terminal Tree Showing Terminals without the Group

The terminals from Lab_7 are now nested under the Terminals branch of the tree.
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12. Devices — IP Configuration

There are four types of terminals that can be used in a ThinManager system. They are:
e ThinManager Ready thin clients
e ThinManager Compatible thin client
e  WinTMC client for Windows PCs
e iTMC client for iOS iPads and iPhones
Each has a different method of connecting to ThinManager to receive its configuration.

A ThinManager Ready thin client is shipped from the factory with the ACP BIOS onboard. A
ThinManager Ready thin client requires two things to connect to the ThinManager system:

e An IP Address for the client
e The ThinManager Server Address to retrieve the needed boot file and configuration

A ThinManager Ready thin client can use DHCP or static for the client and ThinManager Server IP
address. Its BIOS will instruct it to download the firmware.

A ThinManager Compatible thin client is a common off-the-shelf thin client that lacks the ACP BIOS.
ThinManager Compatible thin clients do not store static IP addresses so each of them require DHCP
(Dynamic Host Configuration Protocol) to assign the client IP address. The ThinManager Server IP
address and bootfile name can be provided by a DHCP server, or by the ThinManager PXE Server.

A ThinManager Compatible thin client requires two things to connect to the ThinManager system:
e PXE Boot enabled in ThinManager
e An IP Address for the client
e The ThinManager Server Address to retrieve the needed boot file

The WIinTMC client is a ThinManager client that runs on a Windows operating system and provides a
centrally managed connection to the terminal server.

Each client PC requires two things to connect to the ThinManager system:
e The installation of the WinTMC program
e The IP address of the ThinManager Server

The iTMC client is a ThinManager client that runs on an Apple iOS operating system and provides a
centrally managed connection to the terminal server.

Each iPad requires two things to connect to the ThinManager system:
e The installation of the iTMC program from the Apple App Store
o Membership on the ThinManager Server network

e The IP address of the ThinManager Server

12.1. ThinManager Ready Thin Client IP Configuration

12.1.1. DHCP

A ThinManager Ready thin client is shipped from the factory set to use DHCP (Dynamic Host
Configuration Protocol).
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When the terminal is turned on it will display a screen telling you to press any key to enter the IP
Configuration menu.

ACP Hetwork Boot Loader v5.01
Copyright 1999-2004 Automation Control Product=s

Press Any Eey to Configure IP Setting

IP Configuration Prompt Page

Press the space bar to open the menu.

ACPF Hetwork Boot Loader v5.01
Copyright 1999-2004 Automation Control Products

IP Configuration Menu

(A} Terminal IP Rddress = DHCP

{(B) Primary ThinManager Server IF Address = DHCP (Option 66)
Secondary ThinManager Server IP hddress = DHCP {(Option 66)

{(F) Password Status : Di=abled

(&) Load Default Values

{H) Help

(0) fbhort Changes and Exdt
{5) Save Changes and Exit

Select Letter:

IP Configuration Menu Page
The ThinManager Ready thin clients uses DHCP out of the box.

DHCP passes out IPaddresses but the thin client also needs the IP address of the ThinManager Server.
This can be provided by the DHCP server using Option 066, Boot Server Host Name.
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Scope Options |

General | Advanced I

Available Options | Dezcription il
[ 064 WIS+ Domain Mame The name o
O 065 WIS+ Servers A ligt of IF a
0BG Boot Server Host Mame TFTP boot :—
O 067 Bootfile Wame Bootfile Han -
q | o
— Data entry
String walue:
10.7.10.30

Cancel Apply

Microsoft DHCP Server

Option 066 provides the Boot Server Host Name. Enter the IP address of the ThinManager Server in
the Option 066 field to have the DHCP server send this to the ThinManager Ready thin clients.

PCs and laptops that use DHCP will ignore this setting.

12.1.2. Static IP Addressing.

Most models of ThinManager Ready thin clients allow the usage of static IPs. These are set on the IP
Configuration Menu.
Open the IP Configuration Menu by selecting any key at the IP Configuration Prompt page.
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ACP Hetwwork Boot Loader vh.01
Copyright 1999-2004 Auwtomation Control Products

IPF Configuration Menu

() Terminal IF Rddress 19%92. 168.3.115

(B} Primary ThinManager Server IF Address = 192.16%.3.11
{C) Secondary ThinManager Serwver IP hddressz = 192.168.3.12
(D} Router IP fddress = 0.0.0.0

{E} Subnet Mask = 2655.255.205.0

{(F) Pas=sword Status : Di=abled

(&) Load Default Values

{H} Help

{0} Abort Changes and Exit
{5) Sawve Changes amd Exit

Select Letter:

IP Configuration Menu — Static IP

Press the A to allow the client IP to change from DHCP to static by assigning a static IP address to the

terminal.

Type in the static IP address for the client, including the separating periods and press the Enter key.

Once the Terminal has a static IP assigned, the IP Configuration Menu will be shown to allow the setting
of other values.

(A)
(B)

(©)

(D)

(E)
(F)

Terminal IP Address - This should be a unique address for the terminal.

Primary ThinManager Server IP Address - This should be the unique address for your
main ThinManager Server.

Secondary ThinManager Server IP Address - The Secondary ThinManager field allows
the terminal to use two ThinManager Servers. If the terminal cannot connect to the Primary
ThinManager Server, it will connect to the Secondary ThinManager Server to receive its
configuration. If you are not using a Secondary ThinManager Server, set the IP address to
0.0.0.0.

Router IP Address - Fill in the IP address of the router or gateway if one is being used. If
not this should be set to 0.0.0.0.

Subnet Mask - Set this to your subnet mask. 255.255.255.0. is a standard setting.

Password Status - Allows a password to be set to prevent unauthorized people from
changing the configuration.

Note: Forgetting this password is a bad thing.

(G) Load Default Values — This resets the ThinManager Ready thin client to the original IP

(H)

values.
Help - Will launch a Help to explain the IP Configuration Menu.

(Q) Abort Changes and Exit - This will cancel any setting changes and let the terminal continue
to boot with the old settings.

(S) Save Changes and Exit - This will apply any changes and allow the terminal to continue to
boot with the new settings.
Type the letter of the desired setting and type the IP address, with periods. Press the Enter key on the
keyboard to accept each change.
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12.1.3.

Hybrid IP Addressing

ThinManager Ready thin clients with Boot Loader 5.01 and later can use DHCP to assign the terminal IP
address, but can assign the ThinManager Server IP address as a static IP in the IP Configuration Menu.
Boot your thin client and press the spacebar when prompted on the IP Configuration Prompt page.

This will open the IP Configuration Menu.

Ir

()
(B}

(E)
(&)

(H)

(0}
(5}

ACPF Hetwork Boot Loader v5.01
Copyright 1999-2004 Automation Control Products

Configuration Menu

Terminal IP Rddress = DHCP

Primary ThinManager Server IF fddress = DHCP (Option 66)
Secondary ThinManager Server IP hddress = DHCP {(Option 66)
Password S5tatus @ Disabled

Load Default Values

Help

Jhort Changes and Exit
Save Changes and Exit

Select Letter:

Boot Loader Default Values

Select the B key to add a static IP for the ThinManager Server. Type the numbers and periods for the

address.

ACP Hetwwork Boot Loader v5.01
Copyright 1999-2004 futomation Control Products

IF Configuration Menu

()
(B}
{C}
(E}
(G}
(H)

(Q)
(=)

Terminal IP Rddress = DHCP

Primary ThinManager Server IF Address = 192, 168.3.11
Secondary ThinManagery Server IP Address = 192.168.3.12
Password S5tatus = Disahled

Load Default Values

Help

fhort Changes and Exit
Save Changes amd Exit

Select Letter:

DHCP with Static ThinManager Server

Once a ThinManager Server is assigned, selecting C will allow a redundant secondary ThinManager
Server to be assigned.
Select S to save the changes and allow the connection to the ThinManager Server.

The terminal will now boot using DHCP.

Note: The Escape

key will let you exit the entry field and return to the IP Configuration Menu.
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12.1.4. Firmware Download

Once the ThinManager Ready thin client is configured, the terminal will connect to the ThinManager
Server and download the firmware and configuration.

ACP Hetwork Boot Loader vh.01
Copyright 1999-2004 Automation Control Product=s

Status: Loading from ThinManager Serwver 192.168.3.11

Terminal IF Information

Model: XA1300

IP Method : Static

Terminal TP : 192.168.3.1713

Primary ThinManager Serwver : 192.16%.3.11
Secondary ThinManager Server : 192.168.3.12
Router : 192.168.3.36

Subnet Mask: 1255.255.255.0

MAC Rddress: 01234 56789ABCD

Multicast TP amd PFort: Hone

Dovnload Progress Meter

Firmware Download

If the static IP address for the terminal is a duplicate of another IP address on the network, it will display
an error message instead of downloading the firmware.

ACP Hetwrk Boot Loader vh.01
Copyright 1999-2004 Automation Control Products

Status:

Press Ctrl+Alt+Del to Restart
Terminal IF Information

Model: XA1300
IP Method : Static
Terminal IP : 192.168.3.173

Primary ThinManager Serwver : 192. 16§.3.11
Secondary ThinManager Server : 192.168.3.12
RBouter : 192. 168.3.36

Subnet Mask: 1255. 255.255.0

MAC Rddress: 01234 56789ABCD

Dovnload Progress Meter

Duplicate IP Address Error

A terminal with this error message needs to be rebooted and the IP address corrected.
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12.2. Adding and Configuring Thin Clients

12.2.1. Connect and Start Wizard
Turning on a terminal for the first time will initiate the Create New Terminal mode if:
¢ No terminals are defined in ThinManager, or
e All the defined terminals are currently connected, or

e All the defined terminals that are turned off have the Allow This Terminal To Be Replaced If Off
Line check box unselected.

ACP Hetwwork Boot Loader v5.01
Copyright 1999-2004 Automation Control Products

Please Wait while Terminal i=s defined on Server 192.168.3.11

Create New Terminal Mode Screen

When a terminal enters the Create New Terminal Mode, the terminal will launch the Terminal
Configuration Wizard on the ThinManager Server. The terminal will display a screen indicating that it will
wait until the configuration is finished before progressing further.

12.2.2. Pre-configure and Select Configuration

Turning on a terminal for the first time will initiate the Replace or Create New Terminal Mode if one or
more of the defined terminals are offline and they have the Allow This Terminal To Be Replaced If Off
Line check box selected.

Thiz Terminal iz undefined on Serwver 192.16&.3.11

Annex1h

Innex1B
Innex2C hnnex
Boilerl Boilers

Boiler3d Boilers
Parts1l Parts
Shippimng? Shippd nig
Create Hew Terminal

Replace or Create Mode

The screen will display all the offline terminals that the terminal can replace. Groups will be displayed,
requiring a drill down to the desired terminal. Highlight the desired terminal name using the keyboard and
press the Enter button. The terminal will retrieve the selected configuration and assume its identity.

ThinManager 7.0 User Manual - 180 -



If a terminal has previously connected to ThinManager and received its configuration, rebooting it will not
give it a choice of configurations, but will apply its normal configuration.

12.3. PXE Server and PXE Boot

A ThinManager Ready thin client is shipped from the factory with the ACP BIOS onboard. A
ThinManager Ready thin client can use DHCP or static for the client IP address and the ThinManager
Server IP address. Its BIOS will instruct it to download the firmware.

A ThinManager Compatible thin client is a common off-the-shelf thin client that lacks the ACP BIOS.
ThinManager Compatible thin clients do not store static IP addresses so each of them require DHCP
(Dynamic Host Configuration Protocol) to assign the client IP address. The ThinManager Server IP
address and bootfile name can be provided by a DHCP server, or by the ThinManager PXE Server.

A ThinManager Compatible thin client requires three things to connect to the ThinManager system:
e An IP Address for the client
e The ThinManager Server Address to retrieve the needed boot file

e The Boot File name

12.3.1. PXE Server Modes

There are three modes or methods that a ThinManager Compatible thin client can use to receive this
information.

Using standard DHCP server

This mode will allow the client to use an existing DHCP server to provide the client IP address while the
ThinManager PXE server will provide the ThinManager IP and boot file name.

Using standard DHCP server with Boot Options

This mode allows the DHCP server to provide all the information needed. It will use Option 066 to provide
the ThinManager IP and will use Option 067 to provide the boot file name in addition to the client IP
address.

Not using standard DHCP Server
This gives ThinManager the power to provide all the necessary information, including client IP addresses.

ThinManager Compatible Thin Client IP Sources

Client IP ThinManager IP Boot File Name
Using Standard DHCP DHCP Server ThinManager ThinManager
DHCP with Boot Options DHCP Server DHCP Option 066 DHCP Option 067
Not Using Standard DHCP ThinManager ThinManager ThinManager
12.3.2. Using standard DHCP server

The Using standard DHCP server mode is used when you have an existing DHCP server in your
system to pass out the IP addresses.

Select Manage > PXE Server to open the PXE Server Wizard.
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PXE Server Configuration
Erable ¢ Diszble PXE Server

<

P¥E booting.

v Enable PXE Server

The TrinManager PXE Server allows the use of thinclierts tha: support Intel

C Back Nest > Frish |  Cancd |

Help

lgj

PXE Server Configuration Wizard

Select the Enable PXE Server checkbox on the PXE Server Configuration page.

Select Next to continue with the wizard.
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¥ad PXE Server Wizard

Network Interface Configuration
Select the settings for each network interface

Select Interface to Configure

Broadcom MetLink: (TM) Gigabit Ethemet
Interface Primary |P Address 10.7.10.30

PXE Server Mode
+ |sing standard DHCP server
£ Using standard DHCP server with Boot Options
" Mat using standard DHCP server

[v Allow Mew PXE clients

< Back MNexd Cancel

Help

Network Interface Configuration Page of PXE Server Configuration

The Network Interface Configuration page allows you to select the network interface if the

ThinManager Server has multiple network cards.
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V=5 PXE Server Wizard ==

Network Interface Configuration w
Select the settings for each network interface }
)

Select Interface to Configure
Broadcom NetLink (TM) Gigabit Ethermet |
Interface Primary |P Address 10.7.10.30

Synchronization Interfface
Metworl Inteface to synchronize this cordiguration with

VMware Accelerated AMD PCNet Adapter |

Irterface Primary IP Address 10.7.10.21

PXE Server Mode
+ |sing standard DHCP server
£ Using standard DHCP server with Boot Options
" Mat using standard DHCP server

[v Allow Mew PXE clients

< Back MNexd Cancel Help

Synchronized Network Interface Configuration Page

A synchronized ThinManager Server will have a dropdown for the network interface on both ThinManager
Servers.

The easiest method of PXE boot is if you have an existing DHCP server.

Select the Using standard DHCP server radio button and click Finish.

ThinManager

Fleaze wait while PXE Server iz re-configured

PXE Server Initialization Dialog
The PXE server will initialize and become active.

The ThinManager Compatible thin client will make a request for the DHCP and PXE information when it is
turned on. The DHCP server will respond with the client IP address. The ThinManager will respond with
the PXE boot information and the thin client will connect to ThinManager.
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12.3.3. Using standard DHCP server with Boot Options

The Using standard DHCP server mode is used when you have an existing DHCP server and want it to
provide all the information.

On the DHCP Server:
Open the Microsoft DHCP Service by selecting Start > Administrative Tools > Computer Management
on your Microsoft DHCP server.

E,: Server Manager !EI E

Fil Ak Wi Hel
il cHen i =P Server Options ﬂ I—
&= | %= o=
General |Advanced|

ia Server Manager (PEACHRZ3)

SN _:R':'Ies Available Optians | Description = | _
= -E'; [%-'Cpeiirh\;:; [ 054 MIS+ Domain Mame The name o i R
= pi IPya [ 0B5 MIS+ Servers A list of IP a
4 Seope [10 (66 Boot Server Host Mame TFTP boot ==
._.; Server Of (&7 Bootfile Mame B oatfile ij
| Filkers 1| 3
o [Pt
;_3_1 Remote Deskiop Ser - Data enitry
ﬁ?‘-] Features String walue:
B Diagnostics |acpboot bin

_-:_ﬁ’,_!; Configuration
22 Storage

(1] I Cancel | Apply |

‘I I — =1

Microsoft 2003 Server DHCP Scope Options

Right click on the Scope Options in the Scope tree and select Configure Options.

Scroll to Option 066 Boot Server Host Name, check the check box, and enter the IP address of the
ThinManager Server in the String Value field. If you use a redundant pair of ThinManager Servers enter
both IP addresses separated by a space.

Scroll to Option 067 Bootfile Name, check the check box, and enter “acpboot.bin” in the String
Value field.

Configuring a DHCP to provide IP addresses, the ThinManager Server IP address as Option 066, and

the acpboot.bin bootfile as Option 067 will allow the DHCP server to provide the boot information to
both ThinManager Ready thin clients using the default DHCP and ThinManager Compatible thin clients
using PXE boot.

ThinManager 7.0 User Manual - 185 -



12.3.4. In ThinManager:
Select Manage > PXE Server to open the PXE Server Wizard.
Select the Enable PXE Server checkbox on the PXE Server Configuration page.

Select Next to continue with the wizard.

I o

¥=A PXE Serwer Wizard @
Network Interfface Configuration m‘
Select the settings for each network INnterface } . ‘
Select Interface to Configure
Broadcom MetUink (TM) Gigabtt Ethemet j
Inteface Primary |P Addreee 10.7.10.30

Synchronization Inteface
Metwork Interface to synchronize this configuration with

VMware Accelerated AMD PCNet Adapter |

Interface Frimary IF Address 1071021

P*E Server Mode

£ Using standard DHCP server
£+ |sing standard DHCP server with Boot Options
£ Mol using slandard DHCP server

"

< Back Mead =

Cancel Help

Network Interface Configuration Page of PXE Server Configuration

Select the Using standard DHCP server with Boot Options radio button on the Network Interface
Configuration page.

Select the Finish button and the PXE server is configured.

The ThinManager Compatible thin client will make a DHCP request when it is turned on. The DHCP
server will respond with the client IP address, the ThinManager address, and the name of the bootfile to
download. The ThinManager Compatible thin client will connect to ThinManager.

12.3.5. Not using standard DHCP server

The Not using standard DHCP server mode is used when you do not have an existing DHCP server.
This mode is configured to give ThinManager the ability to pass all the information needed to boot.
In ThinManager:

Select Manage > PXE Server to open the PXE Server Wizard.
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Select the Enable PXE Server checkbox on the PXE Server Configuration page.

V24 PYF Server Wizard [==|

Metwork Interface Configuration

Select the settings for each network interface b ‘
£

Select Interface to Configure
Broadcom NetLink (TM) Gigabit Ethemet -]
Interface Primary |P Address 10.7.10.30

Synchronization Inteface
Metwork Imterface to synchronze this configuration with

YWMware Mccclerated AMD PCMet Mdapter ﬂ

Inteface Primary IP Addrcaa 10.7.10.21

FXE Server Mode
" Uging etandard DHCP esrver
£ Using standard DHCP server with Boot Options
¢ Nat using standard DHCP server

[+ Allow Mew MXL clients

= Back Mt > Cancsl Halp

Network Interface Configuration Page of the PXE Server Wizard
Select the Not using standard DHCP radio button on the Network Interface Configuration page.

Select the Next button to navigate to the IP Address Range Configuration page.
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V=5 PXE Server Wizard ==

IP Address Range Configuration w
Configure each range of IP Addresses } -
Beginning |P Address Ending IF Address

Add Delete Edit
< Back | | | Cancel | Help |

IP Address Range Configuration Page of the PXE Configuration Wizard

The ThinManager Server needs to have a range of IP addresses added so that it can give the

ThinManager Compatible thin client their IP addresses. This is done on the on the IP Address Range
Configuration page.

Select the Add button on the IP Address Range Configuration page to launch the IP Address Range
window.
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IP Address Range ﬁ

]10.?.10.1[10

Starting IP Address

10 . F u 10 199
Ending IP Address ] |

o5 . 255 . 255 . 0
Subnet Mask |

Router IF Address

Exclusioms ‘ Reservations ‘ Advanced

Clear IF Assignments ‘

K | Cancel ‘

IP Address Range Window

Enter the first IP address of the range in the Starting IP Address fields.

Enter the last IP address of the range in the Ending IP Address fields.

You may also configure the Subnet Mask and add the IP address for a router.

If you are done select the OK button to set the range and close the IP Address Range window.

If you want to add an Exclusion select the Exclusion button to open the Exclusions window.
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12.3.6. Exclusions

Exclusions, IP addresses not to be assigned, can be configured by selecting the Exclusions button to
launch the Exclusions window.

I L1

Exclusions =3

Beginning IP Address | Ending IP Address

P )

Exclusion Range @

Exclusion Start IP Address

| 255 . 255 . 255 . 255

Exdusion End IF Address | SoE . oED . JEE . b

add | |

QK

Exclusions Window and Exclusion Range Window

Select the Add button on the IP Address Range Configuration page to launch the IP Address Range
window.

Select the Exclusions button to launch the Exclusion window.
Select the Add button to launch the Exclusion Range window.

Enter the range of IP addresses to exclude from assignment by putting the first and last IP address in the
Exclusion Start IP Address and Exclusion Stop IP Address fields and click the OK button.

If you are excluding a single IP address then enter it in the Exclusion Start IP Address field and click the
OK button.

If you are done select the OK button to set the range and close the Exclusion window.
If you want to add a Reservation close the Exclusion window and select the Reservation button to open
the Reservations window.
12.3.7. Reservations
Reservations allows you to assign a specific IP address to a thin client each time it boots.

This can be done in the PXE Server or in the Terminal Configuration Wizard.

12.3.8. Reservations in the PXE Server:

Select the Add button on the IP Address Range Configuration page to launch the IP Address Range
window.

Select the Reservations button to launch the Reservations window.

Select the Add button to launch the Reservation window.
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o~ L
Reservations

L | Hardware Address | Secondary Hardware Add,.. | IP Address

Reservation @

Hardware Address (MAC) |

Secondary Hardware Address (MAC) |

| 255 . 255 . 255 . 255

0K, | Cancel |
QK

IP Address

Reservation Window in the PXE Server

Enter the MAC address from the ThinManager Compatible thin client in the Hardware Address (MAC)
field. Enter a secondary MAC if it has two NICs. These are often on the serial number label.

Enter the IP address you want to assign to it in the IP Address fields and click the OK button.

12.4. Local WinTMC Configuration

WinTMC is a PC application that allows ThinManager to manage the RDP connections between the PC
and terminal servers. It also provides enhanced features lacking in standard RDP connections like
failover and Instant Failover.

The WinTMC needs installed on the PC then it needs to be configured to point to ThinManager to receive
its configuration.

When WinTMC starts, a Configure button will be displayed on the splash screen.
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L.
_
9

WinTMG

WinTMC Splash Screen

Click on the Configure button to specify the ThinManager Server(s) to use.

ThinManager Server List

Enter new Thinkd anager Server Mame or IP Address K

idd

i Set P d
Current Thinkdanager Servers &l Fazsar

| Add
Cancel

bove Lp

Fove Down |

Help

i

About

WinTMC ThinManager Server List Configuration

The ThinManager Server List allows the WinTMC to be pointed to one or more ThinManager Servers to
retrieve its configuration.

Enter the IP address or name of your ThinManager Servers in the Enter new ThinManager Server
Name or IP Address field and click the Add button to add them to the Current ThinManager Servers list.

The WIinTMC will try to connect to the ThinManager Servers in the order listed, so the order can be
changed with the Move Up and Move Down buttons.

Unneeded ThinManager Servers can be removed with the Delete button.
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This configuration menu can be password protected by selecting the Set Password button. Once the
password is set, when WinTMC is started and the Configure button is clicked, a password will be required

to change the configuration.
Mo ThinManager Seryer specified | x|

You must specify at least one ThinfManager Server

No ThinManager Server Specified

If the OK button is selected without entering a ThinManager Server, an error window will remind you to
enter a ThinManager Server address.

Once the local configuration is set, WinTMC will connect to a ThinManager Server and attempt to retrieve
its configuration.

Terminal Replacement Dialog |

Chooze a Terminal to replace

At 1 - Accounting
Aoct_2 - Accounting
Acct_3 - Accounting
Acct_4 - Accounting
Prod_Line1s - Production
Prod_Linel1B - Production
Prad_Line1C - Praduction
Prod_Line2d, - Production
Prod_Line2B - Production
Sales 1 - Sales

Sales - Sales

Salez_3 - Sales

Sales 4 - Sales

Create a new Terminal

Terminal Replacement Dialog

If the WInTMC PC has not been defined, the user will be prompted with a dialog box to allow for the
creating a new configuration or replacing an existing terminal configuration on the ThinManager Server.

This functionality is similar to that of the create/replacement menu on a Thin Client. Select the thin client
configuration you want to assume. Once the WinTMC has been assigned a configuration you will not
need to make a selection again.

12.5.  WIinTMC Configuration in ThinManager

If you want to pre-create a WinTMC client in ThinManager using the Terminal Configuration Wizard,
select GENERIC for the Make/OEM and WinTMC for the Model on the Terminal Hardware page of the
Terminal Configuration Wizard.
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¥ad Terminal Configuration Wizard | 5 |

Terminal Hardware
p

Select the manufacturer and model of this terminal .

Use this to configure the type of hardware for this terminal.

Make /OEM  |GENERIC

Led Lo

Model WinTMC

OEM Maodel WinTMC
Video Chipset UMKENOWN

Terminal Fimware Package Model Default J

Terminal will un Package 7

Teminal ID and IP Address

Clear

Teminal 1D Maone
Edit

< Back Mexd | Cancel | Help |

WinTMC Settings in Terminal Hardware
The Terminal ID will fill in with the name of the PC once the WinTMC client is tied to a PC..

The Terminal Configuration Wizard for a WinTMC client is the same as for a thin client with a few
exceptions. These include the Video Resolution page and the WinTMC Settings page.
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¥=3 Terminal Configuration Wizard @

Video Resclution
p

Select the video resolution for this terminal.
AR

Select Video Resolution

Resolution Color Depth

Full Sccreen ﬂ | 64K Colors j

These are the resolutions supported by the Thin Client
maodel you selected.

< Back

Finish Cancel Help

Video Resolution for WinTMC

The Video Mode for WinTMC includes a setting for FullScreen. This will fill whatever resolution the PC
client is running.
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¥=3 Terminal Configuration Wizard @

WinTMC Settings \ O /
Select the local devices to be redirected, the experence settings and }
cliert cortrol settings. R

Redirect Local Resources
| Redirect Seral Ports
[ Redirzct Drives
| Redirzct Printers
| Redirect Sound
| Redirect Smart Cards

Client Control Settings
[+ Allow client to be closed
v Alow cliert to be sized
v Always maintain menitor connection
[ Show groups as separate windows

Experience Settings

[v Show desktop background

Iv Show window contents while dragging
W Show menu / window animations

[+ Show themes

< Back Mexd Finish Cancel Help

WinTMC Settings

The Terminal Configuration Wizard includes a WinTMC Settings page for WinTMC clients. These only
apply to connections made by the WinTMC application.

The settings include:

Redirect Local Resources:

Redirect Serial Ports - This checkbox, if selected, will make local serial ports available in a
session. Serial Port redirection does not work when you connect to a terminal server running
Windows 2000 or earlier.

Redirect Drives - This checkbox, if selected, will make local drives available in a session. Drive
redirection does not work when you connect to a terminal server running Windows 2000 or
earlier.

Redirect Printers - This checkbox, if selected, will make your local printer available in a session.

Redirect Sound - This checkbox, if selected, will allow audio played in your session to play
locally. Sound redirection does not work when you connect to a terminal server running Windows
2000 or earlier.

Redirect Smart Cards - This checkbox, if selected, will make your smart card available in a
session. Smart card redirection does not work when you connect to a terminal server running
Windows 2000 or earlier.
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Client Control Settings:

Allow Client to be closed - This checkbox, if selected, will enable your user to close the client
(WinTMC program).

Allow client to be sized - This checkbox, if selected, will enable your user to resize the client.

Always maintain monitor connection — Enable this setting to keep the monitoring connection
active when WinTMC is closed to allow shadowing. Unselecting this checkbox will release the
WinTMC license when the WinTMC program is closed but will deny shadow access.

Show groups in separate windows — This checkbox, if selected, will display multiple Display
Clients as separate windows rather than in one window shell.

Experience Settings:

Show Desktop Background - This checkbox, if selected, will enable your user to select a
Windows Desktop Background. If not selected, the background will be a solid color.

Show window contents while dragging - This checkbox, if selected, will show the window
contents to be shown while the window is being dragged.

Show menu/window animations - This checkbox, if selected, will enable menu/window
animations on the client.

Show Themes - This checkbox, if selected, will enable your user to select a Windows Theme.

Note: These functions may be denied by user policies or terminal server configuration. Check the
Microsoft Local Policy, Group Policy, and Terminal Services Configuration. See Non-ThinManager
Components for details.
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12.5.1. MultiMonitor WinTMC

ThinManager supports MultiMonitor for WinTMC if the PC has Windows running on multiple video cards.
If the PC is successfully running multiple monitors on the host OS then WinTMC can run MultiMonitor

using up to five monitors.

-

¥=3 Terminal Configuration Wizard @
Terminal Mode Selection m‘
Select the operating modes for this teminal } ‘
)

Teminal Mode

I¥ Use Display Clierts

[T Use MuktiStation

[ Use TemSecurs

< Back Mexd Finish Cancel Help

MultiMonitor — Enable MultiMonitor

Selecting the Enable MultiMonitor checkbox on the Terminal Mode Selection page will allow you to
configure a WinTMC client for MultiMonitor use.

MultiMonitor requires the use of Display Clients. Once the Use Display Clients checkbox is selected on
the Terminal Mode Selection page the Enable MultiMonitor checkbox becomes visible.

Select the Use Display Clients and the Enable MultiMonitor checkboxes, and then select the Next
button.

The Terminal Configuration Wizard will display the MultiMonitor Video Settings page, Monitor Layout
page, and Display Client Selection page like it does for thin clients. See MultiMonitor for details.

12.5.2. WinTMC Modules

WinTMC clients cannot use the ThinManager modules because they are running Windows locally. One
must install touch drivers, sound drivers, printers, and etc. through the local Windows operating system
instead of relying on ThinManager modules.
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12.6. Configuring an iPad in ThinManager

A configuration needs to be created in ThinManager so that the mobile device can join the system as a
terminal.

Open ThinManager and select the Terminal icon to show the Terminal branch of the tree.

-

Fﬂ | i, Cobalt - &1 5 = FThinManagerv7.0 (== =z
Edit Manage Install Tools View Remote View Help
i‘ @ Restore =] Y L0 NG manfinnratine

I I & Backup ¥=4 Terminal Cenfiguration Wizard @
Synchron Teminal Name w

mrderee | Eromromn Enter the name for this terminal, select the teminal group to which ’ ‘
LELE g § thiz terminal belongs, or choose to copy the configuration from A

another terminal.

= IE Terminals Teminal Name

w
-, Office |06_{Pad [
@ Praduction This must be a unigue name using letters, numbers, hyphens (),

[ g1_UNO_209 and underscores () only.
- [ 02_Arista682
Q 03_Advante
F- [ 04 PXE Ter
G- M 05_iPad

- ] pultiMonit

Copy Settings

Description 4 days, 19 hours, 33

dayse, 16 hourz, 47 min...
Teminal Group

[ Copy Settings from ancther Teminal

ai!

Permissions

Mend = | Cancel Help |

ThinManager Terminal Configuration Wizard

Right click on the Terminals branch and select Add Terminal to launch the Terminal Configuration
wizard.

Enter the name for your mobile device and select Next.
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¥ad Terminal Configuration Wizard | 5 |

Terminal Hardware
p

Select the manufacturer and model of this terminal .

Use this to configure the type of hardware for this terminal.

Make /OEM  |Apple

Led Lo

Model liFad

OEM Maodel iPad
Video Chipset UMKENOWN

Terminal Fimware Package Model Default J

Terminal will un Package 7

Teminal ID and IP Address
Clzar

Teminal 1D Maone
Edit

< Back Mexd | Cancel | Help |

Terminal Hardware Page
Select Apple / iPad for the make and model of hardware.
Navigate to the Terminal Mode Selection page by clicking Next.

Complete the wizard as you would for any other thin client.

12.6.1. Configuring an iPad for ThinManager

The iPad needs to have the iTMC client installed. The iTMC application can be downloaded from the
Apple App Store for free.
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3:07 PM

iPad Apps iPhone Apps Q thinmanager

2 Search Results Price ¥  All Categories ¥ Kids v  Relevance v Reset

ThinManager
Automation C

N\’ J tion Control Products
Productivit OPEN

Featured Top Charts Genius Purchased Updsies Categories

ThinManager in the Apple App Store
Go to the Apple App Store.
Enter ThinManager in the search field.
Select the iTMC application and select Open. It will download and install on your iPad.

The ThinManager app shown on the left is the ThinManager Mobile app that lets you control
ThinManager from a mobile device.

1:27 PM

THININMANAGFR I TNCC

ThinManager iTMC Configuration Screen
Select the Settings button at the bottom to launch the Settings page.
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1:28 PM

Settings
Configurations

New Configuration _

Delete Configurations

Password

Set Password

Setup

New QR Code

Other
Edit Background

Email ACP

Settings Page

Select New Configuration to launch the New Configuration page.

1:28 PM

= —>

Configuration Description

Primary ThinServer IP

Secondary ThinServer IP

New Configuration Page

Enter your ThinManager Server name from your Station Sheet in the Configuration Description field.

Enter the IP address of the ThinServers (usually the ThinManager Server) in the Primary ThinServer IP
field.

Enter the IP address of a secondary ThinManager Server, if you have one.

Select the Save button in the corner. This will return you to the Settings page.
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Select the Configurations button in the top left corner to return to the configurations screen.

12.6.2. Associating the iPad to the Configuration

Once the ThinManager Server is defined on the iPad you need to associate the hardware to the iTMC
configuration you created.

Cobalt

THININNMANAGFR I TNCC

Defined ThinManager Servers
The defined ThinManager Server will be displayed on the configuration screen.

Select the ThinManager Server. You will be connected to that ThinManager Server.
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9:53 AM

Create newglerminal

iy
-

Maobile01

THININAANIACLFRER ITNC

Pick Replacement

A Pick Replacement window will be shown allowing you to select the newly created terminal
configuration or to launch the Terminal Configuration Wizard by selecting Create New Terminal.

Touch your newly defined terminal to choose the configuration you created for the iPad.

b =

IVIIXING BOILERS I TEMP ALARMS TRENDS I MAINT

iTMC Client Session

Once the iTMC client connects it will launch the display client assigned in ThinManager.
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ThinManager iTMC Home Screen

Configurations with MultiSession, using more than one display client will allow you to minimize the display
client and switch display clients using a finger swipe.
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13. TermSecure Overview

TermSecure is a ThinManager feature that allows users to use a ThinManager Ready thin client to
access user-specific or terminal-specific Display Clients. This does not replace the Windows logon, but
adds an additional layer of security and control to the Window login. Terminals and Display Clients can be
assigned TermSecure Access Group permissions. A TermSecure User can use those terminals and
Display Clients only if the TermSecure User has been assigned to the same Access Group.

TermSecure has two main strategies.

13.1. Hiding Applications from an Operator

SecureAccess provides terminal-specific Applications. This allows you to assign an application to a
terminal and hide it with permissions. It will only be revealed when a user logs in with the appropriate
permission set.

An example would be a recipe program that would allow a supervisor to initiate a product change. This
belongs to the station on the floor, but you want to prevent users from initiating the change without
permission.

13.2. Providing a Roving Application for a User

SmartContext provides user-specific Applications. This allows you to create a user account that can
access a terminal server session from any terminal by logging into the terminal with the TermSecure
account.

This allows a user to leave one terminal, logon to a different terminal, and reconnect to their session,
essentially having the session follow him from terminal to terminal.

An example would assign a session with reports to a quality control worker who could login anywhere and
retrieve their reports.

SecureAccess or Terminal-specific Applications are controlled with Permissions. This is covered
here,

SmartContext or User-specific Applications are controlled by adding the Display Client to the
TermSecure User configuration..

Note: TermSecure requires the usage of Display Clients instead of using individual terminal servers.

13.3. Users

There are three types of users in a ThinManager system. The Windows Users, TermSecure Users, and
ThinManager Security Group Users.
13.3.1. Windows Users

Windows Users are the Microsoft accounts created in Windows that allow access to the Windows
terminal servers. These are configured within Windows and authenticated by Windows. They can be
given varying levels of access and power using Windows User Groups and Group Policies.

All users and terminals need a Windows account to log in to a terminal server.

13.3.2. TermSecure Users

TermSecure Users are users who can go to a ThinManager Ready thin client and receive access to
specific Display Clients due to their membership in a TermSecure Access Group. The login and
authentication is done by ThinManager a level above the Windows login.
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TermSecure gives additional powers to grant or deny access to Windows applications but still relies on a
Windows user account to login to a terminal server.
13.3.3. ThinManager Security Group Users

ThinManager Security Group Users are Windows User Group members who have been configured in
the ThinManager Server Configuration Wizard to have varying levels of access and control within the
ThinManager program. ThinManager Security Groups are configured on the ThinManager Security
Groups page of the ThinManager Server Configuration wizard.

13.4. Deploying TermSecure
TermSecure may require a number of steps to configure and deploy:
e TermSecure Access Groups can to be created to use Permissions (optional).

e Terminals can be assigned TermSecure Access Groups to limit access to specific users
(optional).

e Display Clients can be assigned TermSecure Access Groups to limit access to specific users
(optional).

e TermSecure Users need to be created (required).
e TermSecure Users can be assigned to TermSecure Access Groups (optional).

e A Login strategy needs to be put in place. The TermSecure User can use the Terminal Login, a
TermSecure login, or a Windows login to access the terminal servers (required).

e USB drives and ProxCards, if used, need to have the identification number entered in their
configuration (optional).

e The TermSecure User can then login to a ThinManager Ready thin client using TermSecure.
TermSecure prompts the TermSecure User to login to the terminal servers using a Windows User
account, or it will pass the pre-configured Windows User account information to the terminal
server for auto-login, based on the login strategy selected.

e The TermSecure User is granted access to all Display Clients that share the same TermSecure
Access as the TermSecure User, and is denied access to Display Clients that they don’t share a
TermSecure Access Group membership.

13.5. Terminal-specific Applications

SecureAccess provides terminal-specific Applications. This allows you to assign an application to a
terminal and hide it with permissions. It will only be revealed when a user logs in with the appropriate
permission set.

Steps:
e Create a TermSecure Access Group
e Add the Access group to a Display Client
e Configure a terminal for TermSecure
e Create a TermSecure User and apply TermSecure Access Group permissions
e Login and log out of TermSecure

These steps are best illustrated in an example. This section will use these for demonstration:

TermSecure Access Group Display Client TermSecure User
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Maintenance FormO1 Mike, Matt, Bob
Supervisor Form02 Steve, Sam, Bob
13.6. Create Access Group

TermSecure Access Groups are created in the Access Group window. Open it by selecting

Manage>Access Groups from the ThinManager menu.

P

Access Groups

rirestric:ed
all Uzers

Al " erminals
Al Locahons

-

==

ok

E dit
&

Delete

i

Access Group Window with Default Groups

The Access Group window shows the default Access Groups.
Select the Add button to create an Access Group.
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Access Groups |

b

rreztniced
all Uzers
All ~rrminals
Al Location

-

Access Group

(]
Enter Group Hame J

|h’ ainteancy Cancel

E dit ‘embers

L L

Access Group Popup
Enter the name of the Access Group you wish to add. Maintenance is used in this example.
Select the OK button to add the group.

"~ ——

Access Groups |

s

rnestriced ak
Al Uzers

Al ~erminalz

All Lozabans

fantenznce

Supervizors

IT Techs Edt
[Auality

a4

Delete

s

Access Group Window
The Access Groups window will show the added TermSecure Access Groups.
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13.7. Add Access Group to a Display Client

You need to add the Access Group to the Display Client that you want to hide from un-authorized users.
This example will use Form1 and FormO02.

Double click on the desired display client in the ThinManager tree to launch the Display Client Wizard.

Display Client Wizard 22|

Client MName
bt

Erterthe Display Client name.

Cliert Name FarmO

Trype ul Display Clienl

| emminal services

Pemissions

< Back Mext = Hnish [ancel Help

Client Name Page of the Terminal Configuration Wizard

Select the Permissions button on the Client Name page to open the Permissions window.
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Permissions

T erm5 ecure Access Groups

Aailable kember OF
Al Locations I nrestricted

Al Users

IT Techs

b aintenance 3
[Auality —
Cupervizars ‘

Display Client with Permissions Window
Display clients are members of the Unrestricted group by default.

Remove Unrestricted from the Member Of list by highlighting it and selecting the left arrow.

s

Y

Permissions

T ermS ecure Access Groups

Avalable Member Of

Al Locations M aintenance
Al Users

IT Techs
Clualiby 3
Supervizors —
Urrestricted 4

Ok

New Group Membership

Add the desired Access Group to the Member Of list by highlighting it and selecting the right arrow. A
display client can have several TermSecure Access Groups added to it.

The Permissions window will show the TermSecure Access Group membership.
Select the OK button to accept the change.

Select the Finish button to close the Display Client Wizard and accept the changes.

ThinManager 7.0 User Manual -211 -
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[—]i Terminal Fervices
5 Calculater
il Desk21 43
Deskdd_45

5 Motepad_S5
F- 8l Paint_IF

SmartSession

Linked Application Path

MO

Linked Application

C:\Program Fileshnternet E splorersiesplone.ex..

Dizplay Client Options

H E c Always maintain a session YES
- amera
0 Q Terminal Shadow Start a sesgion at boot-up wES -
El'"ﬁ Warkstation Disconnect seszion when clent iz i MO
Allaw client ko be Tiled YES
Client Can be mowved [Multitonitor] wES

Teim5ecure Access Groups
Member Of

taintenance

1L I

= % & ="y L .
= | L Cobalt @l Y %y o rThinManagervi.0 ==
Edit Manage Install Taols View Remote View Help
. i i al
i@ Restore ;ﬂ | ] K+ DNs Configuration ([';)
%\;Backup = - @Configure Default Terminal
. FXE ThinManager Arcess
Synchronize Server  Server List @Web Management Groups
Packages Configuration Manage TermSecure
Configuration Serwer Rank -
Attribute Value -

' L Form02 Linked Application Cormmand Line .. |
5 Form{l3 Linked Application [nitial D irectory
-l HMIL New

==

!

Display Client Configuration Properties

You can see TermSecure membership quickly by highlighting the display client in the Display Client tree
and selecting the Configuration tab. The TermSecure Access Group membership is at the bottom.

This was repeated to assign Supervisors to Form02 for this example.
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13.8. Configure Terminals for TermSecure
Each terminal can be configured to allow TermSecure logins.

Double-click on a terminal in the ThinManager tree to open the Terminal Configuration Wizard.

-

¥ Terminal Configuration Wizard [ 22|

Terminal Name m
Erter the name for this terminal, select the terminal group to which ’ = ‘

this terminal belongs, or choose to copy the configuration fram
another teminal.

P

Permissions

T erm5 ecure Access Groups

Aailable kember OF

Al Users I rrestncted
IT Techs

b4 aintenance
LIty
Supervizors

Permigsions

| MNext > | Finish | Cancel Help

Default Terminal Permissions

Terminals are members of the All Users and Unrestricted Access Groups by default. This allows any

user to use the terminal. Leave it this way unless you want to require a TermSecure login to allow any
access at all.

TermSecure Access is configured on the Terminal Mode Selection window.
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¥=3 Terminal Configuration Wizard @

Terminal Mode Selection p

Select the operating modes far this terminal
)

Teminal Mode

I¥ Use Display Clierts

[ Use MutiManitor
-

I¥ Use TemSecurs

< Back Mexd Finish Cancel Help

Terminal Mode Selection

Select the Enable TermSecure checkbox to enable TermSecure logins on the terminal.

Note: You must use Display Clients with TermSecure.

Select Next and navigate to the Display Client Selection page.
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¥ad Terminal Configuration Wizard @

Display Client Selection p

Select the Display Clients to use on this terminal
)

Awvailable Digplay Clients Selected Display Clients

£7M Legacy_HMI - E HMI_New
M XP_Deskiop i FomD?

5l Line_2 Ml Fom0z ol
[ shadow_5820 = p
(8 Shadow_pny T
ﬁﬁlculatnr N — -

il Desk21_43 -
P Desk44_45

il Eccel

Fllr.__nn L

Edit Display Clients Ovemde |

< Back Mext = Finish Cancel Help

Display Client Selection

Add the display clients to the terminal. In this example HMI_New is Unrestricted, FormO1 is restricted to
Maintenance, and FormO02 is restricted to Supervisors.

Select Next and navigate to the Terminal Interface Options page.
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¥ad Terminal Configuration Wizard 23]

Terminal Interface Options p

Select the display client selector and main menu options that will be
available on the teminal . )

-

Main Menu Ciptions

[ Allow reboat # restart
Cancel

(]
v Show Main Menu on Selectar 4

¥ Show Yirtual Keyboard

Main Menu Options

Main Menu Options |

< Back Mexd Finish Cancel Help

Terminal Interface Options Page

When Enable TermSecure is selected on the Terminal Mode Selection page, a Main Menu Options
button will be displayed on the Terminal Interface Options page.

The Main Menu Options configures the TermSecure Login Menu.
Select the Main Menu Options button to launch the Main Menu Options window.
e The Allow reboot/restart checkbox will add Reboot and Restart to the menu.

e The Show Main Menu on Selector checkbox will add the TermSecure Main Menu to the
Display Client drop-down selector.

e The Show Virtual Keyboard checkbox will show a virtual keyboard to the login process.

v" Use the Show Virtual Keyboard to display an on screen keyboard for touch screens.
Select the OK button to accept the changes.

Select Next on the Terminal Interface Options page to navigate to the Hotkey Configuration page.
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¥=3 Terminal Configuration Wizard @

Hotkey Configuration p

Configure the hotkeys to apply to this terminal
)

Teminal Hotkeys

r

=
¥ Enable Main Menu Hothey Change Hotkey

|
¥ Enable Display Client Hotkeys Change Hotkeys |
|
|

< Back Mexd Finish Cancel Help

Hotkey Configuration Page

When Enable TermSecure is selected on the Terminal Mode Selection page, an Enable Main Menu
Hotkey checkbox is displayed on the Hotkey Configuration page. This allows you to set a keyboard
hotkey to launch the TermSecure menu.

Select Finish to apply the changes.

Reboot the terminal after changes are made.
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13.9. Create the TermSecure User
TermSecure Users need to be created to provide accounts for the users to login.

TermSecure User accounts may grant the user access to a restricted program or may give a user a
program session that follows them from terminal to terminal. The terminal will not display restricted
applications until an appropriate TermSecure User has logged in.

Open the TermSecure User tree by clicking on the TermSecure User icon at the bottom of the
ThinManager tree.

-

[\, Cobalt - [ R FThinManager v7.0 =l =[]

Edit Manage Install Taols View Remote View Help

E @ Restore =B | J.EDNS Configuration =
= = ¥

'E’#

£ Backup () Configure Default Terminal
. FXE ThinManager Arcess
Synchronize Server  Server List @’Web Management Groups
Packages Configuration Manage TermSecure
Summary Event Log -
....... 3.' Tamea s | attribute Value
Add User %
Add User Group i
Modify In 0
Renarme
Delete Ctrl+D

&%Euﬁmﬂzﬂ?

| I—

TermSecure User Tree

Right click on the TermSecure Users branch of the ThinManager tree and select the Add User command
to open the TermSecure User Configuration Wizard.
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¥ad TermSecure User Configuration Wizard @

TermSecure User Information G
Enter TermSecure usemame, password and pemission information. } -

TemSecure User Information

IUser Name |

Password |

Verify Password |

Password Options | [:&

Group

| Change Group

Copy Settings

[ Copy Settings from another User
Pemissions

Flease enter a name

| | | Cancel | Help

TermSecure User Configuration Wizard

The TermSecure User Configuration Wizard allows a TermSecure User to be created and configured.
Enter a name in the User Name field.

Enter a password in the Password and Verify Password fields.

Note: This is not a Windows account but is a TermSecure account to be used within ThinManager.

Select the Permissions button to launch the Permissions window.
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Permissions

T erm5 ecure Access Groups

Aailable kember OF
IT Techs b aintenance
Gluality
Supervizors

jid
1<

Permissions Window

Add your TermSecure Access Group to your created user by double clicking on the Access Group in the
Available text box to move it to the Member Of list.

Select the OK button to accept the changes.

These are the only settings needed for a TermSecure User to unlock hidden applications, a TermSecure
User name and membership in a TermSecure Access Group. The wizard has other settings that will be
described in the next section.
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Require Uzer to Change P azzword
Allow Uzer bo Change Pazsward
Pazzword Change Interval

Minimum Pazesword Length
Password M ust Contain & Number
Pazzwaord M uzt Contain a Capital L.

Fazzword M uzt Contain a Symbol

Member OF

taintenance

Supervizor:

Allow Shadowing

Sllow Interactive Shadowing

»

YES
YES

Password Maintenance Opti._.

Shadow O ptions

&2 4

1L

Fﬂ4| Cobalt - &l 9 = FThinManager 7.0 [=| = |2z

Edit Manage Install Taols View Remote View Help

¥md ThinManager Server - Remaove Add Terminal Add Group Find (Ctrl-F)

’Add ThinManager Server Refresh Lock || Rename Find M ext (F3)

Modify
aﬁ‘ Disconnect Unlock 4 Delete
ThinManager Server Edit Find
Config Schedule Event Log Report -
TermSecure Users Attribute WValue -

TermSecure Access @roups

m

TermSecure User and TermSecure Access Group Membership

This is repeated to create the Mike, Matt, Steve, Sam, and Bob TermSecure Users for this example.

Bob is a member of both the Maintenance and Supervisors TermSecure Access Group.

13.10.

TermSecure Results

This example has the following created:

TermSecure Access Group Display Client TermSecure User
Maintenance FormO1 Mike, Matt, Bob
Supervisor Form02 Steve, Sam, Bob

The 01_UNO_2053E and 04_PXE_Terminal are using TermSecure with the unrestricted HMI_New
display client and the restricted Form01 and FormO02 display clients.
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Edit Manage Install Taols View Remote View Help
¥md ThinManager Server - Remaove Add Terminal Add Group Find (Ctrl-F)
’Add ThinManager Server Refresh r Lock Rename Find M ext (F3)
Modify
&q Disconnect Unlock Delete
ThinManager Server Edit Find

4l

Shadow Configuration Properties

Schedule
EQ Terminals

- Office

@, Production

- [ 01_UNO_2053E
F-E4 HMINew
5 Form(01
5 Form(2
(- I 02_Arista6824
F- [ 03_Advantech5820
= ] 04_PXE_Termtek
F-E HMINew
5 FormO1
5 Form(2
- B 05 iPad
Ej---@. MultiMonitor

MIXING BOILERS

ThinManager Shadow of Thin Client Example
The example shows the ThinManager tree and the shadowed display of the thin client.

e The Terminal tree shows three display clients assigned to 4 PXE_Terminal. The lightning
bolt indicator for the hidden display clients are red to show that it doesn’t have a connection.
Only HMI_New is visible on the terminal because it is unrestricted.

e The picture shows the group selector in the shadow and displays the “public” display client in
the selector, along with the option to launch the Main Menu.
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13.11. Logging On to TermSecure

To log in a TermSecure User on a terminal, go to a terminal that has the Enable TermSecure checkbox
selected on the Terminal Mode Specification page.

You can log in by:
e Opening the display client selector drop-down and selecting Main Menu.
e Typing the CTL+m hotkey to launch the Main Menu if the hotkey checkbox was selected..

The Main Menu will be displayed on the terminal.

MAA I MWAERL

TermSecure Main Menu
Select the Log In button to login.

Shift

BackSpace

TermGeoure Log On
Enter User Name

or
Scan Your Eadge

—
Cancel | [ OK |

TermSecure Log On Screen with Virtual Keyboard

A virtual keyboard will be displayed if Show Virtual Keyboard was selected on the Main Menu Options
window when configuring the terminal for TermSecure on the Terminal Interface Options page.
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TermSecure Log On

Enter Liser Mame
ar
Scan Your Eadge

Cancel |

TermSecure Log On Screen
Enter your TermSecure User name in the Enter User Name field.
Select OK.

TermSecure Log On

Enter Password:

cancel | 5K

LTI T TP TP PTOeTprIe, ;

Password Screen
Enter the password in the field.
Select the OK button.
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ThinManager with TermSecure Log On
The example shows Mike logged in to the terminal.
Notice that the Terminal displays the name of the TermSecure User in parentheses.
Notice that the TermSecure User shows the terminal that it is logged into in parentheses.

Notice that the group selector on the shadowed terminal now has the hidden display client showing in the
drop-down selector. The lightning bolt indication now shows a connection.
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@Backup — - @Configure Default Terminal
PXE ThinManager Access
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= & TermSecure Users Attribute Value -
- Bob Terminal Effects YES
...... 2 Matt
[ v oipseromen ]
""" n Sam Require Uzer to Change F assword MO
""" ﬂ Steve Allow U zer bo Change Password MO
Fazzword Change Interval i]
Mirimum Pazzword Length 0
Password M ust Contain & Number MO
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Member OF t aintenance:
Allow Shadowing YES
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g @ E s 8.; @ 5 4 I 3 )

TermSecure User Tree
The TermSecure User tree will list the users.

A user that is logged in to a terminal with TermSecure will show a different icon and will show the name of
the terminal that it is logged in to.
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Membership in Multiple TermSecure Access Groups

A TermSecure User can be a member of multiple TermSecure Access Groups.

PXE ThinManager . Access
Server List @WEb Management Groups
Y P T 5 e 8
Shadow Configuration Modules Schedule Properties ¥
Feg = = o Femlll
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In this example Bob is a member of both Maintenance and Supervisors. When he is logged in the
display clients for both Maintenance and Supervisors are displayed. They will be hidden when he logs

off.
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13.12. Logging Out
The TermSecure User can be logged out by:
e Opening the TermSecure Main Menu on the terminal and selecting Log Off.
e Right clicking on the TermSecure User in the ThinManager tree and selecting Logoff User.

e Restarting or rebooting the terminal that has a TermSecure User logged in.

AN MAER L

Switch Llser

Main Menu

The Switch User button will log off the TermSecure User and disconnect any sessions from Display
Clients assigned to the user. It opens the Login screen for another TermSecure User.

The Log Off button will log off the TermSecure User and log off any sessions form Display Clients
assigned to the user and return to the terminal’s display.
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14. Using TermSecure to Provide Roaming Applications

The second function of TermSecure is to allow a user to access their applications from any terminal. You
do this by creating a TermSecure User and assigning a Display Client to the user. The session resides on
the terminal server but is able to be accessed from any terminal configured with TermSecure.

This is best demonstrated with an example.
Steps:
e Create a TermSecure User and add a User-specific display client.

e Use the TermSecure Menu to access the TermSecure User account and display client.

= |l Cobalt &l Y 4% & FThinManagervi.0 EI@
Edit Manage Install Taols View Remote View Help

! % Restore =7 ik &+ DNS Configuration =
i S | - . ¥
ﬁ_.;.Backup L= (M Configure Default Terminal

PXE ThinManager Access

Synchronize | Server  Serverlist 4 Web Management Groups
Packages | Configuration Manage Termsecure
summary Event Log hd

=- 3_ TermSecure Users | Attribute Value

- 2 Bob Add User

...... 2 Matt Add User Group % 5

------ 8 Mike Modify In o

""" 8 sam Rename

- B Steve Delete Ctrl+D

ﬂ@uﬁm@@@?

Add User Command on the TermSecure User Tree

Launch the TermSecure User Configuration Wizard by right clicking on the TermSecure Users branch
of the ThinManager tree and selecting Add TermSecure User.
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¥ad TermSecure User Configuration Wizard @

TermSecure User Information
b

Enter TermSecure usemame, password and pemission information.

— TermSecure User Information

IUser Name I

Password I

Verify Password |

Password Options |

—Group

I Change Group I
—Ciopy Settings

I~ Copy Settings from ancther User Copy Fram I

Pemissions |

Flease enter a name

Back | mesw> | Frsh | | Concel Help

TermSecure User Information Page of the TermSecure User Configuration Wizard

A TermSecure User who will have a Display Client assigned to them will need a Windows account for the
log in to the session.

There are four methods for TermSecure Login as shown on the Windows Log In Information page.
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¥ad TermSecure User Configuration Wizard @

Windows Log Im information ﬂ'
Enter Windows usemame and password information } -

—%indows Log I Information

[T Same as TemSecure User usermame /pazaward

|Jzername

Pazsword

|
|
Weiify Password |
Domain |

< Back MNexd Finish Cancel Help

Windows Log In Information Page
e Method 1: Use Terminal Configuration Login Information checkbox.

The TermSecure User can use the terminal’s username and password to auto-log on to the terminal
server. To do this, check the Use Terminal Configuration Login Information checkbox

Since a different account is used at each terminal this doesn’t keep a consistent session for the
TermSecure User.

e Method 2: Same as TermSecure User username/password checkbox.

The TermSecure User can use the TermSecure User username and password to auto-log on to the
terminal server. To do this, check the Same as TermSecure User username/password checkbox.

The TermSecure User username and password must match a Windows User username and password to
get authenticated by Windows.

e Method 3: Use the Username and Password fields.

The TermSecure User can use an aliased username and password to auto-log on to the terminal server.
To do this, use the fields for the Username, Password, and Domain that are provided.

This allows you to tie the TermSecure User account to a different Windows account. This allows you to
alias the login, hiding the actual Windows account from the user.

e Method 4: Blank Username and Password fields.
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The TermSecure User can be required to manually log onto the terminal servers. To do this, leave the
checkboxes unchecked and the Username, Password, and Domain empty.

This example show both Method 2 and Method 3.
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14.1. Method 2: TermSecure User is Windows Account

I

¥ad TermSecure User Configuration Wizard @
TermSecure User Informatiom w
Enlesr TenmSecue useimame, passwword and penmission infurnaliar. ’ . ‘
TemSecure: User Information
User Name Ipbums|
Massvword |

Werfy Pazsward |

Pazsword Options |
Group
Change Group
Copy Settinge
| Copy Settings from another User

Pemissions

MNeaxt Finish | Cancel Help

TermSecure User Information Page of the TermSecure User Configuration Wizard

Enter a Windows account name for the TermSecure User. The pburns Windows account is used in this
example.

v Leave the Password field blank for Windows accounts.

If you enter the Windows password into the Password field then ThinManager becomes responsible for
keeping track of it. It the password changes in Windows it has to also be changed in ThinManager.

A better strategy is to leave the Password field blank so ThinManager doesn’t keep track of it. If the
password changes in Windows you only change it once, in Windows. This has an additional security
benefit if you are using an ID card as the user has to enter the password each time for Windows
authentication. Stealing a card won't give access as the password is still required.
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¥ad TermSecure User Configuration Wizard @

Card / Badge Information ﬂ'
Enter card/badge information if user has ane. }
)

[ This user wil use a card, badge, or other device to log in

Card / Badge Information

Enter Card/Badge 1D number

< Back MNexd Finish Cancel Help

Card / Badge Information Page

The Card / Badge Information Page enables the use of Identification devices such as USB flash drives,
HID ProxCards, and WaveTrend Radio Frequency IDs (RFIDs) as login devices.

See Card and Badge Configuration for a TermSecure User on page 270.

Note: Terminals using the USB flash drives, HID ProxCards, and WaveTrend RFIDs as login devices will
need the appropriate module added.

Select the Next button to continue with the configuration.
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¥ad TermSecure User Configuration Wizard [ =2 |

Display Client Selection G
Select "res" to specify Display Clients for this user. } -

Add Userspecific Display Clients?
* “es
" MNo

Answer '"es" here f you want to select user-specific Display Clients in
addtion to the Display Clients that are in the teminal corfiguration.

Any userspecific clients will be added to the clierts specified in the teminal
configuration.

< Back MNexd Finish Cancel Help

Display Client Selection

The Display Client Selection page allows Display Clients to be assigned to the TermSecure User. When
the TermSecure User logs onto a terminal, these Display Clients will be available on the terminal for him.

Add User specific Display Clients ? - This setting will allow the selection of Display Clients for the
TermSecure User that will be opened when the TermSecure User logs in to the terminal.

Select Yes to specify Display Clients for this user.

Select the Next button to continue with the configuration.
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¥ad TermSecure User Configuration Wizard @

Display Client Specification \ O /
’.

Select the Display Clients to which this user can connect.

Available Display Clients Selected Display Clients
(3 Legacy_HMI - ~ il Form03
E}{P_Daslﬂup

Q Line_2 :

@ Shadow_5820
(1 Shadow_Any

?Calculatur i

m

|A|v

w
Pl Desk21_43 -
F Desk44_45
A Excel
= -
Edit Display Clients Cvemde
< Back MNexd Finish Cancel Help

Display Client Specification Page
The Display Client Specification page allows Display Clients to be assigned to the TermSecure User.

Move display clients you want the TermSecure User to use, Form03 in this example, by double-clicking
on it in the Available Display Clients list, or by highlighting it and clicking the Right Arrow button.

Select the Next button to continue with the configuration.
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¥ad TermSecure User Configuration Wizard [ =2 |
Windows Log Im information w
Enter Windows usemame and password information }
A
—%findos Log In Information
[T Usze Teminal Configuration Login [nformation
I Same az TermSecure Lzer usemname/password
|dzermame I
Pazzword I
Yerify Pazsward I
Dromain I
< Back MNexd Finish Cancel Help

Windows Login Information

The Windows Log In Information page allows the configuration of how the TermSecure User will log on
to the Windows terminal servers.

There are several Windows login options for the TermSecure User that were discussed earlier. To use the
Windows account as the TermSecure User you need to check the Same as TermSecure User
username/password checkbox.

The Domain field is included to use domain authentication.

Select the Next button to continue with the configuration.
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¥4 TermSecure User Configuration Wizard ‘ m

Terminal Interface Opticns G
Select the group selecto- and main nenu options that will 2e ’ ‘
available on the teminal =)

-Dizplay Cliert Selecticn Opfions
[~ Lse Terminzl Settngs

v Shew Seectoron Teminal Seector Opticns J
[~ Encble Tlng Tiling Optiors J

[V Screen Edge Display Client Selectior:

Main Menu Options

Mair Mena Optons

= Back Mead = Finish Cancd Help

Terminal Interface Options

The Terminal Interface Options page sets the menus and hotkeys for the TermSecure User so a
terminal using MultiSession will need to have a method to switch between sessions.

If you select the Use Terminal Settings checkbox, the user will have the same methods to switch
between sessions as the terminal. Otherwise you can configure the settings for the individual user as you
would for the terminal on the Terminal Interface Options page of the Terminal Configuration Wizard.

Select the Next button to navigate to the Terminal Hotkey Options page.
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Vot TermSecure User Configuration Wizard ‘.

=)

Terminal Hotkey Options w

Select the hokeys that will be available on the terminal. ’ . ‘

Termnal Hothoeys -

[T Lse Termingl Settngs
¥ Enanle Instart Faillover Hatkeys Change Hotkeys |
v Enaole Display Client Hotkeys Change Hotleys ‘
[T Enable Tling Hotke, ‘

= Back Mead = Finish Cancd Help

Terminal Hotkey Options

Terminal Hotkeys on the Hotkey Configuration page allows the selection of keyboard combinations

that allow switching between sessions.

If you select the Use Terminal Settings checkbox, the user will have the same methods to switch

between sessions as the terminal. Otherwise you can configure the settings for the individual user as you

would for the terminal on the Terminal Hotkeys page of the Terminal Configuration Wizard.

Select Next to continue.
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. T TR———— 1 i
ket TermSecure User Configuration Wizard =~ ﬁ

User Options ﬁ

Select options for this ussr. .

Log h # Log Owr Options

120

Inactivity Timeout seconds

Reset Sessiors at Logoul I

Activate Uéé?ﬁmup at Lngln v

User Schedule

[ Set Schedule chedJle |

Temnal Efects
¥ Enabe Teminal Efeds

Shadowing
Allow teminal to be shadowed YES L]

v Allow Interactive Shadow

= Back M et | Finish | Cancd ‘ Help

User Options

The User Options page has settings for the user.

Log In / Log Out Options
e Inactivity Timeout - TermSecure will log out a TermSecure User off the terminal after this much
inactive time has passed.

e Reset Sessions at Logout - This checkbox will logoff a session when the TermSecure User logs
off.

e Activate User Group at Log In - This checkbox will display the TermSecure User’s first Display
Client when the user logs in to the terminal.

User Schedule

Selecting the Schedule button on the User Options page will launch the Event Schedule window and
allow a schedule to be created for terminal events.

Terminal Effects
e Enable Terminal Effects - This allows the use of Terminal Effects. This currently includes sliding
Windows and message rollups.

Shadowing
e Allow terminal to be shadowed - This drop-down box allows the configuration of Shadowing
Options when the TermSecure User is logged in. This can be used to override the terminal
shadow settings.
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0 No - Prevents the TermSecure Users from being shadowed.

0 Ask - Displays a message window that will prompt for a positive response before the
shadowing is allowed.

o Warn - Will display a message window alerting the terminal that it is to be shadowed, but
doesn’t require a positive response before the shadowing is allowed.

0 Yes - Allows shadowing to occur without warning or recipient input.

e Allow Interactive Shadow - This checkbox, if selected, will allow members with Interactive
Shadow privileges to shadow this TermSecure User.

Shadowing is initiated from the Shadow tab on the Details pane of the ThinManager program.
Unselecting this will prevent shadowing from within ThinManager.
Select Finish to finish the configuration.

Note: If a TermSecure user has the Shadowing set to No and they log into a terminal that is already
being shadowed then their session will be able to be shadowed since that shadow is already
initiated.

If they log into a terminal that isn’t being shadowed and someone tried to shadow the terminal their
setting will block the shadow.
Setting the Shadowing setting to No will not affect Terminal Shadow sessions.
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14.2. Method 3: Alias Account

You can alias a TermSecure account to a Windows account to give a user access to display clients
without revealing the Windows account that they are using.

This alias can be useful for assigning a temporary worker like a contractor or system integrator to a pre-
configured account. Instead of creating a new account and deploying group policies and restrictions for
each temporary worker you can create an established pool of restricted accounts and associate one to
each temporary worker. When the worker’s role is finished you can disassociate the TermSecure User
account from the Windows account instead of deleting a temporary account.

-

¥ad TermSecure User Configuration Wizard | &2 |

TermSecure User Information m
Enter TermSecure usemame, password and pemission information. ’ . ‘

TemSecurs User Infomation

Izer Name |T|:|mrrr5,rTernp

Paseword |

Verify Password [~

Password Options |
Group
Change Group

Copy Settings

[ Copy Settings from another User

Pemissions

| Mext = | Finish | Cancel Help

TermSecure User Information Page

Begin by creating a personal TermSecure User account for your temporary worker, TommyTemp in this
case. Use a Password for this account. This is the TermSecure password, not Windows password.

Add Permissions if you want them to access a restricted display client.

The Password Options button launches a Password Maintenance Options window that allows the
configuration of the passwords.
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Password Maintenance Options £3
Pazzword Complexih Requirerrents

kinirmum Pazzword Length ||:|

[ Mus: contain nurmbers " Must contain spmbols
I Mus: contain capital etters

Pazzword M aintenaice

[ Allow Uszer ta change pazsword
[ Force User to change pazsword at rest login

[ Force User to change pazsword perodicaly

|lzer must change pazsword eveny | days

Cancel | CE |

Password Maintenance Options

The Password Maintenance Options page allows the administrator to set the guidelines for password
changes.

Password Complexity Requirements:

Minimum Password Length - Sets the amount of characters that the password must contain to
be valid.

Must contain numbers - This checkbox, if checked, will require that the password contain at
least one number in it.

Must contain symbols - This checkbox, if checked, will require that the password contain at
least one symbol in it.

Must contain capital letters - This checkbox, if checked, will require that the password contain
at least one capital letter in it.

Password Maintenance:

Allow User to change password - This checkbox, if checked, will allow the user to change the
password at the TermSecure menu.

Force User to change password at next login - This checkbox, if checked, will require the user
to change the password at the TermSecure menu when they login the next time.

Force User to change password periodically - This checkbox, if checked, will require the user
to change the password at the TermSecure menu on the schedule set by the User must change
password every X days field.

User must change password every X days - This field sets the time period between the
scheduled password changes caused by the Force User to change password periodically
checkbox.

The OK button closes the window with any changes. The Cancel button closes the window without
changes.
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¥ad TermSecure User Configuration Wizard [ =2 |

Card / Badge Information G
Enter card/badge information if user has ane. }
)

[ This user wil use a card, badge, or other device to log in

Card / Badge Information

Enter Card/Badge 1D number

< Back MNexd Finish Cancel Help

Card / Badge Information Page

The Card / Badge Information Page enables the use of Identification devices such as USB flash drives,
HID ProxCards, and WaveTrend Radio Frequency IDs (RFIDs) as login devices.

See Card and Badge Configuration for a TermSecure User on page 270.

Note: Terminals using the USB flash drives, HID ProxCards, and WaveTrend RFIDs as login devices will
need the appropriate module added.

Select the Next button to continue with the configuration.
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¥ad TermSecure User Configuration Wizard @

Display Client Selection w
Select "res" to specify Display Clients for this user. } -

Add Userspecific Display Clients?

Answer '"es" here f you want to select user-specific Display Clients in
addtion to the Display Clients that are in the teminal corfiguration.

Any userspecific clients will be added to the clierts specified in the teminal
configuration.

< Back MNexd Finish Cancel Help

Display Client Selection

The Display Client Selection page allows Display Clients to be assigned to the TermSecure User. When
the TermSecure User logs onto a terminal, these Display Clients will be available on the terminal for him.
Add User specific Display Clients ? - This setting will allow the selection of Display Clients for the
TermSecure User that will be opened when the TermSecure User logs in to the terminal.

Select Yes to specify Display Clients for this user.

Select the Next button to continue with the configuration.
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¥ad TermSecure User Configuration Wizard @

Display Client Specification w
Select the Display Clients to which this user can connect. ’ -

Available Display Clients Selected Display Clients
£ Legacy_HMI - (8 Shadow_Any

£7MXP_Desktop Pl Excel

5l Line_2 Pl Fom03 ]
(8 shadow_5820
?Calculaﬁ:r
P Desk21_43 A v
Pl Desk44_45 -
il FomD!1
il Fom2

-_ur|l IRAL RI_...

Edit Display Clients Cvemde

m

|A|v

< Back

Finish Cancel Help

Display Client Specification Page
The Display Client Specification page allows Display Clients to be assigned to the TermSecure User.

Move display clients you want the TermSecure User to use, Shadow_Any, Excel, and Form03 in this
example, by double-clicking on it in the Available Display Clients list, or by highlighting it and clicking
the Right Arrow button.

Select the Next button to continue with the configuration.

ThinManager 7.0 User Manual - 246 -



¥ad TermSecure User Configuration Wizard

Windows Log Im information
Enter Windows usemame and password information

== |

>

Windows Log In Information

[ iUze Terminal Configuration Login |nformatior

L T T I T i

[T Same as TermSecure User username/ password

|Jzemame |C|:|r|t|a|:1|:|r|}3

Passward

|

Vierfy Password [~

Domain |

< Back MNexd Finish Cancel

Verify

Help

Windows Login Information

The Windows Log In Information page allows the configuration of how the TermSecure User will log on

to the Windows terminal servers.

Enter the Windows account that you will use for the TermSecure User in the Username and Password

fields.

v" Enter a Windows account on the Windows Log In Information page and keep it secret from

the TermSecure User. They will think their TermSecure User account is providing the

access.
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T Server Manager

File Action View Help

&= HEIXE =]

TemporaryContractors Properties

Sk Server Manager (COBALT)
» 5 Roles
. @i Features
. #m Diagnostics
- _:'_ﬁ‘& Configuration
v @ Task Scheduler
. @ Windows Firewall with
L, Services
a5 WMI Control
a _#'_. Local Users and Group
~| Users
| Groups
» (-3 Storage

General |

% TemporaryContractors

Description:

Members:

A Contractord1
B CortractorD?
A Contractorl3
A ContractorD4
A Contractords

Changes to a user's group membership
are not effective until the nest time the
user logs on.

4 mnr

| [ cancel || Help

Aoty | |

)

|| L] I

Call]

(== ])=]
e
re Actions ¥
\aryContractors -
re Actions »

Pre-Configured Windows Accounts

The alias lets you reuse Windows accounts without having to customize for every temporary user. It also
lets hide the actual account to prevent them from using it improperly.

In this example the administrator has pre-configured five Contractor accounts and applied the needed
group policy. Instead of creating a new account for every temporary contractor the administrator can tie a
TermSecure User for the new worked to an established pre-configured Windows account.

Select the Next button on Windows Log In Information page to continue with the configuration.
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¥4 TermSecure User Configuration Wizard ‘ m

Terminal Interface Opticns G
Select the group selecto- and main nenu options that will 2e ’ ‘
available on the teminal =)

-Dizplay Cliert Selecticn Opfions
[~ Lse Terminzl Settngs

v Shew Seectoron Teminal Seector Opticns J
[~ Encble Tlng Tiling Optiors J

[V Screen Edge Display Client Selectior:

Main Menu Options

Mair Mena Optons

= Back Mead = Finish Cancd Help

Terminal Interface Options

The Terminal Interface Options page sets the menus and hotkeys for the TermSecure User so a
terminal using MultiSession will need to have a method to switch between sessions.

If you select the Use Terminal Settings checkbox, the user will have the same methods to switch
between sessions as the terminal. Otherwise you can configure the settings for the individual user as you
would for the terminal on the Terminal Interface Options page of the Terminal Configuration Wizard.

Select the Next button to navigate to the Terminal Hotkey Options page.
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Vot TermSecure User Configuration Wizard ‘.

=)

Terminal Hotkey Options w

Select the hokeys that will be available on the terminal. ’ . ‘

Termnal Hothoeys -

[T Lse Termingl Settngs
¥ Enanle Instart Faillover Hatkeys Change Hotkeys |
v Enaole Display Client Hotkeys Change Hotleys ‘
[T Enable Tling Hotke, ‘

= Back Mead = Finish Cancd Help

Terminal Hotkey Options

Terminal Hotkeys on the Hotkey Configuration page allows the selection of keyboard combinations

that allow switching between sessions.

If you select the Use Terminal Settings checkbox, the user will have the same methods to switch

between sessions as the terminal. Otherwise you can configure the settings for the individual user as you

would for the terminal on the Terminal Hotkeys page of the Terminal Configuration Wizard.

Select Next to continue.
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ket TermSecure User Configuration Wizard =~ ﬁ

User Options ﬁ

Select options for this ussr. .

Log h # Log Owr Options

120

Inactivity Timeout seconds

Reset Sessiors at Logoul I

Activate Uéé?ﬁmup at Lngln v

User Schedule

[ Set Schedule chedJle |

Temnal Efects
¥ Enabe Teminal Efeds

Shadowing
Allow teminal to be shadowed YES L]

v Allow Interactive Shadow

= Back M et | Finish | Cancd ‘ Help

User Options

The User Options page has settings for the user.

Log In / Log Out Options
e Inactivity Timeout - TermSecure will log out a TermSecure User off the terminal after this much
inactive time has passed.

e Reset Sessions at Logout - This checkbox will logoff a session when the TermSecure User logs
off.

e Activate User Group at Log In - This checkbox will display the TermSecure User’s first Display
Client when the user logs in to the terminal.

User Schedule

Selecting the Schedule button on the User Options page will launch the Event Schedule window and
allow a schedule to be created for terminal events.

Terminal Effects
e Enable Terminal Effects - This allows the use of Terminal Effects. This currently includes sliding
Windows and message rollups.

Shadowing
e Allow terminal to be shadowed - This drop-down box allows the configuration of Shadowing
Options when the TermSecure User is logged in. This can be used to override the terminal
shadow settings.
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0 No - Prevents the TermSecure Users from being shadowed.

0 Ask - Displays a message window that will prompt for a positive response before the
shadowing is allowed.

o Warn - Will display a message window alerting the terminal that it is to be shadowed, but
doesn’t require a positive response before the shadowing is allowed.

0 Yes - Allows shadowing to occur without warning or recipient input.

e Allow Interactive Shadow - This checkbox, if selected, will allow members with Interactive
Shadow privileges to shadow this TermSecure User.

Shadowing is initiated from the Shadow tab on the Details pane of the ThinManager program.
Unselecting this will prevent shadowing from within ThinManager.
Select Finish to finish the configuration.

Note: If a TermSecure user has the Shadowing set to No and they log into a terminal that is already
being shadowed then their session will be able to be shadowed since that shadow is already
initiated.

If they log into a terminal that isn’t being shadowed and someone tried to shadow the terminal their
setting will block the shadow.
Setting the Shadowing setting to No will not affect Terminal Shadow sessions.
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Edit Manage Install Taols View Remote View Help

& Restore |_—|' @ DM3 Configuration L?{)

@Backup ,!;Configure Default Terminal
PXE ThinManager Access
Synchronize Server  Server List 6 Web Management Groups
Packages Configuration Manage TermSecure
Config Schedule Event Log Report hd
= & TermSecure Users Attribute Value -
- Bob
------ 9 v
""" 2 Mike Require Uzer to Change P azzword HO
- 2 pburns Allow Uzer bo Change Pazsward MO
5 Form03 Paszword Change Interval 0
""" E s \ Minimum Pazesword Length i]
""" n Steve aszword M ust Contain & Mumber MO
= 2 TommyTemp rd M ust Contain a Capital ... MO
- Q shadow_Any Pazsword t Contain a Symbol MO
4 Excel
5 Form03 TermSecure Access Liups
Member OFf Maintenance
Supervizor:
Allow Shadowing YES
Sllow Interactive Shadowing YES

=S 2 e -

ThinManager with TermSecure Log On
Open ThinManager and select the TermSecure User tree.
The tree shows the two TermSecure Users created in these examples.

e Pburns is a Windows account that is a member of the Maintenance and Supervisors
TermSecure Access Group and has had Form01 added as its personal display client.

e TommyTemp is a TermSecure User that is tied to the Contractor03 Windows account. It also
has the Shadow_Any, Excel, and Form03 display clients added as personal display clients.

These accounts are created and can be logged on through a terminal.
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14.3. Logging On

To log in a TermSecure User on a terminal, go to a terminal that has the Enable TermSecure checkbox
selected on the Terminal Mode Specification page.

You can log in by:
e Opening the display client selector and selecting Main Menu.

e Typing the CTL+m hotkey to launch the Main Menu.

The Main Menu will be displayed on the terminal.

AN MAET

- Login | Shut Down | About | Cancel |

TermSecure Main Menu

Select the Log In button to login.

TermZecure Log On

Enter User Mame

Cancel | C Ok |

TermSecure Log On Screen
Enter your TermSecure User name in the Enter User Name field.
Select OK.

Term>ecure Log On

Enter Fassword:

Cancel | C Ok |

Password Screen

Enter the TermSecure password in the field.
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TermZecure Log On

Enter ¥our Yindows Fassword

ancal | [T6]

Windows Password Screen

If the Window password isn’'t supplied by the TermSecure User configuration the terminal will display a
login window requesting the Windows password.

Select the OK button.
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(= @2 @

TermSecure User Logged On Successfully

In this example the user logged on with the TermSecure User account that matches their Windows
account.

The terminal shows the changed icon and the name of the TermSecure user. The user’s personal display
client is displayed.
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14.4. Logging Out
The TermSecure User can be logged out by:
e Opening the TermSecure Main Menu on the terminal and selecting Log Off.
e Right clicking on the TermSecure User in the ThinManager tree and selecting Logoff User.

e Restarting or rebooting the terminal that has a TermSecure User logged in.

MAAIN MAENU

Switch User | {"log ©ff 1| shuDown | Abou | cancel |

Main Menu

The Switch User button will log off the TermSecure User and disconnect any sessions from Display
Clients assigned to the user. It opens the Login screen for another TermSecure User.

The Log Off button will log off the TermSecure User and log off any sessions form Display Clients
assigned to the user and return to the terminal’s display.

ThinManager 7.0 User Manual - 256 -



14.5.

TermSecure Users Group Configuration Wizard

TermSecure Users can be organized into TermSecure User Groups, just as Terminals can be organized
into Terminal Groups. This section will show the configuration of a TermSecure User Group.

The TermSecure Users Group Configuration Wizard can be launched by right clicking on the
TermSecure Users branch of the tree and selecting Add TermSecure User Group.

-

¥4 TermSecure User Configuration Wizard

TermSecure User Group Information

Erter the TermSecure User Group name:.

Group MName

User Name |Teu:h Suppaort

Password |

Verify Password |

Password Options |

Group

Permizsions

| Next > | Firish |

Group Setting [v

Change Group

Cancel

%2 |

=

Help

ThinManager User Information

The TermSecure User Group, like the Terminal Group, has a Group Setting checkbox. Selecting the

Group Setting checkbox will apply the setting to all members of

the group.

The Permission button allows you to apply permissions to the group.
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Permissions

T erm5 ecure Access Groups

Aailable kember OF

b aintenance

Gluality
Supervizors

jid
1<

v Also apply touzers in group

Permissions Window
Highlight the desired permission and move it to the Member Of list to add.

Highlight the group and check the Also apply to users in group checkbox to apply the permission to all
group members.

Click the OK button to close and apply.

Select Next on the TermSecure User Group Information page to go to the Display Client Selection
page.
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¥ad TermSecure User Configuration Wizard @

Select "res" to specify Display Clients for users in this group.

Display Client Selection \ O /
}.

Group Setting v
Add Userspecific Display Clients?
{* “Yes
™ Mo

Answer '"es" here f you want to select user-specific Display Clients in
addtion to the Display Clients that are in the teminal corfiguration.

Any userspecific clients will be added to the clierts specified in the teminal
configuration.

< Back MNexd Finish Cancel Help

-

ThinManager User Information

Select Yes to specify Display Clients for this user.

Select Next to go to the Display Client Specification page.
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¥ad TermSecure User Configuration Wizard @

Display Client Specification w
Select the Display Clients to which users in this group can connect. ’ -

Group Setting v

Available Display Clients Selected Display Clients
(3 Legacy_HMI - Fil Desk21_43
(%P _Desktop Pl Desk44_45

Q Line_2 5 Repuorts :

@smcjow_ﬁazﬂ
(1 Shadow_Any

ﬁﬁlculatnr R
il Eccel

il FomD!1

il Fom2

il . __nn v

Edit Display Clients Cvemde |

m

|A|v

| 4

< Back MNext = Finish Cancel Help

ThinManager User Information

Select the display clients for the group and move them to the Selected Display Clients list by double
clicking on them.

Select the Group Settings checkbox.

Select Next to continue the group configuration.
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¥ad TermSecure User Configuration Wizard [ =2 |

Windows Log Im information w
Enter Windows usemame and password information. Enterng a }
specific usemame/password for the group is not allowed. R

Group Setting v
Windows Log In Information

[ Use Terminal Corfiguration Login Information

[ Same as TemnSecure User usemame./password

|Jzemame

Passward

Verfy Password

Domain

Verify

< Back MNexd Finish Cancel Help

Windows Log In Information Page

The Windows Log In Information page has a Group Setting checkbox for the Use Terminal

Configuration Login Information checkbox and Same as TermSecure User username/password
checkbox.

The Username and Password fields are inactive because every user needs a unique Windows account
and so a group setting isn’t allowed.

The rest of the wizard follows the TermSecure User Configuration wizard. Select the Next button to
continue or select the Finish button to close and save the settings.
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14.6. Adding a TermSecure User to the TermSecure User Group
TermSecure Users can be added to the TermSecure Group.

Create a new TermSecure User by right clicking on the TermSecure Users branch in the ThinManager
tree and select the Add TermSecure User option.

-~

¥ad TermSecure User Configuration Wizard | &2 |

TermSacmre |lzer Information ﬂ
Enter TermSecure usemame, password and permission information. ’ = ‘

TemSecure User Information

User Name |Isabed

|

Password
Verify Password |

Password Options |

Giroup

Change Group

Copy Settings

[ Copy Settings trom anaother User

Pemissions

| Mext = | Finizh | Canicel Heln

TermSecure User Information Page
Enter a name for the TermSecure User in the User Name field.
Select the Change Group button.

This will launch the Choose User Group window.
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¥ad TermSecure User Configuration Wizard @
TermSecure User Information w
e SRS\ 07
Choose User Group A
[=- Lgers ar. I
_TET : .
i Quality
u L Lpport Cancel I
F|
y
—Grg
_EO[I
r
< Back MNext = Finish Cancel Help

Choose User Group Window

Highlight your TermSecure Users Group and select OK to close the window and accept the changes.
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¥ad TermSecure User Configuration Wizard

TermSecure User Information w
Enter TermSecure usemame, password and pemission information. ’

— TermSecure User Information

lUser Name I lsabe

Password

I

Verify Password I""‘"’""“’"""""""“

Fazzword Options |

—Group
I-I'I'ed"lSuppnrt Change Group I
—Ciopy Settings

I~ Copy Settings from ancther User Copy Fram I
Pemissions |

< Back Fish | Cancel Help

TermSecure User Information Page

The TermSecure User Group will now be displayed in the Group field.
Select Next to continue.
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¥ad TermSecure User Configuration Wizard @

Display Client Specification w
Select the Display Clients to which this user can connect. ’ -

Available Display Clients Selected Display Clients
(3 Legacy_HMI - Pl Desk21_43
(%P _Desktop Fl Desk44_45

Q Line_2 ; Repuorts 1

@ Shadow_5820
(1 Shadow_Any

;Calculatcur N
il Eccel -
il FomD!1
il Fom2

il . __nn v

Edit Display Clients

m

< Back MNexd Finish Cancel Help

Display Client Specification

Each of the settings that were selected for a Group Setting are grayed out because the TermSecure
Group used the Group Setting for each parameter, limiting the configuration of the group member.

Select the Finish button to accept the configuration.
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14.7.  Shortcut Method of Adding TermSecure Access Groups

Members can be added to TermSecure Access Groups quickly through the TermSecure Access Group
Wizard.

Open the TermSecure Access Group Wizard by selecting Manage> Access Groups from the
ThinManager menu.

This will launch the Access Groups window.

-

-

Access Groups @

rreztniced Ok
all Uzers

Al " errminals

Al Locahons

Maktehznoe

Supervizors

IT Techs Edt
Cuality

&

di

Delete

Access Groups Window

TermSecure Access groups can be added, deleted, or edited by highlighting the access group and
selecting the appropriate button.

Highlight the desired TermSecure Access Group and select the Edit button.
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Access Groups &=

rrestric:ed ]
All Users

Al " erminals
Al Locaban,

ai’ACCESS Grou [
P L= |
Sup

| E3
ITT
Gug Ok,
|E!I.4-E||it_'r' Cancel J
E dit ‘embers J

E nter Group Hame

Access Group Window
Select the Edit Members button to launch the Access Group Members window.

P

Access Group Memkbers @
" Temirals " Display Clienlz {* TermSecure Users 0
Carcel
TemSecure L ser Mame Matl-

m Clualty

Aadd

FRemive

J

Access Group Members Window

Select the Terminals, Display Clients, or TermSecure Users radio button to configure that category
and select the Add button.
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Select TermSecure User

= Uzers

- Bob

-- TechSuppart
2 T onarny T ermp

Camcel

[
ok |
_ Cored |

"

Select Terminal Window

A Select window will be displayed with a tree of the configured terminals and terminal groups.
Select the desired TermSecure User and select OK for each addition.

P

Access Group Memkers

(" Temirals

T Diplay Clienls

(¢ TermSecure Users

TemSecure Lser Name | Fatt

m Hualty

2 Tormmy T emp

Ll e g

O<

Carcel

Add

Remove

Access Group Members

The Access Group Members window will show the members of the TermSecure Access Group. These

can be removed by highlighting and selecting the Remove button.
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" Temmirals

Drizplay Client

i FormD3

Access Group Memkbers

= .

Select Cisplay Client

Camelaz
Deska]_43 e

Desked 45
Encel
Farml
Form(
Farm(3
Hidl_Hew
Legacy HMI
Line_2
Paint_IF
Repots
Shadow_ 5520 i

Clmdeans Mo

m

Calculator - ]9 |
Cameia_Custam

=

O<

Carcel

5

Add

Remove

I

Display Client Selection

Display Clients and TermSecure Users can be added by the same process of adding.

P

" Termiralz

Access Group Memkers

* Diplay Clienls " TermSecure sers

Display Client

F i Formi3

Eg

Carcel

add

Remove

I

Member Display Clients

These can be removed by highlighting and selecting the Remove button.
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14.8. Card and Badge Configuration for a TermSecure User

14.8.1. Use of HID cards and PCProx Card Readers
ThinManager has the ability to use Prox (proximity) cards for TermSecure logins. This requires:
e Adding a card reader to the ThinManager Ready thin client
e Adding the card reader module to the terminal configuration
¢ Associating the card number to the TermSecure User configuration.

ThinManager has support for the RF Ideas Inc. serial RDR-6081AK2 pcProx card reader and the USB
RDR-6081AKU and RDR-80582AK0 pcProx card reader (www.rfideas.com).

14.8.2. Configure a Terminal with the Card Reader Module
Open the Terminal Configuration Wizard by double clicking on the terminal in the tree.

Navigate to the Module Selection page.

¥ad Terminal Configuration Wizard 23]

Module: Selection “
Select the modules that load on this teminal &t boot up. ’ ‘
A

Installed Modules

Module

Add...

< Back | Mexd | Finish | Cancel Help

Module Selection Page
Select the Add button to launch the Attach Module to Terminal window.
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Attach Module to Terminal @

Module Type TemSecure ﬂ
Show Advanced Madules [

FF |deas pePras Module
RF |deaz pcProx LISE Module

RFldeas pcProx Sonar Module
Termbdon activer Configuration FModule
IISE Flazh Dirive Module

Carizel

Attach Module to Terminal Window

Scroll to the RF Ideas pcProx Module in the TermSecure section.

Highlight the RF Ideas pcProx Module and select the OK button.
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Module: Selection
Select the modules that load on this terminal at boot up.

¥=3 Terminal Configuration Wizard

Installed Modules

Module

Add... I

RF Ideas pcProx LISE Module

Mave Up | Mave Down |

Configure. .. |

Remove |

< Back

Mext =

Fish |  Cancel |

Help

Module Selection Window

The module can be configured once it is attached to a terminal.
Highlight the RF Ideas pcProx Module and select the Configure button to launch the Module

Properties window.
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Maodule Properties @
P ararmeter Walue
Part COk1
Mumber of Data Bits 26
IJze Facility Code YES
Allony b anual Logan YES
Prompt For Passward KO
Zem Pad Facility Code and [D {ln]
Farameter |
Yalug |
Set to Default
Done | Cancel |

Serial pcProx Card Module Properties Window

The RF Ideas Serial pcProx Module has parameters that can be configured:

Port - This selects the port that the serial RF Ideas pcProx card reader is installed.

Number of Data Bits — Different cards use different numbers of data bits in their format. This
sets the number of data bits to match that used by the card as an identifier. The choices are 26,
37, or Raw.

Use Facility Code - This value, when set to Yes, will add the card’s Facility Code to the Card /
Badge ID number.

Allow Manual Login - This, when set to Yes, will allow a TermSecure user to log into a terminal
without a TermSecure ID device. If set to No, TermSecure users must use a TermSecure 1D
device to log in.

Prompt for Password - This, when set to Yes, will require a TermSecure to enter their password
for access, even if the password is configured in ThinManager.

Note: The USB RDR-6081AKU does not have the Facility Code option. Do not use the Facility code on
serial pcProx card readers if you are using a mix of both USB RDR-6081AKU and RDR-6081AK2
serial devices.
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Maodule Properties @

F ararmeter Walue
Model RDA-E0E1AKL
Mode TermSecure
Bit= in 1D Murmber [&K.0 Only] 16
Bit= in F acility Code [AK0 Onily) a
Zern Pad Facilty Code and 1D [AKOD Okl MO
Bllow b anual TermnSecure Logon YES
Frompt for TemSecurs Password MO
Ewpoze Card ID to Termbdon Active Co... MO

Farameter IModel

Yalug

Set to Defal Cet
Done | Cancel |

USB pcProx Card Module Properties Window

The RF Ideas USB pcProx Module has parameters that can be configured:

Model - This allows you to select between the RDR-6081AKU and RDR-80582AK0 USB pcProx
card reader.

Mode — This allows you to select between TermSecure, Wedge, and TermMon modes.
0 TermSecure Mode — This allows the card to be used with TermSecure as a login device.
0 Wedge Mode — This allows the data to be sent to the session as a character string.
0 TermMon Mode — This allows the data to be sent to the TermMon ActiveX.

Bits in ID Number (AKO Only) — Different cards use different numbers of data bits in their
format. This sets the number of data bits to match that used by the card as an identifier.

Bits in Facility Code (AKO Only) - Different cards use different numbers of data bits in their
format. This sets the number of data bits of the Facility Code.

Zero Pad Facility Code and ID (AKO Only) — This adds a leading 0 to the Facility Code if
needed.

Allow Manual TermSecure Login - This, when set to Yes, will allow a TermSecure user to log
into a terminal without a TermSecure ID device. If set to No, TermSecure users must use a
TermSecure ID device to log in.

Prompt for TermSecure Password - This, when set to Yes, will require a TermSecure to enter
their password for access, even if the password is configured in ThinManager.

Expose Card ID to TermMon ActiveX Control — Allows the card data to be sent to the
TermMon ActiveX without incorporating TermSecure.
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To configure a parameter:
¢ Highlight the parameter.
e Change the value.
e Select the Set button to apply the new value.

e Select Done to accept the changes.

Once the terminal has the module added it will need to restart to apply the changes.

Select the Finish button to close the Terminal Configuration Wizard.

Right click on the terminal in the ThinManager tree and select Restart.
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14.8.3. Configure ThinManager for Automatic User Configuration
A card reader can be used to associate cards with TermSecure Users using wizards.

Select View > Options from the ThinManager menu to open the Options window.

Options @

General Options

v Dizplay "Create Mew Teminal dialog for unknown termin als,

| v Dizplay "Create Mew User'' dialag for unknown users.

leur Optiores

[ Minimize bo the Systern Tra.

Licenze Options

warn it heenze will expre witbin |10 daylz].

& walue nf N dizahbles warninn

Cancel

Options Window

Select the Display “Create New User” dialog for unknown users check box.
Select the OK button to accept the change.

The Display “Create New User” dialog for unknown users check box will launch the TermSecure
User Configuration Wizard on the ThinManager Server when an unknown ID device (USB key or ID
card) is read by a terminal. Once this checkbox is selected, scanning a new ID card or inserting an
undefined USB key will launch the TermSecure User Configuration Wizard with the Enter Card/Badge
ID number automatically filled in.

14.8.4. Automatically Applying the Card to a Configuration

Once ThinManager has the Display “ Create New User” dialog for unknown users checkbox selected
the card on a terminal it can be used to associate cards with TermSecure Users using wizards.

Pass a Prox card over the card reader on the terminal to launch the TermSecure User Configuration
Wizard.
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¥ad TermSecure User Configuration Wizard [ =2 |

TermSecure User Replacement p
R

Assign this card number to an exdsting user or create a new user

Mew Card Number : 18432025

Click "Assign Card Mumber to Existing User" to replace the card number of
an existing user. To create a new user click " MNexd".

Assign Card Mumberto Edsting User

TermSecure Userto replace:

< Back MNexd Finish Cancel Help

Card / Badge Information Page

Once the card reader has scanned an unknown Prox card a TermSecure Configuration Wizard will be
launched associated with the new card number.

Select the Assign Card Number to Existing User button to launch the TermSecure User Replacement
page.

If you want to create a new TermSecure User for this card instead of associating it with a pre-created
TermSecure User, then select the Next button to navigate to the TermSecure User Configuration
Wizard.
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Select TermSecure User to replace

=
=- L|§$ers oK |
_ Coneal |

- Boh
o bkt Careel

Gualiy

-- TechSuppart
‘e TonarmyT ermp

TermSecure User Replacement Page

The TermSecure User Replacement Page allows you to select an existing TermSecure User to
associate the card.
Select a TermSecure User from the tree and select the OK button.
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¥ad TermSecure User Configuration Wizard

TermSecure User Information

Enter TermSecure usemame, password and pemission information.

b

— TermSecure User Information

lser Mame Ipbums

Password I

Verify Password |

Password Options |

—Group

I Change Group I
—Ciopy Settings

I~ Copy Settings from ancther User Copy Fram I

Pemissions |

cBack | Neas | Fmsh |

Cancel

Help

TermSecure User Configuration Wizard

The TermSecure User Configuration Wizard for the selected user will be displayed.

The Password and Permissions can be modified at this time.

Select Next to continue to the Card/Badge Information page.
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¥ad TermSecure User Configuration Wizard @

Card / Badge Information t?’
Enter card/badge information if user has ane. }
)

[v This user wil use a card, badge, or other device to log in

Card / Badge Information

Enter Card/Badge 1D number

18432025

[ Aways Prompt for Password

< Back MNexd Finish Cancel Help

Card/Badge Information Page

The Card/Badge Information page will now have the This user will use a card or badge to login
checkbox selected. The serial number of the HID card will be entered in the Enter Card/Badge ID
number field.

Checking the Always Prompt for Password checkbox will require the user to enter a password manually
each time the card is used.

Select Finish to accept the changes.

The card can now be used to login at terminals configured with card readers.
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14.8.5. Manually Applying the Card to a Configuration

Although the easiest method for assigning a card or badge is automatic as described in the previous
section, ThinManager can be configured for manual entry.

If the Display “Create New User” dialog for unknown users check box on the Options window is
unselected, the Enter Card/Badge ID number field will need to be entered manually. The Card/Badge ID
number is accessible in the event log. To configure a terminal to allow a device one needs to:

Turn the TermSecure User Event Log on in the ThinManager Server Configuration Wizard.
Have the appropriate hardware on the terminal, either a USB or Serial ProxCard reader.
Add the appropriate module.

Use the device once to have the device’s identifier entered to the event log.

Open the TermSecure User Configuration Wizard and enter the ID number to tie the TermSecure
User to the device.

Login with the ID device.

14.8.6. Event Log

The Event Log is configured in the ThinManager Server Configuration Wizard.

Go to the ThinManager Server branch of the ThinManager tree by selecting the ThinManager Server

icon.

Open the ThinManager Server Configuration Wizard by double clicking on the ThinManager Server
icon, or by selecting Edit > Modify from the menu.

Navigate to the Historical Logging page.
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Edit Manage Install Taols View Remote View Help
Status Bar I—I‘\ ) ) Print
e £ |
inManager Server Configuration Wizar
|:| Show Connected On V2 ThinM! gerS Config on Wizard
Options . cal
IR Select the items to log and how long to maintain the logged b ‘
information. A

Synchronization @ ¥

e e " e |
Mairtain Historical Log for il days
Clear History
Event Log

Mairtain Event Log for 7 days
Choose events to log

¥ Teminal Server Events _

4 alid

....... o4 Cobalt

W Terminal Events
[¥ Teminal Corfiguration changes

¥ TemnSecure User Corfiguration changes

Clear Ewent Log

< Back Mend = Finish | Cancel | Help |

EE L EY-E

Historical Logging Page

All events may be selected to be logged, but the TermSecure User Configuration changes checkbox is
critical to the TermSecure Device detection.
Select the TermSecure User Configuration changes checkbox and select the Finish button.

14.8.7. Device Identifier Number

Next the Prox card needs to be scanned to help find the ID number.
Pass the Prox card over the pcProx Card scanner attached to a terminal.

A TermSecure message should be displayed.
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The ID device will not work so the terminal will send a message with the ID device’s identifier number.

Record the number displayed.

This number is also entered in the event log if the Terminal Events were selected in the ThinManager

Server Configuration Wizard.
Open ThinManager.

Term3ecure Message

18432038 |s Mot a Valid User 1D

TermSecure Message

Highlight the terminal in the tree and select the Event Log tab.

The ID for the device is entered in the log.

-

Fﬁ.r 4, Cobalt - &8 5 # ThinManager 7.0 = =1 [==
Edit Manage Install Tools View Remote View Help
V| Interactive Send Keys - I
Scaled to Window
Connect
Go Full 5creen Options
shado Connect
Event Log Shadow Configuration Modules Schedule ¥
E!E[ Terminals Ewent User -
Eﬂ Production Terminal 5hadow Ended phurnz
Eﬂ T Login attempt failed for card id 18432038 =
echSupport . N . 3
- Login atternpt failed for card id 18432038
IIEL 01_UNO_2053E I'errminal Shadow Started phurnz
II%L 02_AristabB824 Terminal Shadow Ended phurss
- = 03_Advantech5820 Terminal Shadow Ended phurnz
.H 04_PXE Termtek Term!nal Shadowy Started phurnz
e ) Terminal Shadow Ended phurnz
- B 05_iPad Login attempt failed for card id 18432029
B~ M pMultiMonitor Teminal Shadow Started pbums
Seszgion Extablizhed on Server Bluez1 for Group HMI_MNew
Received Configuration fram T hinkdanager Server 10.7.10.30
tonitar Connection E stablished
Terminal succes zfully authorized ta boot
tonitar Connection Lost
Restart Terminal pburnz
Teminal Shadow Started pburnz
Teminal Shadow Ended pburnz
Teminal Shadow Started pburnz
Termminal Shadaw Ended phurnz
tonitar Connection E stablished
tonitar Connection Lost
|Jzer pburns logged aff
|Jzer Ended Seszion on Server GolddS for Group Form03 -
= B 2 a b3
= a2 @ | r
ThinManager Event Log
Next the ID number needs to be associated with the TermSecure User.
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Open the TermSecure User Configuration Wizard for the user you want to have use that ID device.

Navigate to the Card / Badge Information page.

¥=d TermSecure User Configuration Wizard @

Card / Badge Information m
Erter card/badge information if user has one. ’ ‘
A

I This user will use a cand, badye, uolber device Lo oy i

Card / Badge Information

Enter Card/Badge |0 number

|1a432n3ﬂ

[ Always Prompt for Password

< Back MNext > Finish Cancel Help

Card / Badge Information Page
Select the This user will use a card, badge, or other device to log in checkbox.
Enter the ID Identifier from the earlier steps into the Enter Card/Badge ID number field.
Select the Always Prompt for Password checkbox, if desired.

Now the Terminal is configured, the ID device is identified, and the TermSecure User is configured to use
the device.

Select the Finish button to complete the configuration.
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Terminal Shadow Started phurnz
Terminal Shadow Ended phurnz
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Event Log
Rescan the card now that is associated with a TermSecure User account.

The Event Log will show the results of the successful login. The terminal will have the TermSecure User
added to its icon in the tree, while the TermSecure User icon will show the name of the terminal that it is
logged into.
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14.9. TermSecure User Schedule

TermSecure Users and TermSecure User Groups have a schedule on the User Options page of the

TermSecure User Configuration Wizard.

Term3ecure User Configuration Wizard @
User Options (.’
Select options for this user. ‘ ‘
Al
Log In / Log Out Options
Inactivily Timewul 120 secunds
Reset Sessions at Logout [
Activate Display Client at Log In [
User Schedule -
[v Sel Schedule Scheduls
Teminal Fects
[¥ Enable Teminal Efects
Shadowing
Alow terminal to be shadowed TES i
[+ Mlow Intcractive Shadow
< Back | Finish | Lancel | Help

TermSecure User Terminal Configuration Wizard — User Options Page

Check the Set Schedule checkbox and select the Schedule button to launch the Event Schedule

window.

Note: The Schedule for TermSecure User Groups is the same as for individual TermSecure Users. It has
an advantage of applying the scheduled events to a whole group of users instead of requiring a

configuration for each event on each user.
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Event Schedule @

Event Type | Time |
[Mizable Uzer everny Friday at 09:00 Pk
Emable User every Monday at 05 00 AM

add ak.

Event Schedule

The Event Schedule will list events for the TermSecure User or TermSecure User group. It has four
buttons:

e The Add button will launch a Schedule window to allow an event to be configured.
e The Edit button will allow a highlighted event to be changed.

e The Delete button will remove a highlighted event.

e The OK button will accept changes and close the Event Schedule window.

Events can be added by selecting the Add button to launch the Schedule window.
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Schedule @

Ewent Type
| Enable Usze ﬂ

Repeat [nterval
" Onee Only £ Time Inter-al
* wieekly A Daly  © Monthly " “Yearly

wizekly Schedule
v bdonday
E o
s 0 |
[ wWednescay
[ Thursday
[ Friday

I Saturday
| Surday

| £:00 AM .

Time

Cancel |

Schedule Window
The Schedule window has several configuration settings.
Event Type is a drop-down box that allows event selection:

o Disable User - This will prevent a user from logging in through TermSecure or will disconnect an
existing session.

e Enable User - This will allow a user to become active again.

The Repeat Interval radio buttons allow the event in the Event Type drop-down to be run Once Only,
Weekly/Daily, Monthly, or Yearly.

e Selecting Once Only will show a Select Date field for the event.

e Selecting Weekly/Daily will show a Weekly Schedule list for the event to run. The Every Day
button will select all the days in the list.

e Selecting Monthly will show a Select Day of Month field for the event.

e Selecting Yearly will show a Select Date field for the event.

e The Time field allows the selection of the time that the event should occur.
Select the OK button to close the Schedule window.

Select Add to add another event to the Event Schedule or select OK to close the Event Schedule
window and return to the terminal configuration.
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15. Packages

15.1. Firmware, Packages and Modules
Firmware is the basic operating system that the thin clients run.

Modules are additional functions that a thin client may use. These include touch screens, keyboard
modules, and sound modules.

Packages contain a version of firmware and the modules that belong with it.

In the past ACP made all of the firmware changes backwards compatible so that a 12 year old x486 thin
client could run the same firmware as the latest model of thin client. This limits what ACP can do with to
take advantage of new hardware.

ThinManager 6.0 introduces a new approach to firmware and modules called Packages. ThinManager
has the ability to run different versions of the firmware on different thin clients. Legacy thin clients can run
Package 5 that is equal to the ThinManager 5 firmware while newer thin clients can run Package 6 and
later. As new hardware is released you will be able to run even newer packages to take advantage of new
features.

A package, the firmware version and the modules that go with it, can get assigned to by default to a thin
client, or you can override the setting and run a different package.

This will be particularly helpful in validated systems. If new hardware is purchased that requires a new
firmware you can assign a new package to the new hardware while the existing thin clients can continue
to run the original validated package.

Packages, firmware, and modules are included with ThinManager and are registered automatically during
ThinManager installation. Packages may be updated occasionally and can be downloaded from the
ThinManager web site at www.thinmanager.com and applied to ThinManager.
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15.1.1. Updating Packages and Files

ThinManager allows the updating of Packages. You can also update just the firmware or specific modules
if needed.

e New components can be downloaded from the ThinManager web site at
www.thinmanager.com/support/downloads.

e Install > Firmware Package will launch a file browser and allow you to install a *.pkg file.

e Install > Firmware will launch a file browser and allow you to install a *.fw file. You also use this
command to load a new version of the legacy firmware.acp firmware file

e Install > Module will launch a file browser and allow you to install a *.mod file.
ThinManager uses a Boot Loader and a Chain Loader during PXE boot.

e Install > Boot Loader will launch a file browser and allow you to install a *.bin file.

e Install > Chain Loader will launch a file browser and allow you to install a *.bin file.
ThinManager uses a Terminal Capabilities Database, or TermCap, to aid in configuring the thin clients.

e Install > TermCap Database will launch a file browser and allow you to install a *.db file.

=4 Open (25l
@ U‘?| ;< firmware » 70_Firmware - | 4 | | Search 70 Firmware o |
Organize = Mew folder 3= ~ i IZIEZI
-~
M Favorites Mame Date madified Type

|| termpack-5.0.5.pkg 12/26/20131:01 PM  PKG File
s Libraries || termpack-6.0.13.pkg 1/8/2014 309 PM  PKG File
|| termpack-7.01.pkg 1/8/2014 3:03 PM PEG File
‘M Computer
*?l_i Metwork
4 I 3
File name: - IFirmware Package (*.pkg) v]
[ Open l I Cancel ‘

Package Installation
Install > Firmware Package will launch a file browser and allow you to install a *.pk( file.
This shows a folder with three firmware packages, v.5, v. 6, and v 7.

Highlight the desired firmware package and select the Open button.
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[l

. Mame
- Favorites

|| firmware.acp05.00.3
= Libraries

1M Computer

‘?‘ Metwork

¥ad Open
@wv| ;< firmware » 50_Firmware - | ¢¢| Search 50 Firmware jo) |
Organize Mew folder =~ 0 @
.
Date madified Type

9/21/201112:20 PM 3 File

4

File name:

T

- [AII Firmware (*.fw;firmware.acg v]

|

Open

| |

Cancel ]

Firmware Installation

Install > Firmware will launch a file browser and allow you to install a *.fw file. You also use this
command to load a new version of the legacy firmware.acp firmware file

This shows a folder with a v.5 firmware file.

Highlight the desired firmware and select the Open button.
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i

24 Open (25l
@U'| , < firmware » scund-5.0.2 - | ¢¢| Search sound-50.2 jo) |
Organize = Mew folder == ~ [ IZIEI
- Favorites Mame Date madified Type

=4,
& sb_sound-5.0.0.mod 6,/12/2012 6:25 AM  MOD File
il Libraries | sound-5.0.2.mod 6/12/20126:24 AM  MOD File
1M Computer
E@ Metwork
] m b
File name: - [Module Files (*.maod) v]

oo ] |

Cancel ]

Module Installation

Install > Module will launch a file browser and allow you to install a *.mod file.

This shows a folder with two sound modules.

Highlight the desired module and select the Open button.

15.1.2.

Customizing Packages

ThinManager allows you to run different packages on different models or individual terminals. You can
modify a package by copying it and making changes to it.

Modules and packages are normally updated with service packs and releases. You can download
updated modules at www.thinmanager.com/support/downloads when needed.

Open the Package Manager by selecting Manage > Packages.
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| al

Package Mamnager @

Maodel Spedific Default Package

Manufacturer |.-5.CF‘ ﬂ
Model |pc-30-100 ~|
Package |Term|:a|:| Model Default ﬂ

Allow Chain Loader v

[ Allow the setting of the Package in Terminal Configuration

Install Package |

Edit Packages | oK Cancel

Package Manager Window

Select the Edit Packages button to launch the Edit Firmware Package window.

Package Manager

g

Maodel Spedific Default Package

P )

Edit Firmware Packages

Select Package 7 ﬂ Copy

Package Settings Delete

[ Lock Rename

Fi e

In

Edit Packages Ok, Cancel

Edit Firmware Packages Window

Select the package you want to modify in the Select Package window and select the Copy button to
make a copy.
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Edit Firmware Packages E|
Select Package 7 j Copy
’ Package Mame @
Enter name of new package | 7h

New Package Name Window

Enter a name for the new package in the Enter name of new package field.

-

Copy Firmware Package @

Package successfully copied

OK

Success Dialog
Success will be confirmed with a dialog.

Close the Edit Firmware Packages and Package Manager windows.

Open the Modules window by selecting Install > Modules from the ThinManager menu bar.
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o

Modules for Server Cobalt
Inztalled Modules

Module Type |x-\|| Modules ﬂ Package |x-\|| Packages ﬂ
D escription | Package | *Yersion | License Required | -
A0 Geode Yideo Driver B B.0.0 MOME

AMD Geode Yideo Driver 7 7.0.0 HOME

A0 Geode Yideo Driver a .00 MOME

A0 Geode Yideo Driver Qid .00 MOME

AmMD Geode Yideo Driver 7_b 7.0.0 HNOME

AkD Geode Videoz Driver a .00 MOME

AMD Geode Video Driver 014 R00 MNOME

AkAD ch53% Sound Driver B 602 MOME

AkAD ch53% Sound Driver v FAIR MOME

AkAD ch53% Sound Driver a .00 MOME

AkAD ch53% Sound Driver Qid .00 MOME

A0 c2553% Sound Driver 7 b FRIN MNOME

Add Serial Part ] 500 HOME

Add Senal Port Qid 500 NOME

LAd Serial Part R RN MNIMMF i

Ingkall M odule,.. Rermove Module from &I Terminals

Modules Window

Select the Install Modules button on the Modules window. This will open a file browser.
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-

¥ad Open

i iUG| o 02_ACP Misc » Modules - | 3 | | Search Modules Do |
Organize = Mew folder 3= ~ i @
.
© Favorites Mame Date modified Type =
-5
& elotouch.mod 6/15/2007 3:37 PM MOD
= Libraries & icaclientl2-6.0.1.mod 6/1/2012 10:53 AM MOD F
& kbd_config.med 6/18/2008 3:37 PM MOD
M Computer &| =b_sound-5.0.0.mod 6/12/20126:255 AM  MODI _
& sound-5.0.2.mod 6/12/2012 6:24 AM MOD |~
?j Metwork & sound-6.01.mod 6/8/2012 4:19 PM MOD F
| & usbtouch.mod 11/2/201311:45... MODFE
| user_overridemod 9/10/200710:12 AM  MODF
& video_intel2.mod 47472007 3:45 PM MOD I
B video_zavage.mod 10/28/2008 232 PM MODE™
' I | b
File name: usbtouch.mod - [Module Files (*.maod) v]
[ Open ] ’ Cancel ]
File Browser

Use the file browser to navigate to your downloaded modules.
Select the needed module and select the Open button. This will launch a dialog box.
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Modules for Server Cobalt

Installed Modules g n
Select Firmware Package(s) @

b odule Type -
* Select the packages to which this module should be applied. 1= J

D escription pouired | -
ARD Geode Yideo Drive ]
AMD Geods Video Drivg  AvalSDle Packages
ARD Geode Yideo Drive

ARD Geode Yideo Drive E— | Selected Packages |
ArD Geode Video Drivy
AkD Geode Video2 D All Packages ]
AMD Geade Videa Dri
A0 ceh53% Sound D
A0 ceh53% Sound D
A0 ceh53% Sound D

A0 ceh53% Sound D Cancel
ArdD c2553% Sound Dri

Add Sernal Port

Add Senal Port
LAd Serial Part

Install M adule.,.. T TGV TG T TS Done

Create Mew Package |

Select Firmware Package Window

A Select Firmware Package window will be displayed that allows the selection of which package you
want to add the module.

Highlight your copied module and click the Selected Packages button. This will add the new module to
that package.

Close the Modules window to finish.

Edit Firmware Packages

Select Package | 7 b ﬂ Copy

Package Settings Delete

¥ Lok Rename

Backup

Done

el g

Edit Firmware Packages Window
You can lock a package on the Edit Firmware Packages window.
Open the Package Manager Window by selecting Manage > Packages on the ThinManager menu bar.

Select the Edit Packages button on the Package Manager window to launch the Edit Firmware
Packages window.
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Highlight the package in the Select Package dropdown and select the Lock checkbox. This will lock the
package.

15.2.  Configuring Packages for a Model of Thin Client
ThinManager allows you to change the package for all units of a make and model.

Select Manage > Packages to launch the Package Manager window.

o )

Package Mamnager @

Maodel Spedific Default Package

Manufacturer |.-5.CF‘ ﬂ
Model |pC-30-100 ~|
Package |Term|:a|:| Model Default ﬂ

Allow Chain Loader [v

[ Allow the setting of the Package in Terminal Configuration

Install Package |

Edit Packages | oK Cancel

Package Manager
Select your Manufacturer and Model in the drop-downs.
Set the package version you want in the Package dropdown. This becomes the Model Default.
Select OK to close the Package Manager window.

Older Makes and models will have less options than newer, more powerful makes and models.
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| Package Mamnager -l

—Model Spedific Default Package

Manufacturer IACP ;I
Model |c-30-100 -l
Package ITerrnmp Model Default ;I|

Allow Chain Loader Old %
Termcap Model Default

[~ Allow the setting of the Package in Terminal Configuration

Install Package |

Edit Packages | oK I Cancel

ACP DC-30-100 Firmware
The ancient DC-30-100 can only run package 5. This is set in the TermCap as the default package.

Package Manager
—Model Spedific Default Package
Manufacturer IACP LI
Model 3500 |
Package Termcap Model Default LI
3
Allow Chain Loader &
7
[~ Allow the setting of Old uration
Termcap Model De fault
Install Package |
Edit Packages | Ok, I Cancel

ACP TC3500 Firmware
The more recent ACP TC3500 can run firmware v.5, v.6, v.7, and custom firmware.
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Package Mamnager

o

Maodel Spedific Default Package

Manufacturer |.-5.CF‘ ﬂ
Model ITC 3500 ~|
Package | 7b ﬂ

Allow Chain Loader v

[ Allow the setting of the Package in Terminal Configuration

Install Package |

Edit Packages | oK Cancel

New Default Firmware

Changing the firmware package in the Package dropdown will set that firmware as the default firmware.
Any terminal of that make and model will run that firmware.
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15.3.  Configuring Packages for an Individual Thin Client

Packages can be changed for an entire series of thin clients or for an individual thin client. This is done in
the Package Manager window.

Select Manage > Packages to launch the Package Manager window.

o )

Package Manager @

Maodel Spedific Default Package

Manufacturer |,|5,CP

|
Model TC3500 -
Package | b ﬂ

Allow Chain Loader [v

......................................................... .

[v llow the setting of the Package in Terminal Configuration;

Install Package |

Edit Packages | Ok, | Cancel

Package Manager

Select the Allow the setting of the Package in Terminal Configuration checkbox. This allows you to
override an individual thin client’'s package setting.

Select OK to close the Package Manager window.

ThinManager 7.0 User Manual - 301 -



Open the Terminal Configuration Wizard by double clicking on the terminal in the Terminal branch of
the ThinManager tree.

Navigate to the Terminal Hardware page.

¥4 Terminal Configuration Wizard [ 2= |

Select the manufacturer and model of this terminal .

Terminal Hardware F;"

lUse this to configure the type of hardware for this terminal.

Make / OEM |ACP |

Model | TC3500 |

OEM Model TC3500
Video Chipset 53 Savaged

Temninal Fimware Package Mode! Default j

Teminal will un Paclcage 7 b
Teminal ID and IP Address ]

Clear
Teminal 1D Maone
Eudit

< Back Mext Finish | Cancel | Help |

Terminal Firmware Package Setting

The Terminal Firmware Package drop-down allows you to pick a different package to run once you
allow individual firmware on the Package Manager window.

The current setting shows the Package 7_b that was used in the previous example.
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¥ad Terminal Configuration Wizard | 5 |

Terminal Hardware w
Select the manufacturer and model of this terminal . ’
AR

Use this to configure the type of hardware for this terminal.

Make /OEM  |ACP

Led Lo

Model | TC3500

OEM Maodel TC3500
Video Chipset 53 Savaged

Terminal Fimware Package |I"-'1|:u:|el Default ﬂ
h

Teminal ID and IP Address

-
i

|

-
i

Teminal ID  Mone Madel Default

Eudit

< Back Mexd Finish | Cancel | Help |

New Terminal Firmware Package Setting

Once individual firmware is allowed on the Package Manager window the Terminal Package window the

Terminal Firmware Package dropdown becomes active and allows you to select a firmware for that
individual terminal.

Select the Terminal Firmware Package of your choice.
Select Finish to close.

Reboot the terminal by highlighting the terminal and selecting Tools > Reboot from the ThinManager
Menu.

The terminal will show the ThinManager splash screen for that firmware during the boot process.
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16. Modules

Modules are components and drivers for the terminals that aren’t needed for the basic boot but can be
added to enhance the features and functions of the terminals.

Modules are added to terminals individually or through Terminal Groups.

Note: The ThinManager Help that is launched by the F1 key in ThinManager covers all the modules.
This manual covers the most common.

This manual will cover a dozen modules. The first will cover the general steps with the Key Block Module.
The other modules will cover the individual configuration.

e Keyboard>Key Block Module

Keyboard>Key Block Single Key Module

e Keyboard>Keyboard Configuration Module
e Local Storage>USB Flash Drive Module

¢ Miscellaneous>Redundant Ethernet Module
e Miscellaneous>Second Network Module

o RDP>RDP Serial Port Redirection Module

e Screen Saver>MultiSession Screen Saver Module
e Screen Saver>Screen Saver Module

e Sound>Universal Sound Driver

e TermSecure>RF ldeas pcProx Modules

e Touch Screen>Serial Touch Screen Drivers
e Touch Screen>USB Touch Screen Driver

e Video>Custom Video Mode Module

16.1. Adding a Module (Keyboard>Key Block Module)

Double click on your terminal to launch the Terminal Configuration Wizard.

Navigate to the Module Selection page.
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¥=3 Terminal Configuration Wizard

Module: Selection p

Select the modules that load on this terminal at boot up.

Installed Modules

Module

kdove Up | b o Chowre |

Add... I Configure. .. | Femowve |

< Back Next > Fsh |  Cancel | Hep |

Module Selection Page

Select the Add button to launch the Attach Module to Terminal window.
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i ]

Attach Module to Terminal @

Module Type |KE_I,I|::Dan:| ﬂ
Show Advanced Madules [

K.z Black M adule |

¥.ey Block Single Key Module

F.eyboard Configuration Module

RF Ideaz pcProx USE Module

Share K.eyboard and Mouse Mazter MM odule
Share Kepboard and Mouze Slave Module

Carcel

Attach Module to Terminal Window

The Attach Module to Terminal window has been organized with a drop-down box. The modules may
be viewed by category or as a whole.

Select a module category from the Module Type drop-down.

Highlight a module and select OK.
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¥=3 Terminal Configuration Wizard

Module: Selection p

Select the modules that load on this terminal at boot up.
)

Installed Modules

Module

Key Block Module

Mave Up | Mave Down |

Add... I Configure. .. | Remove |

< Back Next > Fsh |  Cancel | Hep |

Key Block Module
You should have the Key Block Module in the Installed Modules window.

The Key Block Module has configurable settings.

Highlight the Key Block Module and select the Configure button to launch the Modules Properties
window.
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i al

Maodule Properties @
F ararmeter Yallie -

Block Chil MO
Block Chril+ak+Del YES
Block Ctrl+AR+Enter YES
Block Chi+Esc YES 3
Block Al KO
Block Al+Fd {ln]
Block Alt+F MO
Block Al+Tab MO
Block Alk+5pace MO

Farameter |

Yalug |

Set to Default
Done | Canel |

Module Properties
The Module Properties window shows the settings that can be configured.

You change a parameter by highlighting it and changing the Value, either through a dropdown or typing
the new setting.

By default CTL+ALT+DEL, CTL+ALT+ESC, and CTL+ESC are blocked. The other key combinations can
be blocked by highlighting the key combination and changing the Value to Yes and selecting the Set
button.

Note: You need to click the Set button to poke the value into the database.

Select Done to close the window.
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Fﬁ [ |Cokalt
Edit

i ThinhManager Sarver

Manage

, Add ThinkManager Serier

;;.I? Disconnect

E}--Q Teminals

Q Production
@ TechSupport
- E 01_JUNO_2053E
- B 02_Arista6824
- [ 03_Advantech5820
Q 04_2XE_Termtek
- ] 05_Pad
IiIQ Multifenitor
Q Sparel&

=l

ThinManager Server

=

- & # ThinManager v7.0
Install Tools View Remote View Help
i Bemaove Add Terminal MAdd Group | L Find [Ctrl F)
Refresh - £ 1 ork [ Rename Find Mewt [F3)
D Unlock €3 Deete
Edit
Configuration Modules Schedule Properties Event Log

Atribute Value
Inztalled Modules
Module K.ey Block Module
L'ewnload key_block. rrod
Olack. Crrl HO
Black. CtrleAli+Diel YES
Block Cr+E sc: YES
Block At MO
Block &lt+F4 MO
Block Alt+F MO
Block Alt+1 a3 MU
Bluck. i Fey YWES
Elack ket Fay Ma
Block, Chrl+al+Enk=r YES
Block Frint k=g MO
Block Alt+Space MO

il 2 @ =

Modules Tab for a Terminal

The module and settings will be displayed on the Modules tab when the terminal is highlighted.
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16.2. Keyboard>Key Block Single Key Module

The Key Block Single Key Module lets you block a single key combination from being send from the
terminal to the session.

Module Properties @
F arameter Yalue
Madifier CTRL
F.ey to Block A
Fararneter |h-‘|u:u:|ifier
Yalus ||:'|'|=;|_ ﬂ
Sel o Delaull Sel
Canicel |

Key Block Single Key Module Properties

You can block a single set of key combinations by adding and configuring the Key Block Single Key
Module.

You can set ALL, CTL, ALT, or CTL+ALT as the modifier key(s) and set A-Z, F1-F12, and ESC, Tab,
Backspace, etc. as the key to block.

If you have multiple keys to block add the Key Block Single Key Module once for each combination and
configure them accordingly.
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16.3. Keyboard>Keyboard Configuration Module

The Keyboard Configuration Module allows you to set the keyboard language and control the behavior of
the Caps lock and Number lock on the terminal.

s =)

Maodlule Properties @
F ararmeter Walle
Hum Lock State On_at_ Startup
Caps Lock State Off_At Startup
Scroll Lock State Cff_at_Startup
Repeat Delay [ms) 500
Repeat Rate [chars/zec) an
Dizable Repeat far Enter key MO
K.evboard Layout English[UnitedStataz]
Parameter |
Walue |
Set to Default
Done | Carcel |

Keyboard Configuration Module Properties

The Keyboard Configuration parameters include:

Num Lock State — This allows the Number Lock to be set to On at startup, Off at startup, always
On, or always Off.

Cap Lock State — This allows the Caps Lock to be set to On at startup, Off at startup, always
On, or always Off.

Scroll Lock State — This allows the Scroll Lock to be set to On at startup, Off at startup, always
On, or always Off.

Repeat Delay (ms) — This parameter sets the amount of time that a key needs to be held down
before it starts repeating the keystroke. If this parameter is set to Disable a key will only send one
keystroke even if the key is held down.

Repeat Rate (char/sec) — This parameter sets the number of characters per second that a held
down key will send.

Disable Repeat for Enter Key — This parameter, when set to Yes, will prevent the Enter key
from repeating if it is held down.

Keyboard Layout — This parameter allows the thin client to use keyboards other than the default
English (United States) keyboard map.
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16.4. Local Storage>USB Flash Drive Module

USB ports are disabled by default in the ThinManager system. You can use the USB ports for keyboards
and mice, but not USB drives. You need to allow the port to be used with the USB Flash Drive Module.

The USB port will also work with devices that work as a keyboard wedge.

Module Properties @
P arameter " alLie
Drive Access Rights in Seszion Morne
Uze with TermSecure KO
Allow M anual Logon TES
Prornpt for Password MO
Parameter |
W alue |
Set to Default
Daone | Canrcel |

USB Flash Drive Module Properties

The USB Flash Drive Module has several parameters.

Drive Access Rights in Session - ReadWrite allows the user to read and write to the flash
drive. ReadOnly allows the user to read data but not write data, and None sets the flash drive to
access only the unique serial number to make it usable as a TermSecure ID device.

Use with TermSecure - This needs to be set to YES to allow the device to be a TermSecure
identifier. A NO setting, in conjunction with a ReadWrite Access Rights setting, will allow the
device to be used as a remote storage drive

Allow Manual Login - This value, when set to Yes, will allow a TermSecure user to log into a
terminal without a TermSecure ID device. If set to No, TermSecure users must use a TermSecure
ID device to log in.

Prompt for Password - This value, when set to Yes, will require a TermSecure User to enter
their password for access, even if the password is configured in ThinManager.

Note: USB doesn’t map to the session like serial does. If you want to add a USB device that requires a
driver installed, like a printer, you can use a IP-to-USB converter that allows you to address the
device and mount the drives from the session.

ThinManager 7.0 User Manual -312 -



16.5. Miscellaneous>Redundant Ethernet Module

Adding the Redundant Ethernet Module to a terminal with dual network ports will allow the terminal to
use the second port as a backup. The terminal will have one IP address but it can have the ports plugged
into two switches to have redundant paths to the terminal servers.

The Redundant Ethernet Module has no configurable settings. Plug each network port into different
switches on the same network.

The terminal will boot from the first available network port and download the configuration. If the first
network path fails it will seamless switch to the backup port to prevent interruption of service.

16.6. Miscellaneous>Second Network Module

The Second Network Module allows you to use the dual network ports on a terminal on different
networks.

Add the Second Network Module and configure the second port. The terminal will always boot from the
first port but once booted it will enable the second port and allow communication on both networks. This
is useful for separating IP camera bandwidth from the process control network, for example.

i al

Maodule Properties @
F ararmeter Yallie
IP Method STATIC
IF Address [Static Only] nooo
Methazk [Static Only) 2hh.286.256.0
Rowter [Static Only) nooo
Farameter |
Yalug |
Set to Default
Done | Canel |

Second Network Module
The settings include
e |P Method — This allows the second port to use DHCP or a static IP.
e |IP Address (Static Only) — This allows the second port to be assigned a static IP address.

e NetMask (Static Only) — This allows the second port to be assigned a subnet mask.
e Router (Static Only) - This allows the second port to be assigned a router.
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16.7. RDP>RDP Serial Port Redirection Module

Using serial ports on a thin client presents a paradox. The session is running on a terminal server and not
the thin client. If you connect a serial device to the thin client and reference it in the session, the session
will look at the local serial ports on the server and not the remote serial ports on the terminal where the
device is attached.

Adding the RDP Serial Port Redirection Module will map the remote ports on the terminal to the local
ports in the session. If the session references COM Port 1it will be sent to the terminal COM Port 1.

The RDP Serial Port Redirection Module has no configuration, adding it is enough to map the remote
COM Ports.

16.8. Screen Saver>MultiSession Screen Saver Module

The MultiSession Screen Saver Module is a screen saver that allows a cycling of the different sessions
of a MultiSession client.

i )

Moclule Properties @
F ararneter Yalue
ke el
Start Delay Time in secs a0
Switch | nterval in gecs [Cyche only) 15
Parameter |
Y alue |
Set to Default
Done | Cancel |

MultiSession Screen Saver Module

The MultiSession Screen Saver Module has two modes. It can be set to cycle through the MultiSession
windows when the terminal is inactive, or it can be set to return to the main MultiSession screen when the
terminal is inactive.

The parameters are:

e Mode - The Cyclic mode will switch between all active sessions on the terminal. The
GotoFirstGroup mode will switch the terminal to the main session when it is inactive.

e Start Delay Time in secs - This is the number of seconds of inactivity that the terminal will allow
before starting the screen saver.

e Switch Interval in secs (Cyclic only) - This is the number of seconds that the terminal will
display each session when using the Cyclic mode.
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16.9. Screen Saver>Screen Saver Module

Screen Saver Module is a module that loads a screen saver on the client. The screen saver will run
when the terminal is idle to protect the monitor. Since the screen saver runs on the client, it saves CPU
resources on the terminal server.

This module has a Disable Time Period function that will can disable the screen saver during working
hours so that the screen is visible during the working hours.

[ Module Properties @
F ararmeter Yalue
Screen Saver BlankScreen
Wil Tinne in Minules 30
Ilze Mizahle Time Perind MM
Dizable Start Hour [0-23] 1]
Dizable End Houwr  [0-23] 1]

Force Off when Start Hour Reached KO

Parameter |

Yalue |

Set to Disfault
Dane | Canicel |

Screen Saver Module Parameters

The Screen Saver Module configuration includes:
e Screen Saver - the graphic that is displayed when the screen saver is active.

e Wait Time in Minutes - the length of time that the terminal needs to be idle before the screen
saver starts.

e Use Disable Time Period - the screen saver can be set to be disabled or unavailable during a
time block. This could be used to prevent the screen saver from running during normal business
hours.

o Disable Start Time (0-23) - This sets the start of the disabled time block. 0 is Midnight
and 23 is 11:00 p.m.

o0 Disable End Time (0-23) - This sets the end of the disabled time block. 0 is Midnight and
23is 11:00 p.m.

o Force Off when Start Hour is Reached - If set to Yes, this will turn the screen saver off
when the Disable End Time is reached.
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16.10. Sound>Universal Sound Driver

Many ThinManager Ready thin clients and ThinManager Compatible thin clients have audio ports for
speakers.

The use of sound from a thin client requires several things:
e Hardware with a Line Out/Speaker plug
e Amplified speaker(s)
e The Universal Sound Driver Module

Plug the speaker(s) into the Line Out plug on the terminal, add the module, and connect to the terminal
server.

The Universal Sound Driver Module will activate ThinManager to send the correct sound driver for that
terminal. This module can be added to any thin client that has an audio jack to enable sound.

Module Properties @
F ararmeter Yalle
Audia B andwidth [1C4 Only) HIGH
Saund [n Seasion EMARBLED
Terminal Sound EFfects EM&RBLED
Orly Flay Sound in Foreground Session [ MO
b azter Wolumne Lewel [0 - 100] a5
Start Sound Wolume Lewvel [0 -100] G0
Sound Effects Wolume Lewel [0 - 100] G0
Sound Card Mumber 1
Parameter |
Yalue |
Set to Default
Dane | Caricel |

Universal Sound DriverProperties
The Universal Sound Module have several settings:

e Audio Bandwidth (ICA Only) - This parameter can be set to Low, Medium, or High bandwidth
when using Citrix ICA.

e Sound in Session - This setting, when set to Enabled, will allow sound generated within the
session to be played through the terminal. When this is set to Disabled the session sounds will
be turned off but system sounds will still be generated during TermSecure login for audio
feedback during the login process.

e Terminal Sound Effects - This setting, when set to Enabled, will allow terminal sound effects
like TermSecure login sounds on the terminal.

e Only Play sound in Foreground Session — This turns off the sound in background sessions
when using MultiSession.
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e Master Volume Level (0-100) — This sets the master volume for the terminal.
e Start Sound Volume Level (0-100) - This sets the starting volume for the terminal.
e Sound Effects Volume Level (0-100) — This sets the level for sound effects on the terminal.

e Sound Card Number — This lets you specify which sound card to use if you have multiple sound
cards.

16.11. TermSecure>RF ldeas pcProx Modules
ThinManager supports card readers from RF Ideas for use with badges in TermSecure.

There is a serial RF Ideas pcProx Module and a USB RF Ideas pcProx Module.

16.11.1. Serial RF Ideas pcProx Module
This module is used with the RFIdeas pcProx Enroll Series 81 readers like RDR-xx81AKX.

-

Module Properties @
P ararneter Walue
Port COR1
Mumber of Data Bits 26
IJze Facility Code YES
Alluve b arnual Logurn TES
Prornpt Far Pazswornd M
Zern Pad Facility Code and |D KO
Parameter |
Yalue |
Set to Default
Drane | Caricel |

RF Ideas pcProx Module Parameters
The parameters are:
e Port - This selects the port that the RF Ideas pcProx card reader is installed.

e Number of Data Bits — Different cards use different numbers of data bits in their format. This
sets the number of data bits to match that used by the card as an identifier. The choices are 26,
37, or Raw.

e Use Facility Code - This value, when set to Yes, will require the addition of the card’s Facility
Code to the Card / Badge ID number.
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Allow Manual Login - This, when set to Yes, will allow a TermSecure user to log into a terminal
without a TermSecure ID device. If set to No, TermSecure users must use a TermSecure ID
device to log in.

Prompt for Password - This, when set to Yes, will require a TermSecure to enter their password
for access, even if the password is configured in ThinManager.

Zero Pad Facility Code and ID — This will add a zero to the number string. This is rarely needed.

16.11.2. USB RF Ideas pcProx USB Module

This module is used with the RDR-6081AKU and RDR-6081AK0 USB RFIdeas pcProx readers.

i )

Module Properties @

F ararmeter Walue
Model RDA-E0E1AKL
Mode TermSecure
Bitz in 1D Hurnber (A0 Only) 16
Bitz in Facility Code [AE0 Only) a
Zero Pad Facilty Code and 1D [AKD0ny) MO
Allow b anual TermSecure Logon YES
Prompt For TermSecure Pazsword MO
Ewpoze Card ID to Termbdon Active Co... MO

Parameter |

Yalue |

Set to Default
Dane | Caricel |

RF Ideas pcProx USB Module

The parameters are:

The RF Ideas USB pcProx Module has parameters that can be configured:

Model - This allows you to select between the RDR-6081AKU and RDR-80582AK0 USB pcProx
card reader.

Mode — This allows you to select between TermSecure, Wedge, and TermMon modes.
0 TermSecure Mode — This allows the card to be used with TermSecure as a login device.
0 Wedge Mode — This allows the data to be sent to the session as a character string.
o TermMon Mode — This allows the data to be sent to the TermMon ActiveX.

Bits in ID Number (AKO Only) — Different cards use different numbers of data bits in their
format. This sets the number of data bits to match that used by the card as an identifier.

Bits in Facility Code (AKO Only) - Different cards use different numbers of data bits in their
format. This sets the number of data bits of the Facility Code.
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Zero Pad Facility Code and ID (AKO Only) — This adds a leading 0 to the Facility Code if
needed.

Allow Manual TermSecure Login - This, when set to Yes, will allow a TermSecure user to log
into a terminal without a TermSecure ID device. If set to No, TermSecure users must use a
TermSecure ID device to log in.

Prompt for TermSecure Password - This, when set to Yes, will require a TermSecure to enter
their password for access, even if the password is configured in ThinManager.

Expose Card ID to TermMon ActiveX Control — Allows the card data to be sent to the
TermMon ActiveX without using it as a TermSecure User identifier.

To configure a parameter:

Highlight the parameter.
Change the value.
Select the Set button to apply the new value.

Select Done to accept the changes.

Once the terminal has the module added it will need to restart to apply the changes.
Select the Finish button to close the Terminal Configuration Wizard.

Right click on the terminal in the ThinManager tree and select Restart.
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16.11.3. RFldeas pcProx Sonar Module

RF Ideas has a sonar device that can be pointer to the operator. It becomes active when a TermSecure
User logs on and measured the time for a sonar echo. If the user walks away without logging off the
sonar will detect the absence because of the increase in the time interval of the echo.

o

Maodule Properties @

P ararneter Yalue

W alk-duway bModifier CTRL

W alk-duwan Key HOME

Walk-Up Modifier CTRL

Walk-Up Kep HOME
Farameter |
Yalue |

Set to Default
Done | Canicel |

RFIdeas pcProx Sonar Module

The Walk-Away Modifier and Walk-Away Key allow you to use a key combination to trigger to turn the
sonar off.

The Walk-Up Modifier and Walk-Up Key allow you to use a key combination to turn the sonar on.

16.12. Touch Screen>Serial Drivers

Each serial touch screen has a specific touch driver based on the touch controller of the monitor. You
need to add the appropriate driver that matches the touch controller.

Note: The touch controller is the important component. May people make touch screen monitors but
fewer make the controller. You need the module that matches the controller.

ThinManager 7.0 User Manual - 320 -



i al

Maodule Properties @

F ararmeter Walue -
Serial Port Car1
Monitor Murnber 1
Double Touch Area [pimels) 10 =
Double Touzh Time [milizeconds] 1000

Touch De-bounce Timeout [millzeconds] 0

Swap A7 Coordinates {ln]

Right Click Hald Time [milliseconds) DISABLED

Right Click Area [pisels] 10

MHumber of Calibration Points A il
Farameter |
Yalug |

Set to Default
Done | Canel |

Serial Touch Screen Driver

Some, but not all, touch screen modules have parameters that can be modified. These may include:

Connection

Connection Type — Sets whether the touch screen uses Serial or USB to connect.
Port or Port (Serial Only) — Sets the COM port that a serial touch screen is connected to.

Baud Rate - Sets the speed used for communication between the terminal and the touch screen
on some serial touch screens.

Monitor Number — Used to specify which monitor in a MultiMonitor scheme will use for the touch
screen. MultiMonitor thin clients with multiple touch screens will need a module loaded for each
touch screen used.

Controller Type - Sets the model of touch screen controller on some touch screens.

Calibration

Number of Calibration Points — This sets the number of calibration points that the calibration
program uses during the calibration process.

Calibration Margin Percentage — This sets the distance from the edge of the screen that the
calibration points are displayed.

Calibration Hotkey — This allows a function key to be set as a hotkey so that the calibration can
be launched from a keyboard.

Calibration Hotkey Modifier— This setting adds CTL or ALT to the hotkey to launch the
calibration from the keyboard, if desired.

Calibration Touch Down Time (seconds) — This setting, when enabled, will launch the
calibration program when the screen is touched and held for the assigned number of seconds.
This cannot be used with the Right Click Hold Time.
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Calibration (entered automatically) — This is set automatically by machine. These are the
values set during the calibration process.

Orientation (entered automatically) - This is set automatically by machine. Used at the direction
of Tech Support in error correction.

Swap XY Coordinates — If X and Y are reversed, this setting will correct the orientation.

Touch Settings

Double Touch Area (pixels) — This sets the size of the area that a second touch will register as
a double touch.

Double Touch Time (milliseconds) - The amount of time between touches that qualifies as a
double touch.

Touch De-Bounce Timeout - a time interval used to prevent a single touch from being registered
as multiple touches.

Right Click

Right Click Hold Time (milliseconds) - This setting, when enabled, will treat a touch that is held
for the assigned number of seconds as a Right Click of the mouse. This cannot be used with the
Calibration Touch Down Time.

Right Click Area (pixels) - This sets the size of the area that a second touch will register as a
right click.
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16.13. Touch Screen>USB Touch Screen Driver

USB touch screens are easy to use as they use a standardized format. The USB Touch Screen Driver
should work for all USB touch screens.

s =)

Maodlule Properties @
F ararmeter Walle -
kanitor Mumber 1
Diauble Touch Area [pixels] 10
Couble Touch Time [milizeconds) 1000 =

Touch De-bounce Timeout [miliseconds) 0

Swap 7 Coordinates WO

Fight Click Hold Time [millizeconds) DIsAELED

Right Click Area [pisels] 10

Murnber of Calibration Paoints 5

Calibration M argin Percentage 10 il
Parameter |
Walue |

Set to Defalt

USB Touch Screen Module

Some, but not all, touch screen modules have parameters that can be modified. These may include:

Monitor Number — Used to specify which monitor in a MultiMonitor scheme will use for the touch
screen. MultiMonitor thin clients with multiple touch screens will need a module loaded for each
touch screen used.

Double Touch Area (pixels) — This sets the size of the area that a second touch will register as
a double touch.

Double Touch Time (milliseconds) - The amount of time between touches that qualifies as a
double touch.

Touch De-Bounce Timeout - a time interval used to prevent a single touch from being registered
as multiple touches.

Swap XY Coordinates — If X and Y are reversed, this setting will correct the orientation.

Right Click Hold Time (milliseconds) - This setting, when enabled, will treat a touch that is held
for the assigned number of seconds as a Right Click of the mouse. This cannot be used with the
Calibration Touch Down Time.

Right Click Area (pixels) - This sets the size of the area that a second touch will register as a
right click.

Number of Calibration Points — This sets the number of calibration points that the calibration
program uses during the calibration process.
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e Calibration Margin Percentage — This sets the distance from the edge of the screen that the
calibration points are displayed.

e Calibration Hotkey — This allows a function key to be set as a hotkey so that the calibration can
be launched from a keyboard.

e Calibration Hotkey Modifier— This setting adds CTL or ALT to the hotkey to launch the
calibration from the keyboard, if desired.

e Calibration Touch Down Time (seconds) — This setting, when enabled, will launch the
calibration program when the screen is touched and held for the assigned number of seconds.
This cannot be used with the Right Click Hold Time.

e Calibration (entered automatically) — This is set automatically by machine. These are the
values set during the calibration process.

e Orientation (entered automatically) - This is set automatically by machine. Used at the direction
of Tech Support in error correction.

The Right Click Hold Time (milliseconds) setting allows you to send a right click to the session. This
can be used with the Tile on right click setting on the Tile Options window to allow a user to switch
screens on a touch screen without keyboard or mouse.

Tile Options @
v Show Grid
. N 0
Tile Inactivity Tine [zecs] Cancel

[ Tile Dizplay Clients at starup

[ Inchude Kain Menu as tile

[« Tila on right click [mouse or touchzoraan)

[T Tile Interactive

Tile Options

The Tile Options page is found on the Terminal Interface Options page of the Terminal Configuration
Wizard.

16.14. Video>Custom Video Mode Module

ThinManager Ready thin clients are designed for use with traditional computer monitors. Some modern
monitors require the Custom Video Mode Module.
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Maodule Properties @

F ararmeter Yallie
b onitor Mumber 1

Yideo Mode Type Drefault

Farameter |‘u"iu:len Mode Type
Yalug | Dgfaul |

Set to Defal Cet
Done | Cancel |

Custom Video Mode Module

The optional Video Mode Types include:
o Default

e Detect

e ATSC_Standard

e Extended_Widescreen
e 1680x1050-60

e ATSC-720-59.94p
e ATSC-720-60p

e ATSC-720-71.93p
e ATSC-720-72p

e ATSC-1080-59.94p
e ATSC-1080-60p

e ATSC-1080-71.93p
e ATSC-1080-72p

e VESA-1080-60

e VESA-1080-75

Use the setting that matches the resolution and refresh rate of your monitor.
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17. MultiMonitor

The MultiMonitor method uses specific ThinManager Ready thin clients that have multiple video ports
built into the hardware. Each MultiMonitor thin client can have from two to five monitors attached. These
monitors can be configured to merge into an expanded desktop (called “spanned” by ACP) or can display
individual desktops (called “screened” by ACP), or combinations of “spanned” and “screened” sessions.

MultiMonitor

MultiMonitor Thin Client with Four Monitors
WInTMC supports MultiMonitor sessions on PCs that have Windows running on multiple desktops.

MultiMonitor is configured in the Terminal Configuration Wizard or the Group Configuration Wizard.
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¥ad Terminal Configuration Wizard | 5 |

Terminal Hardware
p

Select the manufacturer and model of this terminal .

Use this to configure the type of hardware for this terminal.

Make /OEM  |Ansta

Led Lo

Model |BaxPC240

OEM Maodel BoxP C240-ACP
Video Chipset Wia Unichrome

Terminal Fimware Package G J

Terminal will un Package 7

Teminal ID and IP Address

Clear

Teminal 1D Maone
Edit

< Back Mexd Finish | Cancel | Help |

Terminal Hardware

MultiMonitor configuration is initiated in the Terminal Configuration Wizard when a MultiMonitor-capable
thin client is selected on the Terminal Hardware page.
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¥=3 Terminal Configuration Wizard @

Terminal Mode Selection t?’
Select the operating modes far this terminal } -

Teminal Mode

I¥ Use Display Clierts

[ Use MultiStation

[ Use TemSecurs

< Back Mexd Finish Cancel Help

MultiMonitor — Enable MultiMonitors

MultiMonitor requires the use of Display Clients. Once the Use Display Clients checkbox is selected on
the Terminal Mode Selection page, the Enable MultiMonitor checkbox becomes visible.

Select the Next button to continue to the MultiMonitor Video Settings page.
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ket Terminal Configaration Wizard l&l
Multi Monitor Video Settings H

Select the number of monitors and a video mode for each monitor. .

Mamber of Monitors B i O | -
Manilor Video Modes

Color Depth 64K Colors - 1
Video

Resoution Refresh Rale Port

Monitar 1 | 1024768 v| [s0Hz

Monitor2  |1024768  w|  [60Hz

Lod Lo L Lo
Lo f Lo La] Lol

Monitar 3 | 1024x768 L] ] 60Hz |3
Monitor 4 | 1024768 ﬂ |‘EE'H3 ]4
Jse Session Size Limits for JSewer niz LJ
= Back Mext = Finish Cance Help

MultiMonitor — Video Settings

The MultiMonitor Video Setting allows the user to choose how many monitors will be connected to the
MultiMonitor thin client using the Number of Monitors radio button.

The Color Depth drop-down allows the color depth to be set for all the monitors.

The Video Port allows you to change the order of the output from the ports. It can be easier to change
the port order of the thin client configuration than it is to open a cabinet and re-arrange the video ports if
you connected them wrong.

Select the Number of Monitors you have connected.
Set the Resolution for each monitor.

Microsoft increased the supported resolution in 2012 Server to 8196 x 8196. The Use Session Size
Limits for dropdown allows you to use this higher resolution limit when spanning several monitors
connected to a 2012 Server

Select the Next button to continue to the Monitor Layout page.
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¥ad Terminal Configuration Wizard | 5 |

Select the physical monitor layout and the layout of the terminal ’
SEMVEr SeSsions. -

I

Chioose your monitar layout

Main Monitor
" At Mouse 0+ 1

——r
Choose your screen layout

< Back Mexd Finish Cancel Help

Monitor Layout

The Monitor Layout page allows the configuration of MultiMonitor. This terminal is set to use four monitors
in a grid, with each monitor its own screen.

The Choose your monitor layout dropdown will display the various physical arrangements of the
monitors. Select the layout that matches your layout.

i

= AL

DTT

Sample Monitor Layouts

The Main Monitor radio button determines which screen is considered the main monitor. This monitor will
display the TermSecure login window, Main Menu, and ThinManager messages.

The Choose your screen layout dropdown will allow the assignment of sessions to the monitors. The
monitors can be combined into a “Spanned” session that contains two or more monitors, or they can be
configured to hold an individual session per monitor, called “Screened”, or a combination of the two.
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Samples of Four-Monitor Configurations
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Note: The desktop of a spanned session is limited to 4096x2048. The selection of monitor resolution on
the MultiMonitor Video Settings page can affect the number of monitors that you can add to a

spanned session.
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¥=3 Terminal Configuration Wizard @

Select the physical monitor layout and the layout of the terminal }
SEMVEr SeSsions. -

B

Chioose your monitar layout

Main Monitor
" At Mouse 0+ 1 2

Choose your screen layout

< Back Mexd Cancel Help

Monitor Layout
This terminal is set to use four monitors in a grid, with all monitors merged into one screen.

Select the Next button to continue.
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¥=3 Terminal Configuration Wizard

Display Client Selection p

Select the Display Clients to put on each screen or station
)

Screen A

A
oL o
K

Available Display Clients

£ Legacy_HMI -
E}{P_Des ktop
Q Line_2

(Wl Shadow_5820
(8 Shadow_Any
gCalculat-:ur w7

Edit Display Clients |

| v

b
4

n

Finish Cancel Help

< Back

Display Client Selection
The Display Client Selection page will show the layout of the monitors and allow you to select the display

clients for each screen.
This example shows four monitors merged into a single screen. It has a single display client selected that

will display on the merged monitors.
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’ﬂ Terminal Configuration Wizard
Display Client Selection p’
A

Select the Display Clients to put on each screen or station

Screen A

M HMI_New

L
]
.
]

&

-
{

Screen B

-l Form02

:
.

- D

Available Display Clients

f5M Legacy_HM| -
EXP_DES ktop ‘E ‘_ Screen C
8l Line_2 = p | B shadow_any
[ Shadow_5820 i p
;Calculatnr -
Fl Desk21 43 = Screen D
Edit Display Clients | JelFomO1

: iﬂepnrts

Cvermide |

Fish | Cancel Help

Display Client Selection

This example shows four monitors each running as a separate screen. It has display clients on each
monitor.
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17.1. Override Function

MultiMonitor has an Override function that allows Display Clients on a MultiMonitor thin client to login with
different user accounts or video resolutions.

This may be needed to run duplicate copies of a program on the same thin client.

tscc - [Terminal Services Configuration',Server Settings]

File  Action iew Help

&= | BE B @

,, Terminal Services Configur akion Setkings | Attribute |
Delete temporary Folders on exik Yes
Llse kemporary folders per session Yes
Licensing Per User
Active Deskiop Disable

F'ermissien Compatibility Relaxed Security
‘Restrict each user ko one sessi

Li-:ense server discovery mode Aukomakic

Microsoft Terminal Services Configuration\Server Settings Window

Microsoft restricts each user to a single session on a server by default. It is smart to keep this setting to
prevent conflicts.
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| Cobalt
=
=R Edit

¥ ThinManager Server
fAdd ThinManager Server

Manage

{;}‘ Disconnect

= ﬂ]]]] Display Servers
= i Terminal Fervers
. @ Buen
H- § Golds3
- [ Goldsd
B Goldts
Cameras

b

i

e

n:

ThinManager Server

FThinManager v7.0 Beta EI@
Taols View Remote View Help
- Remaove Add Terminal Add Group Find (Ctrl-F)
Refresh Lock Rename Find M ext (F3)
a2 Unlock Delete
Edit Find
Configuration Properties Schedule Users Sessions ¥
Sessian User Sessio.. State Type C
adrin 4 Diseonnected
adrnin] B Dizconnected calc.exe
admir RLO.. 10 Active C:\Program Fileshnternet Expl...
adrninz RD... 5 Active
adminZ RD... 9 Active C:Program Fileshnternet Ex=pl...
admin2 16 Disconnected calc.exe
adrnind 2 Dizconnected
admin3 RD... a Active C:Program Fileshnternet Ex=pl...
admin3 12 Digconnected calc.exe
adrnind RD... 3 Active
admind RD... 7 Active C:Program Fileshnternet Ex=pl...
admind 14 Digconnected calc.exe
pburnz 1 Dizconnected
Thiirkd... Can... n Artive
5 4 i 3

Users on a Terminal Server

In reality a user can log into a terminal server multiple times as long as they are running different
applications. Each Username/Application needs to be unique.

If you want to run the same application twice you will have a problem. This is a common desire on
MultiMonitor displays. The Override function solves this issue.
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¥=3 Terminal Configuration Wizard @

Display Client Selection p

Select the Display Clients to put on each screen or station
)

Screen A

R HMI_New

-
-
v

Screen B

o Ex I

Available Display Clients

£ Legacy_HMI

Cereen C

A
I_D
=
1]
(2]
a
(=]
=
[am | »

Q Line_2 ’ ; HMI_Z
[l Shadow_5820 T4
QShadnw _Any _—

Eﬂalculatnr - Screen D

Edit Display Clents | » Ml HMI_3
Ovemide | L

< Back Next > Fish | Cancel Help

Override Button on the Display Client Selection Page
Highlight a Display Client assigned to the MultiMonitor thin client on the Display Client Selection page.

Select the Override button to launch the Override Settings window.
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Owerridle Settings for 'HMI_1' Display Client ==
Windows Login Sektings : _
(vernde v ok
Usermame |E|:|ntr|:|IFi ooml_b Cancel
Pazzword E
Wity P azzword mmi
Override r
Damain |
ApplLink Command Line
Command Line Optiors Qverride I
Yideo Settings
Override r
Rezolution Color Depth
2404320 | |5EColos v

Override Settings Window

The Override Settings window allows you to configure the highlighted Display Client to use a different
login or screen resolution.

Check the Override checkbox for the Login Settings.

Add a valid Username and Password that is different than the main account used by the terminal. This
way the display client will run the same program with a different user account.

You can also add an individual Command Line Option or change the Video Resolution.

Select OK to save the changes.

Note: Using multiple user accounts on a terminal doesn't affect the “Per User TS/RDS CAL count but will
require more “Per User” TS/RDS CALs.

Select the Next button on the Display Client Selection page to continue to the Screen Options page.
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¥ad Terminal Configuration Wizard @

Display Client Selection p

Select the Display Clients to put on each screen or station
)

Screen A

R HMI_New

2
4
el il __Screen B

M1

Available Display Clients

£ Legacy_HMI

»
<

Cereen C

e HMI_2

A
I_D
L, =
1]
(2]
a
(=]
=
[am | »

Screen D

El M3

Eﬂalculatnr 7
Edit Display Clents |

2
Ovemide | L

<Back | Net> | Fush | Cancel Help

Display Client Selection
This shows the Override button and the icon for a Display Client that has its properties overridden.

Repeat for any display client that requires a different user account.
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17.2. Moving Applications

17.2.1. Terminal Configuration

Terminals using MultiSession can be configured to allow sessions to be moved from monitor to monitor
for user preference. Selecting the Allow groups to move to/from screen checkbox configures this. If left
unselected the sessions will stay in the assigned monitor.

¥ad Terminal Co nfiguration Wizard [ =2 |
Screen Options w
Set the options for each screen or station. }
)
Screen A Options
Main Monitar Screen Options |

Sereen B Options

Main Monitor Screen Options |
Screen C Options
Main Monitor Screen Options |

Screen [ Options

|

Main Manitor 4 Screen Options |

< Back Mext = Finish Cancel Help

MultiMonitor - Screen Options

Select the Screen Option button to launch the Screen Options window.
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Screen Options =3

v Show Display Client Selectar Selector Dptiohs | 1] 4 |

[ Enable Tiling | Canicel

[ Allaws Dizplay Clisnts to move kodfram screen

kAulbiSEation Ophtions
v

v
r

Screen Options Window
The Screen Options settings are:

o Show Display Client Selector — This checkbox, if selected, will display the Display Client
Selector to allow the user to switch between MultiSession groups.

e Enable Tiling — This checkbox, if selected, allows multiple sessions to be tiled to allow a
visual selection.

e Allow groups to move to/from screen — This checkbox will allow a session from a
MultiSession group to be moved to or from the monitor to suit a user’s preference.
You can lock a display client to a monitor by leaving the Allow groups to move to/from screen
checkbox unchecked. If you check it then you can move display clients from the screen or off the screen,
allowing you to view any display client in any monitor.

17.3. Share Keyboard and Mouse Module

The Share Keyboard and Mouse module allows several ThinManager Ready thin clients to be controlled
with a single keyboard and mouse without the need of a KVM switch (Keyboard/Video/Mouse).
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Shared Keyboard and Mouse Module

Shared Keyboard and Mouse Layout

The Share Keyboard and Mouse can be used by placing several monitors connected to ThinManager
Ready thin clients side-by-side or top-to-bottom. The Share Keyboard and Mouse Master module is
loaded on the center thin client. This module is configured by adding the IP addresses of the secondary
slave thin clients. The other terminals receive the Share Keyboard and Mouse Slave module.

Place three terminals and their monitors side-by-side.

17.3.1. Master Thin Client Configuration

One thin client needs to be configured as the Master. It is the dominant terminal whose keyboard and
mouse will be used to control the grouped terminals.

Open the Terminal Configuration Wizard for the center terminal by double clicking on it in the
ThinManager tree.

Navigate to the Modules Selection page by selecting the Next button.
Select the Add button and select the Share Keyboard and Mouse Master module.

Highlight the Share Keyboard and Mouse Master module and select the Configure button to launch
the Module Properties window.
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Maodule Properties @
F ararmeter Yallie
Left Terminal [P Address HOME
Right Terminal IP Address HOME
Top Terminal IP Address HOME
Bottom Terminal IP Address HOME
Al Interactive Shadow of Masker KO
Farameter |
Yalug |
Set to Default
Done | Canel |

Share Keyboard and Mouse Master Module
Highlight the Left Terminal IP Address parameter.
Enter the appropriate IP address into the Value field.
Select the Set button to apply the setting.
Highlight the Right Terminal IP Address parameter.
Enter the appropriate IP address into the Value field.
Select the Set button to apply the setting.
Select the Done button and Restart the ThinManager Ready thin client to apply the changes.

17.3.2. Slave Thin Client Configuration
The other terminals in the group need the Slave module.

Open the Terminal Configuration Wizard for the each terminal by double clicking on it in the
ThinManager tree.

Navigate to the Modules Selection page by selecting the Next button.
Select the Add button and select the Share Keyboard and Mouse Slave module.
Select the Done button and restart the ThinManager Ready thin client to apply the changes.

The Share Keyboard and Mouse Slave module has a parameter that allows the slaves to point to a
master.
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Maodule Properties @
F ararmeter Yallie
b azter |F Address AMY
Farameter |
Yalug |
Set to Default
Done | Canel |

Share Keyboard and Mouse Master Module Properties

Once the ACP Enabled thin clients are booted, the mouse on the master thin client can be moved
seamlessly into the other desktops. The keyboard will be active in the screen the mouse pointer is on.

This allows an operator to have control of several displays with only one keyboard and mouse. The
mouse movement is seamless, allowing access to displays without switching.

Note: A Master Share Keyboard and Mouse session cannot be interactively shadowed in ThinManager
unless that parameter is activated.

The keyboards and mice for the slave thin clients can be left attached, but stowed away until a multi-user
configuration is needed.

17.3.3. Shared Keyboard and Mouse with MultiMonitor

Using the Shared Keyboard and Mouse module fell out of favor when the MultiMonitor hardware was
introduced. It was easier to use a single MultiMonitor thin client to show multiple displays than using
several thin clients and the Shared Keyboard and Mouse module.

The Shared Keyboard and Mouse module made a comeback once people realized they could tie several
MultiMonitor thin clients together to provide a wall of monitors in a control room.
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MultiMonitor Shared Keyboard and Mouse Module

MultiMonitor with Shared Keyboard and Mouse

The configuration of the Slave and Master Shared Keyboard and Mouse modules are the same with
MultiMonitor.
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18. Reports and Schedules

ThinManager has the ability to run reports, show data, and collect data on the ThinManager system.
These reports can show the event log, configurations, uptimes, and other data.

A Reports tab on the Details pane will show a report for a highlighted ThinManager Server, terminal,
terminal group, terminal server, TermSecure user, or TermSecure user group.

Reports can be scheduled to be run and saved as *.html files for storage or further analysis.

18.1. Selecting Reports

The reports are displayed on a Report tab in ThinManager. The Select Reports window allows the
selection of which report to display.

Select Reports @

-

Cancel
=~

System Report |F‘ru:u|:|erties of All Terminalz
Terminal Report |Terminal Configuration Changes j
Terminal Serwer Report |Terminal Server Resource Event:j

TermSecure ser Report |TermSecure LogindLogout Eventﬂ

Select Reports Window
Select View > Reports from the ThinManager menu to launch the Select Reports window.
The Select Reports window has four fields that determine which report is displayed on the report tab.

e System Report — This selects the report to display on the Report tab when the ThinManager
Server is highlighted.

e Terminal Report — This selects the report to display on the Report tab when a terminal or
terminal group is highlighted.

e Terminal Server Report — This select the report to display on the Report tab when a terminal
server is highlighted.

e TermSecure User Report — This selects the report to display on the Report tab when a
TermSecure User or TermSecure User Group is highlighted.

Use the drop-down list to select the desired reports.

18.2. Report Tab

The reports selected in the Select Reports window will be displayed on the Report tab in ThinManager.
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Report Tab

Highlight the desired ThinManager Server, terminal, terminal group, terminal server, TermSecure user, or
TermSecure group, and then select the Report tab to display the report.
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18.3.  Print Report

A Report can be printed by:
e Selecting the Report tab and selecting View > Print from the ThinManager menu. A Print window

will be displayed to allow the selection of the printer.

e Right clicking on the report inside of the Details pane.
(1o Print =

General | Cptione |

-

Select Printer
¥ Brother MFC-9840CDW i KONICA MINOLTA magi
s HP 5000 = Send To OneMNole 2010
== HP Laserlet P1006 = Snagit 10
P [ 1 F

Status: Ready [ Prirt ta file
Location:

Page Range

@ Al Number of copiss: 1 =
Sclection Cument Page

(71 Pages- 1 Collate

Enter either a single page number or a single _lrﬂ _213 _?‘VE

page range. For example, 512

Mt || Cancel || 4

=}
1=
ke

Print Window
A Print window will be displayed with all the printers defined on the ThinManager Server.

Highlight the desired printer and select the Print button to print the report.
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18.4.

Report Template Installation

ThinManager will install a number of reports into the ThinManager folder during installation. The default is
C:\Program Files\Automation Control Products\ThinManager\ReportTemplates.

Additional report templates can be downloaded from http://www.thinmanager.com/downloads/ as they
become available. New Reports are added to service packs and new releases.

New reports are installed by selecting Install > Reports from the ThinManager menu. This launches the
Reports window.

-

Reports @

* Repart Templates " S0LFiles " Images. Finisted Reports etc.

Repart Descrplion | Bepot Tyre | Feport Template

T5CAL Ceche Repar: zystem TSCALR eport Template kitml

Termrinal Login Settings zystem TermiralbutologinS ettingzT emp

Terrinal Configuration Changes terminal TemiralCorfiglhange: T emplat

Termrinal Configuration zystem TermiralCorfigurztionT zmplete.

Proparties of &1 Termnals sygkem TermiralPropertiesT ernplate. himm

Terrinal Server Rescurce Zvenls  teminal zerver TerminalS erverR ezourceE vents

Terrinal Sesszion Events Log terminal TerminalS essionEventzT emplate

Termrinal Shadoa Events terminal Terminals hedowEvents T emplat

TerrSecue LogindLogout Events user |_zerLoginE «entT =mplzte. htnl

Event Log spstem eventlogtemplate. bl

Termrinal Lptime Report zystem terminaluptimeternplate. bitml

] 1 3

Inztall Delete
Reports Window
Select the Install button to launch a file browser.

Report Templates — If this radio button is selected the file browser will browse for *.html

files.

SQL Files - If this radio button is selected the file browser will browse for *.sq|l files.

Images, Finished Reports, etc. — If this radio button is selected the file browser will browse

for assorted files.
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& Google Drive - Mame Date modified Type
B Vb || eventlog.sqgl 8/2/201211:39 AM  SQL File
a:ﬂ | | termconfig.sql 8/2/201211:39 AM  SQL File
@l Data (D) : ; ; ;
= = || terminalautcloginsetting.sg| 8/2/201211:39 AM  5QL File
|=%| Documents
|'__‘|] ; || terminalconfigchanges.sql 8/2/201211:39 AM  5QL File
=l Imgur
:1 - g ] || terminals.sqg| 8/2/201211:39 AM SQL File
usic r
= P || terminalserverresourceevents.sql 8/2/201211:39 AM  5QL File
|| Pictures
8 Vi = || terminalsessions.sql 8/2/201211:39 AM  5QL File
ideos
,_.iﬂ — || terminalshadowevents.sql 8/2/201211:39 AM SQL File
@ VoiceMai r
= || terminaluptime.sqg| 8/2/201211:39 AM  5QL File
P || termprops.sql 8/2/201211:39 AM  SQL File
- tﬂ . | || TSCAL licensecache.sgl B/2/201211:33 AM  SQL File
Local Disk (C:) — : :
|| userlogins.sql 8/2/2012 11:39 AM SQL File
a Data (D)
L Volume 1 00102
¥ thinmanager (01 = 4 | m J r
File name: TSCAL _licensecache.sq| - [SQh- Queries (".sgl) ']
[ Open 1‘ ’ Cancel ]

File Browser

Each report has a *.htm| component and a *.sql component. Select the Report Templates radio
button, browse to the new *.html file, and select Open to install. Select the SQL Files radio button,

browse to the new *.sql file and select Open to install. Once these two components are added the report
will be available.
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19. Scheduling

Reports can be scheduled to be run once at a specified time or to be run regularly at a specific time. The
reports are saved as *.html files for storage or further analysis.

Scheduling is available for more than running reports. Schedules ca be created for:
e The System in the ThinManager Server Configuration Wizard.

e Terminals in the Terminal Configuration Wizard.
e Terminal Servers in the Terminal Server Configuration Wizard.

e TermSecure Users in the TermSecure User Configuration Wizard.

19.1. System Scheduling of Reports
Reports are scheduled on the ThinManager Server Configuration Wizard.

Open the ThinManager Server Configuration Wizard to schedule report generation by highlighting the
ThinManager Server icon and selecting File > Modify.

" —

¥ed ThinManager Server Configuration Wizard 2
System Schedule m‘
Edit the system schedule } :‘
)
System Schedule
Edit Schedule
< Back Mext Finish Cancel Help

ThinManager Server Configuration Wizard — System Schedule

Navigate to the System Schedule page and select the Edit Schedule button to launch the Event
Schedule window.
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Event Schedule
Select Event Category I system ;I
Event Type Time I
Add Edi Delete

Event Schedule Window

Select the Add button to open the Schedule window.
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Report Jutput File
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[ Dace Crly 7 Timz Interval
 weekl / Daly " Manthly " Yealy
Wwieekln Schedue

[ Monday Evers Dap
[ Tuesday Q
[ whediesday

[ Thursday

[ Friday

[ Satuday

[ Suncay

| 200 P =

Cancel | o- |

Schedule Window

Time

The Schedule window allows system events to be configured.

Event Type — This drop-down allows the event to be chosen. There are two types:

Backup Configuration Database — This allows a scheduling of automatic configuration backups.
Run Report — This allows a report to be run and saved as a *.html file on a regular basis.
Report Template File - This drop-down allows the selection of the report to run.

Report Output File — This applies the naming convention to the saved reports.

Auto Generate Filename — This checkbox, if selected, will save the file to the ThinManager
folder with the report name and a time stamp as its title.

If the Auto Generate Filename is unselected, the field allows entry of the desired filename. The
filename needs to end in .html.

There are a few switches that allow the file name to be modified with a timestamp for identification
purposes. If you do not use a timestamp, the file will be overwritten each time the report is run.

%c — Adds date and time

%h — adds hour (0-24)
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e %M — adds minute (0-59)

e %X — adds date

e %X —adds time

e Repeat Interval — These radio buttons allow the frequency of the report generation to be set.

e Time — The fields to set the time of the report generation changes to match the Report Interval
selected by the radio button. The Time field may allow dates, days, hours, or intervals to be set
for the report.

Once the report is configured, select OK to accept the report schedule.

Event Schedule

£
Celect Event Categary |s_l,lstern ﬂ
Ewent Tope | Tirne |
Run Report everny Friday at 03:00 Pk
Fun Bepart ever) Mamday at 07:00 AM

Ladd Edit Delete ok

Event Schedule

The scheduled report will be displayed in the Event Schedule window.
e Select Add to add another report schedule.
e Select Edit to edit the schedule of a highlighted report.
e Select Delete to delete the schedule of a highlighted report.
e Select OK to accept the schedules and close the window.

When a report is run the files are saved for viewing.
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Saved Reports

Once the report has run it can be opened in a web browser.
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( ; _w| 2] \\cobalt\CS\Program Files (6B6)\Autc © + € || & \\cobalt\CS\Program Files .. | |
File Edit View Favorites Tools Help
ﬂ Event Log 0218114 A
THINMANAGER.COM
Event Type Type Name Description Time | User
TerminalSessionEvent/terminal  |01_UNO_2053E | Session Ended on Server Gold4s for Group Form02. Connaction to server broken or timed out. Pl
TerminalSessionEvent terminal 04_PXE_Termtek |Session Ended on Server Gold45 for Group Form01. Connection to server broken or timed out. ??;‘}%g
TerminalSessionEvent [terminal 03_Advantech5820| Session Ended on Server Gold45 for Group Form02. Connection to server broken or imed out. ?gq:}"ag
TerminalSessionEvent (terminal 01_UNO_2053E  |Session Ended on Server Gold45 for Group Form01. Connection to server broken or timed out. ??;:}"ag
TerminalSessionEvent (terminal 02_Aristag824 Session Ended on Server Gold43 for Group HMI_New. Connection to server broken or timed out. ?gq;";g
TerminalSessionEvent (terminal 02_Aristag224 Session Eslablished on Server Blue21 for Group HMI_New ?gg;";g
TerminalSessionEvent/terminal  |03_Advantach5220| Session Ended on Server Gold4s for Group Formd1. Connaction to server broken or timed out. il
TerminalSessionEvent terminal 04_PXE_Termtek |Session Ended on Server Gold45 for Group Form02. Connection to server broken or timed out. ?gq;";?
. £ 1 : 02111114
TerminalSessionEvent|terminal 03_A 0| Session Ei on Server Gold45 for Group Form02 15:37:07
= " 02/11/14
TerminalSessionEvent|terminal 03_A 0| Session E: ‘on Server Gold45 for Group Form01 15:37-07
TerminalSessionEvent terminal 03_Advantech5820| Session Ended on Server Gold45 for Group Form02. Connection to server broken or timed out. ??13";2
TerminalSessionEvent (terminal 03_Advantech5820| Session Ended on Server Gold45 for Group Form01. Connection to server broken or timed out. ??1;";3
N ) X - ) 02/11/14]
TerminalSessionEvent|terminal 03_A 0| Session E! on Server Gold45 for Group Form02 15:41-05
- . - o 0211714
TerminalSessionEvent | terminal 03_A 0| Session E on Server Gold45 for Group Form01 15:41-08
UserConfiguration  |user pbums User Created | poums
UserConfiguration  |user TommyTemp  |User Created o | pbums
TerminalShadow  [terminal  |01_UNO_2053E | Terminal Shadow Ended O looums|

Report Shown in Internet Explorer

Once the report is generated the data can be saved or reformatted as desired using standard HTML
tools.

19.2.  Scheduling Configuration Backups

Itis a good idea to back up your ThinManager configuration before you make any major changes. You
can use the Scheduler to do this automatically.

Open the ThinManager Server Configuration Wizard to schedule report generation by highlighting the
ThinManager Server and selecting File > Modify.

ThinManager 7.0 User Manual - 356 -



i al

¥=3 ThinManager Server Configuration Wizard @
System Schedule w
Edit the system schedule }
)
System Schedule
Edit Schedule
< Back Mexd Finish Cancel Help

ThinManager Server Configuration Wizard — System Schedule

Navigate to the System Schedule page and select the Edit Schedule button to launch the Event
Schedule window.
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Event Schedule
Select Event Category I system ;I
Event Type Time I
Add Edi Delete

Event Schedule Window

Select the Add button to open the Schedule window.
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Schedule Window

The Schedule window allows system events like configuration backups to be created.
e Select Backup Configuration Database from the Event Type drop-down.
e Select an interval. Weekly is adequate.
e Select a day and time.
e Select OK to accept the changes.

A weekly backup allows you to have a current configuration available in case you need one.
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20.

TermMon ActiveX Data

Microsoft Terminal Services lacks the ability to monitor clients and provide much useful information. ACP
has written an ActiveX component to overcome this shortcoming. The TermMon (Terminal Monitoring)
ActiveX can be embedded into an application that will run on the terminal server. When a terminal starts a
session on the terminal server and launches the application with the TermMon ActiveX, the ActiveX will
create a socket connection to the terminal and is able to pull data from the terminal into the application for
display. You can create tags for the data and populate them with data from the client via the ActiveX

20.1. Registering the Control

The TermMon ActiveX Control can be found on the ThinManager CD as termmon.ocCX. ltis also
available in the Download section of www.thinmanager.com.

The Control must be registered before it can be used. Copy the file termmon . 0CX to the computer
where you want to use it. Register the OCX by executing regsvr32 <path\termmon.ocx>.

20.1.1. Read-Only Properties

The following properties are read only strings. An event will be generated any time one of these
properties changes. The Enable method must be invoked prior to reading these properties.

TerminalName - This is the name of the terminal.

TerminalModel - This is the terminal model number.

TerminallP - This is the terminal IP address.

TerminalMAC - This is the terminal MAC Address.

TerminalBootLoaderVersion - This is the terminal network boot loader version.
TerminalFirmwareVersion - This is the firmware version that the terminal is running.

TerminalWindowsUsername - This is the Windows Username that is specified in the terminal’s
ThinManager configuration.

TermSecureUsername - This is the TermSecure username of the TermSecure user currently
logged onto the terminal. If no TermSecure user is logged on, this value will be blank.

TermSecureWindowsUsername - This is the Windows Username associated with a
TermSecure user. This is the Windows Username for all TermSecure user sessions. If no
TermSecure user is logged on, this value will be blank.

TerminalServerGrouplList - This is a comma-separated list of Display Clients currently running
on the terminal.

ConnectionState - This is the Control’s connection state with the terminal.

CurrentTerminalServerGroup - This is the Display Client that is currently being displayed on the
terminal.

CurrentWindowsUsername - This is the Windows Username of the session where the Control
has been executed. This property is not available when the RuninSession property is set to
False.

TerminalServerName - This is the name of the Terminal Server where the Control is running.
This property is not available when the RuninSession property is set to False.

UserlD - This is the identifier associated with a TermSecure user. An example of this would be
the badge number of a security badge used by a TermSecure user when scanning the badge.
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Using this property may require enabling the “Expose ID” setting in the appropriate ThinManager
module (i.e. RFIdeas pcProx USB Module).

RelevancelLocationName - This is the complete path and name of the current Relevance
Location.

ScanResult — This property will contain the result of the Command Method Scan Code
commands.

20.1.2. Read-Write Properties

These properties can be set by the application.

RunInSession - When the RuninSession property is set to True, the Control will be running in the
terminal’s terminal services session. The terminal IP address will be determined automatically by
the control.

OverridelP - If the RuninSession property is set to False, the OverridelP property specifies the IP
Address of the terminal that the Control will connect to.

Note: To use the OverridelP property, the TermMon ActiveX Control Configuration Module must be
added to the terminal configuration in ThinManager. In the module configuration, Allow ActiveX
Connections must be set to YES, and Only Allow Connections from Session must be set to NO.

WatchdogTime — This is the number of seconds before the watchdog will reset the terminal
session. Once this property is set to a non-zero value, the property must be updated before the
watchdog time reaches zero. To disable the watchdog, set this property to zero. The watchdog is
disabled by default.

Note: The Enable Method does not need to be called for watchdog operation. Watchdog operation is
independent of the Enable and Disable Methods.

ActiveScreen — For MultiMonitor configurations, this is the active screen number. A value of zero
(default) will set the active screen to the screen the mouse pointer is on when a method or
command is executed. A non-zero value will set the Active Screen to the screen number
specified. All methods and commands will be executed on the specified screen.

20.1.3. Events

When a property value changes, an event will be generated by the Control. When an Event occurs the
event code can be used to determine the property that changed. The Enable method must be invoked in
order to receive events (except for WatchdogTime). The event code is provided by the Control as follows:

TermMonEvent.TerminalName
TermMonEvent.TerminalModel
TermMonEvent.TerminallP
TermMonEvent.TerminalMAC
TermMonEvent.TerminalBootLoaderVersion
TermMonEvent. TerminalFirmwareVersion
TermMonEvent. TerminalWindowsUsername
TermMonEvent.TermSecureUsername

TermMonEvent.TermSecureWindowsUsername
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TermMonEvent.TerminalServerGroupList

TermMonEvent.ConnectionState

TermMonEvent.CurrentTerminalServerGroup

TermMonEvent.CurrentWindowsUsername

TermMonEvent.TerminalServerName

TermMonEvent.WatchdogTime

TermMonEvent.RelevancelLocationName

TermMonEvent.ScanResult

20.1.4.

Methods

Enable - Invoking this method will enable the Control. The Control will attempt to connect to the
terminal and generate events to update the Control Properties. The Control will maintain a
connection to the terminal as long as it is enabled.

Disable - Invoking this method will cause the Control to break the connection with the terminal.
Events will be generated to clear the Control Properties.

Command - The Command method can be used to send terminal action commands. The
Command method requires one parameter which is the terminal command to be performed. The
Enable method must be invoked before these commands can be executed (except for noted
exceptions). The supported commands are:

(0]

O O O 0O O o o

Reboot - This command will initiate a terminal reboot.

Restart - This command will initiate a terminal restart.

Calibrate - This command will initiate a touch screen calibration.
GotoMainMenu - This command will cause the Main Menu to be displayed.
SwitchToNextGroup - This command will switch to the next Display Client.
SwitchToPrevGroup - This command will switch to the previous Display Client.
SwitchInstFailover - This command will switch the instant failover group.

ChangeTermSecureUser - This command will disconnect any current TermSecure user
sessions and then display the TermSecure Log On menu.

LogOffAndChangeTermSecureUser - This command will log off any current
TermSecure user sessions and then display the TermSecure Log On menu.

LogOffTermSecureUser - This command will log off any current TermSecure user
sessions and will return to a Display Client which is assigned to the terminal. If no Display
Clients have been configured on the terminal, the TermSecure Log On menu will be
displayed.

DisconnectTermSecureUser - This command will disconnect any current TermSecure
user sessions and will return to a Display Client which is assigned to the terminal. If no
Display Clients have been configured on the terminal, the TermSecure Log On menu will
be displayed.

DisconnectSession - This command will disconnect the Terminal Services Session
running on the terminal. This command does not require that the Enable Method be
invoked prior to execution.
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0 LogOffSession - This command will log off the Terminal Services Session running on
the terminal. This command does not require that the Enable Method be invoked prior to
execution.

o TileStart - This command will tile the Display Clients on the current Screen.
o0 TileEnd - This command will untile the Display Clients on the current Screen.

0 ScanCodeReturnData - This command will prompt the user to scan a QR or Barcode.
After the scan is complete, the scan data will be returned in the ScanResult property.

0 ScanCodeAndQueryLocation - This command will prompt the user to scan a QR or
Barcode. After the scan is complete, the location path and name will be returned in the
ScanResult property.

The Command Method constants are provided by the Control as follows:
TermMonCommand.Reboot
TermMonCommand.Restart
TermMonCommand.Calibrate
TermMonCommand.GotoMainMenu
TermMonCommand.SwitchToNextGroup
TermMonCommand.SwitchToPrevGroup
TermMonCommand.SwitchinstFailover
TermMonCommand.ChangeTermSecureUser
TermMonCommand.LogOffAndChangeTermSecureUser
TermMonCommand.LogOffTermSecureUser
TermMonCommand.DisconnectTermSecureUser
TermMonCommand.DisconnectSession
TermMonCommand.LogOffSession
TermMonCommand.TileStart
TermMonCommand.TileEnd

TermMonCommand.ScanCodeReturnData

O O 0O O OO OO O O oo oo o o o

TermMonCommand.ScanCodeAndQueryLocation

ChangeTerminalServerGroup - This method can be used to change the Display Client currently
displayed on the terminal. This method requires one parameter which is the name of the Display
Client that the terminal should switch to.

TermSecureCheckAccess - This method can be used to query the access rights of a
TermSecure user. This method requires two parameters. The first parameter is the name of the
user. The second parameter is the name of the Access Group. This method returns the result of
the query as follows:

0 TermMonConst.Timeout - The request timed out.
0 TermMonConst.Busy - The Control is busy with another request.

0 TermMonConst.InvalidMember - The user is not a member of the specified
TermSecure Access Group.
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0 TermMonConst.ValidMember - The user is a member of the specified TermSecure
Access Group.

o TermMonConst.UserNotFound - The TermSecure Username was not found.
0 TermMonConst.GroupNotFound - The Access Group Name was not found.

GetGroupScreen - This method can be used to determine which screen the specified Display
Client is currently on for MultiMonitor configurations. This method requires one parameter which
is the name of the Display Client.

TermSecureLogonUser - This method can be used to Log On a specified TermSecure user.
This method requires two parameters. The first parameter is the name of the TermSecure user.
The second parameter is the password of the TermSecure user. The password will be encrypted
before being sent to the terminal. This method returns a result as follows:

0 TermMonConst.Success - The TermSecure user was successfully logged on.
TermMonConst.Timeout - The request timed out.

TermMonConst.Busy - The Control is busy with another request.
TermMonConst.UserNotFound - The TermSecure username was not found.

TermMonConst.BadPassword - The TermSecure password was invalid.

O O O o o

TermMonConst.NoPermission - The TermSecure user does not have permission to
use the terminal.

o TermMonConst.PasswordChangeReq - The TermSecure user is required to change
his password.

o0 TermMonConst.NoWindowsUsername - This TermSecure user does not have a
Windows Username specifed in the TermSecure user configuration. This is only required
for Terminal Services Display Clients assigned to the TermSecure User.

o0 TermMonConst.NoWindowsPassword - This TermSecure user does not have a
Windows Password specifed in the TermSecure user configuration. This is only required
for Terminal Services Display Clients assigned to the TermSecure User.

CameraOverlayEnable - This method is used to enable a camera overlay. This method requires
two parameters. The first parameter is the name of the Display Client the overlay is on. The
second parameter is the name of the overlay.

CameraOverlayDisable - This method is used to disable a camera overlay. This method requires
two parameters. The first parameter is the name of the Display Client the overlay is on. The
second parameter is the name of the overlay.

CameraOverlayCycleStart - This method is used to start camera cycling for a camera overlay.
This method requires two parameters. The first parameter is the name of the Display Client the
overlay is on. The second parameter is the name of the overlay.

CameraOverlayCycleStop - This method is used to stop camera cycling for a camera overlay.
This method requires two parameters. The first parameter is the name of the Display Client the
overlay is on. The second parameter is the name of the overlay.

CameraOverlaySwitchNext - This method is used to switch to the next camera in a camera
overlay list. This method requires two parameters. The first parameter is the name of the Display
Client the overlay is on. The second parameter is the name of the overlay.

CameraOverlaySwitchPrev - This method is used to switch to the previous camera in a camera
overlay list. This method requires two parameters. The first parameter is the name of the Display
Client the overlay is on. The second parameter is the name of the overlay.
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CameraOverlayFullscreenEnter - This method is used to make the current camera in a camera
overlay enter full screen. This method requires two parameters. The first parameter is the name
of the Display Client the overlay is on. The second parameter is the name of the overlay.

CameraOverlayFullscreenExit - This method is used to make the current camera in a camera
overlay exit full screen. This method requires two parameters. The first parameter is the name of
the Display Client the overlay is on. The second parameter is the name of the overlay.

CameraOverlaySwitchByName - This method is used to change cameras in a camera overlay.
This method requires three parameters. The first parameter is the name of the Display Client the
overlay is on. The second parameter is the name of the overlay. The third parameter is the name
of the camera. The camera name must include the full path if the camera is in a camera group.

CameraOverlayMove - This method is used to change the position of a camera overlay. This
method requires four parameters. The first parameter is the name of the Display Client the
overlay is on. The second parameter is the name of the overlay. The third parameter is the x
location. The forth parameter is the y position.

CameraOverlayResize - This method is used to change the size of a camera overlay. This
method requires four parameters. The first parameter is the name of the Display Client the
overlay is on. The second parameter is the name of the overlay. The third parameter is the width.
The forth parameter is the height.

CameraOverlayResizeMove - This method is used to change the size and position of a camera
overlay. This method requires six parameters. The first parameter is the name of the Display
Client the overlay is on. The second parameter is the name of the overlay. The third parameter is
the x position. The forth parameter is the y position. The fifth parameter is the width. The sixth
parameter is the height.

RelevancelLocationLogon — This method is used to log into a relevance location. This method
requires two parameters. The first parameter is the complete path and name of the desired
location formatted as “top_level_location_name\sub_location_name\location_name”. This string
must match the location tree hierarchy in the ThinManager location tree. The second parameter is
the action to be performed as defined by the TermMonRelevance action constants.

RelevanceLocationLogoff — This method will log the device out of the current relevance
location.
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20.1.5. Control Constants

Constant values provided by the Control are as follows:

TermMonEvent

e TerminalName 1

e TerminalModel 2

e TerminallP 3

e TerminalMAC 4

e TerminalBootLoaderVersion 5

e TerminalFirmwareVersion 6

e TerminalWindowsUsername 7

e TermSecureUsername 8

e TermSecureWindowsUsername 9

e TerminalServerGroupList 10
e ConnectionState 11
e CurrentTerminalServerGroup 12
e CurrentWindowsUsername 13
e TerminalServerName 14
e WatchdogTime 15
e UserlD 16
e RelevancelocationName 17
e ScanResult 18

TermMonCommand

e Reboot 100
e Restart 101
e Calibrate 102
e GotoMainMenu 103
e SwitchToNextGroup 104
e SwitchToPrevGroup 105
e SwitchInstFailover 106
e ChangeTermSecureUser 107
e LogOffAndChangeTermSecureUser 108
e LogOffTermSecureUser 109
e DisconnectTermSecureUser 110
e DisconnectSession 111
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LogOffSession
TileStart
TileEnd

ScanCodeReturnData

112
113
114
115

ScanCodeAndQueryLocation 116

TermMonConst

Success

Fail
Disconnected
Connected
Timeout

Busy

Updating
RequestFailed
InvalidMember
ValidMember
UserNotFound
GroupNotFound
BadPassword

NoPermission

PasswordChangeReq
NoWindowsUsername

NoWindowsPassword

TermMonRelevance

ActionNone
ActionTransfer
ActionClone

ActionShadow
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