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1 Introduction

1.1 Documentation Contents

This documentation covers the following topics:

What is New in ThinManager 6.0?

A Quick Start Checklist

Standard ThinManager Installation
ThinManager Licensing

Redundancy

The ThinManager Interface

The Menu items

Adding thin client hardware
Configuration Wizards

The Terminal Configuration Wizard
The PXE Server Configuration Wizard
Display Servers

Display Clients (formerly Terminal Server Groups and Application Groups)
Failover and Instant Failover

Modules

Citrix ICA

Hotkeys

MultiMonitor

Reports

WinTMC

Shadowing

ThinManager Security

TermSecure

TermMon ActiveX Control

A ThinManager Troubleshooting Guide to aid in deployment

ACP ThinManager 6.0
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1.2 ACP ThinManager 6.0

ThinManager is a server-side configuration, management, and hardware enabling software for Terminal
Services based thin client systems.

ThinManager is a software program that allows thin clients to boot, receive a configuration, and connect
to a terminal server. ThinManager provides terminal configuration, session management, and session
status monitoring. ACP ThinManager provides quick replacement of terminals and an almost seamless
switch from terminal server to terminal server in case of terminal server failure.

A thin client is a device that connects to a server, logs onto a separate independent session, and runs its
applications on the server and not locally on the thin client. Thin Clients first connect to a ThinManager
Server where it receives its configuration. This configuration sends the terminal to a terminal server where
it logs in.

Note: The terms Thin Client and Terminal are used interchangeably in this document.

The keystrokes and mouse movements from the thin client are sent to the terminal server. The terminal
server session determines the response and sends the screen display back to the terminal. This
simplifies maintenance and management by eliminating the need to install and configure operating
systems and applications on the thin client. All configuration, management, installation and applications
are on the server, not the thin client.

Note: All trademarks, service marks, and copyrights belong to their respective companies.

Microsoft, Windows, Windows XP, Windows 2000, Windows 2000 Server, Windows 2003, Windows
2003, Server Windows 2008, and Windows 2008 Server are trademarks of the Microsoft Corporation,
Redmond, Washington.

Citrix, ICA, and Citrix Device Services are trademarks of Citrix Systems, Fort Lauderdale, Florida.
ESX and vCenter is a trademark of the VMware Company, Palo Alto, California.

ACP, ACP Enabled, AppLink, MultiSession, MultiMonitor, SmartSession, SessionTiling,
TermSecure, ThinManager, ThinManager Ready, and ThinServer, are trademarks of Automation
Control Products, Atlanta, Georgia.
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1.3 What is New in ThinManager 6.0?

New — Firmware Packages

ThinManager 6.0 introduces the deployment of the firmware and modules as a package. Different
versions of the package can be assigned to individual modules. This allows legacy hardware to keep a
version that works for it while new hardware can use newer package versions to take advantage of new
features.

See Packages for details.
New — Menu Items

ThinManager 6.0 includes new menu items to support the use of Firmware Packages. These include
Manage>Packages, Install>Firmware Packages, Install>Boot Loader, and Install>Chain Loader.

New — Terminal Description Field

ThinManager 6.0 adds a Description field to the Terminal Configuration so that additional info can be
assigned to a terminal.

See Terminal Description for details.
New — USB to VGA MultiMonitor Support

ThinManager 6.0 supports a USB to VGA converter to turn single monitor thin clients into MultiMonitor
thin clients.

See www.thinmanager.com for details.
New — iTMC iPad

ThinManager 6.0 supports the new ThinManager iPad client. This will turn an iPad into a mobile terminal
complete with Display Client application deployment, MultiSession, and Failover.

See www.thinmanager.com for details.

New — Subscription Licensing
ThinManager 6.0 introduces subscription based licensing.

See www.thinmanager.com for details.

New — Web ThinManager Access

Screentronix provides a secure VPN that allows you to connect to a ThinManager Server from a remote
browser to aid in management.

See Web Management for details.
New — Block Mouse Button Functions

The Mouse Configuration Module has the ability to lock down the mouse buttons, scroll buttons, and
scroll wheel.

See Mouse Configuration Module for details.

ACP ThinManager 6.0 Introduction e 13



1.4 Evolution of ThinManager Terminology

ThinManager has evolved over the years leading to changes in terminology and function.

1.4.1 Essential ThinManager Functionality
The booting of a thin client is a two-step process:
e The thin client connects to ThinManager to receive its configuration.
e This configuration sends the thin client to a terminal server to login and run a session.

The ThinManager may be on the same physical computer as the terminal server or it may be on a
different computer.

1.4.2 The Client/Server Relationship in Terminal Services
This is how the client/server relationship works in terminal services:
e The client (fat or thin) connects to a terminal server, logs on, and starts a session.
e The client sends mouse and keystrokes to the terminal server for processing.

e The terminal server processes the input, generates the corresponding graphics, and sends
the graphics calls to the client for display.

e The client displays the graphics locally for the user.

1.4.3 Hardware Configuration Tool
Early versions of ThinManager functioned as a tool for configuring the thin client hardware.

mThinManager vZ2.3.1 [_ O]

Edit Tools Mjew Help

Attribute | Walue -
Hame gerver2000_tm2
Licenses
Promao n:+ha
b LIbiS ez zion 2458
Smart Session 240
AutalCreate YES
AutoCreate Mask AutaT erm |
Replacement YES
TermCap DB Werszion 252
« | _>I_I

For Help, press F1 i
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ThinManager 2.3.1 Interface

The status of the terminal was limited to indicating if a terminal was on or off by use of green or red colors

on the terminal icons.

1.4.4 Wizards

Configuration wizards were added in ThinManager 2.4.

ThinManager v2.4.1

Edit Tools ThinManagerSerser  Yiew Help
) = Marme geryver 20010
El Terminall
] serverzonn_tmz Licerses
4] serverzous_TsEC Promo 0/5
El Terminalz kLS ezzion n+h
...... % Serverz003_TSEC Smart Session 0/5
4] serverzonn_tmz
E- a Terminal Servers Autolreate VES
a Server2000_tm2 AutoCreate Mazk, AutaTerm |
: Replacement YES
- [ serverzona_tseoz
TemCap DB Werszion 262

1

| ©

For Help, press F1

s

Frig

ThinManager 2.4 Interface

The tree was expanded to show what terminal servers the terminals were assigned to. Green and red
lightning bolts indicated whether a terminal had an active connection to the terminal server.
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1.4.5 Terminal Server Groups

ThinManager 2.5 introduced Terminal Server Groups. These were collections of terminal servers that a
terminal could connect to and run a session on.

Ed thinManager v2.5 =] E3

ThinfanagerSerwer

Edit Tools

Yiew Help

|_——_|---"..f ThinManager Servers
E...'."f
-

Terminall
..

gl Hrar
Ei

: -- Reports
Eg Terminalz

=gl

serverZ000_tmz

E@ Reports

H- ﬁ Terminal Servers
Ei Terminal Server Groups

=) v

=6

Repaorts

1]

e ﬂ Serverz000_t
O E Server2003_

....... E Server2000_t
....... ﬂ Server2003_

ml- [ serverzono_tmz
- [ serverzo03_tsenz

- [ serverzooo_tmz

For Help, press F1

F S

o

Configuratian I Licensesl \-’ersinnsl

Attribute

M ame

Require Pazsword for Unknown terminals
Allows Automatic Terminal Creation
Automatic Terminal Creation Mask

Allows OFf-line Replacement

SMTP Server

Thinkd anager Server Start/Stop
Terminal Server D ata Connechion
Teminal OnOff

Terminal Configuration Change
Inztall Firrnware

Imztall TermCap

Inztall License

E-mail Addresses

Unknown Terminal Configuration

Event Configuration

£

i

ThinManager 2.5 Interface

The use of Terminal Server Groups increased the power of ThinManager through AppLink and

MultiSession.

AppLink is the deployment of specific applications and MultiSession is the ability to run multiple sessions
on a terminal at the same time. In the example Terminal2 is using MultiSession to run two AppLink apps

(HMI and Reports).
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1.4.6 Application Groups

Terminal Server Groups were renamed Application Groups in ThinManager 3.2.

ﬂThinManager ¥3.2 [_ (O]
Edit Manage Install Tools Wew RemoteYiew Help
IGrEEH LI Config | Server Hankl
E|"f Green Y Attribute -
El ﬁ Terminal Servers Group Name
- ] Basetse4s Group Type
B Elue TerminalServers
B Green Enforce Primary Server
Instant Failower
[—]i Application Groups Allow Autarlogin |

Protocal for connections in this group

Graphics SmartSezsion
HMI SmartSeszion

ICAAppl
ICALpp2

Linked Application
Reparts Linked Applicaticn

Ll shadowr Ll 1 | | 4
Far Help, press F1 [ [ 4

ThinManager3.2 Interface

Terminal Server Groups didn’t describe Terminal-to-Terminal shadowing accurately because that function
isn’t coming from the terminal server but is coming from the shadowed terminal.
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1.4.7 Display Servers and Display Clients

ThinManager 4.0 added IP cameras, an additional source to display on the ThinManager Ready thin
client leading to a major change in terminology.

B2 ThinManager ¥<4.0 | _ O] x|

Edit Manage Install Tools Wiew EBEemoteView Help

LI Configuration | Licensesl F"rn:npertiesl ‘-.fersin:nnsl S_I,Inn::hn:nnizatin:nnl Event A I *I

200 Attrbute I Walue -

Q Terminals M ame Green
El ﬁ Display Servers

E‘ ﬁ Terminal Servers Unknown Terminal Configuration

:I Black Fequire Pazsward for Unknown terminals MO
:| Blue Allove Automatic Terminal Creation YES
:I Green Autornatic Terminal Creation M ask AukaTermn
E' - Cameras Allovs Offine Replacement YES
------ ﬁ CameraGraupl
Lo (8 Timn_207

- E vent Configuration
) 8 Dty cies | Event Configuration |

E
[':I ﬁ Terminal Services SHTP S
; Graphics Thint anaager Server Stark/Stop =
; HMI Terminal Server Data Connection
; Reports Terminal On/OF
[_]E . Terminal Configuration Change
E Backil Install Firmweare
E Frantii Install TermCap
EIQ Terminal Shadow  — Inztall License
- Q Shadowdiny SMTP zerver -
L ¥ —
For Help, press F1 | [

ThinManager 4.0 Interface

Important Definitions:

A server is defined as device, computer, or application that provides applications, files, or data for use by
other computers.

A client is defined as device, computer, or application that requests data, resources, or services from a
server or software program that shares data with the server.

Display Servers — ThinManager 4 uses Display Servers to denote devices that provide content that can
be displayed on the client. Examples include the traditional terminal server and IP cameras.

Display Clients - ThinManager 4 uses Display Clients to denote the graphic rendering of the output from
a Display Server. This could be a traditional Terminal Server session, IP Camera display, or a Terminal-
to-Terminal Shadow session.
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B2 ThinManager v4.1 H =] B

Edit Manage Instal Tools View RemoteView Help

ICDhaIt j Configuration |Schedule| Event Logl F!epnrtl
-
E|'§g(' Cobalt b I Attribute | Y alue
= I8 Terminals
Q Bravo Mame Baker
Q Charlie windows zerMame
= ﬁ Display Servers windows Dromain
= ﬁ Terminal Servers
# B coomn

[-g1] Trainings2 o
= %) vCenter Servers

Ef{}} v _Eight Terminal Interface Options

- [ ACP Datacente
= stacenter Show Digplay Client Selector Menu

Dizplay Clients

ﬂj Training51
Auto-Hide Dizplay Client Selector Menu MO
@ Training52 .
: ) ' nable ScreenE dge Group Selection
=- l:l Display Clients Enable 5 Edge G Sel MO
. E Terminal Services Enable Tiling N
Uze Terminal Hotkeys MO
Q Terminal Shadow Instant Failover Hotkey Disabled
5 Workstation Group Hotkey - Mext Cortral+Page Down
=~ ﬂ TermSecure Users Group Hatkey - Previous Contral+Page Up
2 Adam Shiow Switch User Menu YES =
B 8 Baker o |Ls | | LlJ
For Help, press F1 ,_ v

ThinManager 4.1 Interface

ThinManager 4.1 added the Workstation Display Client to allow a workstation desktop to be ported to a
terminal. This could be an XP, Vista, or Windows 7 workstation and could be a virtual or physical device.
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2 System Overview

21 Quick Start Checklist

Microsoft

O Build a terminal server with the Microsoft Windows 2003 or 2008 Server operating system. Add
the Terminal Services/Remote Desktop Services Role. See Non-ThinManager Components.

O Create a Microsoft Licensing Server and add a TS/RDS CAL (Terminal Server/Remote Desktop
Services Client Access License) for each thin client. They also require a normal CAL. See
Microsoft Licenses.

O Create a Microsoft user profile for each terminal on the terminal server. Make sure that the user is
a member of the Remote Desktop Users Windows group. See Creating Microsoft User Profiles.

Q Apply appropriate security to each user profile using the standard Microsoft techniques.

ThinManager

O Install ACP ThinManager software onto a computer to create a ThinManager Server. See
Installation of ThinManager.

O Create a Master ACP License and add enough Product Licenses for each thin client. Activate and
apply to the TMS See Adding a Master License to ThinManager.

Hardware

O Establish the IP addressing scheme for the thin clients, Static IP or DHCP. See IP Address
Assignment.

a If using DHCP, configure Option 066 to list the IP address of the ThinManager Server. See
DHCP.

Q Attach the terminals to ThinManager by either:

0 Turning on the terminal and selecting the "Create New Terminal" option when the offline
terminals are listed.

0 Pre-creating the terminals in ThinManager and selecting the proper terminal name when
the terminal is turned on and offline terminals are listed.

Results

O Step 1: The clients will connect to the ThinManager Server and download the firmware and
configuration.

O Step 2: The configuration will send them to the terminal server to login and start a session.

Note: It is a good idea to schedule an automatic backup of your configuration. See Scheduling for details.
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2.2 Required Components

Thin Clients require a number of components to function properly. These include:
e Terminal Services from Microsoft (renamed Remote Desktop Services in Windows 2008 R2)
¢ Client Communication Protocol, either Microsoft RDP or Citrix ICA
e ACP ThinManager software
e ThinManager Ready or PXE Compatible Thin Client Hardware

e Standard TCP/IP network infrastructure

2.2.1 Windows Terminal Server Operating System

The first component is the Terminal Server. This is a computer with a version of Microsoft's Windows
2003 or 2008 Server that has the Terminal Services functionality activated. The operating system allows
multiple users to log into the server and run independent, isolated sessions. The operating system
controls the server, provides security, controls user access, and runs the applications.

The terminal servers need a Microsoft Terminal Services Licensing Server with Terminal
Services/Remote Desktop Services Client Access Licenses (TS/RDS CALs) added.

See Microsoft Licenses for details.

2.2.2 Client Communication Protocol

The second component is the Client Communication Protocol. The Client Communication Protocol is
the protocol used for client-to-server communications in the Terminal Services Environment. The protocol
handles all video, information, and user input such as keyboard and mouse input. This can be either the
default RDP protocol that is installed by default with any Windows Terminal Server operating systems or
an ICA protocol available separately from Citrix.

The RDP (Remote Desktop Protocol) is the Client-Communication Protocol that is included with
Microsoft Terminal Services and can be used by Thin Clients to connect to Windows 2000/2003/2008
Terminal Servers. The RDP connection to a Windows 2000 Terminal Server is limited to a 256-color
depth (8-bit) while the Windows 2003/2008 Server connection can be made at a higher color depth.

The ICA (Independent Computer Architecture) Protocol is available by installing and licensing a Citrix
component on the Terminal Servers.

2.2.3 ThinManager Administrative Software

The third component is ACP ThinManager software from Automation Control Products. ThinManager is
used to configure, manage, and control the ThinManager thin clients. Although ThinManager is treated as
a single entity, it really has two main components, the ThinManager interface and the ThinServer service.

e ThinServer is a service that is the engine of the program. It starts automatically, runs in the
background, and provides essential functions to control the thin clients. ThinServer is installed
during ThinManager installation if selected.

e ThinManager is the administrative software that facilitates the configuration and organization of
the thin clients. This is the visible component of the ThinManager software. ThinManager displays
information generated by ThinServer. ThinManager can be installed on any computer on the
network, including the terminal server.
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Note: ThinManager Server is used to describe a computer running ThinManager and ThinServer that
provides control and configuration to Thin Clients, even if the computer is a workstation.

One instance of ThinManager can provide client connection to several terminal servers. The thin clients
would boot from the ThinManager server but could be assigned to any of several terminal servers.

2.2.4 ThinManager Ready Thin Client Hardware

ACP ThinManager is designed to control and configure ACP Enabled Thin clients. These are
ThinManager Ready thin clients produced by a variety of manufacturing partners and displaying the
ThinManager Ready sticker. These devices have a ThinManager BIOS on board that allow them to
connect to a ThinManager Server and operate as thin clients without a hard drive or embedded operating
system.

ThinManager

DDGGG

O

v

THINMAMAGER READY
READY 0127833
ThinManager Ready Logos

ThinManager Enabled thin clients should display a ThinManager Ready Logo. The ACP website
(www.thinmanager.com) has links to the ACP Partners.

2.2.5 ThinManager Compatible Thin Client Hardware

ThinManager 5.0 introduced a PXE Server (Preboot Execution Environment) to the ThinManager System.
The PXE server has the ability to take generic off-the-shelf devices and have them boot the ThinManager
firmware to become full functioning ThinManager thin clients. These are called ThinManager Compatible
thin clients.

ThinManager Compatible thin clients do not have a distinguishing logo. See the list of tested and
compatible thin clients at http://www.thinmanager.com/complist/index.php.

22 e System Overview ACP ThinManager 6.0



2.3 Connection Overview

When a terminal is powered on:
e For ThinManager Ready thin clients:

e AnIP address is requested from a DHCP server by default. The DHCP server needs to
have Option 066 set to the ThinManager Server IP address and Option 067 set to
Ffirmware .acp to specify a ThinManager Server IP address. Units with the ACP
BootLoader 5.01 and later can use DHCP and have the ThinManager Server statically
assigned on the unit.

See DHCP Server Setup and Boot Process for details.

e Alternately, the terminal may be assigned a static IP address and the ThinManager
Server IP address.

e For ThinManager Compatible PXE thin clients:

e PXE clients must use DHCP.
ThinManager Compatible thin clients make a DHCP request for an IP address and make
a PXE request for a PXE server and boot file. These can come from a DHCP server or
ThinManager depending on system configuration.
See PXE Server Configuration Wizard for details.

e The terminal connects to the ThinManager Server to download its configuration.
e The ThinManager configuration will tell the terminal which terminal server to connect and login to.

e The terminal will connect to that terminal server and display the Windows login dialog box or will
automatically login with help from the ThinManager configuration.

e The terminal will create a session on the terminal server, allowing applications to run.

The Thin client can be assigned to a single terminal server, or it can be assigned to multiple terminal
servers in case of terminal server failure. Display Clients are groups of terminal servers that have added
functionality for the thin client.

2.4 Failover Overview

Server failures in any network or system can disrupt productivity and data management. ACP
ThinManager, version 2.3 and later, has a failover capability built into it that allows terminals to connect to
a secondary terminal server if the terminal server that they are logged into fails. This will lessen the effect
of server failures on the terminal server network. The terminals can detect the server crash, drop the
connection to it, and connect to a secondary server in seconds.

To initiate ACP ThinManager Failover protection, four steps are needed:

e Multiple Servers: The first step is to have multiple terminal servers, with appropriate
applications and licenses installed.

e Terminal Server Addressing In ThinManager: When configuring the display clients to use
individual terminal servers, list the terminal servers, in the order of preferred connection, in
ThinManager. Upon boot, each terminal will try to connect to the first server in the list (the
primary server). If it is not available, it will try the next on the list (a secondary server) until a
connection is made.

When using a SmartSession Display Client the terminal will connect to the terminal server
with the lightest load.
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e Sufficient Memory: The third step is to have sufficient memory capacity on the servers to
accommodate the addition of terminals during failover. If you do not plan for the extra
capacity, the servers can be taxed with the addition of the new terminals.

e User Permissions: Each terminal server needs the appropriate Windows 2003/2008 user
profiles and permissions. The terminals will not log into a secondary session unless it has a
user profile on that server.

ACP ThinManager allows the use of several terminal servers, defined as the primary and as backups. If
the primary terminal server fails, the thin client will detect the server failure and will initiate a new session
on a backup server. This allows the operator to continue their work and minimize the effect of a server
failure.

ket Clisplay Client Wizarg ; &J
Cisplay Client Members W
Belect the Temina Servers for this Display Client. ' ‘
==
Fvailable Termingl Servers Selected Teminal Servers i
Peack23 (10.7.10.23 Blue21 (10.7.10.21)
Green22 (1077022 F S
4
e w
Edr Server Ligt

< Back Next > Finish Cancd Help ‘

Failover Configured for Display Clients in the Display Client Wizard

Failover when using Display Clients is configured in the Display Client Wizard by adding multiple terminal
servers to the Display Client. See Display Client List for details.

Instant Failover is an advanced configuration of failover. The terminal will log into two terminal servers
and start a session on each one. The primary session will be displayed, with the secondary session
cascaded behind it. If the primary terminal server fails, the terminal will switch focus to the already
initiated secondary session and display the secondary session, saving the time needed to switch terminal
servers and load applications.

See Instant Failover for further details.
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2.5 MultiSession Overview

MultiSession is the ability for a Terminal to display several Display Clients at one time. Normally the
Display Clients are cascaded with only one active at a time. Tiling allows a thumbnail of each Display
Client to be displayed at the same time.

o Terminal Configuration Wizard p—— [&l

Cizplay Client Selection (.y
Ve

Select the Display Clients to use onthis terminal .

Avdlable Display Clients Selected Display Clients
i ?Calculatnr

il pairt_IF

Edit Dizplay Clients Ovemde

= Back Mext = Finish Cance Help

Display Client Selection Page of Terminal Configuration Wizard

MultiSession is initiated by adding multiple Display Clients on the Display Client Selection page of the
Terminal Configuration Wizard.

See SessionTiling Options for details.

2.6 MultiMonitor Overview

MultiMonitor is the ability of some thin clients to use up to five monitors on the thin client. These monitors
can be used to display single screen Display Clients or the monitors can be merged to form spanned
windows of two or more monitors.

The MultiMonitor function can be applied to the WinTMC client running on a Windows PC with multiple
monitors.

Note: MultiMonitor requires the usage of Display Clients instead of using individual terminal servers.
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See MultiMonitor for more details.

2.7 TermSecure Overview

TermSecure is a new ThinManager feature that allows users to logon to a thin client and access user-
specific or terminal-specific Display Client. This does not replace the Windows logon but adds an
additional layer of security and control.

Terminals and Display Clients can be assigned Access Group permissions. A TermSecure User can use
those terminals and Display Clients only if the TermSecure User has been assigned to the same Access
Group Display Clients

TermSecure has two main attributes:

e SecureAccess: Manages user access to terminal servers and sessions through ThinManager
authentication and group permissions.

e SmartContext: Allows the movement of the display of a TermSecure User’s terminal server
sessions between multiple thin clients; initiated by either manual login or the use of an
authentication device. This allows a user to leave one terminal, logon to a different terminal, and
reconnect to their session, essentially having the session follow him from terminal to terminal.

TermSecure logins can be initiated by a manual login or by the use of an ID device like USB drives or
ProxCards for login.

See TermSecure User Configuration Wizard for details.

Note: TermSecure requires the usage of Display Clients instead of using individual terminal servers.

2.8 PXE Boot Overview

PXE (Preboot Execution Environment; sometimes pronounced "pixie") is an environment that allows a
computer to boot over a network. ThinManager provides a complete PXE boot environment that does not
require any additional software components. The ThinManager PXE Server conforms to version 2.1 of the
Intel PXE boot specification.

The Thin Client computer must be capable of PXE Booting. Most standard BIOS ROMS include a PXE
Option ROM. In order to PXE boot, the PXE Option ROM must be enabled in the BIOS. The PXE boot
method (boot from network) should be set to first in the boot order. Disabling the other boot devices in the
BIOS will ensure that the unit will only boot via PXE.

See PXE Server Configuration for more details.
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3 Installation of ThinManager

3.1 Standard ThinManager Installation

3.1.1 Windows Server 2003

Note: The installation of the latest Microsoft .NET Framework may require a restart.

ThinManager can be installed on a Windows server or a workstation (NT 4.0 SP5 and later). On Microsoft
Windows 2003/ 2008 Servers, software needs to be added in the Install Mode through the Control

Panel > Add/Remove Programs. Failure to use the Install Mode can prevent an application from working
properly.

Select Start > Settings > Control Panel > Add/Remove Programs to open the Add/Remove
Programs dialog box.
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& add or Remove Programs =]

Add a program From CD-ROM or Floppy disk
To add a program from a CO-RiOM or Floppy disk, click COor Floppey e
Gl il

Add programs From Microsoft

“ To add new Windows Features, device drivers, and swstem updates over the Internet, click windows Update |

Windows Lpdate

Add/Remove Programs

Select the CD or Floppy button on the Add/Remove Programs Properties dialog box to open the
Installation wizard. The wizard will prompt for the insertion of the ThinManager CD. When the CD is
inserted, the wizard will ask for the path to the setup program.
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Loak in: I@Thinh’lanager (F:] Q2 e

My B
[] [ul}

Deszkiop

Y

Documentakion
Terminal Monitor Ackives

by Documents

¢

ky Computer

File narme: I j Open
- Cancel |
J s

Filez af wpe: ISetup Programs

Install CD File System

The ThinManager CD has 4 folders.
e Documentation — This folder contains a copy of this documentation in *.pdf format.

e Terminal ActiveX — This folder contains the Terminal Monitor ActiveX and companion
documentation. See TermMon ActiveX Control for details.

e ThinManager— This folder contains the ThinManager setup program.

e WIinTMC - This folder contains the WinTMC setup program. See WinTMC Installation for
details.

Browse to the setup.exe file in the ThinManager folder to install ThinManager.
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Run Installation Program |

If thiz iz the correct installation program, click Finish. To
ztart the autamatic zearch again, click Back. Tao manually
zearch faor the inztallation program, click Browse.

Open:

"F:AThintanager haetup.exe' Browse. .. |

¢ Back

Cancel |

Run Installation Program Window

Once the ThinManager setup program is selected, select Next to continue the installation.
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ThinManager Setup E

Welcome to the ThinManager Install Wizard

THINMAMNAGER

ThinManager Setup Wizard

The ThinManager Setup Wizard will lead the user through the installation process.

Select Next to continue.
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ThinManager Setup

License Agreement
Ple ead the following lic

Automation Control Products
End-Uzer License Agreement

THIS IS & COMTRACT. PLEASE READ IT CAREFULLY BEFORE COMPLETIMNG THE
INSTALLATION PROCESS AMD USIMG THE SOFTWARE. IF¥0U DO MOT AGREE “ITH
THE TERMS AWD COMDITIONS OF THIS AGREEMENT, %OU %/ILL MOT BE ABLE TO
IUSE THE SOFTWARE. IFY0OU DO MOT ACCEFT THIS AGREEMEMT AND HAVE PROOF
OF PAYMENT, vOU MAY RETURN THE UMUSED SOFTWARE TO THE LOCATIOMN AT
WHICH Y'0U ACQUIRED IT WATHIM THIRTY [30) DAYS FOR A REFUIND OF THE
LICEMSE FEE.

il Drefinitionz
THINMANAGER [a] "Mat For Resale [MFR] Yersion' means a version of the Automation Contral Products
[ACP] Product, =0 identified, to be used for review and evaluation purpozes, only.
[b] "ACP" means Automation Contral Productz, Ine. and its icensars, iF any.
[c] "Software" means the programs supplied by ACP herewith, and any and all updates

End-User Licensing Agreement

Read the End-User Licensing Agreement (EULA). If you agree to the conditions, select Yes to continue.
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ThinManager Setup E

Applications

. ThinServer Install
Thinkd anager Utiltiez

tliiation Folder

uired on [: 0 k.

InskallShield

Application Selection

The installation wizard will display the components of the ThinManager installation. Although
ThinManager appears to be a seamless program, it has two major components and utilities.

e ThinManager is the graphic user interface. It is installed to view and control the program.

e ThinServer is the engine that drives the program. It is a vital component that needs to be
installed with ThinManager to allow thin clients to boot and be configured. ThinServer is the
component that requires licensing. It is separated from ThinManager in the installation to
allow additional instances of ThinManager to be installed for remote administration.

e ThinManager Utilities includes tools like the touch screen calibration program. These
utilities need to be installed on every terminal server that have clients with touch screens
connected to them.

Note: If touch screens are being used with thin clients, the ThinManager Utilities program needs
installed on every terminal server to provide the Calibrate Touch program for connected thin clients.

The Browse button will allow the user to change the path to the folder where ThinManager will be
installed.

Check the desired components and select Next.
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ThinManager Setup

Inztall Wizard Complete

Thinkd anager Installation is complete

THINMANAGER

Cancel

Installation Wizard Completion

When the wizard has finished select the Finish button.
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After Installation

After inztallation, pleaze click Mext.

Cancel

After Installation Dialog

After the ThinManager Setup wizard has finished, one needs to complete the installation through the
Microsoft dialog boxes.

Select Next to continue.

Finish Admin Install

YWhen the installation has ended [succeszfully or not],
pleaze click the Finizh button ar the Cancel button, DO

MOT CLICK. THE BUTTOMNS BEFORE IMSTALLATIOMN
HAS EMDED!

< Back Cancel

Finish Installation

Select Finish to complete the installation.

ThinManager now needs licenses installed. See Licensing ThinManager for details.
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3.1.2 Windows Server 2008

Note: The installation of the latest Microsoft .NET Framework may require a restart.

It is a common practice to install ThinManager on a terminal server but ThinManager is independent of
terminal services and doesn’t need to be installed on a terminal server.

Applications on terminal servers need to be installed in the Install Mode. Open the Control Panel and
click on the Install Application on Terminal Server icon to start the installation wizard.

£

Install
Application aon
Terminal
Server

Figure 1 - Install Application on Terminal Server Icon

Once the wizard begins navigate to the ThinManager Setup . exe program and continue with the

wizard as described in Licensing ThinManager. ThinManager will install a 32-bit version on 32-bit
operating systems and a 64-bit version on 64-bit operating systems.

The Install Mode can also be entered by typing change user /Zinstall atacommand prompt.
You can then run the S€tup . exe to install ThinManager.

Type change user /execute when finished installing to leave the Install Mode.

See Allow Inbound Traffic to Firewall for details on configuring the 2008 server to allow connections.

3.2 WInTMC Installation

The WinTMC program is a terminal client that is installed on a PC. When the WinTMC client is run it
connects to a ThinManager Server, receives its configuration, and then connects to a terminal server and
launches a session. The session is then displayed in the WinTMC client as a window or as a full screen,
bringing terminal server computing to PCs.

Note: Do not install WinTMC on a ThinManager Server. The two programs will compete over the 2031
port.

The WIinTMC client needs to be installed on each PC that it is run on.

Note: Although PCs don’t have as strict a requirement as terminal servers; it is a good idea to install the
WinTMC client using the Add and Remove Programs feature.

The ThinManager Install CD contains the installation for the ThinManager program and the WinTMC
client. To install the WinTMC client on a PC select Start > Settings > Control Panel > Add/Remove
Programs to open the Add/Remove Programs dialog box.
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& add or Remove Programs =]

Add a program From CD-ROM or Floppy disk
To add a program from a CO-RiOM or Floppy disk, click COor Floppey e
Gl il

Add programs From Microsoft

“ To add new Windows Features, device drivers, and swstem updates over the Internet, click windows Update |

Windows Lpdate

Add/Remove Programs

Select the CD or Floppy button on the Add/Remove Programs Properties dialog box to open the
Installation wizard. The wizard will prompt for the insertion of the ThinManager CD. When the CD is
inserted, the wizard will ask for the path to the setup program.
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Install CD File System

The ThinManager CD has 4 folders.
e Documentation — This folder contains a copy of this documentation in *.pdf format.

e Terminal ActiveX — This folder contains the Terminal Monitor ActiveX and companion
documentation. See TermMon ActiveX Control for details.

e ThinManager— This folder contains the ThinManager setup program.
e WIinTMC — This folder contains the WinTMC setup program.
Browse to the setup.exe file in the WinTMC folder to install the WinTMC client.
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Run Installation Program |

If thiz iz the correct inztallation program, click Mest. To start
the automatic search again, click Back. Ta manually
zearch faor the inztallation program, click Mext,

Open:

bandardWCD |hetallWwWinT MChsetup exe Browse. . |

¢ Back I Mest > I Cancel

Run Installation Program Window

Once the WIinTMC setup program is selected, click the Next button to continue with the install.
WinTMC Setup E |

Welcome to the InstallShield Wizard for WinTMC

The InstallShield Wizard will ingtall WinTMC on pour
computer. To cantinue, click et

¢ Back

Cancel |

WIinTMC Setup Wizard

The WinTMC Setup wizard will launch. Select Next to continue.

ACP ThinManager 6.0 Installation of ThinManager e 39



WinTMC Setup |

Licenze Agreement =",
Pleaze read the following license agreement canefully. I - -

Prezs the PAGE DOWMN ley to zee the rest of the agreement.

|!f-‘n.ut|:|mati|:|n Contral Products 3
End-Llzer Licenze Aareement

THIS IS A COMTRACT. FLEASE READ IT CAREFULLY EEFORE COMPLETIMG THE
IMSTALLATION PROCESS AMD USIMG THE SOFTWARE. IF w00 D0 MOT AGREE

WITH THE TERMS AND CONDITIOWNS OF THIS AGREEMEMT . vYOU WILL MOT BE

&BLE TO USE THE SOFTWARE. IF ¥'OU DO HOT ACCERPT THIS AGREEMENT AND
HAVE PROOF OF PAYMENT, vOU MAY RETURM THE UMUSED SOFTWARE TO

THE LOCATION AT WHICH %¥0OU ACQUIRED IT WATHIM THIRTY [(30) DaY'S FOR &
REFUMD OF THE LICENSE FEE. ;I

Do wou accept all the termz of the preceding License Agreement? [F pou Frirkt |
gelect Ma, the zetup will cloze. Taoinstal '#finT MC, vou must accept thiz i

agreement.
| rztallShield

< Back ez Mo |

License Agreement

Read the End-User License Agreement (EULA). If you agree with the conditions select Yes to continue.

WinTMC Setup E2 |

Choosze Destination Location - .

Select folder where zetup will install files. l .

Setup will install WinTHMC in the following folder.

Toinztall ta this folder, click Mest. Taoinstall ko a different folder, click Browse and select
anather folder.

D Sdutomation Control ProductziiafinT kT Browse... |

| etallShield

|' Destination Folder

¢ Back

Canicel |

Choose Destination Location
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The Browse button will allow the user to change the path to the folder where the WinTMC client will be

installed.

Select Next to continue.

WinTMC Setup |
Select Features W
Select the features setup will install I o
Select the features you want to install, and deselect the features you do not want to inztall,
— Dezcription

WinTMC Shadow Service ok

Space Required on D; 0k

Space Available on D 4717360 K.
|mztallShield

< Back Mest » | Cancel |

Feature Selection

The WinTMC installation program has two options.

e WiIinTMC - This is the client application that needs to be installed to use the client.

e WinTMC Shadow Service - This optional program allows the PC to be shadowed from within

ThinManager by authorized users.

Note: The WinTMC Shadow Service will function even when the WinTMC isn’t active.

Select the Next button to continue with the WinTMC installation.
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WinTMC Setup |

InstallShield Wizard Complete

The InzstallShield \Wizard haz succezsfully installed WinT MC.
Click. Firizh o exit the wizard.

Eancel |

WinTMC Installation Completion
When the wizard has finished select the Finish button.

After Installation |

After inztallation, pleaze click Mest.

< Back

Cancel |

After Installation Dialog

After the WinTMC setup wizard has finished, one needs to complete the installation through the Microsoft
dialog boxes.

Select Next to continue.
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Finish Admin Install |

"W'hen the inztallation haz ended [successfully or not),
please click the Finizh button ar the Cancel buttan, DO

NOT CLICK THE BUTTOMNS BEFORE INSTALLATIOMN
HAS EMDED!

¢ Back

Cancel |

Finish Installation

Select Finish to complete the installation.
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4Licensing ThinManager

4.1 ThinManager Licensing

ThinManager 5.0 introduced changes in licensing.

Master Licenses — Each ThinManager Server or synchronized pair of ThinManager Servers use a single
Master License to contain the product licenses. Product license codes of individual license components
are added to the master license. When the master license is activated the product licenses are included
in the activation and a single master license file is downloaded, containing the functionality of the member
component licenses.

The master license can be for a single ThinManager Server or for a Mirrored Redundant pair of
ThinManager Servers, or a fully redundant pair of ThinManager Servers, depending on the component
licenses. See Redundant ThinManager Servers for details on Stand Alone, Mirrored, and Fully
Redundant systems.

4.1.1 Standard Licensing

Product Licenses — Product licenses are the licenses that are added to the Master License to provide
the needed functions. The Product Licenses are:

e Terminal Connection License — This is the main product license that allows a terminal to
receive its configuration. It is needed by every terminal.

e MultiMonitor — This product license, with a Terminal Connection License, allows a
specialized thin client to use up to five monitors on a single thin client. See MultiMonitor for
details.

e WIinTMC - This product license, with a Terminal Connection License, allows ThinManager to
manage the RDP connection and terminal services experience of a PC. See WinTMC Fat
Clients for details.

e TermSecure — This product license enables additional security features for users. It can be
used to grant them special access to hidden applications or allows access to a user’s
application from any terminal in the system. See TermSecure for details.

TermSecure licensing is per-user licensing. Each instance of ThinManager will install with
licensing for five users of TermSecure included. Additional TermSecure product codes can be
purchased to increase the number of TermSecure users beyond the initial five users.

Components included in the ThinManager Terminal Connection Licenses include:
e MultiSession
e SmartSession

e Instant Failover
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¢ Redundant Ethernet

e Share Keyboard and Mouse

4.1.2 XLi Licensing

XLi Licenses are added to a master license the same way as standard licenses. XLi licenses include all
features from the standard licenses plus MultiMonitor, WinTMC, Term Secure, and PXE Boot.

4.1.3 Master License Advantages

The use of a Master License means that there is one license for the ThinManager Server. You only need
to activate and transfer one master license if you need to decommission an old ThinManager Server and
build a new one.

New license components get added to the master license and the master license is re-activated and re-
applied to the ThinManager Server.

4.2 License Activation

4.2.1.1 Installation

Install ThinManager on a computer or on two computers if you have redundant or mirrored Terminal
Connection product licenses.

See Installation of ThinManager and Redundant ThinManager Servers for details.

4.2.1.2 Synchronization
Synchronize the ThinManager Servers if you are using redundancy or mirrored redundancy.
See Automatic Synchronization for details.

4.2.1.3 Online Activation

Go to www.thinmanager.com and follow the links to the License Activation to activate the license.
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[ =] B

¥4 ThinManager 4 License Ho \

« C' | 3 nttps;//secure.randombytes.com/ IM4_License/ Dy A

ThinManager Licensing

Not legged in ThinManager License Activation
Login We comel ¥You may activate your ThinManzger licences fram this site by legging in with your
New User ThinManager username & password thatwas emailed to you from

licenses@hinmanager.com.

This system can be used to activale licenses for ThinManager version 4.C and newer. Fo~ help
creating and activaing master licenses, refer to our license support at

nttpd e thinmanaaer.com/technotes! If you are running an older version of thinmanaaer,
please visil hitps:/isecure randombytes.com/TM_Licensel to activate your licenzses

NOTE: Software must be register=d to the END USER. If you are an integrator or distributor,
entzr the company name and location where this licensz is being activated.

If you do nat have auser name & password click on Mew User to create an account.

If ycu have “orgotten your user name or password click hes to receive a Fasscode via e-mail.

License Activation Site

Login with an existing account or use the New User link to create a new account.

4.2.1.4 New Account

An account can be created on the license site by selecting the New User link.

[ P ——]

Fad Mew User Registration \

- C | & hitps://secure.randombytes.com/TM4_License/Newlser D A

ThinManager Licensing

Not legged in Create a new User Account

Login Please enter your email address.
New User

New User Entry

Enter your e-mail address to start the creation process.
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| Fad New User Registration

& C | 8 htips//secure.randombytes.com;/TM4_License/NewUser Qv A ‘

ThinManager Licensing

Not logged in New User Information Form

Login
MNew User Please take a moment to complete the registraticn form below. After your submic the completed form, you'll
automatically be emailed your user name aong with an assigned password from licenses@ihinmanaoer com.

Please enter User Information

User Name user@thinmanager.com

m

First Name | Thir ' =
Last Name Man

Company lACF‘

Title Director |
Addrecs 1 .‘11'25 Windward Ccncoursa

Address 2

a1 L A 1

New User Information Entry

Enter the required information and select the Submit button.

A password will be sent to the e-mail address that allows access to the site.
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4.2.1.5 Login to Site
Select the Login link to enter the site.

| ¥ad Thinmanager License Logir

&~ Ca https://securerandombytes.com/ T4 _| ir

ThinManager Licensing

Not logged in ThinManager License Activation Login
Login
New User Enter your ThinManager user name & password that was emailed to you

from licenses@thinmanager.com,. Once you log in, you may download
your ACP dctivation | icense fila.

Usen
Name |
Email
Address

user@thinmanagzar.com

Password |sssess

Login

Lo you nzed help logging in?
|3 3 T

| forgot my Lsername or password.

Login

Enter the e-mail address used in the creation of the account. Enter the password that was sent to that
account to login to the site. Select the Login button.

[ o o [
| ¥ad main \
« C' | & hitps://securerandombytes.com/TM4_License/main O A

ThinManager Licensing

Logged In: Thank you for logging in.
user@thinmanager.com Yo may rreate a Mastar | imense by dicking on Create Maste-|icanze Yo may activate your ThinManager license by “lickirg
Logout on Activate Master License.
User For help ceating and activeting master licenses, refer to our | cense support al hitpiivew.thinmanager.comitechnotes! or
refer to the Instzllation Guide thalwas ncluded with the CD

Manage Account ) _ . _ ) _

Create Master License Youmay elso change your account information by clicking on Manage Account. And you may view a history of your account
Add Product License activity by clicking on History

Activate Master License
Manage Master Licenses
History

Support
Tech Support
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License Site Main Screen
The ThinManager Licensing site has a sidebar with 6 functions:
e Logout — This will log you out of the site and end your session.

e Manage Account — This allows you to change the details of the account, like address and
phone number. It also has a link that allows you to change the password to one of your
choosing.

e Create Master License — This creates the Master License that acts as a shell or container to
hold the individual license product codes.

e Manage Master License — This allows you to add the product license codes of the individual
license components to the master license.

e Activate Master License — This allows the master license to be activated and downloaded
for installation.

e History — This shows the history of actions taken by the user.

4.2.1.6 Creating a Master License

Select the Create Master License link to initiate the creation of a master license.

Ve Creatz o master license for

&« C' | & hitpsi//securersndombytes.com/TMA_License/Masterlicense/Createlicense @ A

ThinManager Licensing

Logged In: [View Licenses] [Creale
user@thinmanager.com

lew] [Activate]

Create New Master License
Logout
ThinManager System Description

User
R Site Descripfion (shown in title bar)
Create Master licanse
Add Product License Company Name ACP
Activate Master License
Manage Master Licenses

e Company Address 1725 Windwa'd Cocourse
| Support City Alpharetta
Tech Support State GA
ZipiPostal Code 30005
Country linted States
'@ None
License Redundancy () Full Redundancy
") murrored Hedundancy

Create Master License

Enter a description of the license for your usage in the Server Name/Server Description field.

Select the redundancy level that matches the redundancy level of your Terminal Connection product
license and select the Submit button.
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| P Creatz a master licenseforr

« C | G https;//securerandombytes.com/TM4_License/MasterLicense/Createlicense O A

ThinManager Licensing

Logged In: [View Licenses] [Creats New] [Activate]
user@thinmanager.com
Logout License Number 72C7-CD2F-B19B-ASEF
Server Description Produaction Servers
User ThinManager Site Description

Manage Account Company ALH

Create Master License = -
i Prodict Picense AF!dress 1725 Windwzrd Concourse
Activate Master License City Alpharetta
M?nage Master Licenses Stato oA
Hnlony: ZipiPostal Code 30008
Country United Stales

Support

PP Redundancy nane
Tech Support Has Support No

Master License Information.

The site will create a master license and display the information for you. It is useful to print this page for
your records.

4.2.1.7 Manage Master Licenses

Use the Manage Master License link to add product licenses to the Master License.

| ¥ View Master Licenses

€« C' | & hitps.//securerandombytes.com/TM4 _License/MasterLicense/MasterLicense/View DA

ThinVianager Licensing

Logged In: [View Licenses] [Create Hew] [Activate]

user@thinmanager.com i i
View Master Licenses
Logoul

Master License Number Description Creation Date

User

Activate License || Reactivate License || Add Product License | Edit License || 72C7-CD2F-319B-ASEF ([ Production Severs | 042212012

Manage Account

Create Master License
Add Product License
Activate Master License
Manage Master Licenses
History

Support
Tech Support

View Master License

Selecting the Manage Master License link will display the master licenses.

e Download File — This link will download the master license file once the product codes of the
component licenses are added. The Master License needs to be activated before
downloading. If this link is selected before activation it will prompt for activation.

See Download the Master License for details.
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e Add Product License — This link will allow a product code of a license to be added to the
master license.

See Add Product License for details.
e Edit License — This link allows the descriptions of the master license to be edited.

e Master License Number — This link displays the master license details.

4.2.1.8 Add Product License

The Master License needs the product license codes of the component licenses to be added to the
master license. This is done by selecting the Add Product License link of the Manage Master License
page.

=Bl ﬂ
[ ¥ index_html X
€« C | & nttpsy//securerandombytes.com,/TM4_License/MasterLicense/ModifyLicense/addProductCode?masterlicense=72C7 D A

ThinManager Licensing

Legged In: [View Licenses] [Create New] [Activate]
user@thinmanagar.com . . : .
; Add Product License to Master License '72C7-CD2F-B19B-A5EF
_ogout
The License Number was provided with the ThinManager software. l should be on the insice, leftofthe CD case. Fitis
User missing, please contact your distributor. This numbser must be ypedin exactly as shown, with no spaces before orafter
it.

Manage Account

Create Master License
Add Product License
Activate Master License

Manage Master Licenses License Number
History

suppert

Tech Support

Add Product Code Window

Enter the product license code (license number) of the component license to the License Number field
and select the Submit button.

[=/@] = ]

| Fad Results

€« C | & hitps,//securerandombytes.com/TM4_License/MasterLicense/ModifyLicense/AddProductCode/Results?license=293 3D0FD-4DD0AALB&masterlicense=72C7-(@ ¥8 N l

ThinManager Licensing

Logged In: [View Licenses] [Create Hew] [Activate]
user@thinmanager.com
Logout Product License 2933D0FD-4DD0AA1B added to Master License 72C7-CD2F-B19B-A5EF
Click bther product license
User

Manage Account

Create Master License
Add Product License
Activate Master License
Manage Master Licenses
History

support |
i
Tech Support

Add Product Code Result Window
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When a product code of a license is successfully added to the master license the web site will show a
confirmation message.

Enter as many product codes as you have licenses to add to the master license.

The master license will need activation and downloading after each group of product licenses are added.

4.2.1.9 Redundant Master License with Non-Redundant Product Licenses

If you have non-redundant Terminal Connection Licenses you can add them to a mirrored or fully
redundant master license. When you add the product license it will ask which ThinManager Server you
want to apply the license to. Apply half to the Primary and half to the Secondary.

[o[=] s |
| ¥4 index_html
<« C' | & hitps://securerandombytes.com/TM4 License/MasterLicense/ModifyLicense/AddProductCode?masterlicense=72C7-CD2F 9% A |

ThinManager Licensing

Logged In: LView Licenses] |Lreate new| [Activate]
user@thinmanager.com
Select the target server for this product license
Logout
This master license is redurdant or mirrored, andthe product license is not. You must oick the server on which the
User product licenze will be installed

Manage Account
Create Master License
Add Product License

Activate Master License Master License Numbar 72C7-CD2F-B19B-A5SEF
Manage Master Licenses .
History License Number 2930D0FD-4DD0OAATB
Support Target Servar @ primary - -“'dm

Tech Support

Stand-alone License on a Redundant ThinManager Server

Once the product licenses are assigned to the target server it can be activated and applied.
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-

/ Vi Lizense Details \

€« C' | & hitps//securerandombytes.com/TM4_License/MasterLicense/View/LicenseDetails?number=72C7-CD2F-319B-A5EF S A

ThiniMlanager Licensing

Legged In: [View Licenses] [Create Hew] [Activate]

us-er@lhinmana er.com
9 License Details

Logout

License Number T2C7-CD2F-B193-A5EF

User Server Description Production Servers

Manage Account ) v
Create Master License Site Description
Add Product License
Activate Master License Created 04122/2012
Manage Master Licenses
History

Crcatcd By uscr@thinmanager.com

City/State Alpharettz/GA
LCisabled NO

Support
Tech Support

Activate Limit 1

Support Mene

Cescription Production Servers

Redundancy ful

[Edit] [Delete] [Remove Product License]

Product Licenses.

Product License Type count Redundancy Primary Secondary

2933D0FD-40D0AATB #Li License 25 none valid Invalid

O9E4ASEG-4E45A2BY #Li License 25 none Invalid Valid

Yo
Activations

llser kame Issne Nate Install IN

Stand-alone License on a Redundant ThinManager Server

Stand-alone Product Licenses applied to the Primary will show “Valid” for the Primary and “Invalid” for the
Secondary, and vice versa.
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4.2.1.10 Activate the Master License

The Master License needs activated and downloaded once the product license codes of the component

licenses have been added to the master license. This is done by selecting the Activate Master License
link of the Manage Master License page.

==
| Fad Activate Master License \

&= C | 8 hitps//securerandombytes.com/TM4_License/MasterLicense/ActivateLicense

ThinManager Licensing

Logged In: [View Licenses] [Create Hew] [Activate!
usergthinmanager.com . .
Activate Master License
Logout
Enter a master license number or pick from the list
User

Manage Account NMaster License Number
Create Master License
Activate Master License
Manage Master Licenses T2C7-CD2F-B19B-ASEF || Preduction Servers | 04/22/2012
History

B
Tech Support

Activate Master License Page

Selecting the Activate Master License link will display the Activate Master License page with a list of
all the master licenses that are registered to the person logged in.

Select the master license from the table or enter the master license number into the Master License
Number field and select the Submit button.
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| Fad Activate Master License

Legged In:

user@thinmanager.com

Logout

User

Manage Account

Create Master License
d Product License

e Master License
age Master Licenses
History

Suppart
Tech Support

€« C | & hitps//securerandombytes.com/TM4_License/MasterLicense/ActivareLicense?lic_num=72C7-CD2F-B19B-A5E

[View Licenses] [Create Hew] [Activate!

Activate Master License 72C7-CD2F-B19B-ASEF

Ente-the Installation Id for the Master License Acivation

The Installation ID is the number fom the bottarr ofthe _icensing dialog in ThinManager. Se ect Insfall-=Licenses o display the
Licensing dialog. This number must be typed in exactly as shown

Primary
Installation
D

Secondary
Installation
D

Site
Description

Company
Name

Company
Contact

First Name
Company

LContact
Email

Company
Address
City

Country

ACP
. Last
Thin s Man
user@thinmanager.com
1725 Wincward Concourse
Alpraretta State  GA

Uniced States

Submit

£LipiPostal
Code 30008

Activate Master License Page

Activation requires the entry of the Installation ID of the ThinManager Servers that the master license will

be installed on.

The Installation IDs will need to be added each time the Master License is activated or re-activated.
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P
Licensing

b azter License Mumber |nztall Licensze

Licensze Number | Description Redundancy | Expiration

|hztallaton [d-

[prirnary) |'I 388-4276-0A62-9FB5-3BED-OCO2

|1 388 4276 DARZ SFBE IBED DAEZ

License Deta Inztall Demo Code Skow Old Licenszes [Done

ThinManager Licensing Window with Installation IDs

The Installation IDs are shown on the Licensing window that is launched by selecting Install > Licenses
from the ThinManager menu.

Enter the required installation IDs into the Primary Installation ID field (and the Secondary Installation
ID field if needed) on the Activate Master License page of the License Activation web site.

Select the Submit button to finish the activation.
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42111 Download the Master License

Download the master license by selecting the Manage Master Licenses link from the main menu.

| ¥ View Master Licenses

ThiniVianager Licensing

Logged In: [View Licenses] [Create Hew] [Activate)
user@thinmanager.com
Logout

View Masler Licenses

Master License Number Description Creation Date

User

uct License | Editl cense | 72C7-CD2F-B19B-A5EF || Production Servers ||  04422/2012

Acivate License || Reactivate License || Ad

Manage Account

Create Master License
Add Product License
Activate Master License
Manage Master Licenses
History

Support
Tech Support

€« C' | & htps//securerandombytes.com/TM4_License/MasterLicense/MasterLicense/View D A |

Manage Master Licenses

Select the Download File link for the master license.

¥4 download

€« C| a8 hitps://securerandombytes.com/TM4 _License/MasterLicense/Activatelicense/download?licensefilename=TML

ThinManager Licensing

Legged In:
user@thinmanager.com Click the link below to download the license file.
ESGIE TlLicense 72C7-CD2F-B198-ASEF lic
User Motz: Come web browsers will change the name of the file as tis saved to the disk.

Thefilename mustbe keptthe same as shown above. Otherwise, Thinklanager may not recognize the license file
Manage Account

Create Master License
Add Product License
Activate Master License
Manage Master Licenses
History

Support
Tech Support

Master License Download

Select the link on the page to start the download.
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& Save As

X

e
s | @ « Local Disk () » Downloads » - | 4y | | Search Downloads 2 l
’)

File name: TMLicense_72C7-CD2F-B19B-ASEF

Save as type: ILicense

* Browse Folders

Save ] [ Cancel

4

File Download Window

The download will begin and prompt you to save the file. Do not save it directly into the ThinManager
folder but save it to a folder that is accessible from ThinManager.
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4.3 Adding a Master License to ThinManager

Licenses are added to ThinManager Servers by selecting Install>Licenses from the ThinManager Menu.

r B
Licensing

bl azter License Mumber J |nztall Licenze

Licensze Number Description Redundancy | Expiration

|nztallaton |d

[prirnary) ]'I 388-4276-0A62-9FB5-3BED-OCO2

ze [etai Inztall Demo Code Skow Old Licenszes [Done

Licensing Window — Single ThinManager Server

Single, unsynchronized ThinManager Servers will display the Installation ID for the local ThinManager
Server.
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Licensing
b azter License Mumber |nztall Licensze
License Mumber | Description | Redundancy | Expiration
- |nztallaton [d-
[prirnar] |'I388-42?E-D.&82-9FBE-EBED-DEDE
|'I 282 4276 DAEZ 9FBE JBED DAE2
Inztall Demo Code Skow Old Licenszes [Done

Licensing Window — Single ThinManager Server

Synchronized ThinManager Servers will show the Installation IDs for both redundant ThinManager

Servers. See Automatic Synchronization for details.
Select the Install License button to launch a file browse window.

-

|2
| Recent Places T
3 Recorded TV ‘
= Libraries
3 Documents
J’r Music
[ Pictures

E Videos

¥ad Open l_E_:;_l
@Uv| ) % Local Disk (E:) » Downloads » - |J-?| | Search Downloads 2 |
Organize v New folder g - m .;@.

0 Favorites 1 .6
Bl Desktop |Z] TMLicense 72C7-CD2F-B19B-ASEF
Downloads

File name: TMLicense 72C7-CD2F-B19B-ASEF - |T|"|ir'|Manager License Files V|

| Open

| | Cancel |

File Browser for License Files

Browse to the folder that the master license is saved in. Highlight the master license and select the Open

button to install the license.
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r B
Licensing

b azter License Mumber |nztall Licensze

Licensze Number | Description Redundancy | Expiration
293300FD-40D 0441 B ey Literiog T Neven
09E4A5E 6-4E 454289 Li License hore Never

Inztallaton [d-

[primnary] |'| 388-4276-DAR2-9FES-3BED-OCO2
]‘I IBEAZTE-DABZ-SFBE-IBED-DABZ

License Deta Inztall Demo Code Skow Old Licenszes [Done

Licensing Window with Licenses Installed

The master license will be displayed in the Master License Number field. The product code of each
component license will be displayed in the license window.

4.3.1 Delete License

The Delete License button will delete the Master License.
Delete Licemse | i

Are you sure you want to delete this master license?

fes Ma

Delete License Prompt

Selecting the Delete License button will open a Delete License window. Selecting Yes will delete the
license while selecting No will cancel the deletion and close the window.

4.3.2 License Detalils

The License Details button will open the License Details window with information about the Master
License.
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i I T
Licerse Details

LicenszMurrber 29330 IFD-L0 D084 TR -

Licens= 23 Terminal Zonnectior License r

Licens= 23 %LiLicerse

Licens= 23%/irTMC Conrection License

Licens= 23 TemmSecune Lizense =

Licensz 23 Mutibaontaor License

Inztallid 1388-4276-0AE2-3FBS-3BED-OCO2

Inztalld2

“erzion 5133

FedurdanceType  rone

L 1

ExpirationD ate Mewver i
] 8

Master License Details

The License Details window shows information about the master license, the activator of the license,
and the owner of the license on the Master License, License Activator, and License Owner tabs.

4.3.3 Install Demo Code

The Install Demo Code button will open the Install Demo Code window and allow a user to add a demo
code to give ThinManager temporary functionality.

' N
Install Demo Code I&
Wizt wi thinmananer rnm o receive A demn code o

will need the installation id from Thinkdanager.

Cancel

Enter the demo code from the Thinkd anager. com website

Install Demo Code Window

A Demo Code gives ThinManager temporary functionality, normally for 30 days.
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4.3.4 Show Old Licenses

The Show Old Licenses button will show ThinManager 3.X licenses in a Licenses Not Included in
Master License window.

i~ it

Licenses Mot Included in Master License = 2 |

Licenze Number | D escription |
2l icenses have been included in the master icense

]9

Not Included in Master License Window

The Not Included in Master License window shows licenses installed in previous versions on
ThinManager before the upgrade to ThinManager 5.

4.4 WinTMC Licenses

Each WIinTMC requires a Terminal Connection License and a WinTMC License. The product license code
for the WinTMC is added to the master license like other product license codes as described in License
Activation.

45 TermSecure Licenses

TermSecure is licensed on a Per-User License. Each ThinManager Server installation comes with a 5-
user TermSecure license. This allows you to try and use TermSecure with ThinManager before buying.

Additional user licenses for TermSecure can be purchased and added to the master license as described
in License Activation.
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4.6 Upgrading to ThinManager 5 from Older
ThinManager versions

Start the activation process by going to https://secure.randombytes.com/TM40 License. See Online
Activation for details.

Login to the license site. Create an account as needed. See New Account for details.

Select the Create Master License link to create a new Master License. See Creating a Master License
for details.

Select the Manage Master License link to view the master license. Select the Add Product License link
and add each of your current Product License Numbers to the newly created Master License. See Add
Product License for details.

The ThinManager 3.X Product License Numbers can be found by selecting Install > Licenses > Show
Old Licenses in ThinManager. See Show Old Licenses for details.

Activate the Master License once all the product codes are added. Select the Activate Master License
link to activate the master license. See Activate the Master License for details.

Once the Master License is activated it need to be downloaded and installed in ThinManager. See
Activate the Master License; Download the Master License, and Adding a Master License to
ThinManager for details.
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5Redundant ThinManager
Servers

5.1 Redundancy Overview

ACP uses the term Failover to describe having two or more terminal servers that the thin clients can
connect and run a session from.

ACP uses the term Redundancy to describe having two or more ThinManager Servers that the thin
clients can connect and receive a configuration from.

ThinManager can be installed in three modes:
e Single ThinManager Server
e Full Redundancy
e Mirrored Redundancy

Single ThinManager Server — No Redundancy: A system with a single ThinManager Server will have
all the terminals boot from that computer, receive their configuration, and then connect to the assigned
terminal servers. If the ThinManager Server fails the terminals will continue to function as designed
because they hold their configuration in memory. If the terminal reboots it will be unable to connect to the
failed ThinManager Server and will not receive their configuration or connect to a terminal server until the
ThinManager Server comes back online.

Full Redundancy — Two ThinManager Servers: A fully redundant system has two licensed
ThinManager Servers that are synchronized with the same configuration on each. The thin clients are
configured to boot from either ThinManager Server to receive their configuration. If the primary
ThinManager Server fails the terminals will continue to function as designed because they hold their
configuration in memory. If the terminal reboots it will be unable to connect to the failed primary
ThinManager Server but will switch and boot from the secondary ThinManager Server and will receive the
configuration and connect to a terminal server.

Mirrored Redundancy — Two ThinManager Servers: This is a form of redundancy that is controlled with
a mirrored license. You use two synchronized ThinManager Servers that the terminals can boot from as in
a fully redundant system. The difference is that administrative functions like shadowing and configuration
changes are limited to the primary ThinManager Server.

Mirrored redundancy is a means to provide a redundant ThinManager Server at a lower cost. It provides a
backup ThinManager Server to keep production running until a replacement can be found for the primary
ThinManager Server.

Note: All Enterprise licenses include Full Redundancy.
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5.1.1 Redundancy Differences
No Redundancy - Single ThinManager Server
e |Least expensive.

o If the ThinManager Server fails the thin clients continue to run from their configuration
loaded into RAM.

e |f the thin client reboots the thin clients cannot retrieve their configuration until the
ThinManager Server is restored.

e The Master License is created with “None” for its redundancy.
Mirrored Redundancy- Two ThinManager Servers
e Provides redundancy at a lower cost than full redundancy.

o If the ThinManager Server fails the thin clients continue to run from their configuration
loaded into RAM.

e Configuration changes can be made only on the primary ThinManager Server. If it fails
the thin clients are able to retrieve their configuration from the backup and run as
configured. Configuration changes must wait until the primary ThinManager is restored.

e The Master License is created with “Mirrored Redundancy”. It uses Mirrored Terminal
Connection Product Licenses.

Full Redundancy - Two ThinManager Servers

e |f the ThinManager Server fails the thin clients continue to run from their configuration
loaded into RAM.

o |f a ThinManager Server fails, the other ThinManager Server will provide configuration.

e The ThinManager configuration can be changed on either ThinManager Server at any
time.

e Requires a duplicate set of licenses on the backup ThinManager Server.

e The Master License is created with “Full Redundancy”. It uses Redundant Terminal
Connection Product Licenses.

5.2 Creating a Redundant Pair of ThinManager
Servers

To create a redundant pair of ThinManager Servers:
1. |Install ThinManager on two computers. See Standard ThinManager Installation.

2. Configure the thin clients on the primary ThinManager Server. See Terminal
Configuration Wizard.

Synchronize the two ThinManager Servers. See Synchronize Configuration.

Create a Master License with Full Redundancy and add a Redundant Terminal
Connection Product License or add two Terminal Connection Product Licenses and apply
one to the Primary ThinManager Server and one to the Secondary ThinManager Server.
See ThinManager Licensing for details.

5. Configure the thin clients to boot from two ThinManager Servers using the DHCP server
or static IP addressing. See DHCP Server Setup or Configuring New Hardware.

See ThinManager Licensing for details about Redundant License activation.
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5.3 Creating Mirrored Redundancy

Mirrored Redundancy provides redundancy at a reduced cost from full redundancy.

To set up Mirrored redundancy:
6. Install ThinManager on two computers. See Standard ThinManager Installation.
7. Synchronize the two ThinManager Server. See Manual Synchronization.

8. Create a Master License with Mirrored Redundancy and add a Mirrored Terminal
Connection Product License to the Master License. See ThinManager Licensing for
details

9. Configure the thin clients on the primary ThinManager Server. The configurations will be
transferred to the secondary ThinManager Server. See Terminal Configuration Wizard.

10. Configure the thin clients to boot from two ThinManager Server using the DHCP server or
static IP addressing. See DHCP Server Setup or Configuring New Hardware.

Administrative functions like changing configuration or shadowing can be only performed on the primary
ThinManager Server. If the primary fails the thin clients will continue running from their configuration
stored in memory. If they reboot they are able to retrieve their configuration from the backup and run as
configured. Configuration changes must wait until the primary ThinManager is restored.
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6 ThinManager Interface

6.1 Opening ThinManager

ThinManager is used for the configuration of Thin Clients in the ACP thin client environment.

ThinManager can be started using any of the traditional Windows methods, based on the administrator's
preference:

e Run from the Start Menu, Start > Programs > \Automation Control Products >
ThinManager or Run Start > Programs >\ ACP > ThinManager depending on the
installation folder.

¢ Run from the Run line, Start > Run > C:\Program Files\Automation Control
Products\ThinManager\ThinManager.exe (default path).

e Run from a command prompt, C:\Program Files\Automation Control
Products\ThinManager\ThinManager.exe (default path).

e Run from a shortcut on the desktop.

e Run from a ThinManager icon in the system tray, if this option is selected in View > Options
from the menu bar.

¢ Run from Windows Explorer.

Note: ThinManager can be run on a terminal with full privileges if the user is an administrator or a
member of the ThinManager Administrator’'s group. See ThinManager Server Configuration wizard for
details on ThinManager User Groups.
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6.2 ThinManager Graphic User Interface

Gt e T oloeey

Edit Manage Install Tools View RemoteView Help Menu Bar

E‘W C_obalt Configuration I Licensesi F'ru:upertiesl "v"ersicunsi S_I,Inu:hru:unizatiunl Tabs ! Report ll!__tj
- M Terminals -
ﬁ Dicolay Senvers Attribute | Y alue i
; piay Marme Cobalt

[ﬂ YCenter Servers
|:| Display Clients

b ﬁ Ferm sl Unknown Temminal Configuration

m

Require Paszword for Unknown terminalz MO

Allowy Autornatic Terminal Creation YES

Automatic Termnal Creation Mask AutaTerm =
Allowy OFf-line Replacement YES

SMTF Server

Thinkanager Server Start/Stop

Terminal Server Data Connection

Tree Pane Terminal On/0f Detail Pane
Terminal Maonitor Connection Events
Trrrivn =l T mnbimne mbiman Tl —anam X
1 | mn | F
|For Help, press 1 Status Bar Communication Indicator B8

ACP ThinManager Graphic User Interface

The ThinManager administrative interface provides "at-a-glance management”. The groups and
terminals are displayed in the tree pane. The configuration data is displayed in the detail panel. Color-
coded icons in the tree pane show the on-line status of terminals.

The sections of the ThinManager interface include:
e ATitle Bar with the standard Windows Minimize/Maximize/Close shortcut icons.
e A Menu Bar with commands.

e A Tree Pane with an expandable/collapsible tree showing the Terminals, Display Servers,
Display Clients, TermSecure Users on the ThinManager Server. Terminals that are on-line
have a green monitor icon, while stopped or rebooting terminals have a red monitor icon.

e Atabbed Details Pane with information about settings and configurations. The blue group
icon denotes a property that was obtained from the group. The details pane is tabbed for
organization. The tabs that are shown depend on the tree item that is highlighted.

e A Status Bar that shows advice and tips.

e The Communication Indicator shows green when ThinManager is talking to a
ThinManager Server. ThinManager will wait until this communication is finished before
processing additional requests.
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6.3 Tree Pane

The tree pane shows the members of the ACP Thin Client Network in an expandable tree.

Edit Manage Install Tools View RemoteView Help

w O,
E|'>ﬂ<’ Cobalt Canfiguration | Licensesi F'ru:upertiesl "v"ersicunsi S_I,Inu:hru:unizatiunl Ewent Lu:ugl Hepnrtl 1 I ’I
- M Terminals _
i : Attribute I Y alue -
ﬁ Display Servers —
: M arne Cobalt

é:ﬂ YCenter Servers

[+l Display Clients
Unknown Temminal Configuration
------- ﬁ TermSecure Users

Require Paszword for Unknown terminalz MO

m

Allow Autormatic Terminal Creation YES

Autamatic Termnal Creation bask AukaT erm

Allowy OFf-line Replacement YES

Event Configuration

SMTF Server

Thinbdanager Server Start/Stop
Teminal Server D ata Connection
Terminal OnA0f0

Terminal Monitor Connection Events

| T mrbimne mbiman Tl —anmm

I

For Help, press F1

ACP ThinManager with Tree

The Tree has five branches.

e Terminals — This lists terminal groups and terminals. Terminal groups can be expanded to show
member terminals and terminals can be expanded to show assigned display clients.

o Display Servers — This lists the display server types that can be used when configuring display
clients.

e VCenter Servers - This allows ThinManager to list and manage VMWare VCenter servers.

e Display Clients — This lists the display client types that can be added to a terminal configuration.
They can be expanded to show the members of each display client type.

e TermSecure Users — This lists configured TermSecure Users and any created groups of
TermSecure users.
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6.4 Icons

6.4.1 Tree Icons
Several of the menu tools and other features are dependent on what icon is highlighted in the tree.

The tree is divided into five branches, Terminals, Display Servers, VCenter Servers, Display Clients

and TermSecure Users.
;;2 TMServer
Ei ‘E! Terminals
@ i Display Servers
E!-] @ VCenter Servers
& [l Display Clients

- 8 TermSecure Users

Five Tree Branches

Each of the branches, shown as a blue icon, can be expanded.
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Edit Manage Install Tools View RemoteView Help
E|'>ﬂe Cobalt Config | F'ru:upertiesl Schedulel Llzers I Sessiunsl F'ru:u:essesl Graphl Evert Lo I ’I
= Q Terminals -
| Attribute | Yallue
E| @ DeskGroup
] Terminal Server ldentification
F- B Deskiz
EQ Deck03 Server Meme Peachz3
5 Calculsios IP Address 10.7.10.23

i ﬁ Motepad_55

EE % Paint_IF Terminal Server Configuration
. Q iTMC0G Cannecticn Types Supported Remate Desktop Protocal
.Q PXED4 SmartSession YES

G- [ WinTMCO05
= ﬁ Display Servers

Data Collection Update Times

E| ﬂ Terminal Servers
: E- B Bluent
. ﬂ Green2?

SmartSezzion Update Time
Process Information Update Time

Sezzion Information Update Time

8
5
8

: ﬂ Peachi3
EE Cameras

L B8 Cameralh
=- @ YCenter Servers
: EH- v
i [ Display Clients
E| ﬁ TermSecure Users

For Help, press F1

Expanded Tree Showing Icon Variety
Terminal Groups can be expanded to show the subgroups and terminals that are members of the group.
Terminals can be expanded to show the display clients assigned to it.
Display Clients can be expanded to show the members that are assigned to it.

TermSecure User Group can be expanded to show the TermSecure Users that are members of the
group.

Each of the branches of the tree can be expanded.
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6.4.1.1 ThinManager Server Icons

""D"AI

\&¢ ThinManager Server - Connected

000,
‘)?( ThinManager Server - Disconnected

ThinManager Server Icons

ThinManager can connect to several ThinManager Servers, but only one ThinManager Server tree can be
displayed at a time. The tree shows the local ThinManager Server by default. Other ThinManager Servers
can be added to the ThinManager Server drop-down box by selecting Edit > Add ThinManager Server
from the menu bar.

A Green ThinManager Server icon represents a ThinManager Server that has an active communication
link with the program. These can be collapsed or expanded to show the Group and Terminal icons that
nest under the ThinManager Server icons.

A Red ThinManager Server icon represents a ThinManager Server that is not communicating with the
program. Right clicking on a red ThinManager icon and selecting Reconnect will reinitiate
communications to the ThinManager Server.

6.4.1.2 Terminal Icons

The Terminals branch can be expanded to show Terminal Groups and terminals.
=E :.'%I..; Tir.ninals branch
E|...L?‘_rgdeermlnal Group

Off or Disconnected Terminal
Terminal loading firmware
Terminal waiting for Monitering connection
On and Connected Terminal
Terminal wilh TermSecure User logged in

Locked Terminal

Disabled Terminal

e - - - - B
[B 0 [ [ [ [

Group and Terminal Icons

A Group is represented by an icon of two monitors with a blue screen. Subgroups can be nested under
Groups.

A Terminal is represented by an icon of a single monitor.

e A Red terminal screen indicates that the Terminal is off or not communicating with the
ThinManager Server.

e A Purple terminal screen indicates that the Terminal is loading the firmware during the boot
process.
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e AYellow terminal screen indicates that the Terminal has loaded firmware, received its
configuration and is in the process of establishing a monitor connection to the ThinManager
Server.

e A Green terminal screen indicates that the Terminal is on and communicating with the
ThinManager Server.

e A Terminal with a Head icon indicates that a TermSecure User is logged onto the terminal. The
TermSecure User name will be displayed in parentheses.

e A Terminal with a Lock or a locked group icon means that that terminal or group is being
modified and cannot be changed by another user. If the Group or Terminal remains locked after
its configuration wizard is closed, it can be unlocked by using Edit > Unlock from the menu bar.

e A Terminal with a Red X indicated that an administrator has disabled the terminal.

Note: The purple and yellow screen will not be visible before the terminal has connected the first time and
is defined in ThinManager.

The purple and yellow screens are only visible during a reboot and not after a restart, as a restarted
terminal does not reload firmware.

The Terminal icon can be expanded to show the assignment of the terminal.

I—] H Terminal with individual terminal servers
— Ennd
- | ? Active session on terminal server

' :’-} Instant Failover hackup session

i f Mo session on terminal server

Terminal Assigned to Individual Terminal Servers

A terminal that is using individual terminal servers may expand to show a terminal server icon with three
connection states.

e Agreen lightning bolt indicates an active connection to the terminal server.

e Avyellow lightning bolt indicates an active connection that is cascaded in the background while
using Instant Failover.

e Ared lightning bolt indicates an inactive connection to the terminal server.
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‘—' L_&_]J Term3 Active Terminal
[_—_]E TSClient1 Terminal Services Display Client (foreground)
- ------ § T51 Terminal Server with active session
------ } TS2 Terminal Server with no active session
------ c_:,, T53 Terminal Server with Instant Failover session
E| @ CamClientl Camera Display Client (hackground)
D m Overlay_1 Active Camera Overlay
: ----- @ CamZ Active Camera
D @ Overlay_2 Active Camera Overlay
@ Cam3 Active Camera
|_:'_| Q ShadowClient1 Terminal Shadow Display Client {hackground)
@ Termz Shadowed terminal

Terminal using Display Clients

A terminal that is using Display Clients can be expanded to show the status of the Display Clients. The
Display Clients can be expanded to show the status of the Display Client members.

If a Group or Terminal is disabled using the Tools > Disable function, it will be displayed with a red X
over the terminal icon. An entire ThinManager Server or an entire Group can be disabled, but the
ThinManager Server icon and the Group icon will not show an X, just the terminal icons.

g Terminal Off and disabhled

g Terminal On and disabled

Disabled Terminal Icons

A Red terminal screen with a Red X indicates that the Terminal is disabled and is either turned off or
rebooted and waiting to be enabled.

A Green terminal screen with a Red X indicates that the disabling has been applied to the terminal that
is turned on. The terminal has a disabling screen and is waiting for enabling.

If a Group or Terminal is disabled using the Tools > Disable function, it will be displayed with a red X
over the terminal icon. An entire ThinManager Server or an entire Group can be disabled, but the
ThinManager Server icon and the Group icon will not show an X, just the terminal icons.

Once a terminal is disabled, a disabling screen will appear on the terminal until the terminal has been
enabled.
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Terminal DESE. dizabled by Sdminestrator

Disabling Screen

If a terminal is active when it is disabled, it will display the Disable Screen with a message indicating the
disabled status in the upper left corner.

ThinManager Client Z

Copyright 1335-Z008 Automation Control Products

been disabled on serwer GREEN

Disabled Terminal

If a terminal is booted when disabled, the boot process will be halted until the terminal is enabled.
See Disable Terminals for details.
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6.4.1.3 Display Servers Branch

The Display Servers section of the tree is where display sources are defined and configured. These
definitions will be used when defining a Display Client. Examples of Display Servers are Terminal Servers
and IP Cameras.

= ﬁ Display Servers
== i Terminal Servers

=- Tt

M- sz
- T3
= K8 Cameras

EIEQ Camaroupl
e Cami

...... Camz

...... Cam3

Display Servers Tree Branch

6.4.1.4 Terminal Server Connection Icons

The Display Servers Terminal Servers branch can be expanded to show the Terminal Servers that are
configured. The Terminal Servers can be expanded to show the member terminal servers. The member
terminal servers can be expanded to show the terminals connected to them. The monitor screen color
and the lightning bolt color indicate the terminal’s status on the Terminal Server.

5 Terminal Off - No Connection
,5 Terminal On - No Connection

% Terminal On - Background Connection {Instant Failover)

'% Terminal On - Active Connection

Terminal Server Connection lcons

The monitor screen color indicates the ThinManager Server connection status. The lightning bolt color
indicates the Terminal Server connection status.

¢ A Red monitor screen indicates that the terminal is off or unable to communicate to the
ThinManager Server.

e A Green monitor screen indicates that the terminal is on and able to communicate to the
ThinManager Server.

e ARed lightning bolt represents a lack of active connection to the terminal server.
e A Green lightning bolt represents a connection to the terminal server with an active session.

e AYellow lightning bolt represents a connection to the terminal server with a session that is the
backup session in Instant Failover mode.
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6.4.1.5 VCenter Server Icons

= i“s] VCenter Servers Tree Branch
[=|- (%} Defined VCenter Server

]_'[ Imported Datacenter
------ EL]_I Stopped Virtual Machine

""" Iﬁ| Suspended Virtual Machine
o ET_E- Running Virtual Machine

VCenter Server Tree Icons

6.4.1.6 Display Clients Branch

The Display Clients section of the tree is where the usage of a Display Server is defined. Display Clients
are added to the terminal configuration. Examples of Display Clients are Terminal Services Display
Clients, IP Camera Display Clients, Terminal Shadow Display Clients, and Workstation Display Clients.

El Bl Display Clients
El ﬂ Terminal Services

...... ; Terminal Services Display Client Icon

E Camera

...... @ Camera Display Client Icon

El Q Terminal Shadow

------- Terminal Shadow Display Client Icon
|':"| E Workstation

------- Workstation Display Client Icon

Display Client Tree Branch

6.4.1.7 TermSecure User Branch
The TermSecure Users branch can be expanded.
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= 8 TermSacure Users

Eﬁl Bob (Term3)
- [ TsClient2
El n Fred

FE- 4 TSClient1

TermSecure User Tree

The TermSecure User branch expands to show TermSecure User Groups.

A Two-headed icon represents a TermSecure User Group. This can be expanded to show member
TermSecure Users.

A Single-headed icon represents a TermSecure User. This can be expanded to show any Display
Clients that are assigned to the TermSecure User.

A Single-head with Terminal icon represents a TermSecure User that is logged in on a terminal. The
terminal name is shown in parentheses. This can be expanded to show any Display Clients that are
assigned to the TermSecure User.

A TermSecure User that is not active or logged into a terminal server will show the normal Display Client
icon.

A TermSecure User that is active and logged into a terminal will show an icon of the TermSecure User
head with the Display Client

6.5 Details Pane

The Details Pane has tabs to provide additional information. Highlighting different items in the tree will
display a different set of tabs and the corresponding set of information.

6.5.1 ThinManager Server Detail Tabs
Highlighting the green ThinManager Server will show:

e Configuration - These are the configuration parameters set in the ThinManager Server
Configuration Wizard and include the Event Messaging summary.

e Licenses - This displays the installed licenses, the quantity used and the quantity available.
ThinManager lists all the license files and identifies whether that are valid or invalid. This tab
will display licenses for both ThinManager Servers if the pair is auto-synchronized.

e Versions - This displays the version numbers of ThinManager, the firmware, and the
TermCap database.

e Synchronization — This will show the synchronization status of the ThinManager Server.
See Automatic Synchronization for details.

e Event Log - This displays events for the ThinManager Server. The events and duration are
configurable in the ThinManager Server Configuration wizard. See Event Selection Page for
details.

e Report — This will display the selected report for the ThinManager Server. See Reports for
details.
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IP Assignment — This will display the IP address, MAC Address, and Terminal name of PXE
boot clients when the ThinManager PXE Server is configured to assign IP addresses to
terminals. See PXE Server Configuration Wizard for details.

tad ThinManager v6.0 | o5 ﬁ

Edit Manage Install Tools View RemoteView Help
E|-.}3‘J Cobalt Eonfiguration] Licenses] Properties } Synchronizatiun1 Ewent Lu:ug] Hepu:-rt1 IF .ﬁ.ssignment]
H- M Terminals
. = i Attribwite |\-"a|ue |
ﬁ Display Servers i R o
: ermCa Er=ion :13:
G- (5} VCenter Servers . _ _
EI Display Clients Fackage B f?rmware vers?nn B.0.3
ﬁ S . P ackage b hrmware version 005
FE Book Loader Version 1.1
F=E Chain Loader VYersion 1.0
T hinServer Version wE.0
T hinserver Build o032
T hirM arnager Yersion ]
T hintdanager Build a0
\|For Help, press F1

w

ThinManager Server Tabs

6.5.2 Terminal Group Detail Tabs
Highlighting a Group will show:

Configuration - These are the configuration parameters set in the Group Configuration
Wizard and include Terminal Server assignments, video settings, and monitoring settings.
See Terminal Group Configuration Wizard for details.

Modules - This lists the assigned modules and parameters for the Group. See Modules for
details.

Schedule — This will display any events scheduled for the Group. See Terminal Schedule for
details.

Properties - This is blank for a Group.
Event Log - This is blank for a Group.
Shadow — This is blank for a Group

Report — This will display the selected report for the group. See Reports for details.
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¥ad ThinManager v6.0 -‘ L=
Edit Manage Install Tools View Remoteliew Help
=l ‘:ﬂ:' Cobalt Configuration  Modules ]Schedule1 F'ru:upe:rties1 Event Lng] Shadc\w] Hepu:-rti
Terminals
EI '&! | Attribte: | W alue
@J DeskGroup
.I,,,:!:,L TMCOE Installed Modules |
.I!%!l PYEDA Module RDP Serial Port Redirection Mody
. H WinTMCOS Download rdp_zernal.mod |
ﬁ Display Servers
() VCenter Servers Module Universal Sound Dinver
D Display Clients Dovunload zound. mod
ﬁ TermSecure Users Sudio Bandwidth [||:,l':". Dﬂl_'r'] HIGH
Sound In Sezzion EMAELED
| Terminal Sound Effects EMABLED
Ornly Play Sound in Foreground .. MO
Module K.ey Block Module
Dowrload key_block. mod bt
4 | i P
|| For Help, press F1

Group Tabs — Modules

6.5.3 Terminal Detail Tabs

Highlighting a Terminal will show:

e Configuration - These are the configuration parameters set in the Terminal Configuration
Wizard and include Terminal Server assignments, video settings, and monitoring settings.
See Terminal Configuration Wizard for details.

e Modules - This lists the assigned modules and parameters for the Terminal. See Modules for
details.

e Schedule — This will display any events scheduled for the terminal. See Terminal Schedule
for details.

e Properties - This shows the IP address, firmware version, make and model, CPU, memory
usage, Terminal Up Time, CPU load, and BootROM version of the Terminal.

e Event Log - This shows the terminal events and terminal configuration events for that
terminal, if event logging is enabled in the ThinManager Configuration Wizard. See Event
Selection Page for details.

e Shadow — This tab shows what the terminal is displaying on its monitor. Administrators can
interact with the session while ThinManager Power Users can view the session but not
control it. See ThinManager Security Groups for details.

e Report — This will display the selected report for the terminal. See Reports for details.

ACP ThinManager 6.0 ThinManager Interface o 81




¥ = B

Edit Manage Install Tools View Remoteliew Help

E'QE? Cobalt Eu:unfiguratiu:unl Mu:u:lulesl Schedulel F'ru:upe:rtiesl EvertLog Shadow | Hepu:-rti
El- M Terminals
El@ DeskGroup
- B Desk02
- B Desk03
+- . TMC06
B M pxEod
5 Calculator
g Motepad ¢
A Paint IF
- L WinTMCO5
[F]- i Display Servers
@ VCenter Servers
|:| Display Clients
ﬁ TermSecure Users

1 m | *

For Help, press F1

Terminal Tabs — Shadow

6.5.4 Terminal Server Detail Tabs
Highlighting the blue Terminal Server branch will show:

e Status - This shows the status of the communication connection between the local
ThinManager Server and the defined Terminal Servers and ThinManager Servers. This
shows whether the local ThinManager Server is able to retrieve the updated resource
information used in determining the SmartSession Server Ranking. See Terminal Server
Name Page for details.

e Summary - This will report information on the terminal servers like available memory, uptime,
CPU utilization, and operating system.

e Event Log - This shows the terminal events and terminal configuration events for that
terminal server, if event logging is enabled in the ThinManager Configuration Wizard. See
Event Selection Page for details.

The Connection Status of the Terminal Servers may have different messages:
e OK indicates a good connection.
e WTSAPI32.dll connection failed occurs when the terminal server is off or unreachable.
e The RPC Server is unavailable occurs when the terminal server is off or unreachable.

e No login information supplied indicates that the Terminal Server didn’t have a username
and password added in the Terminal Server List Wizard.
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e User specified does not have permission to connect indicates that the Terminal Server
had an invalid username and password added in the Terminal Server List Wizard.

¥=d ThinManager v6.0 = | B e

Edit Manage Install | Tools | View Remoteliew Help

EI%E'{" (Fuhalt Statuz l Summary I Event Log
[+ M Terminals

= i Display Servers

o

Terminal Server I Statug

: Blue1 ] 4

ﬁ Terminal Servers

; Greends Mo login information supplied
F- ] Blue2l
_i Greena? PeachZ3 |1zer zpecified [Peach23dog) does not have permizsi...
;jl Peach?3 Furple23 The RPC Server iz unavailable B00706ba

53 '_-J Purple29

Cameras

i Carneralh
YCenter Servers

Display Clients

TermSecure Users

v mm

4 Ll ]

For Help, presz F1

Terminal Servers Tabs — Status
Highlighting an individual Terminal Server will show:

e Configuration - This shows the installed Client Communication Protocols and the
SmartSession settings for the Terminal Server. See Terminal Server Capabilities Page for
details.

e Properties — This tab displays the server resource data like total memory, free memory,
uptime, and CPU speed.

e Schedule — This will display any events scheduled for the Group. See Terminal Server
Schedule for details.

e Users - This tab displays information from the Terminal Services Manager. It shows users
that are logged into the Terminal Server. Right clicking on a user will show options that allow
the session to be Reset (logged off), Disconnected, or have a message sent to it.

e Sessions - This tab displays information from the Terminal Services Manager. It shows users
that are logged into the Terminal Server. Right clicking on a user will show options that allow
the session to be Reset (logged off), Disconnected, or have a message sent to it.

e Processes - This tab displays information from the Terminal Services Manager. It shows the
processes running on the Terminal Server and can have them sorted by Session ID (users)
or Process Name. Right clicking on a process will give the option to kill the process.

e Graph — This tab will display the CPU usage and memory usage of the terminal server as a
graph. This graph can contain one hour of historical data.
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e Event Log - This shows the terminal events and terminal configuration events for that
terminal, if event logging is enabled in the ThinManager Configuration Wizard. Event
Selection Page for details.

e Connect — This tab will open a connection from ThinManager to the terminal server. This
session allows administrators to manage the terminal server from within ThinManager. See
Connect Options for details.

o Report — This will display the selected report for the terminal server. See Reports for details.

s

ket ThinManager v6.0 |.=-“:' E] %J‘
Edit Manage Install Teols View RemoteView Help
]5-‘-’( C_':'balt Canfig F'rl:upertiesl Schedule Ussrs ]Sessiuns] F'rl:ucesses] Graph ] Event Ll:ug] I:l:-nnect] Heport]
%L -DFT:;T;:E;ZNEE I zer | Session | Sessian ... | Stake | Imitial Program |
E| i o e Adrministrator Conzale 1] Active
.__1 Blue2l admin3 ROP-Topil 1 Active calc.exe
El Green2? admin ROP-Toptz 2 Active rmspaint. exe
M Peach2s admin2 ROP-Tcpa 3 Active calc. exe
E| &Y Cameras admin2 ROP-Topid 4 Active mzpaint. exe
&, o admink ROP-Tepls ] Artive mEpaint exe
- & VCenter Servers admink ROP-TcpHE g Active calc. exe
EE|'"|§| Display Clients adrnind ROP-Tepd3 7 Active calc. exe
Eﬂ---ﬁ TermSecure Users adrind ROP-Tep#10 g Active mapaint. exe
adming ROP-TopHll 9 Active notepad. exe
4 il ¢
| For Help, press F1

Terminal Server Tabs - Users

6.5.5 Modifying a Terminal

Modifying a terminal allows you to reconfigure the terminal or change group settings such as touch
screen usage, video resolution, or to assign it to a terminal server.

To modify a terminal open the Terminal Configuration Wizard or the Terminal Properties by either:

e Highlighting the terminal in the ThinManager tree pane by clicking on the terminal name or
icon and select Edit > Modify from the ThinManager menu bar.

e Right-clicking on the terminal icon in the ThinManager tree pane and select Modify.
e Double-clicking on a terminal icon in the ThinManager tree pane.

This will launch the Terminal Configuration Wizard, allowing changes to be made.

Note: The terminal will need to be restarted for the changes to take effect.
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6.5.6 Deleting a Terminal
A terminal can be deleted from the ThinManager by:

e Highlighting the terminal in the ThinManager tree pane and selecting Edit > Delete from the
ThinManager menu bar

e Right-clicking a terminal icon in the tree pane of ThinManager and selecting Delete
Terminal.

6.5.7 Restarting a Terminal
A restart will reload any changes to a terminal configuration or firmware without a cycling of power.
A terminal or group can be restarted by:

e Selecting Tools>Restart Terminal from the ThinManager menu bar. This will restart all the
terminals on the server if the server is highlighted. If a group is highlighted, all members of
the group will be highlighted. If a terminal is highlighted, the terminal is restarted.

e Right-clicking a ThinManager Server icon in the tree pane of ThinManager and selecting
Restart Terminals. This will reboot all the terminals in the tree.

e Right-clicking a group icon in the tree pane of ThinManager and selecting Restart
Terminals. This will reboot all the terminals in the group.

e Right- clicking a terminal icon in the tree pane of ThinManager and selecting Restart
Terminal. This will restart only the highlighted terminal.

6.5.8 Rebooting a Terminal
A reboot will cycle power to the terminal, reloading firmware and configuration.
A terminal or group can be rebooted by:

e Selecting Tools>Reboot Terminals from the ThinManager menu bar. This will reboot all the
terminals on the server if the server is highlighted. If a group is highlighted, all members of
the group will be highlighted. If a terminal is highlighted, the terminal is rebooted.

6.5.9 Renaming a Terminal
Terminals can be renamed by:
¢ Highlighting the Terminal and selecting Edit > Rename.

e Right-clicking the Terminal and selecting Rename.

Note: Renaming a terminal can be accomplished the same way that files or directories are renamed in
Windows Explorer. Single click twice on the terminal name; this will draw a box around the name and
highlight it. Type the new terminal name.
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Terminal Mame Desk03
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TouchScreen Tupe
Login Uzername admin3
Login Domain
Firrmwware Package

Renaming a Terminal

The terminal name should be less than 15 characters because of limitations on the terminal server.

Tip on single clicking twice: Click once to highlight the name, move the mouse slightly and click again.
This will prevent Windows from confusing the two single clicks with a double click.
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/ Menu ltems

7.1 Edit

Edit contains commands for adding, deleting, and changing configurations. The functions listed are
dependent on what is highlighted in the tree.

7.1.1 Add Terminal

Edit > Add Terminal will launch the Terminal Creation Wizard to start the process of adding a new
terminal. This command will be displayed when the ThinManager Server, Terminals branch, or a Terminal
Group is highlighted.

See Terminal Configuration Wizard for details.

7.1.2 Add Terminal Group

Edit > Add Terminal Group will launch the Group Creation Wizard to start the process of adding a new
group of terminals. This command will be displayed when the ThinManager Server, Terminals branch, or
a Terminal Group is highlighted.

See Terminal Group Configuration Wizard for details.

7.1.3 Add ThinManager Server

Edit > Add ThinManager Server will allow the remote administration of multiple ThinManager Servers by
adding an additional ThinManager Server to the ThinManager Server drop-down box above the tree. A
user logged in with administrative rights can connect to multiple ThinManager servers for management.

Selecting Add ThinManager Server will launch a dialog box.

ThinManager @

Enter Thinhd anager Server

ccnt_|

Add ThinManager Server Dialog Box

-
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Enter computer name or the IP address of a ThinManager server. This adds the ThinManager Server to
the ThinManager Server drop-down box above the tree pane of the local ThinManager so that the
configuration can be displayed in the tree when needed.

Note: You should only add ThinManager Servers of the same version to the list.
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ThinManager Adding an Additional ThinManager Server

The new ThinManager Server will be added to the ThinManager Server drop-down box. Selecting the
new ThinManager Server in the drop-down will display the tree for that ThinManager Server.

Members of the Administrator group or the ThinManager Administrators group have full control of the
remote ThinManager Server and can make changes as needed. Members of the ThinManager Power
Users group can monitor the connection.

See ThinManager Security Groups for more details.

If ThinManager is installed on a Windows XP Pro workstation, it cannot be added to a ThinManager on a
Windows 2003 unless a security option is changed.

In Windows XP Pro select Start > Control Panel > Administrative Tools > Local Security Policy.
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Windows XP Pro — Local Security Settings

Highlight the Security Options folder in the Local Security Settings program. Change the Network
access: Sharing and Security model for local accounts from the default Guest Only to Classic to
match the setting of the Windows 2003 terminal server.

7.1.4 Remove ThinManager Server

Edit > Remove ThinManager Server will delete a highlighted ThinManager Server from the tree.
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7.1.5 Delete

Edit > Delete will launch a message box that will remove a highlighted ThinManager Server, group or
terminal. Deleting a remote ThinManager Server will remove it from the local list.

ThinManager @

-

Do you want to delete the Terminals for Group Groupl as well?

MOTE: I no, Group Members will be as=zigned to the parent group

Yes Mo Cancel

Delete Group Message Box

Deleting a group will give the option of deleting the group terminals or moving them under the server
without a group.

7.1.6 Modify

The function of Edit > Modify depends on what tree icon is highlighted when Modify is selected.

e Modify will launch the ThinManager Server Configuration Wizard for a highlighted
ThinManager Server. This allows the ThinManager Server to be configured as described in
the ThinManager Server Configuration Wizard.

e Modify will launch the Terminal Group Configuration Wizard for a highlighted terminal
group. Modifications can be made as described in Terminal Group Configuration Wizard.

e Modify will launch the Terminal Configuration Wizard for a highlighted terminal.
Modifications can be made as described in Terminal Configuration Wizard.

¢ Modify will launch the appropriate Display Server Configuration Wizard for a highlighted
Display Server member.

o Modify will launch the appropriate VCenter Server Property Wizard for a highlighted
VCenter member.

e Modify will launch the appropriate Display Client Configuration Wizard for a highlighted
Display Client member.

¢ Modify will launch the TermSecure Configuration Wizard for a highlighted TermSecure
user or group.

7.1.7 Rename

Edit > Rename will allow a highlighted tree item to have its name changed.

Note: The terminal name should be less than 15 characters because of limitations of the terminal server.
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7.1.8 Lock

When a tree member is opened for modification, the entry in the configuration is automatically locked to
prevent two people from making changes at one time.

Edit > Lock will manually lock the configuration of a tree member to prevent it from being changed. A
lock icon will designate the locked state.

,% Group
.% Terminal

Lock Icons

7.1.9 Unlock

Edit > Unlock will manually unlock a tree member that was locked while being modified. This is used if
the server was shut down while a tree member was locked, preventing the member from being unlocked
automatically when the modifications are complete.

Using the Unlock function will display a warning to alert the user.

(WARNING 2

Manually Unlocking a Terminal that is being edited could corrupt the
l % database.

Are You Sure?

Yes Mo

Lock Warning Message

Unlocking a locked member can cause a loss of configuration data if another user is modifying it.

Note: This tool is to be used only when a tree member remains locked due to an unexpected server shut
down while a member is being configured. Using this tool while another is configuring that terminal can
lead to corruption of the database.

7.1.10 Find

Edit > Find launches a Find dialog that searches the tree for the item typed into the Find field.
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2 bl

Find

&3
Fird
Find

Cancel

¥ Search Hames

[ Search IP Addresses

[ Search Temminal Dz

[ Search Temiinal Models
[ Exact Match Only

Find Dialog Box
The Find function has several checkboxes to enhance the search:
e Search Names - this, when checked, will search for a name entered in the Find field.

e Search IP Addresses - this, when checked, will search for an IP address entered in the Find
field.

e Search Terminal Ids - this, when checked, will search for a MAC address/Terminal ID entered in
the Find field.

e Search Terminal Models — this, when checked, will search for a thin client model entered in the
Find field.

e Exact Match Only - this, when checked, will limit searches to exact matches to the name entered
in the Find field.

CTRL+F are the short cut key to launch Find.

7.1.11 Find Next

Edit > Find Next will continue searching the tree for the next instance of the text in the Find field of the
Find dialog box.

F3 is the shortcut key for this function.

7.2 Manage

7.2.1 ThinManager Server List

Manage > ThinManager Server List will launch the ThinManager List Wizard. See ThinManager
Server List for details.

7.2.2 TermSecure Access Groups

Selecting Manage > TermSecure Access Groups will launch the Access Groups window to create
Permission Groups for use with TermSecure.

See Permissions for more details.
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r L]

Access Groups E
rrestric:ed ]
All Uzers
Edt

dd

il

Delete

Access Groups Window

Select the OK button to accept the changes and close the window.
Select the Edit button to change the highlighted Access Group.
Select the Add button to add a new Access Group.

Select the Delete button to remove the highlighted Access Group.

If the Add button is selected, an Access Group Creation window will be displayed.

Access Group e
Enter Group Mame k.
| Carizel
Edit hembeers

Access Group Creation Window

Enter a name for the new Access Group and select OK to create the group.
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T b
Access Groups |

b

rrestric:ed ]
all Uzers

Support

fantenznce

IT_Staff

Operators

Contractors Edt

dd

il

Delete

TermSecure Access Groups Added

Defined Access Groups will be displayed in the Access Group window. See Permissions for more
details.

7.2.3 Packages

A Package is a version of Firmware and the Modules that belong with it. Installing a package will install
both firmware and modules.

Manage > Packages will launch the Package Manager.

- )

Package Mamnager

E

Model Specific Default Package

Manufacturer |.-5.CF‘ ﬂ
Model |pc-30-100 |
Package |Term|:a|:| Model Default ﬂ

[ Allow the setting of the Package in Terminal Configuration

Insztall Package Delete Package oK Cancel

Package Manager
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The Package Manager window allows you to set the version of package for a make and model of the
hardware or allows you to individually configure the package per terminal.

Model Specific Default Package:
e Manufacturer — This lets you select the Manufacturer of the terminals to configure.
e Model — This lets you select the specific model of the terminals to configure.

e Package — This lets you select what package to apply to all the terminals of the selected make
and model.

e Allow the settings of the Package in Terminal Configuration — The checkbox, when selected,
will allow the individual selection of the terminal’s package in the Terminal Firmware Package
drop-down on the Terminal Hardware page of the Terminal Configuration Wizard.

e Install Package — This button opens a file browser to select the new package to load. These are
found on the ThinManager web site (http://www.thinmanager.com/support/downloads.php).
Upgrading ThinManager will update the packages.

o Delete Package — This allows you to remove a package, if desired.
e OK — This buttons accepts the changes and closes the window.

e Cancel — This closes the window without making the changes.

7.2.3.1 Delete Firmware Packages
Delete Firmware Package &J\

Select Package to Delete 5 -
Delete | Cancel ‘

Delete Firmware Packages Window

Selecting the Delete Packages button on the Packages Manager window will launch the Delete
Firmware Package window.

Select the firmware version you wish to remove from the drop-down. Select Delete to delete the file or
select Cancel to return to the Packages Manager window.

7.2.4 Web Management

Screentronix (www.screentronix.com) provides a secure VPN that allows you to connect to a
ThinManager Server from a remote browser to aid in management. This is done on the Web
Management window.

Select Manage > Web Management to launch the Web Management window.
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Web Management &J

ScreenTronix Account Information

Machine Id I |

User Mame I

i Password I Stibmit | I

Registration Result

Install Demo Code Daone

Web Management Window

The Web Management window allows toy to register your ThinManager Server with Screentronix to allow
a secure VPN to be created as needed for remote support and management.

Machine ID — Enter the number for this machine that was generated on the Screentronix site.
User Name — Enter your Screentronix user name in this field.

Password — Enter your Screentronix password in this field.

Submit — Select this button to send the information and register this machine with Screentronix.
Install Demo Code — Use this button to enter a Demo license code. This is available from the f

Done — This closes the window.

7.2.5 DNS Configuration

Manage > DNS Configuration will launch the DNS Configuration Wizard. See DNS Configuration for

details.

7.2.6 PXE Server

Manage > PXE Server will launch the PXE Server Configuration Wizard. See PXE Server Configuration
Wizard for details.

7.2.7 Configure Default Terminal

Manage > Configure Default Terminal will launch the Terminal Properties for the “Default” terminal. This
default terminal is used as a template that terminals created during Auto-Create are based on. See Auto-
Creation of Terminals for details on Auto-Creation of terminals.
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7.2.8 Restore Configuration

Manage > Restore Configuration will allow a backed up ThinManager configuration to be applied to the
ThinManager Server. Select Restore Configuration to launch the desired ThinManager Configuration file
in the browse window and select Open. The backup copy will overwrite the existing configuration.

o

-

¥ad Open IE'
@Dv| |« Data (D) » ACP_Misc » 50_CFGs * | 3 || search 50.cFGs r
Organize * Mew folder == » [ .@.
Ml Desktop *  Mame i Date modified Type =
& Downloads | |®|001_Blank_TM5.db 8/17/20117:36 PM DB File
15| Recent Places | 2011_0708_InitialCFG.db 7/8/201110:09 AM DB File
| 2011_0708_InitialCFG2.db 7/8/201111:38 AM DB File
w4 Libraries =|  |®|2011_0826_PXE.db 8/26/201112:27 PM DB File
&=/ Pictures | 2011_1004_Cobalt_backup.db 10/6/2011 2:36 PM DB Filg =
BE videos 5| 2011_1004_Cobalt_VCenter.db 10/6/2011 3:08 PM DB File
®| 2011_1103_Cobalt_backup.db 11/3/20111:34 PM DB File
1% Computer | @ 2012 0308_Cobalt_backup.db 3/8/20124:45PM DB File
2l Local Disk (C) | Test 40 Initial.db 7/7/2011&:50 PM DB File
wy Data (D) H| Test_40-41_Upgrade.db 7/7/2011 6:53 PM DB File

L G5 0Mbluedl) (K] » o | 1

File name: 2012 (308_Cobalt_backup.db

| 3

- ’ThinManagerConfiguration [z v]

(o ] |

Cancel ]

Restore ThinManager Configuration
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7.2.9 Backup Configuration

Manage > Backup Configuration allows the ThinManager Configuration to be saved. Select Backup
Configuration to launch a browse window and select the Save button to save a backup copy.

o Save As [ 22|
@u" | « Data (D) » ACP_Misc » 50_CFGs ~ | 3| | search 50.cFas O
Organize = Mew folder g== w i@l
il Recent Places  *  Name . Date modified Type *
o & 001_Blank_TM5.db 8/17/20117:36 PM DB File
o Libraries - N - o )
_ |®] 2011_0708_InitialCFG.db 7/8/201110:09 AM DB File
b=/ Pictures .. . . . =
_ =] 2011 0708 InitialCFG2.db 7/8/201111:38 AM DB Filg) =
E Videos E R - .
=] 2011_0:26_PXE.db 8/26/201112:27 PM DB File
; =2 2011 1004 _Cobalt_backup.db 10/6/2011 2:36 PM DE File
1M Computer o _
By . =2 2011 _1004_Cobalt_VCenter.db 10/6/2011 2:08 PM DE File
nw Local Disk () I . :
Data (D) =2 2011 1103_Cobalt_backup.db 11/3/20111:34 PM DE File
a :
e & 2012 _0308_Cobalt_backup.db 3/8/2012 4:45 PM DB File =
@ C5 (Mbluedd) (] - 1 P
File mame: 2012 0314_Cobalt_backup.db -
Save as type: | ThinManager Configuration (*.db) ']
< Hide Folders Save ] [ Cancel ]

Backup ThinManager Configuration

7.2.10 Synchronize Configuration

Manage > Synchronize Configuration allows the configuration of multiple ThinManager Servers to be
kept identical so that a terminal will boot with the same configuration regardless of what ThinManager
Server the terminal connects to.

Note: ThinManager has an Automatic Synchronization feature that will keep two ThinManager Servers
synchronized without requiring a manual input. See ThinManager Server List Page for details.

Although Automatic Synchronization is the preferred method of synchronization, Manual Synchronization
is useful to synchronize the configurations on the primary and backup ThinManager Servers before
turning on the Automatic Synchronization.

Selecting Synchronize Configuration will launch the Synchronize ThinManager Server
Configurations Wizard. See Manual Synchronization for details.
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7.2.11 Reconnect

This command will reinitiate the connection between the highlighted ThinManager Server and the
ThinServer service.

7.2.12 Disconnect

This command will disconnect the connection between the highlighted ThinManager Server and the
ThinServer service.

7.3 Install

Install is a new menu item that contains the commands from Manage that involve installation.

7.3.1 Licenses

Install > License opens up the Licensing dialog box.

i "

Licensing
b azter License Mumber |845E-B FBD-1031-4064 Inztall Licenze
Delete License
License Mumber Dezcription Location Redundancy E wpiration
BF7C12ES-CABRCYZS #Li Redundant Licensze COBALT BLUEA full Mewver
|nztallation |d
COBALT [primary] |'I 388-33FE-FAER-3A20-8383-0014
BLUEZ1 |'ISBB-EDBB-9882-F35E-4F24-522?
License Details Inztall Demo Code Show OId Licenses | Dane |

Licensing Window

The Master License Number field shows the number of the installed master license. See Creating a
Master License for details.

The Licensing window displays several columns.

e License Number — This displays the component product license numbers included in the
installed master license. A green monitor indicates a valid license while invalid licenses will
display a red “X".

e Description — This lists the product license type.

e Location — This lists the ThinManager Server(s) that the component product license applies to.
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¢ Redundancy — This indicates whether the license type is fully redundant or mirrored.
e Expiration — This displays the license expiration date.

The Installation ID field displays the Installation ID number that is used in the license activation process.
ThinManager Servers that are auto-synchronized will display the Install ID of both ThinManager Servers.

e Install License — This button launches a file browser that allows a license file to be added.
o Delete License — This button allows a highlighted license to be deleted.
e Details — This button displays the details of a highlighted license.

e Install Demo Code — This button allows a Demo Code to be added to give temporary
functionality.

e Show Old Licenses — This lists the previously installed ThinManager 3.x licenses on the
ThinManager Server.

e Done — This button closes the Licensing window.

See ThinManager Licensing for details.

7.3.2 TermCap Database

ThinManager has a Terminal Capability Database (termcap . db) that provides ThinManager with
the configuration parameters for each thin client model. At each terminal connection, the TermCap
database is checked and an integrity check is performed. If the configuration does not match the terminal
specifications, ThinManager may reconfigure the terminal to acceptable parameters.
ThinManager Integrity Check
The Fallowing changes were made :

Terminal Prod_Line1# - Invalid Yideo Mode, was 1024768 70Hz 256 Colors, changed to 800x600 72Hz 256 Colars
Terminal Prad_Line14 - Module Elagraphics Touch Screen Driver - Property "PORT" Invalid, was "COML", changed to "COMa"

Terminal Capabilities Integrity Check

The Terminal Capability database can be updated with the current release from the ThinManager web
site (www.thinmanager.com).

To update the Terminal Capabilities Database, select Install > TermCap Database.
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ot Open

==

= ThinManager I[‘ﬂ-.,'_

-

- . . -
@U'| ;o ACP Misc » firmware » - | +4 | | Search fimmware pe |
Organize = Mew folder ==~ [ l@
-~
i Mame Date Type S
1 Libraries . _ )
) , OldWebFirmware 6/14,2010 4:32 PM File folder
[= Pictures R _
E Vid » || termcap.dk.3.05 1,/9/2007 2:21 PM 5 File
1de0s
| | termcap.db.3.1.0.de... 5/19/2007 6:43 AM DEBUG File
| | termcap.di.4.0.0.rel...  9/18/2009 6:25 PM RELEASE File
L] Computer - . )
_ | | termcap.dbd01 2177201011:12 AM 1 File
iy Local Disk (C2) |2 o ) o
|| termcap.db4.0.7 1/31/2011 9:34 AM 1 File
[gla Data (D) o ) )
| | termcap.db41.0 372972011 11:58 AM 0 File
g C5 (blued) (K] ) )
| | termcap.db.5.04 10/7/,2011 10:12 AM 4 File
L Volume 1 (\stor = =
| || termcap.dke.6.0.99 2/13/2012 10:54 AM 99 File

4|

(L

File name: termcap.db.5.0.99

- ’TermCap Database (termcap.dl v]

|

| |

Cancel ]

Install New TermCap Database

An Open dialog box will be launched.

Select the new version of the termcap.db and select the Open button. This will install the new version.
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7.3.3 Firmware Package

ThinManager allows the firmware for the thin client to be upgraded with the latest version from the

ThinManager web site (www.thinmanager.com).

To update the Terminal Capabilities Database, select Install > Firmware Package.

o

- Libraries
= Pictures

™ videos

m

% Computer
Bl Local Disk (C3)
W Data (D)

24 Open [l
@Uv| ;o= ACP Misc » firmware » - | ¢¢| Search fimmware = |
Organize = Mew folder == ~ [ l@l

BE Desktop “  Name i Date Type

& Downloads ) e .

. . OldWebFirmware 6/14/72010 4:32 PM File folder

=l Recent Places — —
|| termpack-5.0.0.pkg 3/5/2012 7:30 AM PKG File
|| termpack-&.0.0.pkg 3172012 11:37 AM PKG File

o T (Mbluedl) (4] « 4 |

File name: termpack-5.0.0.pkg

T

7)

Cancel ]

- ’Firr‘nware Package (".pkg)

| |

[ Open

Install Firmware Package

An Open dialog box will be launched.

Select the new version of the termpack-##.pkg and select the Open button. This will install the new

version.
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7.3.4 Eirmware

ThinManager allows the firmware for the thin client to be upgraded with the latest version from the
ThinManager web site (www.thinmanager.com). ThinManager 6.0 and later have the * . Fw file
extension while ThinManager 5.0 and earlier use the Firmware .acp format.

Select Install > Eirmware to launch a file browser.

'E’!Dpen @
@Qv| . & firmware v|‘:¥| h OldWebF

Organize * Mew folder ==~ ] @

B Decktop o Mame i
4 Downloads r

T I 5 WOour sear
5| Recent Places Mo items match your search.

- Libraries
= Pictures

E Yideos

m

1M Computer
Bl Local Disk (C3)
W Data (D)
Lo 5 Mbluedl) () -y

Ll

File name: - Firrnware (*.fw)

Legacy Firrmware (firrmware.acp.”)

Install New Firmware

Select the new type of firmware, either the new * . Fw format or the earlier legacy Firmware.acp

format in the drop-down. Select the file in the window and select Open. This will install the new version of
the firmware.

The thin clients will download the new version of firmware the next time they are rebooted.
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7.3.5 Boot Loader

ThinManager uses a boot loader to initially load the bootstrap on PXE thin clients.
To install the PXE Boot Loader, select Install > PXE Boot Loader.

o "

24 Open [l
@Uv| | « Data (D) » ACP_Misc » 60_Misc = | 43 || search 60 Misc o
Organize = Mew folder =« i l@l
Bl Desktop i Mame i Date modified Type
4 Downloads 5 - :

. | | acpboot-11.bin 3/2/2012 7:49 PR BIM File
=l Recent Places . . =0 = :
|| acpchain-1.0.bin 3/2/2012 7:49 P BIM File
- Libraries =
= Pictures
™ videos
% Computer M
Bl Local Disk (C3)
W Data (D)
@ G5 (blue2d] (4] « g m | b
File name:  acpboot-1.1.bin - ’F‘KE Boot Loader (*.bin) v]
[ Open l ’ Cancel ]

Install Boot Loader

An Open dialog box will be launched

Select the acpboot.bin file and select the Open button. This will install the file.
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7.3.6 Chain Loader

ThinManager uses a chain loader to help the Boot Loader on PXE thin clients during the boot process.

To install the Chain Loader, select Install > Chain Loader.

o "

¥24 Open =58
@Uv| | « Data (D) » ACP_Misc » 60_Misc = | 43 || search 60 Misc o
Organize = Mew folder =« i l@l
Bl Desktop i Mame i Date modified Type
4 Downloads i — - .
. | | acpboot-11.bin 3/2/2012 7:49 PR BIM File
=l Recent Places X . < :
|| acpchain-1.0.bin 3/2/2012 7:49 PM BIM File
- Libraries =
= Pictures
™ videos
% Computer M
Bl Local Disk (C3)
W Data (D)
L G5 0Mbluedl) (K] » o | il b
File name:  acpchain-1.0.bin ~ | PXE Chain Loader (*bin) v
[ Open l ’ Cancel ]

Install Chain Loader

An Open dialog box will be launched

Select the acpboot.bin file and select the Open button. This will install the file.
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7.3.7 Modules

Install > Modules open the Modules dialog box. This displays the modules that are available to the ACP
Enabled thin clients. See Module Overview for details.

Modules for Server Cobalt
Inztalled Modules

Module Type Al Modules j Package |f-‘nll Packages j
[ ezcription | Y erzion | License Required | -
ArdD Geode Video Driver k00 MNOME

A0 Geode Yideo Driver 6.0.0 MHOME

AMD Geode Yideod Diver 500 HOME

AkAD ch53% Sound Driver .00 MHOME

AkAD ch53% Sound Driver 6.0.0 MHOME

&dd Serial Fort 5.00 MNOME

Add Serial Part G.0.0 HOME

Arizta ARPT B ADM1B06-1512 Taueh Screem Driver - 505 WNOME
Arizta ARPT B A0M1506-1512 Touch Screen Driver - .00 MHOME

Ak Radeon “ideo Driver 6.0.0 MHOME
At Radeon “ideo? Driver .00 MHOME
Carroll T ouch Towch Screen Driver 05 MHOME
CarallT ouch Touch Screen Driver 600 NOME
Citris [CA Uzedlternatedddress Module .00 MHOME
Citree 174 | =pdbermated ddrezs bodule B MIMF T

[rizkall M odule. . Remove Module from &ll Terminals Done

Installed Modules Windows

The Module Type drop-down allows all modules to be displayed or allows the modules to be filtered by
type.

The Package drop-down allows the viewing of all the modules, or the modules of a single package. Since
the Package contains both a version of a firmware and the modules that support it, this dropdown allows
you to filter the modules by version.

The Modules for Server X window has three columns.
e Description — This lists the modules by name.

e Version — This is the version number of the module. This can be compared against the latest
versions from http://www.thinmanager.com/support/downloads.php.

e License Required — This shows what license is required, if any, to use the module.
The Modules for Server X window has three buttons.

e Install Module — This button launches a file browser that allows a module file to be added or
updated.

¢ Remove Module form All Terminals — This button will remove a highlighted module from all
terminals. It doesn’t remove the module from the system; it just removes it from the
configurations.
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e Done — This button closes the Modules window.

Selecting Install Module... will launch a dialog box that allows modules files to be selected.

24 Open =
@Qﬂ . * ThinManager » Packages » 3 - | ¢f| Search 5 Pl
Organize * Mew folder =« i@l

rs

1 Libraries
k= Pictures

™ videos

1% Computer

ww Data (D)

L Local Disk (C3)

m

g CS Dblue2l) (X:]
g Volume 1 QM\stor
L ThinManager (\\

|| activex.mod

|| addserialport.mod
|E| arista_touch.mod
|| carrolltouch.mod
|E| contec.mod

& core_video.mod

|E| core_videoZ.mod
Ecsﬁﬂx_suund.mud
|| dmc_tsc_touch.mod

|=| DM CTouch.med

|E| dynapro.mod

|| egalax_touch.mod
& | elotouch.mod

|| gunze_touch.muod
& hda_sound.mod

|| icaclient.mod

& icaclientd.mod

|| instant_failover. mod
|| intelfx)_sound.mod
|| kbd_config.mod

|E| key_block_ind.rmod
|E| legacy_video.muod
|E| local_printer.mod
|E| microtouch.mod
|B| mouse.mod

|E| ms_screensaver.mod
|E| multi_meniter.mod
IElrr1u|ti_rr1|:|r1itu:ur.?.rr1|:u:|
|E| pcProx.mod

|E| pcProxU5E.mod

|E| docupdate.mod || key_block.mod |E| penmount.mod
-~ 4 [m b
File name: elotouch.mod - ’ModuleFiIesf*.modj v]
[ Open |vl ’ Cancel ]

Open Module File

A module can be added to the list of available modules by highlighting the desired module file and
selecting Open. . The window will close when the license is installed.

Note: The module files should not be saved directly into the ThinManager folder but should be saved to
another folder and be installed using ThinManager.

See Module Overview for details
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7.3.8 Reports (Installation)

Install > Reports will launch a Reports window that allows additional reports to be added to
ThinManager. Each report has two components, an HTML template and a SQL query.

See Reports for information on reports.

Inztall

Delete

Reports £
* Fepart Templates ™ SOL Files " Images, Finisked Reparts etc.

Repart Descriplion | Repoit Tyre | Feport Template
T5CAL Ceche Repar: zystem TSCALR eport Template kitml
Terrinal Login Settings spstem TemiraldutologinS ettingsT emg
Termrinal Configuration Changes terminal TemiralCorfigChanges T emplat
Proparties of &1 Termnals spgtem TerminalProperties T ernplate. him
Terrinal Server Rescurce Zvenls  teminal zerver TerminalS erverR ezourceE vents
Terrinal Sesszion Events Log terminal TerminalS essionEventzT emplate
Termrinal Shadoa Events terminal Terminals hedowEvents T emplat
TerrSecue LogindLogout Events user |_zerLoginE «entT =mplzte. htnl
Ewvent Log spstem eventlogtemplate.html
Termrinal Lptime Report zystem terminaluptimeternplate. bitml

1]

0k

Reports Window —Reports Templates

The Reports widow has radio buttons to display report templates, SQL files, and images, finished

reports, and assorted files.

Selecting the Report Template radio button will display installed report templates. ThinManager installs a
variety of templates. New templates can be downloaded from www.thinmanager.com.

Selecting the Install button will launch a file browser to install new templates. Selecting the Delete button

will delete a highlighted report.
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ot Open @

@Gr| . * ThinManager » ReportTemplates - | ¢f| | Search ReportTemplates p e |

Organize = Mew folder ==~ [ l@
[&=| Pictures i Mame : Date modified Type

B videos @ eventlogtemplate html 3/8/20124:45PM  Chrorr
M Computer & TerminalAutologinSettingsTemplate.html  3/8/2012 4:45 P Chrorr
— ; & TerminalConfigChangesTemplate. htm 3/8/2012 4:45 PM Chrorr

g ;::?(g:;k @ [y Term?naIPrnpertiesTempIate.html 3/8/2012 4:45 PM Chrorr L
% €S (blueZl) (X |E Termfna|SemfarﬂesourceEventsTemplate.... 3/8/2012 4:45 PR Chrorr
S8 Volume_1 (stor] () Term?nalSegsmnEventsTemplate.html 27872012 4:45 P Chrorr
&8 ThinManager E & TerminalShadowEventsTemplatehtml 3872012 145 PM Chraom
& termin aluptimetemnplate. html 3/8/2012 4:45 PM Chrorr

i.h Network & TSCALReportTemplate html 3/8/2012 4:45 PM Chror[ 3

- . lE' UserLo-qinE'I.rentTempI?rf;e.html 3_-'8_-'|2I312 4:45 PR Chru:rn' &

File name: TerminalServerResourceBventsTer - ’F‘.eportTempIates (*Template.h V]

| Open || | cance |

Open File Window

Navigated to the desired template, highlight the file, and select Open. This will install the template and
close the file browser window.
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Reports

" Repart Templates i« SOLFiles

" Images, Finisked Reports ete.

S0L Query File |

T5SCAL_licenzecache. zql
evertlog, sgl
termmalawologinsething. sql
terminalcoafigohanges. =gl
terminalzerernesourczevents. zq
terminalsessions. sql
terminalzhadowewentz. zql

termminalupime. gl
termpropz.zql
uzerlgins.zql

Imztall

Delete

Reports Window — SQL Files

k.

Selecting the SQL Files radio button will display installed SQL queries. ThinManager installs a variety of
SQL queries as companions to the report templates. New SQL queries for new reports can be
downloaded from www.thinmanager.com.

Selecting the Install button will launch a file browser to install new SQL queries. Selecting the Delete
button will delete a highlighted SQL query.

Reports

()

" Repart Templates ™ SOL Files * Images, Finisked Reparts etc.
Filerame | File Tupe
evertlog_2012_02_16_19 06 hml Chromz HTHL Document
evertiog_ 2012 02 16_19 07 buml Chromz HTHL Document
|ogo” 50=50.jpg ipg File
Inztall Delete

Reports Window — Images, Finished Reports, etc.

110 e Menu ltems

ACP ThinManager 6.0




Selecting the Images, Finished Reports, and etc. radio button will display installed images and reports.

Selecting the Install button will launch a file browser to install new images. Selecting the Delete button
will delete a highlighted image, report, or file. This is a handy way do delete older copies of backed up
reports and configurations that were saved using the Scheduler. See System Schedule for details.

Selecting the OK button will close the Reports window.

7.4 Tools

Tools contain commands that affect the terminals.

7.4.1 Restart Terminals

Tools > Restart Terminals will perform an intelligent restart of a terminal. It will load any changes to the
configuration, modules, firmware, and reconnect them to the terminal server without cycling power to the
terminal, unless it is needed to reload the firmware.

Note: Restarting a terminal does not close the session on the terminal server nor does it unlock a frozen
session. It reloads changes independent of the session on the terminal server. It will reconnect to the
same session without changing the session.

e Highlight a terminal in the ThinManager tree pane and select this command to restart a
terminal.

e Highlight a group in the ThinManager tree pane and select this command to restart all the
terminals of the group.

e Highlight a ThinManager Server in the ThinManager tree pane and select this command to
restart all the terminals on the ThinManager Server.

7.4.2 Reboot Terminals

Tools > Reboot Terminals will cycle the power to the terminal, reloading the firmware and configuration,
and reconnect it to the terminal server. The function of this command has been largely replaced by the
Restart Terminal command.

Note: Rebooting a terminal does not close the session on the terminal server nor does it unlock a frozen
session. It reboots and reloads the firmware and configuration independent of the session on the terminal
server. It will reconnect to the same session without changing the session.

e Highlight a terminal in the ThinManager tree pane and select this command to reboot a
terminal.

e Highlight a group in the ThinManager tree pane and select this command to reboot all the
terminals of the group.

e Highlight a ThinManager Server in the ThinManager tree pane and select this command to
reboot all the terminals on the ThinManager Server.

7.4.3 Reboot Terminal Server
Tools > Reboot Terminal Server will send a command to restart the highlighted terminal server.

e Highlight a terminal server in the ThinManager tree pane and select this command to restart
a terminal server.
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Caution: Reboot Terminal Server will restart the terminal server and log off all sessions without giving
users a chance to save their data. Use wisely.

7.4.4 Disable Terminals

The Disable Terminal command will disable any highlighted Group or Terminal by displaying a lockout
screen. The terminal will wait until it is enabled with the Tools > Enable Terminal function to be
functional again. This allows terminals to be locked down for security reasons, or to prevent the terminals
from accessing the terminal servers.

Highlighting a Terminal Server, or Group in the ThinManager tree and selecting Tools > Disable
Terminal will disable every terminal assigned to it.
g Terminal Off and disabled

Q Terminal On and disabled

Disabled Terminal Icons

If a Group or Terminal is disabled using the Tools > Disable function, it will be displayed with a red X
over the terminal icon. An entire ThinManager Server or an entire Group can be disabled, but only the
terminal icons will show the X, not the ThinManager Server icon or the Group icons.

Once a terminal is disabled, a disabling screen will appear on the terminal until the terminal has been
enabled.

Terminal UNT_1 dizabled by Administeater

Disabled Terminal Screen — Logged On

A logged on terminal will display a screen indicating that the terminal is disabled.
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ThinManager Client w3. &

C OPpyE 1|_1']:j_1' 1999-7008 Automation Control Products

Status: This terminal has been disabled on server GREEN

Disabled Boot Screen

Terminals that are booted while disabled will halt on a blue screen indicating that the terminal is disabled.

7.4.5 Enable Terminals

The Enable Terminal command will remove the disabling from a highlighted Group or terminal and allow
it to continue functioning or resume the boot process.

7.4.6 Disable Terminal Server

The Disable Terminal Server command will disable all connections from the selected terminal server to
all thin clients logged onto that server. The sessions will be disconnected but not reset.

ﬁ Display Servers
El = Terminal Servers
ﬁ Goldd3 Disabled
B [ Goldd4 Enabled

Disabled Terminal Server

This is useful in updating terminal servers. Clients can be disconnected and have their sessions logged

off, allowing the server can be updated. Once it is updated in can be enabled to allow client to connect to
it again.
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7.4.7 Enable Terminal Server

The Enable Terminal Server command will enable a disabled terminal server to allow connections from
thin clients.

7.4.8 Calibrate Touch Screen

ThinManager has a touch screen configuration utility that can calibrate a thin client touch screen. The
utility can be started three ways:

e On the thin client, select Start > Program Files > Automation Control Products >
Calibrate Touch Screen (or Start > Program Files > ACP > CalTouchScreen). This is
useful because it allows the operator to calibrate the touch screen without administrative
support.

¢ On the ThinManager Server, highlight the desired terminal in ThinManager and select Tools
> Calibrate Touch Screen from the menu bar. This will launch the calibration on the selected
terminal.

e The Calibration Touch Down Time (seconds) setting on the touch screen module will allow
the calibration to be triggered by holding a finger on the touch screen for the amount of time
set in the parameter. See Touch Screen Modules for details.

e The TermMon ActiveX can be configured to launch the calibration program. See TermMon
ActiveX Control for details.

Touch Screen Calibration
Touch Crosses as they Appear

Maonitor 1

Touch Screen Calibration Screen
A new touch screen calibration program was released with ThinManager 2.6 and is included in the 2.6
and later touch screen modules. When the calibration is run, a “+” appears in the lower left. Touch the

center of the + and then touch the center of the other four +s as they appear. This provides touch
screen mapping for the terminal.

Note: The touch screen module must first be added through the Module page in the Terminal
Configuration wizard.
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To launch the calibration program from the Start menu from within the session requires that the
ThinManager Utilities be installed on each terminal server. See Standard ThinManager Installation in
Windows for details.

7.4.9 Send Message

Send Message will send a message to a highlighted terminal.

-~ "y

Send Terminal Message

Message Title  |Message From ThinManager (] |

Cancel

Hello wiarld. .. -

Mezzage

Send Message Window

Enter the message into the Message text box. The Message Title can be changed, if desired.

Select the OK button to send or the Cancel button to cancel.

Send Message Window

When a message is sent, an ACP splash screen will be displayed with the message until the message is
acknowledged.
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7.4.10 Clear Event Log

Selecting Clear Event Log will clear the event log. The event log is configured the ThinManager Server
Configuration Wizard that is launched by double-clicking on the ThinManager in the tree or highlighting
the ThinManager and selecting Edit > Modify from the menu.

7.5 View

7.5.1 Status Bar

The Status Bar shows advice and comments on the bottom of the ThinManager window. When the
Status Bar command is checked, the Status Bar text is visible. When the Status Bar command is
unchecked, the Status Bar text is invisible.

7.5.2 Show Connected Only

View > Show Connected Only, if checked, will simplify the tree by removing unconnected terminals,
terminal servers and terminal server groups.

7.5.3 Reports (Selection)

View > Reports will open the Select Reports window.

Select Reports

Custern Bepart
Terminal Repart
Terminal Server Report

TermSecure User Repart

| T3CAL Cache Report j

|Terminal Configuration Changes ﬂ

|Terminal Server Resource Event: -«

| Term=ecure Login/Logaut Event j

"

&3

E.
Cancel

Select Reports Window

The Select Reports window allows the selection of the default report that will display when the Report tab
is selected for a ThinManager Server, terminal, terminal server, or TermSecure user.

The default reports can be changed by selecting a different report in the drop-down boxes.

See Reports for details.
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7.5.4 Print

View > Print will print the highlighted tab of the Details pane.

™

a4 ThinManager v.0 E'@
Edit Manage Install Towols View RemoteVWiew Help
IGuhalt j Configuration | Modules | 5cheduls | Properties | Event Log | Shadow | Report |
EISE@ Cobalt | Print = N
EQ Terl oo
e
Cam| | e o] Propeties.._ | _
Q Status: Feady
L] Type: Lexmark C762 PS {MS) _
. [ [E | | Where: LPTT:
B § Disp| | Comment: [ Print to file
: E| { [ Print mnge —Copies e
A Number of copies: I'I 3:
E " Pages 'From:|1 to: | | P Col
..... . b3 [ a3 v Lollate
P Vet | Selection Jgu Jgu
[+ ] Disp
..... .8 T
8 Tem Helps ok | Cancel |
Termninal Effects *ES -
4| 1 | 3
For Help, press= F1 I_ A

Print Reports

A Print dialog box will appear to allow the selection of the printer and the desired number of copies.
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7.5.5 Options

Selecting Options will launch the Options dialog box.

[ Options ..

Gereral Options
v Dizplay "Create Mew Terminal dialog for unknown termin als.

v Dizplay "Create Mew User'' dislog for unknown users.

|ean Options

[ Minimize to the Svstern Tray,

License Options

Wwlarn if heense will sxpirs within 10 day[s].

A walue of 0 dizables warning,

0k Cancel

Options

The Display “Create New Terminal” dialog for unknown terminals check box, if selected, will launch
the Terminal Configuration Wizard on the ThinManager Server when a new terminal is added.

The Display “Create New User” dialog for unknown users check box, if selected, will launch the
TermSecure User Configuration Wizard on the ThinManager Server when an unknown ID device (USB
key or ID card) is read by a terminal.

Note: Checking the Display “Create New User” dialog for unknown users check box is useful for
assigning ID cards to TermSecure Users. See Card and Badge Configuration for a TermSecure User for
details.

The Minimize to the System Tray checkbox will send the ThinManager icon in the system tray when
ThinManager is minimized.

Warn if license will expire within ___ day(s) will set the warning period before license expiration. This is
useful for time-limited demonstration and Trialware licenses.

7.6 RemoteView

7.6.1 Interactive Shadow

Interactive Shadow, if checked, allows Administrators and members of the ThinManager Security
Groups that have interactive shadow permissions to interact and control a shadowed terminal session. If
this value is unchecked the sessions will be viewable, but observers cannot take control of the session.
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7.6.2 Scaled to Window

Scaled to Windows, if checked, will scale the shadowed terminal session to fit the Details pane of
ThinManager. If this value is unchecked the session will be viewed regular-sized, requiring the use of
scroll bars to view portions of the screen.

7.6.3 Go FullScreen

This allows the connection from the Connect tab on ThinManager to the terminal server to be displayed
full screen instead of in a window in ThinManager.

This session can be switched to full-screen by selecting RemoteView > Go FullScreen in the menu. This
changes the appearance from running from within a window to running as a desktop.

The full screen session will have a tool tab at the top of the screen with controls that allow the window to
be switched back to the window or to close the connection.

[, Blue - B X

Remote Session Tool Bar

The standard Minimize, Maximize, and Close icons on the Remote Session Tool Bar allow control over
the session.

The hot keys of CTL+ALT+BREAK will allow you to switch to full screen mode or to exit full screen mode.

7.6.4 Connect Options

Selecting RemoteView > Connect Options will launch the Terminal Server Connect Options window that
allows the terminal server Remote View connection to be configured.

Terminal 5erver Connect Options | T || 5 |
Yideo Settings 0k
Yideo Mode |1':'2‘“"?EB j Cancel
wiicth 1024 Height Lt
Colar Drepth |25E Colors ;I

Accesz Options

[ Allovs Auto-Login
[ Allows Access to Local Drives

[ Connect To Congole

Terminal Server Connect Options

The Video Settings include:
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e Video Mode — This allows the connection to be displayed at a specific resolution or as full
screen.

e Width — This allows the connection to be displayed at a specific width if the Video Mode is
set to Custom.

e Height — This allows the connection to be displayed at a specific height if the Video Mode is
set to Custom.

e Color Depth - This allows the connection to be displayed at a specific color depth. Windows
2003 is required for high-color.

The Access Options include:

e Allow Auto-Login — This allows the connection to login without prompting when checked. It
will use the login information that is entered on the Terminal Server Name page of the
Terminal Server Wizard.

e Allow Access to Local Drives — This allows the user to access the hard drive on the remote
computer from the remote connection.

e Connect To Console — This allows the ThinManager user to capture the console session for
display through ThinManager instead of starting a new session on the terminal server.

7.6.5 Send Key

Send Key allows the sending of key commands to the shadowed session that are normally saved for the
local machine and don’t function in shadowing. These include:

e CTLL+ALT+DEL

e CTL+ESC
e ALT+Tab
e ALT+Shift+Tab
e ALT+ESC

e ALT+Space.

Select RemoteView > Send Key and the desired key combination to send the key command to the
shadowed session.

Note: The Key Block module will block this command if it is used on the terminal. See Key Block Module
for details.

7.7 Help

7.7.1 Help Topics

Selecting Help Topics will launch the ThinManager Help file. This file can also be launched by selecting
F1 while using ThinManager.

7.7.2 About ThinManager...

Selecting About ThinManager will display a dialog box with ThinManager version information, copyright
information, and contact information for ThinManager.
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7.8 Right Click Menus in the Tree Pane

7.8.1 Right Click on the ThinManager Server Icon

e Reconnect - This causes the ThinServer service to try to reconnect to the highlighted
ThinManager Server.

e Modify - This launches the ThinManager Server Configuration Wizard to configure the
highlighted ThinManager Server.

e Remove - This removes the highlighted ThinManager Server from the tree. It does not
remove any configuration or uninstall the program.

See Add ThinManager Server for details.

7.8.2 Right Click on the Terminals Branch Icon
e Add Terminal - This launches the Terminal Configuration Wizard to create a terminal.
e Add Group - This launches the Terminal Group Configuration Wizard to create a group.

e Restart Terminals - This sends a signal to all the terminals to reload any changes to its
configuration, modules, or firmware. It will only do a full reboot if needed.

7.8.3 Right Click on a Terminal Group Icon

e Add Terminal - This launches the Terminal Configuration Wizard to create a terminal in
the group.

e Add Group - This launches the Terminal Group Configuration Wizard to create a group.

e Restart Terminals - This sends a signal to all the terminals under the highlighted icon to
reload any changes to its configuration, modules, or firmware. It will only do a full reboot if
needed.

e Modify - This launches the Terminal Group Configuration Wizard to configure the
highlighted group.

e Rename - This allows the Group to be renamed.

e Delete - This removes the Group from the ThinManager configuration. Member terminals can

be deleted with the group, or moved out of the group, depending on the choice in the
confirmation window.
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Thinfanager x

Do you want to delete the Terminals for Group Group as well?

MNOTE: I no, Group Members will be as=signed to the parent group

Yes Mo Cancel

Delete Group confirmation Window

Selecting Yes will delete the Group and all member terminals.

Selecting No will delete only the group. The member terminals will be moved out of the group and retain
their configuration as individuals.

Selecting Cancel will stop the process and allow the group to remain as it is.

7.8.4 Right Click on a Terminal Icon

e Modify - This launches the Terminal Configuration Wizard to configure the highlighted
terminal.

e Rename - This allows the terminal to be renamed.
e Delete - This removes the terminal from the ThinManager configuration.

e Go to TermSecure User - This changes the focus of the tree to the TermSecure User that is
logged into the terminal.

e Restart Terminal - This sends a signal to the terminal to reload any changes to the
configuration, modules, or firmware. It will only do a full reboot if needed.

7.8.5 Right Click on the Display Servers Terminal Servers Branch
Icon

e Add Terminal Server - This launches the Terminal Server Wizard to create and configure a
new terminal server.

e Add Virtual Terminal Server - This launches the Terminal Server Wizard and allows you to
import a virtual terminal server from a configured VCenter Server.

e Edit Terminal Server - This launches the Terminal Server List Wizard to allow the
configuration of an existing terminal server.

See Terminal Services Display Servers for details

7.8.6 Right Click on a Terminal Server Icon

e Modify - This launches the Terminal Server Configuration Wizard to allow changes to the
configuration of the highlighted terminal server.

e Rename - This allows the terminal server to be renamed.

e Delete - This removes the terminal server from the ThinManager configuration.
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o =
Delete Terminal Server 2

! . Drelete Terminal Server Gold43, Are You Sure?

Yes Mo |

Terminal Server Deletion Confirmation

ThinManager will prompt for confirmation before deletion.

ThinManager @

-

This server is used in at least onz Terminal Corfiguratior or a Display Client.
Rernove frem all Terminal configurations and Display Clents before atternpting
to delete.

(0].¢

Terminal Server Deletion Error
A terminal server cannot be deleted from a configuration if it still has terminals assigned to it.

e Restart Terminals - This sends a signal to the terminal to reload any changes to all terminals
connected to the terminal server. It will only do a full reboot if needed.

7.8.7 Right Click on the Display Servers Cameras Branch Icon

e Add Camera - This launches the Camera Server Wizard to define an IP camera as a
display server.

e Add Camera Group - This launches the Camera Server Wizard and allows you apply group
settings to member cameras to speed the configuration process.

7.8.8 Right Click on a Camera Icon

e Modify - This launches the Camera Server Configuration Wizard to allow changes to the
configuration of the highlighted camera.

e Rename - This allows the camera to be renamed.

e Delete - This removes the camera from the ThinManager configuration.

7.8.9 Right Click on the VCenter Servers Branch Icon
The branches of the VCenter Server tree have various right-click menus:
e VCenter Servers:

0 Add vCenter Server — Launches the VCenter Server Property Wizard to allow a
VCenter Server to be defined.
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o Defined VCenter Servers:
0 Remove — Removes the defined VCenter Server.
e Imported Datacenter:
0 Rename - Allows you to rename the datacenter.
0 Delete — Allows you to delete the datacenter.
e Virtual Machine:
o Power Operations:
= Power On — Turns on a stopped or suspended virtual machine.
= Power Off — Turns off a stopped or suspended virtual machine.
= Suspend — Suspends a running virtual machine and stores the state.

= Reset — Cycles power to the virtual machine to restart the virtual machine.

0 Snapshot:
= Take Snapshot — Captures and stores the state of the virtual machine.
= Revert to Current Snapshot — Reapplies the stored state of a previously saved
virtual machine.
= Snapshot Manager — Launches the Snapshot management tool.
0 Rename — Allows the virtual machine to be renamed.
o0 Remove from Inventory — Removes the virtual machine from the tree without deleting

the files.

0 Delete — Removes the virtual machine from the tree AND deletes the file system.

7.8.10 Right Click on the Display Client Branch Icon

e Add Display Client- This launches the Display Client Wizard to create and configure a new
Display Client.

e Edit Display Client- This launches the Display Client List to allow the configuration of an
existing Display Client.

See Display Client List for details.

7.8.11 Right Click on a Display Client Member Icon

e Modify - This launches the Display Client Configuration Wizard to allow changes to the
configuration of the highlighted Display Client.

e Rename - This allows the Display Client to be renamed.

o Delete - This removes the Display Client from the ThinManager configuration.
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I M

Delete Display Client 3

! . Delete Display Client Calculator, Are You Sure?

es Mo

Terminal Services Display Client Deletion Confirmation

ThinManager will prompt for confirmation before deletion.

I hirfdanager @

-

This Display Client is used in at least one Terminal or User Configuration. Remowe
from all Terminal and Jser configurations before attempting to delete,

QK

Display Client Deletion Error

A Display Client cannot be deleted from a configuration if it still has terminals assigned to it.

7.8.12 Right Click on the TermSecure Users Branch

e Add TermSecure User — This launches the TermSecure User Configuration Wizard to
allow a TermSecure User to be defined.

e Add TermSecure User Group — This launches the TermSecure User Group
Configuration Wizard to allow a TermSecure User Group to be defined.

7.8.13 Right Click on a TermSecure Users Group Icon

e Add TermSecure User — This launches the TermSecure User Configuration Wizard to
allow a TermSecure User to be defined.

e Add TermSecure User Group — This launches the TermSecure User Group
Configuration Wizard to allow a TermSecure User Group to be defined.

e Modify - This launches the TermSecure User Group Configuration Wizard to allow
changes to the configuration of the highlighted TermSecure User Group.

e Rename - This allows the TermSecure User Group to be renamed.

e Delete - This will remove the TermSecure User Group from the ThinManager configuration.
Members can be deleted with the group or moved out of the group, depending on the choice
in the confirmation window.
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ThinManager E3

I Do you want to delete the Users for Group Groups as wellT
b,

MOTE: If no, Group Members will be assigned to the parent group

Yes [l Cancel

Delete Group Confirmation Window

Selecting Yes will delete the Group and all members.

Selecting No will delete only the group. The members will be moved out of the group and retain their
configuration as individuals.

Selecting Cancel will stop the process and allow the group to remain as it is.

7.8.14 Right Click on a TermSecure Users Icon

Modify - This launches the TermSecure User Configuration Wizard to allow changes to
the configuration of the highlighted TermSecure User.

Rename - This allows the TermSecure User to be renamed.
Delete - This removes the TermSecure User from the ThinManager configuration.
Logoff User — This logs the TermSecure User out the terminal that it is currently logged into.

Go to Terminal - This changes the focus of the tree to the terminal that the TermSecure
User is logged into.
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8 Adding Thin Client Hardware

8.1 The Boot Process

There are two methods that an ACP Enabled thin client can use to boot. The standard method is to
connect to a ThinManager Server and download the firmware and its configuration across the network.
This allows for an easy update of the firmware and ensures that all the terminals share the same
firmware. Embedded ThinManager Ready thin clients have the firmware embedded in them on a compact
flash or disk-on-chip and boot locally then connect to a ThinManager Server to download its configuration.
See Firmware Update (Disk On Chip / Compact Flash) Update Module for details.

A ThinManager Ready thin client goes through a number of steps from the initial power on to the
complete connection to a terminal server. Understanding this process will aid in terminal configuration
and troubleshooting.

The steps are:

POST: Once a ThinManager Ready thin client is turned on it begins the Power On Self-Test to examine
the hardware and to test the memory.

IP Address Assignment: The terminal needs an IP address to connect to the network. By default, it
receives an IP Address from a DHCP server, but this can be changed to use an assigned static IP. See
IP Address Assignment for details.

ThinManager Server Connection: After receiving an IP address the terminal will connect to the
ThinManager Server. This is the Boot Server Host as defined in the DHCP scope Option 066 or the
Primary ThinManager Server defined in the static IP address configuration.

Firmware Loading: Next the terminal will download the firmware from the ThinManager Server.

Terminal Configuration Download: Established terminals will receive their configuration and proceed.
New terminals will need to be defined on the ThinManager Server, either through the Terminal
Configuration Wizard or the Create New Terminal method.

ACP ThinManager Logo Screen: After the terminal receives its configuration, it will display an ACP
splash screen with the ThinManager logo.

Client Communication Connection: Next the terminal will launch its Client Communication protocol.

Terminal Server Connection: The thin client will connect to the terminal server(s) that it is assigned to in
its configuration.

Windows Login: Next the terminal will display the Windows Login dialog box, prompting for a valid
username and password. If these have been entered into the username and password fields on the
Terminal Configuration Wizard of ThinManager, the terminal will login automatically and display the
Windows desktop or a defined initial program.
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Note: Windows 2000 prevents auto-login with RDP by default. To allow auto-login see RDP-tcp Login

Settings for details.

Windows Session: The terminal logs onto a session on terminal server. The terminal will pass mouse
clicks and keystrokes to the session on the terminal server. The terminal server will process the data and
send the graphics back to the terminal for display, giving a full Windows experience to the user.

8.2 IP Address Assignment

ThinManager Ready thin clients are set by default to automatically receive an IP address from a DHCP
server. Most ThinManager Ready thin clients may use a manually assigned Static IP address instead.

Note: The ThinAdapter and ThinAdapter Plus require DHCP.

8.2.1 DHCP

ThinManager Ready thin clients are set to use DHCP (Dynamic Host Configuration Protocol) by default.

The DHCP Server needs two options configured for ThinManager Ready thin clients.

71x]

Server Options

General I Advanced I

Awailable Dptions

| Descriptiun;l

O 064 MIS+ Domain Mame
O 065 MIS+ Servers
6E Boot Server Hozt Mame

067 Bootfile Mame

J

The name ¢
A lizt of IP 2
TFTF book

BDthiIeEi;I
3

— Data entry

Sting walue:

I'I 92168321 192168.2.24

o |

Cancel

Apply

DHCP Options

Option 066 - Boot Server Host Name must be set to the IP address of the ThinManager Server. If
redundant ThinManager Servers are being used, the IP addresses of multiple ThinManager Servers can

be entered, separated with a space.

Option 067 - Bootfile Name must be set to Firmware . acp.
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Details are at DHCP Server Setup for details.

ThinManager Ready thin clients use DHCP (Dynamic Host Configuration Protocol) by default. If they have
been set to use a static IP they can be reset to DHCP from static IP by pressing any key when prompted
during the boot sequence to open the IP Configuration Menu.

IP Configuration Menu - DHCP

Press the A key to allow a change to DHCP and enter D key to set the configuration to DHCP. Press the
Enter key to return to main menu.

Press the S key to save the configuration and continue with the boot process.

Terminal IP Information

Terminal IP
Prima ThinkMan

Download Pro

Boot Process - Firmware Download

The terminal will connect to the ThinManager Server and download the firmware.

The download bar will be purple if the terminal is using Multicast during the download. See MultiCast
Configuration Page for details.
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8.2.2 Static IP

Most models of ThinManager Ready thin clients allow the usage of static IPs. These are set by
interrupting the boot process to launch the IP Configuration Menu and adding the static IPs.

r vi.5
Control Products

Boot Process - Press Any Key Prompt

To set the terminal to use a static IP, press any key at the appropriate moment of the boot sequence.

ACPF Network Boot Loader v4.5
Copyright 1985-2003 Automation Control Products
IF Configuration Menu

(A) Terminal IP Address = DHCP
(F} Password Status = Disabled
{H} Help

(Q) Abort Changes and Exit

{3} Save Changes and Exit
Entar New Terminal Address
Enter 'D' for DHCP or Static E X.X.X.X @ 192.168.

IP Configuration Menu — Static IP

Press the A to allow the client IP to change from DHCP.
Type in the static IP address for the client, including the separating periods and press the Enter key.
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w T inal

‘D' for DHCP or St

IP Configuration Menu - Options

Once the Terminal has a static IP assigned, the IP Configuration Menu will be shown to allow the setting
of other values.

e (A) Terminal IP Address - This should be a unique address for the terminal.

e (B) Primary ThinManager Server IP Address - This should be the unique address for your
main ThinManager Server.

e (C) Secondary ThinManager Server IP Address - The Secondary ThinManager field allows
the terminal to use two ThinManager Servers. If the terminal cannot connect to the Primary
ThinManager Server, it will connect to the Secondary ThinManager Server to receive its
configuration. If you are not using a Secondary ThinManager Server, set the IP address to
0.0.0.0.

e (D) Router IP Address - Fill in the IP address of the router or gateway if one is being used. If
not this should be set to 0.0.0.0.

e (E) Subnet Mask - Set this to your subnet mask. 255.255.255.0. is a standard setting.

e (F) Password Status - Allows a password to be set to prevent unauthorized people from
changing the configuration.

e (H) Help - Will launch a Help to explain the IP Configuration Menu.

e (Q) Abort Changes and Exit - This will cancel any setting changes and let the terminal
continue to boot with the old settings.

e (S) Save Changes and Exit - This will apply any changes and allow the terminal to continue
to boot with the new settings.

Type the letter of the desired setting and type the IP address, with periods. Press the Enter key on the
keyboard to accept each change.

Once configured the terminal will connect to the ThinManager Server and download the firmware and
configuration.

8.2.3 Hybrid IP Addressing

ThinManager Ready thin clients that have BootROM version 5.01 or later have the ability to use DHCP for
the client IP address and have the ThinManager Server IP addresses entered as static IPs to save having
to configure the DHCP server with Option 066.
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Selecting any key when prompted during bootup opens the IP Configuration Menu.

ACPF Hetwork Boot Loader v5.01
Copyright 1999-2004 Automation Control Products

IPF Configuration Menu

{A) Terminal IP RAddress = DHCP

{(B) Primary ThinManager Server IF Address = DHCP (Option 66)
Secondary ThinManager Server IP hddress = DHCP {(Option 66)

{(F) Password Status : Di=abled

{G}) Load Default Values

{H) Help

{0} Abort Changes and Exit
{(5) Sawve Changes and Exit

Select Letter:

Boot Loader v5.01 Default Values

Typing the B key will allow the configuration of a static IP for the ThinManager Server. Type the numbers
and periods for the address.

ACP Hetwork Boot Loader vh.01
Copyright 1999-2004 Automation Control Products

IP Configuration Menu

{A) Terminal IF hddresz = DHCP

{B) Primary ThinManager Server IF hddress = 192. 168.3.11
{C}) Secondary ThinManager Server IP hddress = 192.168.3.12
{F) Password Status = Di=zabled

{5} Load Default Values

{H) Help

{0) Abort Changes amd Exdit
{5) Sawve Changes amndl Exit

Select Letter:

DHCP with Static ThinManager Server

Once a ThinManager Server is assigned, typing C will allow a redundant secondary ThinManager Server
to be assigned.

Type S to save the changes and allow the connection to the ThinManager Server. The terminal will now
boot using DHCP.

Note: The Escape key will let you exit the entry field and return to the IP Configuration Menu.

132 e Adding Thin Client Hardware ACP ThinManager 6.0



8.3 Configuring New Hardware

The configuration of terminals is done in ThinManager on the ThinManager Server and not on each
individual terminal. When a new, undefined ThinManager Ready Thin Client is first connected to a
ThinManager Server one of three things will happen:

e |f the ThinManager Server has no terminals that are configured and offline, then the terminal
will go into the Create New Terminal Mode and launch the Terminal Configuration Wizard
on the ThinManager Server. Once the terminal is configured on the ThinManager Server it
will automatically download its configuration upon boot up.

o |f the ThinManager Server has terminals that are created and offline, the terminal will go into
Replace or Create Mode and list the offline terminals that are available for selection. Once a
configuration is selected, the terminal will take that identity. During any following boot up the
terminal will automatically download its configuration.

e Athird scenario is to use the Auto-Create Terminal Mode to create an array of terminals.

8.4 Create New Terminal Mode

Turning on a terminal for the first time will initiate the Create New Terminal mode if:
¢ No terminals are defined in ThinManager, or
o All the defined terminals are currently connected, or

o All the defined terminals that are turned off have the Allow This Terminal To Be Replaced If
Off Line check box unselected.

ACPF Hetwwork Boot Loader v5.01
Copyright 1999-2004 Automation Control Products

Please Wait while Terminal i= defined on Server 192.168.3.11

Create New Terminal Mode Screen

When a terminal enters the Create New Terminal Mode, the terminal will launch the Terminal
Configuration Wizard on the ThinManager Server. The terminal will display a screen indicating that it will
wait until the configuration is finished before progressing further.

8.5 Replace or Create New Terminal Mode

Turning on a terminal for the first time will initiate the Replace or Create New Terminal Mode if one or
more of the defined terminals are offline and they have the Allow This Terminal To Be Replaced If Off
Line check box selected.
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This Terminal i undefined on Serwver 19%2.16&.3.11
Chooze the terminal to Replace or Action

Terminal Group

Annex1h Annex

Innex1B Annex
Innex2C Annex
Boilerl Boilers

Boilerd Boilers
Parts1l Parts
Shipping2 Shipping
Create Hew Terminal

Replace or Create Mode

The screen will display all the offline terminals that the terminal can replace. Highlight the desired terminal
name using the keyboard and press the Enter button. The terminal will retrieve the selected configuration
and assume its identity.

8.6 Auto-Creation of Terminals

Auto-Create allows new terminals to be created and configured in an array, using the Default Terminal
as a template.

Turning on a terminal for the first time will initiate the Replace or Auto-Create Terminal mode if:

e The Auto-Create mode is enabled by the selection of the Enable AutoCreate check box on
the Unknown Terminal page of the ThinManager Server Configuration Wizard.
The ThinManager Server Configuration Wizard is launched by selecting Manage >
Settings from the ThinManager menu.

And

o The Default terminal is configured as a template for the new terminals.
This is done by selecting Manage > Configure Default Terminal on the ThinManager menu.

And

e The user selects Auto-Create from the Replace or Action Menu as the terminal boots and
connects. The user can do a replacement instead of Auto-Create.

8.6.1 Enabling AutoCreate

Open the ThinManager Server Configuration Wizard by right clicking on the ThinManager Server in the
tree and selecting Modify, or select Manage > Settings from the menu.

The terminal will be given the name of the Auto-Create Mask and a number, starting with “0”. The Auto-
Create Mask is configured on the Unknown Terminals page of the ThinManager Server Configuration
Wizard.

134 e Adding Thin Client Hardware ACP ThinManager 6.0



[ |

et ThinManager Server Configuration Wizard =iy

LUnknown Terminals G
Croose whether unknown teminals are to be allowed to connect to ’ ‘
thiz ThinManager Server. f: =

—Unkrown Teminals

Allow unknown semirals to conrect v
Require password on unknown tzminals [
Password I
Corfirm |

Automatic Terminal Creation

Enable AroCreate v
AutoCreate Mask [Auto T=rm
= Back Mest = Finish Cance Help

Unknown Terminals

Check the Enable AutoCreate checkbox and enter an AutoCreate Mask name. This allows new
terminals to be added to the system and configured without additional input from the server.

8.6.2 Configuring Default Terminal

The Default Terminal is created by selecting Manage > Configure Default Terminal. This will launch the
Terminal Configuration Wizard for a terminal pre-named “Default”.
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s ™
ket Terminal Configaration Wizard ﬁ

Erter the name for this terminzl, select the terminal goup to whizh
thiz temrinal belongs, or choose to copy the covfigurstion rom
anotherteminal.

Terminal Name
=

— Termnal Mame
Defaut

This must be a unigue name using letters, numbers hyphens (),
and urderscores ) ony.

Dizscription |
— Temnal Group
I Change Group |
—Copy Settings
[™ Coxy Settings from another Teminal Capy Fram |
Permnizsicns |
< Back Neot > Frish | Cancs Help

Default Terminal Configuration

Configure the terminal with the desired settings. The Default terminal can be added to a Group by
selecting the Change Group button.

Once the wizard is finished, the Default terminal will be displayed in the ThinManager Server tree.
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¥ad ThinManager v6.0

=B8] X

Edit Manace Install Tools View

RemoteView Help

E-{g/ 192.168.10107

El EL Terminals

El _IE_Q, Group’
EJ_%I‘ Terminalll
: mj MNotepad
- TI'.L=|'r'r'|ir'|:||'| ?
B Defauk:
_? Desktop
B Terrminall
Displzy Servers

e i‘ Terminal Senvers
E TermSeverl

Cameras
CemeraGroupl
Camerall

d Cameral?
b Cerneral
“-[5 VCenter Sewvers

[:j @ Disploy Clients

ol

Terminal Senvices

ForHclp. press F1

-

Canfiguretion ]Moddes] Schedile | Properies | EventLon | Shadow | Report|

b arafacturer
bd o=l MHurber

idea Conlraller

m

TouchScremn Type

Login Uzemame

Login Domain

Replhccakls

Allow Shadowing

Allow Interactive Shadowing
Teminal Efacts

Show Status Meszage:

Usze Dizplay Clients

- s i

| Adlribte | Yalue | -
I erminal Identihcahon
Teminal Hame Nefank
Terminal Dezcription Hone

m

Teminal Froperties

ACP
DC-40100
Medials
HAA

YES
YES
YES
YES
YES
YES

ThinManager Tree with Default Terminal

Once the Enable AutoCreate check box on the Server Properties window is checked and the Default
Terminal is created and configured, any new terminal connected to the ThinManager Server will have
AutoCreate Terminal as an option.

art

AutoCreate Terminal

Parts

Replace or Action Menu

The user needs to scroll to AutoCreate Terminal and press the Enter key to automatically create and

configure the terminal.

The new terminal will be given the AutoCreate Mask and a number, starting at 0, for its name. This name
will also be entered in the Username field of the Log In Information page of the Terminal

Configuration Wizard.
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9 Configuration Wizards

9.1

Introduction to Wizards

ACP ThinManager uses wizards for configuration. Wizards take two forms.

List Wizards associate Terminal Servers and ThinManager Servers with their IP addresses

or assign server functions to groups of Terminal Servers.

Configuration Wizards set the parameters and options for individual terminals, groups of
terminals, Display Servers, Display Clients, TermSecure Users, and TermSecure Server
Groups. This is where the terminals and TermSecure Users have their settings defined.

This help will list the wizards in the following order:

ThinManager Server List

ThinManager Server Configuration Wizard
DNS Configuration

PXE Server Configuration Wizard
Terminal Configuration Wizard

Terminal Group Configuration Wizard
Display Server Configuration Wizards

e Terminal Services Display Servers

e Camera Configuration Wizard
VCenter Server Configuration Wizard
Display Client Configuration Wizards

e Terminal Services Display Clients

e Camera Display Clients

e Terminal Shadow Display Clients
TermSecure Configuration

e TermSecure User Configuration Wizard

e TermSecure Users Group Configuration Wizard

ACP ThinManager 6.0
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9.1.1 List Wizards
The List Wizards are:

Terminal Server List — Used to show defined Terminal Servers, or Terminal Services Display Servers.
The Terminal Server Configuration Wizard can be launched from here. Launched by:

e Expanding the Display Server branch, right clicking on the Terminal Servers icon, and
selecting Edit Terminal Server List.

See Terminal Services Display Servers for details.

Display Client List — Used to show defined Display Clients. The Display Client Configuration Wizard
can be launched from here. Launched by:

¢ Right clicking on the Display Client icon, and selecting Edit Display Client List.
See Display Client List for details

ThinManager Server List — Used to define ThinManager Servers and setup Automatic Synchronization.
Launch by:

e Selecting Manage > ThinManager Server List.

See ThinManager Server List for details.

9.1.2 Configuration Wizards
The Configuration Wizards are:
Domain Name Server Wizard — Used to configure DNS, if needed. Launched by:
e Selecting Manage > DNS Configuration.
See DNS Configuration for details.

PXE Server Configuration Wizard — Used to configure ThinManager for use with PXE thin clients.
Launched by:

e Selecting Manage > PXE Server.
See PXE Server Configuration Wizard for details.

ThinManager Server Configuration Wizard — Used to configure global ThinManager properties like
scheduling, e-mail notification, and user access. Launched by:

o Double clicking on the ThinMan icon.

e Right clicking on the ThinMan icon and selecting Modify.

e Highlighting the ThinMan icon and selecting Edit > Modify.
See ThinManager Server Configuration Wizard for details

Terminal Configuration Wizard — Used to configure Terminals, both thin clients and PCs with WinTMC
installed. Launched by:

e Selecting Edit > Add Terminal in the menu.
e Right clicking on the Terminals branch icon and selecting Add Terminal.
o Double clicking on an existing terminal icon.

See Terminal Configuration Wizard for details.
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Terminal Group Configuration Wizard — Used to configure groups of Terminals, both thin clients and
PCs with WinTMC installed. Launched by:

e Selecting Edit > Add Terminal Group in the menu.
e Right clicking on the Terminals branch icon and selecting Add Group.
e Double clicking on an existing terminal group icon.

See Terminal Group Configuration Wizard for details.

Terminal Server Wizard — Used to define and configure Terminal Servers. Launch by:

o Expand the Display Server branch, right click on the Terminal Servers icon and select Add
Terminal Server

e Double clicking on an existing Terminal Server icon.
Camera Configuration Wizard - — Used to define and configure IP cameras as Display Servers. Launch
by:
e Expand the Display Server branch, right click on the Cameras icon and select Add Camera.
o Double clicking on an existing Cameras icon.

See Camera Configuration Wizard for details

VCenter Server Wizard - Used to create and configure VCenter Servers. These are virtual machines
managed by VMWare’s vCenter Server. Launch by:

e Highlighting the VCenter Server branch, right clicking, and selecting Add VCenter Server.
Display Client Wizards - Used to create and configure Display Clients. These include the Terminal
Services, Camera, Terminal Shadow, and Workstation Display Clients. Launch by:

e Highlighting the Display Clients branch, right clicking, and selecting Add Display Client.

o Expanding the Display Clients branch, highlighting Terminal Services, right clicking, and
selecting Add Display Client.

e Expanding the Display Clients branch, highlighting Camera, right clicking, and selecting
Add Display Client.

e Expanding the Display Clients branch, highlighting Workstation, right clicking, and selecting
Add Display Client.

¢ Expanding the Display Clients branch, highlighting Terminal Shadow, right clicking, and
selecting Add Display Client.

e Double clicking on an existing Display Client icon.
See Display Client Configuration Wizard for details

TermSecure User Configuration Wizard — Used to define and configure TermSecure Users. Launch by:

e Highlighting the TermSecure User branch, right clicking, and selecting Add TermSecure
User.

e Double clicking on an existing TermSecure User icon.
See TermSecure User Configuration Wizard for details.

TermSecure User Group Configuration Wizard — Used to define and configure TermSecure User
Groups. Launch by:

e Highlighting the TermSecure User branch, right clicking, and selecting Add TermSecure
User Group.

e Double clicking on an existing TermSecure User Group icon.

See TermSecure Users Group Configuration Wizard for details.
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9.2 ThinManager Server List

Selecting Manage > ThinManager Server List will launch the ThinManager Server List Wizard to allow
the definition of ThinManager Servers. The definition of ThinManager Servers allows the connection to
remote ThinManager Servers and allows the synchronization of ThinManager Server configurations.

Multiple ThinManager Servers should be synchronized so that a terminal will receive the same
configuration regardless of the ThinManager Server that it boots from.

Automatic Synchronization will connect all of the configuration databases on the ThinManager Servers
in this list and keep them synchronized so that a change on one is a change on all. See Auto-
Synchronization Selection Page for detalils.

Manual Synchronization requires a user to synchronize the configurations after each configuration
change. See Synchronize Configuration for details.

i )

¥=3 ThinManager Server List Wizard @
ThinManager Server List Wizard m‘
Introduction }
a

The ThinManager Server Wizard defines the ThinManager Servers on your
network. These are the servers to which the thinclients can make monitor
connections.

The ThinManager Server name must be the name Windows uses to identify
your computer on the networls.

f you are using a DNS server you will anly erter the server name .

If you are not using a DMNS server you will enter a server name and |IP address.
The server name will be for reference only.

Mext = Finish Cancel Help

ThinManager Server List Wizard - Introduction

Importance of Page: This displays introductory information

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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9.2.1.1 Auto-Synchronization Selection Page

tad ThinManager Server List Wizard

Check Automatic Synchronization to automatically synchronize the
corfiguration of two ThinManager servers.

Check the box f you want to use Automatic Synchronization between two
ThinManager servers. Leave the box unchecked f you want to use manual
gynichromization.

if you have mimored licenses, then you must use Automatic Synchronization.

[ Automatic Synchronization

< Back Mext = Finish Cancel Help

=)

Auto-synchronization Selection G
=

-

Auto-synchronization Selection

Importance of Page: Enables Auto-synchronization.

Settings:

Automatic Synchronization — Check this to initiate auto-synchronization.

Why Change from Default Settings: Auto-synchronization is required for Mirrored licenses and
Redundant Licenses. It also makes sure that redundant ThinManager Servers have the same
configuration.

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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9.2.2 Automatic Synchronization

Multiple ThinManager Servers should be synchronized so that a terminal will receive the same

configuration regardless of the ThinManager Server that it boots from.

Automatic synchronization is required for Mirrored licenses, Redundant licenses, and Enterprise Server

licenses

-

¥ad ThinMa nager Server List Wizard
Auto-synchronization Selection

corfiguration of two ThinManager servers.

synchromization.

Iv Automatic Synchronization

=

Check Automatic Synchronization to automatically synchronize the

Check the b f you want to use Automatic -Synchronization between two
ThinManager servers. Leave the box unchecked f you want to use manual

If you have mirorad licenses, then you must use Automatic Synchronization.

< Back Mext = Finish Cancel Help

=)

Auto-synchronization Selection

Select the Automatic Synchronization checkbox and select the Next button to configure Auto-

synchronization.
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9.2.2.1 Automatic Synchronization Configuration

i )

¥ad ThinManager Server List Wizard @
Auto-synchronization Configuration “
Define the prmary and secondary ThinManager servers. These ’ ‘
servers will be synchronized. A

Primary ThimManager Server
Edit

Mame

|P Address

Secondary ThinManager Server

Mame

|P Address

< Back | Finish | Cancel Help

Auto-synchronization Configuration

Importance of Page: Defines and displays the Primary and Secondary ThinManager Servers. This
allows a terminal to boot from a backup if the primary fails.

Fields:

e Name (Primary ThinManager Server) — This field is for the NetBIOS name of the Primary
ThinManager Server. Use its real name and not a shortcut or nickname. The name is entered by
using the Edit button.

o |IP Address (Primary ThinManager Server) — This field is for the IP address of the Primary
ThinManager Server. It is entered by using the Edit button.

e Name (Secondary ThinManager Server) — This field is for the NetBIOS name of the Secondary
ThinManager Server. . Use its real name and not a shortcut or nickname. The name is entered by
using the Edit button.

o |IP Address (Secondary ThinManager Server) — This field is for the IP address of the
Secondary ThinManager Server. It is entered by using the Edit button.

Buttons:

e Edit (Primary ThinManager Server) — This button launched the Enter the Primary
ThinManager Server Information Window that is used to define the primary ThinManager
Server.
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e Edit (Secondary ThinManager Server) — This button launched the Enter the Secondary
ThinManager Server Information Window that is used to define the backup ThinManager Server.

Why Change from Default Settings: The Name and IP address of both ThinManager Servers need to
be defined for auto-synchronization to work.
9.2.2.2 Defining the ThinManager Servers

Select each Edit button on the Auto-synchronization Configuration page to launch the Enter
ThinManager Server Information Window for each ThinManager Server.

i )

Enter the Primary ThinhManager Server Infarmation

=5
Thint anager Server |W|N2DDBH2| 0K |

| 1 . 2 . 10 . 170 Cancel

Drigcover

Enter ThinManager Server Information Window

Thinkd anager Server IF

Enter the name of the ThinManager Server in the ThinManager Server field.
Enter the IP address of the ThinManager Server. The Discover button will enter the IP address for you.
Select the OK button to accept the settings or the Cancel button to close without saving.
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¥ad ThinManager Server List Wizard @
Auto-synchronization Configuration m
=

Define the prmary and secondary ThinManager servers. These
senvers will be synchronized.

Primary ThimManager Server
Edit

WIN20028R2

Mame

IP Address 10.3.10.170

Secondary ThinManager Server
Edit

Mame ThinServerl

IP Address 10.3.10.175

< Back | Finish | Cancel Help

Auto-synchronization Configuration

When complete, the Auto-synchronization Configuration window will show the Primary and Secondary
ThinManager Servers. This will automatically synchronize their configuration so that a terminal will receive
the same configuration regardless of the ThinManager Server that it boots from.

Additionally, the status lights for the terminals will be displayed in the trees of both ThinManager Servers.

Select Finish to save and close, or Cancel to close without saving.
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9.2.3 Defining ThinManager Servers for Manual Synchronization

9.2.3.1 ThinManager Server List Page

i )

¥=d ThinManager Server List Wizard @
ThinManager Server List m‘
Erter the list of ThinManager Servers on your network. b = ‘

-
v

Remove Server | Add Server | Edit Server |

< Back | | Finish | Cancel | Help |

ThinManager Server List - Blank

Importance of Page: This page allows ThinManager Servers to be defined.

The ThinManager Server List is the collection of ThinManager Servers on the network. These include
ThinManager Servers that the terminal will communicate with to keep the connection status lights in the
ThinManager tree updated. It also allows access to remote ThinManager Servers that allow network wide
monitoring, control, and management.

Fields:

e List Box (Unlabeled) — The list box will display a list of defined ThinManager Servers and their
IP addresses.

Buttons:
e Remove Server — This button will clear a highlighted ThinManager Server from the list.

e Add Server — This button will launch a window that allows the entry of a ThinManager Server
name and IP address.

o Edit Server — This button will launch a window that allows the change of a highlighted
ThinManager Server name and IP address.
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e Arrows — These buttons adjust the order of the ThinManager Servers. The computer on top is
considered the Primary ThinManager Server.

Why Change from Default Settings: The ThinManager Servers need to be defined and listed in the
window to be available for manual synchronization and remote access.

Select the Add Server button on the ThinManager Server List Page to launch the Enter the new
ThinManager Server Definition Window.

¥ M

Enter the new ThinManager Server Definition B

Thinkanager S erver iEHUE 21 0
B |
Thinkanager 5 erver [P | i . 7 010 0 A ance

I Discover I

ThinManager Server Definition

Enter the name of the ThinManager Server in the ThinManager Server field.

Enter the IP address of the ThinManager Server in the ThinManager Server IP field. The Discover button
will enter the IP address for you.

Select the OK button to accept the settings or the Cancel button to close without saving.
Repeat until all ThinManager Servers are defined.
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ket ThinManager Server _ist Wizard l&l
ThinManager Server Lisl ’q

Erter thz list of ThinManager Serves an your netwodl. .

Cobah {(10.7.10.20)
Blue21 (10.7.10.21} I

Remove Server | Add Server J Edit Server J

= Back ‘ = ‘ Finish | Cance ‘ Help ‘

ThinManager Server List - Filled

When all of the desired ThinManager Servers are added to the list, select Finish to close the
ThinManager Server List wizard.

9.2.4 Manual Synchronization

Redundant ThinManager Servers should be synchronized so that the same configuration is available to
thin clients regardless of where they boot. Auto-synchronization is the preferred method (see Automatic
Synchronization Configuration) but the ThinManager Servers can be manually synchronized.

Select Manage > Synchronize Configurations from the menu to initiate the manual synchronization.
This will launch the Synchronize ThinManager Server Configurations wizard.
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i

kad Syncnronize ThinManager Server Configurations

S|

ThinManager Server Configuration Symchronization
Select a ThnManager Serverto be the source of the configuration, and
select one or more ThinManager Servers to receive the configuration.

<

Corfiguration Source Confguraton Destination

Cobalt

Blue?]

- Back Mext = Finish Cancel

Help

Synchronize ThinManager Server Configuration Wizard

Highlight the primary ThinManager Server as the Configuration Source ThinManager Server and the
secondary ThinManager Server as the Configuration Destination. Select Next to proceed. Although
many ThinManager Servers can be defined in the ThinManager Server List it is normal to have just a

primary and a backup ThinManager Server.
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ki Syncnronize ThinManager Server Configurations ﬁ
ThinManager Server Configuration Differences E‘
“hese are the diflerences between the source  configuration and the target ’ ‘
configiration ==
Source ThinMarager Server ; Cobalt
Diestinatior ThinManager Szrver ; Blue21 I
1 Source Verion | Destinaticon Version | Synchronizec »
Firmwares MR NAA Yes [
Temcap Version 5.00 600 g ‘ ‘
Boctrom Version 5.00 600 fes =
| Chanloacer Version 500 600 Mo [l
Mocules /A N/A Yes | ‘
Teminal - DeskZ NAA MAA Yes B
Teminal - Desk(3 WA i Yes
I Teminal - PXE}M MAA MAA fes I
Teminal - Win MCDE  N/A NAA Yes
Teminal -iTMCDE MAA MAA fes
Teminal - MuttiMonitor A MAA fes fod
1| ] ] 3
= Back Mext = Finizh Cancel Help

Synchronization Differences

The ThinManager Synchronization Wizard will list the files being updated, including the firmware,
TermCap database, modules, and the configuration. It synchronizes everything but the licenses.

Note: The Synchronization tool does not compare and contrast then make changes back and forth.
Synchronization will take the files and configuration from the source ThinManager Server and overwrite
the corresponding files on the destination ThinManager Server.

Select Next to continue.
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ki Syncnronize ThinManager Server Configurations ﬁ

ThinManager Server Configuration Synchronization E‘
Select "Finish" to start the synchronizaton. ’ ‘
fey
Source ThinMarager Server Destination ThinManager Severs
Cobatt TS |

= Back [ &t | Finizh | Cancel Help

ThinManager Server Synchronization Confirmation

The ThinManager Server Configuration Wizard will prompt for a confirmation of the synchronization
before proceeding. Select Finish to finalize the synchronization.

ThinManager ﬁ

Synchronization Complete.

Synchronization Complete Window

A message will display the final results of the synchronization.
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9.3 ThinManager Server Configuration Wizard

The ThinManager Server Configuration wizard allows the configuration of global ThinManager settings. It
can be launched by:

e Selecting Edit > Modify while the ThinMan icon is highlighted in the ThinManager tree, or
e Double-clicking on the ThinManager icon in the tree, or

¢ Right clicking the ThinMan icon and selecting Modify.

.- "

¥=3 ThinManager Server Configuration Wizard @
ThinManager Server Configuration Wizard ﬂ
Intreduction }
AR

The ThinManager Server Configuration Wizard presents the configuration
options for the ThinManager server. These options defing how the
ThinManager server reacts to undefined terminals and what actions are taken
when events ocour.

Mext = Finish Cancel Help

ThinManager Server Configuration Wizard

Importance of Page: This displays introductory information

Select Next to Configure the ThinManager Server settings.
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9.3.1.1 Unknown Terminals Page
¥ad ThinManager Server Cenfiguration Wizard @

-

Unknown Terminals \ O J
Choose whether unknown terminals are to be allowed to connect to ’ . ‘

this ThinManager Server.

Unknown Teminals

Allow unkcnown teminals to connect [+
Require password an unknaown teminals B
Password |
Confirm |

Automatic Teminal Creation

Enable AutoCreate v
AutoCreate Mask Auto Term
< Back Mext = Finish Cancel Help

Unknown Terminals

Importance of Page: Controls creation and replacement of terminals through use of passwords and
auto-creation.

Settings:

e Allow unknown terminals to connect - This checkbox, if selected, lets new terminals be added
to the ThinManager Server. Replacements and new terminals are prevented if this box is un-
selected.

¢ Require password on unknown terminals - This checkbox, if selected, allows use of a
password so that only authorized personnel can add terminals to the ThinManager Server. If
checked, the password fields become active and allow the addition of a password.

e Enable AutoCreate - This checkbox, if selected, allows the auto-creation of an array of terminals
as described in Auto-Creation of Terminals.

e AutoCreate Mask - This field is the base name used in the array of terminals when using Auto-
Creation of Terminals.

Why Change from Default Settings: requiring a password can control who adds terminals. Using auto-
creation can be helpful is some large deployments.

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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9.3.1.2 Terminal Replacement Page

e

tad ThinManager Server Configuration Wizard

Terminal Replacement
Select whether replacement of offline terminals is allowed on this
ThinManager Server.

Replacemert
Check the "Enable Replacement” box to allaw new teminals to replace
offline teminals
Enable Replacement v
< Back Mext = Finish Cancel

-

=)

=

Help

Terminal Replacement

Importance of Page: Sets the global setting for enabling replacement of offline terminals.

Note: Terminals that are on cannot be replaced until they are turned off.

Settings:

Enable Replacement — This checkbox gives global permission for terminals to be replaced.
Un-selecting this will prevent all terminals from showing up in the replacement list when a new
terminal is added, making Create New Terminal the only option. This feature is also available for
the Group and terminal level on the first page of the corresponding wizard. However, if this
checkbox is unselected in the ThinManager Server Configuration Wizard, checking it in a

Terminal Configuration Wizard will have no effect.

Why Change from Default Settings: Un-selecting this will prevent all terminals from showing up in the
replacement list when a new terminal is added, making Create New Terminal the only option.

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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9.3.1.3 Historical Logging Page

¥ad ThinManager Server Cenfiguration Wizard @

Historical Logaging m
Select the items to log and how long to maint ain the logged ’ ‘
information. AR

Historical Data
Maintain Historical Log for 1 days

Clear History

Event Log

Maintain Event Log for 7 days

Choose events to log

[ Teminal Server Everts
[v Teminal Events
[v Teminal Corfiguration changes

[ TemSecure User Corfiguration changes
Clear Event Log |

< Back Mext = Finish Cancel | Help |

Historical Logging

Importance of Page: Sets the duration that logs are maintained.
Settings:

e Maintain Historical Log for X days - This field determines the length of time that the terminal
server CPU and memory data from the Terminal Server Graph tab is stored. See Details Pane
for an example of the graph.

e Maintain Event Log for X days - This field determines how long the event log is kept.
e Choose events to log - These checkboxes determine what events are stored in the log.

e Terminal Server Events - This checkbox, when selected, records events of the terminal
servers.

e Terminal Events - This checkbox, when selected, records events of the terminal.

e Terminal Configuration Changes - This checkbox, when selected, records changes to
the terminal configuration.

e User Configuration Changes - This checkbox, when selected, records changes to the
TermSecure User configuration.
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Buttons:
e Clear History - This button will erase the Historical log.
e Clear Event Log - This button will erase the Event log.

Why Change from Default Settings: You can add Terminal Server events and TermSecure User events
that aren’t collected by default. You can change the duration of the logs.

Selecting the Event Log tab will show the events for the highlighted tree icon.

tad ThinManager v6.0 EI@

Edit Manage Install Teols View RemoteView Help

|W|N 2008R2 j " Configuration l Licenses ] Properties | Yersions | Synchronization  Event Log | Report 4| *
=1-\gJ WIN2008R2 Type | Name | Event -
EL!...L Terminals zpztem zyztem Mot Svnchronized
.I...L:.H Groupl terminalzerver ThinServers Data collection failed
ll..%ﬂ Group2 temminalzerver Wiin2002R2 Data collection established
LL:.H Group3 terminalzerver WwWin2008R2 Data collection Failed
.H Terminall zystem smstem Configuration database restored fro
Dicolav S zpstem system Mat Synchronized
B ﬁ spiay gwers terminal DCOTCOZ Termninal Configuration Changed
E‘ i Te:rmlnal servers terminal WinTMC_Uzers Terminal Configuration Chaniged
: J Term3ervl system shsterm Configuration database restared fro
[ ThinServers terminalzeryer Win2008R 2 Diata collection failed
: ':] Win2008R2 terminalzerver Wwin2003R 2 Data collection faled
b Cameras ayztem gyzkem Corfiguration database restored fro
=[5 VCenter Servers terminal test tdaratar Connechion Lost. Cannect
(%) WCENTER4 terminal ket Seszion Ended on Server ThinSer
2 VCENTERS terminal test Sezzion Establizhed on Serwer Thi
Dicolav Cl terrimal best Session Ended an Server ThinSer
- El =piay .|er1t5 ] terminal test Sezzion Establizhed on Server Thi
El; Terminal Services terminal test Seszion Ended on Server ThinSer
; ; Desktop terminal test Session Estatlished on Server Thi
5 Camera terminal test Sezzion Ended on Server ThinSer
- Ml Terminal Shadow terminal test Sezzion Establizhed on Server Thi
E Worlcstation terminal test Seszion Ended on Server ThinSer =
F i 3

For Help, press F1

Event Log Tab

Details of an event can be obtained by double-clicking on an event.
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Event Details @
Date 0441042
Timne 09:40:05

Canicel
zer
Event Type Connection
Source Type terminalzerser
Source Win2003R2

Ewvent Dezcription

Data collection established

Event Detail

The Event Details window shows details of the selected event. Select either the OK or Cancel button to
close.

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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9.3.1.4 System Schedule

¥ad ThinManager Server Cenfiguration Wizard @
System Schedule m
Edit the system schedule ’ ‘
AR
Swstem Schedule
Edit Schedule
< Back Mext = Finish Cancel Help

System Schedule
Importance of Page: Allows schedules to be setup for ThinManager and the ThinManager system.

Buttons:

e Edit Schedule — This button launched the Event Schedule window.
See Scheduling for details.

Why Change from Default Settings: Automating backups, reports, and actions with the Scheduler
saves time.

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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9.3.1.5 ThinManager Security Groups

Access to ThinManager can be assigned to Windows User Groups on the ThinManager Security

Groups page.

tad ThinManager Server Configuration Wizard

Assign access to ThinManager funictions for Windows User Groups.

ThinManager Security Groups ﬂ
()

Windowes User Group e e
ThinManager Power Users ﬂ
Add Group

Windows User Group Pemissions

Available Allowed
Interactive Shadow - Connect -
Logoff TermSecure Users = Shadow
Administer ThinManager Servers. ™ Feset Sessions 2
Create Teminals Kill Processes
Create |sers Reboot Teminal Servers
Create Display Clients Connect to Teminal Servers
Create Teminal Servers i Calibrate Touchscreens -
P ——— b 4 i b
< Back Mext = Finish Cancel Help

=)

-

ThinManager Security Groups

Importance of Page: Normally administrators are the only people who have access to ThinManager
functions. This page allows access to be granted to people so they can perform specific jobs without
being elevated to the administrator role.

Settings:

e Windows User Group — This dropdown shows the group that is being configured.

Fields:

e Available — This list box shows the ThinManager functions that are available to the Windows
group displayed in the Windows User Group box. These functions can be added to the Allowed
list by double clicking.

e Allowed — This list box shows the ThinManager functions that are granted to the Windows group
displayed in the Windows User Group box. These functions can be removed from the Allowed
list by double clicking.
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Buttons:
o Delete Group — This button will remove the highlighted group in the Windows User Group box.

e Add Group — This button launched the New Window Group window where a new Windows®©
group can be added to the configuration. See Add Windows Group for details.

Why Change from Default Settings: Creating a Windows Group and granting access to ThinManager
functions allows people to use ThinManager without being an administrator.

ThinManager allows different levels of access and functionality based on standard Windows groups. By
default only members of the Windows Administrator group has the ability to connect to ThinManager and
use the application. The ThinManager Security Groups allows other Windows groups to be granted
privileges in ThinManager.

ThinManager comes with privileges pre-defined for six groups. Each of these groups (except
Administrators) needs to be created on the domain controller or in the Local Users and Groups on the
Computer Management console and members added before they can be used.

¢ Administrators - The Microsoft defined Administrator group is given all privileges by default in
ThinManager. This may be denied by unselecting the various allowed Windows User Group
Permissions.

e ThinManager Administrators have full permission to do anything within ThinManager including
the power to logoff sessions, kill processes, send messages, restart terminals, calibrate touch
screens, change terminal configurations, update firmware, update the TermCap, and restore
configurations. Administrators and members of ThinManager Administrators can shadow
terminals and interactively control the terminal session. These privileges may not be removed
and will be grayed out.

e ThinManager Interactive Shadow Users - Members of this group may shadow a terminal
interactively.

e ThinManager Power Users can logoff sessions, kill processes, send messages, restart
terminals, and calibrate touch screens. They cannot change terminal configurations, update
firmware, update the TermCap, and restore configurations. ThinManager Power Users can
shadow terminals from within ThinManager but cannot interact with the session.

e ThinManager Shadow Users - Members of this group may shadow a terminal but not
interactively.

e ThinManager Users can view only. They cannot logoff sessions, kill processes, send messages,
restart terminals, or calibrate touch screens. ThinManager Users cannot shadow a terminal.

Selecting the Add Group button to launch the New Windows Group window will allow the configuration
of additional Windows User Groups.

9.3.1.6 Add Windows Group
erWindows Group @

-

Enter Windows User Group M ame

sl |

New Window User Group Window

ACP ThinManager 6.0 Configuration Wizards e 161



Adding a Windows Group name in the Enter Windows User Group Name field of the New Window
Group window and selecting the OK button will add the Windows User Group to the drop-down list.

Note: This doesn'’t create the user group on any servers. This just adds the name of an existing group to

the list that ThinManager is maintaining.

i

¥ed ThinManager Server Configuration Wizard

ThinManager Security Groups

Windows User Group

ComputerTech ﬂ

Windows User Group Pemissions

(5]

Assign access to ThinManager functions for Windows User Groups. b = ‘

Delete Group
Add Group

Available Allowed
Reboot Teminal Servers - Connect
Connect to Teminal Servers : Shadow
Logoff TermSecure Users Interactive Shadow
Administer ThinManager Servers Feset Sessions
Create Users Kill Processes
Create Temninals
Create Teminal Servers =
P ——T— b 4 1y b
< Back MNexd Finish Cancel Help

-

ThinManager Security Groups Page

Select the group from the Windows Users Group drop-down. Choose the permissions you want to grant
to the group by double clicking on the function in the Available Windows User Group Permissions list.
Members of the Windows User Group will have the selected permissions the next time they login.

Although ThinManager has Windows User Groups pre-configured with privileges, these groups have not

been created on the terminal servers.

To create a Windows User Group, open the Computer Management Console by selecting Start >
Settings > Control Panel > Administrative Tools > Computer Management.
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"ﬁ Computer Management

E=5(ECH* x5

File  Action View Help
o= 260 =]
A (;Dmputer Management (Locall| name Description * || Actions
1 S}rst:kasonk:sd | & Administrators Administrators have complete an... Groups -
’ g E\:Znt ‘:’i:av:r & & Backup Operators Backup Operators can override se... More Actions »
= Pl Certificate Service DC...  Members of this group are allowe...
> 2| Shared Folders B Crypt hic O b Memb thorized t P
4 @ Local Users and Groups|| = ryptographic Operat... Members are authorized to perfor... _
. Users & Distributed COM Users  Members are allowed to launch, a... 1
= Groups % Event Log Readers Mermbers of this group can read e...
. ,@, Performance M Guests Guests have the same access as m...
) Device Manager s USRS Built-in group used by Internet Inf...
4 23 Storage & Network Configuratio.. Members in this group can have s.., e
i=f Disk Management M Performance Log Users  Mermbers of this group may sche...
+ D Services and Applications & Performance Monitor ... Members of this group can acces...
P Power Users Power Users are included for back...
A% Print Operators Mermbers can administer demain ...
% Rerote Desktop Users  Members in this group are grante...
4 T | v || & Replicator Supports file replication in a dom... -
Created ThinManager Security Groups
Highlight Groups in the tree and select Action > New Group to launch the New Group window.
;é' Computer Management | = || =] || G |
File Action View Help New Group (5| [nsel
@ $’ | 9_ | x D L= | E Gmup name; CDITIDLItBI'TBCh|
A4 Computer Management (Local 1 Description: ] Actions
a [ft System Tools ' — .
> @ Task Scheduler Members:
. @ Event Viewer More Actions 14
> @ Shared Folders Metwork Configuration Ope... &
a4 P Local Users and Groups
= Users More Actions 14
| Groups

s @S\:I Performance
=g Device Manager
4 = Storage
= Disk Management

» T Services and Applications

4 [l | »

Help

@

Create

| |

Cloze

Microsoft New Group Windows

Enter the group name in the Group name field.

Add Users to the Windows User Group by selecting the Add button.

Select the Create button to finish the Windows User Group creation. Members of the Windows User
Group will have the selected permissions the next time they login.
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Note: The ThinServer service may need to be stop and restarted to load the new ThinManager Security
Group settings.

Select Next to continue the ThinManager Server Configuration Wizard, Finish to save and close, or
Cancel to close without saving.

9.3.1.7 Event Selection Page

rI'ﬁ‘:’.'-j ThinManager Server Configuration Wizard @ﬁ

Event Selection m‘

Select the events that will genersate e-mails or Windows messages. b ‘

()
Select the events wou want to produce an e-mail or a Windows message.
E-mail Windows Message

ThirMan=ager Server Start / Stop [ [

Terminal Server Monitor Connection [ [

Terminal Monitor Connection [ [

Termninal Configuration Modified [ B

Fimwvare Installation [ [

TermCap Database Installation [ [

License Installation [ [

< Back MNext > Finish Cancel Help

Event Selection

Importance of Page: ThinManager has event notification. E-mails or Windows messages can be sent by
ThinManager to identify changes in the setup, configuration or status.

Settings:

e Email — Checking the E-mail checkbox will send an e-mail message when that event occurs. The
e-mail needs to be set up on the next page of the wizard.

e Windows Messages — Checking the Windows Message checkbox will send a message to a
terminal when that event occurs. The terminal needs to be defined on the next page of the
wizard.

Why Change from Default Settings: Information about these events can be useful. The event needs
checked to add the notification.

The ThinManager Server Stop/Start, Terminal Server Monitor Connection, and Terminal Monitor
Connection events may indicate the failure of the ThinManager Server, Terminal Server, or terminal.
Sharing information on configuration changes, firmware, TermCap, or license installation can be useful
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when management is shared among a group. Sending an e-mail to all group members keeps them
informed of all changes.

Select Next to continue, Finish to save and close, or Cancel to close without saving.

9.3.1.8 E-Mail or Windows Message Recipients Page

-

¥=3 ThinManager Server Configuration Wizard @

E-mail or Windows Message Recipients m
Enterthe e-mail addresses to receive e-mails, and select the terminals b . ‘

that will receive Windows messages.

E-Mail

SMTP Server =il yourdo

E-mail Retum Address |thinsewer@thinmanager.u:u:um
E-mail Addresses IT@yourdomain.com

maint @yourdomain. com
Add

Delete

i

Messages

Teminals Teminal1

Add

Delete

i

< Back Mext = Finish Cancel Help

Email or Windows Messaging Recipients

Importance of Page: This page defines what users are notified of event changes from the Event
Selection page.

Fields:

e SMTP Server - Enter the SMTP (Simple Mail Transfer Protocol) server to be used by the
ThinManager Server in the field.

e E-Mail Return Addresses - Enter the return e-mail address to be used by the ThinManager
Server in the field

e E-Mail Addresses - ThinManager will send an e-mail message to the addresses in this text box
when an event selected on the Event Select page occurs.

e Terminals - ThinManager will send a message to the terminals in this text box when an event
selected on the Event Select page occurs.
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Buttons:

mail address window.

mail Addresses list.

Add (E-Mail Addresses) - Select this button to add e-mail addresses through the Enter the E-
Delete (E-Mail Addresses) - Select this button to delete a highlighted e-mail address from the E-

Add (Terminals) - Select this button to add a terminal through the Select Terminal(s) window.

Delete (Terminals) - Select this button to delete a highlighted terminal from the Terminals list.

Add (E-Mail Addresses) - Select this button to add e-mail addresses through the Enter the E-mail

address window.

e

Enter the E- mail address

-

Cancel

=X
o]
_owed |

Enter the E-mail Address Window

Enter the desired e-mail address in the entry form and select OK. Select the Cancel button to close the
window without making changes.

Add (Terminals) - Select this button to add a terminal through the Select Terminal(s) window.

o

Select Terminal

"

B eminak
=~ Groupl
: EI Subgroup
- Teminallad
b Teminallaz2
- Subgroup?
- TeminallB 1
o TeminallB 2
=~ Group?
e Teminal2,

TerminalZB
- Group3
i e Terminal3,

Terminal3B
‘- Teminall

Canicel

==
Ok |
_Cencd |

Terminal Selection Window
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The Select Terminal(s) windows will list the terminals configured on the ThinManager Server. Highlight
the desired terminal and select the OK button.

Why Change from Default Settings: You need to add recipients for event notification to work.

Select Next to continue, Finish to save and close, or Cancel to close without saving.

9.3.1.9 Multicast Configuration Page

-

¥=3 ThinManager Server Configuration Wizard @
Multicast Configuration m
Select the options for Multicast. } ‘
a

Masimurm Packet Size 1432 Advanced
st Set to Defaults

Iv¥ Enable Smart Multicast

< Back Mext = Finish Cancel Help

Multicast Configuration Page

Importance of Page: Allows multicast to be configured for ThinManager Servers.
Fields:

¢ Maximum Packet Size — This allows the firmware download packet size to be changed, if
needed.

Settings:

e Enable Multicast - This checkbox, if selected, enables Multicast.

e Enable Smart Multicast - This checkbox, if selected, enables Smart Multicast.
Buttons:

e Advanced - This button, if selected, displays the advanced settings.

e Set to Defaults - This button, if selected, sets the advanced settings back to the defaults.
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Why Change from Default Settings: You may need to change the settings if there is a conflict with
another multicast server on the network.

Multicast provides the ability for an unlimited number of terminals to boot simultaneously from the same
data stream. This feature reduces the amount of network traffic and reduces the amount of load on the
ThinManager Server when multiple terminals are booting concurrently. This function is especially useful
for low bandwidth connections and highly utilized networks.

Smart Multicast allows the terminal firmware to be sent directly to the terminal while a single terminal is
booting. If additional terminals request the terminal firmware during this time, the firmware will be
multicast so that all terminals can receive the firmware from a single data stream. If Smart Multicast is
disabled, the firmware will always be sent as a multicast transmission.

Multicast is only available on terminals with ACP Boot Loader Version 5.0 and later. No local terminal
configuration is needed to use Multicast.

Unicast — ThinManager has error checking that will switch a terminal’s firmware download to unicast if
the multicast download fails.

The thin client will continue to try to use multicast at each boot but will use unicast if multicast keeps
failing.

Advanced Settings — Selecting the Advanced button will reveal advanced settings for multicast.

¥=3 ThinManager Server Configuration Wizard @
Multicast Configuration \ O
Select the options for Multicast. b ‘
£

Maximum Packet Size 1432 Advanced
[v Enable Multicast Set to Defaults

lv Enable Smart Multicast

Multicast Settings
Address |

224 100 . 100 . 100

Fort (1-65535)

Time4o-Live (TTL} (1-255)

0
IGMP Settings
Version 2 an
1

Timeto-Live (TTL) (1-255)

< Back Finish Cancel Help

Advanced Multicast Options

Importance of Page: This allows changing the multicast settings if there is a conflict with another
multicast server on the network.
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Settings:
e Multicast Settings
0 Address — This is the IP address that will be used for Multicast transmissions.
o Port - This is the destination port that will be used for Multicast transmissions.

0 Time-to-Live (TTL) — This is the maximum number of router hops for Multicast packets.
Setting this value to 255 allows for unlimited hops.

e |GMP Settings (Internet Group Management Protocol)
o0 Version — This sets the IGMP version for use with multicast capable routers.

0 Time-to-Live (TTL) — This sets the time-to-live value for IGMP packets.
Buttons:

e Advanced - This button displays the advanced settings.

e Set to Defaults - This button sets the advanced settings back to the defaults.
Why Change from Default Settings: Change these if a conflict develops.

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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9.3.1.10 Shadow Configuration Page

ThinManager allows the port used for shadowing to be configured.

¥ad ThinManager Server Cenfiguration Wizard @
Shadow Configuration ﬁ"
Select the shadow port ’ ‘
AR
Shadow Options
Shadow Part 230

< Back | Finish | Cancel Help

Shadow Configuration Port

Importance of Page: This allows the port that is used for shadowing to be changed.

Settings:

e Shadow Port — ThinManager uses port 5900 as the default port for shadowing. Entering a
different port number into the Shadow Port field will change the port used if it is in conflict with
another processes use of the port.

Why Change from Default Settings: ThinManager uses the save port as VNC. If VNC is installed on a
WinTMC PC then there could be a conflict between shadowing services. If this happens the port can be
changed in ThinManager.

Select Finish to accept changes or select Cancel to close without making changes.
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9.4 DNS Configuration

Selecting Manage > DNS Configuration will launch the Domain Name Server Wizard to allow the
definition of Domain Name Servers.

tat Domain Mame Server Wizard =B |
Comain Name Server Wizard w
Imtroduction ' ‘
=

Tae Domain Mame Server W zard defines the Mame Server sedings for yeur
network.

¥ Systemn using 3 DM3 server

(" System without 3 DNS senver

Mead = Finish CancH Help

Domain Name Service Wizard - Introduction

Importance of Page: This allows you to use a DNS server to identify terminal servers instead of relying
on IP addresses.

Settings:

e System without a DNS server - This is selected if you are not using a DNS server for computer
identification. No configuration is needed. Select the Finish button to close the wizard.

e System using a DNS server - This is selected if you are not using a DNS server for computer
identification. Select the Next button to launch the Domain Name Service Configuration
screen.

Why Change from Default Settings: Using a DNS server allows you to point to a server by name
instead of IP address as the DNS server will handle name resolution.

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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9.4.1.1 Domain Name Server Configuration Page

tat Domain Mame Server Wizard B |
Comain Mame Server Configuration w
Erter thz list of DNS servers on your network end your domain ' ‘
infarmaton. -
OMS Szrvers
A |
Ea
Add DNS Server Remowve DNS Server
Domain I
Szanch Domain ]
Read DNS Setting Trom this computer ‘
< Back It Finish CancH ‘ Help ‘

Domain Name Server Configuration
Importance of Page: This is the page where the DNS server is defined in ThinManager.
Fields:

e DNS Servers — The DNS Servers that ThinManager and the terminals will use need to be listed
in this list box. They are added with the Add DNS Server button. See DNS Server Entry Window
for details.

e Domain - This is a field for the DNS domain name.
e Search Domain - This field will be added as a prefix to any DNS searches.
Buttons:

e The Add DNS Server - This button will launch the DNS Server dialog box that allows a DNS
Server to be added to the list.

e Remove DNS Server - This button will remove a highlighted DNS server from the list.

e Arrows (Up/Down) - The arrow keys will change the order of DNS servers used. Highlight a
DNS server in the list and select the appropriate arrow.

e Read DNS Setting from this computer - This button will transfer the DNS settings from the
current computer into ThinManager

Why Change from Default Settings: The default is blank. You need to add values for this to work.
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Select Finish to save and close, or Cancel to close without saving.

9.4.1.2 DNS Server Entry Window

i |'\

DNS Server

[
Mame Server 0K
e

255 . 255 . 255 . 255 Cancel

L A

Domain Name Server Configuration - Add DNS Server

Selecting the Add DNS Server button will launch a DNS Server dialog box that allows the IP address of
the DNS server to be entered.

Add the IP address of the DNS server into the DNS Server dialog and select OK. Additional IP addresses
can be listed by selecting the Add DNS Server button again.

Select the Finish button when the DNS configuration is done.
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10Terminal Configuration

10.1 Terminal Configuration Wizard

The Terminal Configuration Wizard is used to configure terminals for use with ThinManager.

If a terminal is a member of a terminal group that has a group setting in use then the terminal will have
that setting grayed out and deactivated. The setting will need to be changed at the group level in the
Group Configuration Wizard and not the Terminal Configuration Wizard.

Launch the Terminal Creation Wizard by:

e Selecting the ThinManager Server in the ThinManager tree and selecting Edit > Add Terminal
from the menu bar, or

e Selecting the Terminals branch in the ThinManager tree, right-clicking on the Terminals icon, and
selecting the Add Terminal option, or

e Selecting a Group in the ThinManager tree, right-clicking on the Group icon, and selecting the
Add Terminal option. This puts the terminal in that group.

ACP ThinManager 6.0 174 e Terminal Configuration



10.1.1.1 Terminal Name Page

-

¥ad Terminal Configuration Wizard ==
Terminal Name \ O J
Enter the name for this teminal, select the terminal group to which ’ ‘
this terminal belongs, or choose to copy the configuration from A
another teminal.
Teminal Name

This must be a unique name using letters, numbers, hyphens (4,
and underscores ) only.

Description

Teminal Group

Change Group

Copy Settings

o

[ Copy Settings from another Teminal

Permigsions

Mext = | Cancel Help

Terminal Configuration Wizard - Terminal Name
Importance of Page: Names the terminal and allows it to be added to a group.
Settings:
e Terminal Name — Required field for unique terminal name. Keep it under 15 characters.
e Terminal Group —Adds the terminal to a group of terminals by using the Change Group button.

e Copy Settings — Allows the terminal to be created quickly by copying configuration from an
existing terminal.

Buttons:

e Description — This launches the Terminal Description Window to allow the entry of additional
data.
See Terminal Description for details.

e Change Group — Launches tree to select group for the terminal to join. See Changing a
Terminal’'s Group for details.

e Copy From — Launches tree that allows an existing terminal configuration to be applied to the
new terminal. Only active when checkbox is selected.

e Permissions — Applies TermSecure permissions to the terminal. See Permissions for details.
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Why Change from Default Settings:

Terminal needs a unique name. It can have setting from another terminal applied to speed configuration.
Adding to a group will speed configuration and management.

10.1.1.2 Terminal Description

The Description button launches the Terminal Description window.

Terminal Description - ﬁ

Terminal Description Terminal at boiler room on Production Floor

K I Cancel

Terminal Description Window

The Terminal Description allows you to add additional information about the terminal in the Terminal
Description field.

¥=d ThinManager v6.0 Elﬂlﬁ

Edit Manage Install Tools View RemoteView Help

)
EIW Cobalt Configuration IMDduIesi Schedulei F'ru:upertiesl Event Lngi Shadc\wi Hepu:urti
- M Terminals _
I I.-'l'-.ttrll:uute l"»-"alue | -
[+ L Groupl -
E‘. Deski? Terminal Identificati. _. i
es| E
Floor03 Termninal Mame Floor03 3
TMCO6 Termninal Description Termninal at boiler room an Production Floor
Q MultiMonitor
o erminal Properties
Q PYEN4 T 1P t
i Q WinThMO0s b anufacturer Arigka
g Display Servers Model Murnber BE24-ACP
{El VCenter Servers Vide o Comtraller 53 Savaged
@ Display Clients TouchScreen Type
ﬂ TermSecure Users
P R e At =
For Help, press F1 | [ A

Terminal Description in Configuration Tab

Data entered in the Terminal Description field will be displayed on the terminal’s Configuration tab.

10.1.1.3 Joining a Group

The Change Group button launches the Select Group window to allow the terminal to join a group of
terminals.

176 e Terminal Configuration ACP ThinManager 6.0



o~ "

Select Terminal Group

=)
[E} 1 ziminats ok |
_ Conedl |

- Group
' Subgroup
‘e Sybgroup2

Camcel

Select Group Window

Expand the Terminals tree to show the created groups. Highlight the desired group and select OK to join.
This will close the window.

To remove a terminal from a group highlight Terminals and select the OK button.

Cancel will close without changes.

10.1.1.4 Copy Settings
Terminal configuration can be sped up by copying the settings from an established terminal.

Select the Copy Settings from another Terminal checkbox and then select the Copy From button: This
will launch the Select Terminal window that allows the terminal to copy settings from another terminal.
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o~

Select Terminal

=1 Teminals
=~ Group
: El Subgroup
b Teminallal
- Teminalla?
= Subgroup?
T emirialE 1
; t TeminallB2
=~ Group?
: Termninal2d,
e Teminal2B
= Group?
: Termninal3,
e Teminal3B
‘... Terminal1

[
ok |
_ Cored |

Select Terminal Window

The Select Terminal window will show a tree of the configured Terminal Groups and terminals. Highlight
the terminal that you wish to copy and select the OK button to load the settings and return to the Terminal

Configuration Wizard.

The Cancel button will close the Select Terminal window without making changes.
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10.1.1.5 Terminal Hardware Page

tmt Terminal Configuaration Wizard [&J
Terminal Hardware E’
Select the menufacturer and model of this termnal. ’ = ‘

Use thiz to configure the type of herdware faor this terminal.

Vakce / OEN .

Nodel |DC-40-100 x|

CJEM Model DC-40-100 I
Wdeo Chipsat Media3,

Teminal Fimware Package ]Mu:udel Defautt _YJ

Terminal wil run Package &

Clzar |
_ e |

Temnal ID and IP Acdress -

Teminal 1D More

Edi

< Back Neot > Fish | cance | Help ‘

Terminal Configuration Wizard - Hardware Configuration

Importance of Page: Defines the hardware used for the terminal.
Settings:
o Make/OEM: This dropdown allows the make of the hardware to be selected.
e Model: This dropdown allows the model of the hardware to be selected.
o OEM Model: This displays the actual model used once the terminal connects to ThinManager.

e Video Chipset: This displays the video chipset used once the terminal connects to
ThinManager.

e Touch Type: This displays the touch screen controller used if the thin client has an integrated
touch screen.

e Terminal ID — This displays the MAC address of a connected terminal. We use it to identify the
thin client. On WinTMC c clients this will be the terminal name.

e Terminal Firmware Package — This dropdown allows the firmware package that the terminal will
use to be changed. This must be allowed on the Package Manager Page (Manage >Packages).
See Packages for details.

Buttons:
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e Clear: This will remove the Terminal ID identifier from the configuration of an inactive terminal.
The MAC address of a terminal is used for the Terminal ID. Clearing the Terminal ID will free
hardware that has already been tied to a configuration and allow the terminal to be tied to a
different configuration, without deleting its original configuration. It will also allow the make and
model of the hardware to be changed.

e Edit: Selecting this button will launch the Edit Terminal ID window that allows you to manually
change the MAC address of the configuration. This allows you do a replacement of an old
terminal by entering the MAC address of the replacement. Entering the new MAC address allows
the new terminal to boot and retrieve its configuration without selecting the terminal from the list.

i )

Edit Terminal Id 3w

Terminal Id (MAC) |

Secondary MAC Address (optional) |
IF Address

[ Statically assign IP Address

Static IP Address | : : :

carce |

Edit Terminal ID Window

Why Change from Default Settings: Using the correct make & model of the hardware during
configuration allows the wizard to display only settings that are appropriate for that specific model, making
configuration more accurate.

If you add a different model than you used in configuration then ThinManager will adjust the configuration
to match the new hardware. This is down with help from the TermCap database. See TermCap Database
for details.

A WinTMC connection needs to be configured as Generic/Personal Computer. See WinTMC Overview
for details.

Note: The default Make and OEM Model is set to the oldest unit, the ACP DC-30-100 because all
following units exceed its capabilities. If you configure your units as a DC-30-100 you will want to adjust
the video setting once the actual hardware is attached, as the DC-30-100 video is limited to 800x600,
256-color resolution.

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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10.1.1.6 Terminal Options
¥ad Terminal Configuration Wizard @

Terminal Options ’m“

Select the options for this terminal . .

Teminal Replacement

v Alow replacement at terminal if off line

Teminal Schedule

[ Set Schedule

Teminal Efects
[v Enable Teminal Efects

[v Show terminal status messages

Shadowing
Allovwy terminal to be shadowed YES il
v Alow Interactive Shadow

< Back Mext = | Cancel | Help

Terminal Options Page
Importance of Page: Provides configuration of a few terminal functions.
Settings:

e Allow replacement at terminal if offline — This allows the terminal to show up in the
replacement list during a new terminal connection

e Set Schedule — This will allow the Schedule button to become active. See Scheduling for details.

e Enable Terminal Effects - This allows the desktops in MultiSession to slide smoothly into the
desktop instead of appearing instantaneously.

e Show terminal status messages, - This allows the terminal to display status messages in the
upper left corner of the screen.

e Allow terminal to be shadowed — This dropdown sets the Shadowing setting allowing the
configuration of Shadowing Options.

e Allow Interactive Shadow — This allows users with Shadowing permission to interactively
shadow the terminal. See Interactive Shadow for details.

Buttons:
Schedule — This launches the Event Schedule window for the terminal. See Scheduling for details.
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Why Change from Default Settings:

o Allow replacement at terminal if offline — This prevents an offline terminal from being selected
when adding a new terminal. Turning this off prevents a critical configuration from being
transferred.

If this is turned off then an administrator will need to turn it back on if this terminal needs
replaced.

e Show terminal status messages -Suppressing incidental messages like Display Client
switching and TermSecure logins can keep an operator from worrying about non-essential
messages.

e Allow terminal to be shadowed - Changing the setting controls connection settings:
0 No — This will prevent the terminal from being shadowed by anyone.

0 Ask — This will ask the user to allow shadowing. The user will need to say Yes on a
message window before the shadowing is allowed.

o Warn - Will display a message window alerting the terminal that it is to be shadowed, but
doesn’t require user input before the shadowing is allowed.

0 Yes — Will allow shadowing to occur without warning or user input.

Allow Interactive Shadow — Unselecting will prevent the observer from controlling the session. This
“Look but don’t touch” mode prevents an observer from clicking the wrong buttons.

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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10.1.1.7 Terminal Mode Selection Page

i )

¥ad Terminal Configuration Wizard @

Terminal Mode Selection “
Select the operating modes far this terminal ’ . ‘

Teminal Mode

Iv Use Display Clierts
[ Enable TermSecurs

[ Enable MultiMonitor

< Back Mext = Cancel Help

Terminal Server Specification

Importance of Page: This page has the settings that allow the use of Display Clients, TermSecure, and
MultiMonitor.

Settings:

e Use Display Clients - This setting is required to use most features and functions like
SmartSession load balancing, MultiSession, and Terminal-to-Terminal shadowing.

If Use Display Clients is selected, two other settings may become available:

e Enable TermSecure — This checkbox enables TermSecure on the terminal. This checkbox will
only be displayed if the ThinManager Server has a TermSecure license installed. See
TermSecure for details on this function.

e The Enable MultiMonitor checkbox will be displayed if the hardware selected on the Terminal
Hardware page is a MultiMonitor-capable thin client. Selecting this will allow the terminal to be
configured for MultiMonitor. See MultiMonitor for details.

Why Change from Default Settings:
We recommend using Display Clients because that expands the features and functions available.

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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10.1.2 Terminals Using Individual Terminal Servers

Terminals may connect to a series of individual terminal servers by not selecting the Use Display Clients
on the Terminal Mode Selection page. Although this is not the recommended method this is covered
here.

)

¥ad Terminal Configuration Wizard | &3

Terminal Mode Selection m
Select the operating modes far this terminal ’ . ‘

Teminal Mode

[ Use Display Clients

< Back Mext = Cancel Help

Terminal Configuration Wizard - Terminal Server Specification

Importance of Page: Used to select the legacy individual terminal server method.

Note: We strongly recommend using Display Clients because that expands the features and functions
available.

Settings:

e Not Selecting Use Display Clients is a legacy setting from earlier versions of ThinManager.
Using this setting will limit the features available.
Selecting this enables use of the individual terminal server method.

Select Next to continue, Finish to save and close, or Cancel to close without saving.

The Terminal Connection Type page is displayed next to allow the selection of the desired Client
Communication Protocol.
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¥=3 Terminal Configuration Wizard @
Terminal Connection Type W
Select the type of connection this termimal will makce to the Teminal - ‘

Server.

Select the connection type
" Cirie ICA

(" Citrix Device Services
{* Remote Desktop Protocal (ROP)

< Back Mexd Cancel Help

Terminal Configuration Wizard - Connection Type
Importance of Page: Selects the client/server communication protocol.
Settings:
e Citrix ICA — This allows the use of the Citrix© ICA protocol in client to server communications.

e Citrix Device Services — This is a legacy version of the ICA protocol used on Windows NT and
Windows 2000 terminal servers.

e Remote Desktop Protocol (RDP) — This is the default protocol from Microsoft®©. It is
automatically installed on Microsoft© terminal servers.

Why Change from Default Settings: This is where the terminal is configured to use the Citrix© ICA
protocol if the Citrix© ICA protocol is going to be used instead of the default RDP.

Select Next to continue, Finish to save and close, or Cancel to close without saving.

Selecting the Citrix ICA setting will change the path of the Terminal Configuration Wizard to display
additional configuration pages. See Citrix for details.
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¥=3 Terminal Configuration Wizard @

Display Client Selection ﬂ'
Select the Display Clients to use on this terminal }
A
Awvailable Termimal Servers Selected Temninal Servers

T51 (10.10.10.1)
TS2 (10.10.10.2)
753 (10.10.10.3) -

|A|V

Edit Server List

| Enforce Primany Teminal Server Connection

< Back | Cancel Help

Terminal Server Selection

Importance of Page: This allows the selection of the terminal servers that the terminal will use. Adding
multiple terminal servers to the Selected Terminal Server list will establish failover.

List Box:

e Available Terminal Servers — This is the list of the terminals configured in the Terminal Server
Configuration Wizard and available to the terminal.
If the Available Terminal Server list box is empty the Terminal Server Configuration Wizard can
be launched with the Edit Server List button to define the terminal servers.

e Selected Terminal Servers — This is the list of terminal servers that the terminal will connect to,
in the order that they will connect. Move the terminal servers to this list with the left and right
arrow or by double clicking on the name.

Listing two or more terminal servers configures Failover. The terminal will connect to the first in
the list. If it fails than the terminal will try the next in the list.

Buttons:
¢ Arrows — The left and right arrows move the terminal servers between list boxes. The up and

down arrow change the order that the terminal servers are used. The top terminal server is
considered the primary terminal server.
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e Edit Server List — This launches the Terminal Server Configuration Wizard that allows
terminal servers to be defined within ThinManager. Selecting Manage > Terminal Server List
from the ThinManager menu will also launch the Terminal Server Configuration Wizard.

e Override — This is not used with individual terminal servers.
Settings:

e Enforce Primary Terminal Server Connection — This will cause a terminal that failed over to a
backup terminal server to return to the primary terminal server whenever that server becomes

available.
Why Change from Default Settings: It is critical to list the terminal servers that the terminal will use. The
wizard will not advance without a terminal server selected.

If the Available Terminal Servers column is empty, the Terminal Server List Wizard needs to be run to
define the terminal servers. Select the Edit Server List to launch the Terminal Server Configuration
Wizard and define the terminal servers.

¥ad Terminal Configuration Wizard @
Display Client Selection w
Select the Display Clients to use on this terminal ’ ‘
A
Available Teminal Servers Selected Terminal Servers
T53 (10.10.10.3) T51(10.10.10.7)

TS2(10.10.10.2)
4
|

[« |~

Edit Server List

[ Erforce Primary Teminal Server Connection

< Back Mext = Finish Cancel Help

Terminal Configuration Wizard - Terminal Server Selection

This is an example of a terminal with the terminal servers selected.
Select Next to continue, Finish to save and close, or Cancel to close without saving.
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10.1.3 Terminals Using Display Clients

Terminals may be configured to use Display Clients by selecting the Use Display Clients on the
Terminal Mode Selection page.

i )

¥ad Terminal Configuration Wizard @
Terminal Mode Selection “
Select the operating modes far this terminal ’ ‘
AR

Teminal Mode

Iv Use Display Clierts
[ Enable TermSecurs

[ Enable MultiMonitor

< Back Mext = Cancel Help

Terminal Configuration Wizard - Terminal Server Specification

If the Use Display Clients is selected, two other settings may become available:

e Enable TermSecure, when checked, will enable TermSecure functionality. This checkbox will
only be displayed if the ThinManager Server has a TermSecure license installed. See
TermSecure for details on this function.

e The Enable MultiMonitor checkbox will be displayed if the hardware selected on the Terminal
Hardware page is a MultiMonitor-capable thin client. Selecting this will allow the terminal to be
configured for MultiMonitor. See MultiMonitor for details.

Select Next to continue configuration.

10.1.4 Display Client Selection

The Display Client Selection page is displayed next to allow the selection of the desired Display Clients.
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¥=3 Terminal Configuration Wizard @

Display Client Selection ﬂ'
Select the Display Clients to use on this terminal } -
Awvailable Digplay Clients Selected Display Clients

pCalculatDr
; Desldop

; Motepad -

|A|V

Edit Display Clients

< Back | Cancel Help

Terminal Configuration Wizard — Display Client Selection

Importance of Page: This allows the selection of the Display Clients that the terminal will use. Adding
multiple Display Clients to the Selected Display Clients list will establish MultiSession.

List Box:

Available Display Clients — This is the list of the Display Clients configured in the Display Client
Configuration Wizard and available to the terminal.

If the Available Display Client list box is empty the Display Client Configuration Wizard can be
launched with the Edit Display Clients button to define the Display Clients.

Selected Display Clients— This is the list of the Display Clients that the terminal will connect to,
in the order that they will connect. Move the Display Clients to this list with the left and right arrow
or by double clicking on the name.

Listing two or more the Display Clients configures MultiSession. The terminal will display the first
in the list and cascade the others.

Buttons:

Arrows — The left and right arrows move the Display Clients between list boxes. The up and
down arrow change the order that the Display Clients are used. The top Display Clients is
displayed on top at startup.

Edit Display Clients — This launches the Display Client Configuration Wizard that allows
Display Clients to be defined within ThinManager.
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e Override — This allows a highlighted Display Client to use a different login or screen resolution
than the terminal.
See Display Client Override for details.

Why Change from Default Settings: It is critical to list the Display Clients that the terminal will use. The
wizard will not advance without a Display Client selected.

If the Available Display Clients column is empty, the Display Clients List Wizard needs to be run to
configure Display Clients. Select the Edit Display Clients button to launch the Display Client List
Wizard as shown in Display Client List.

i )

¥=d Terminal Configuration Wizard @
Display Client Selection m‘
Select the Display Clients to use o this teminal } :‘
)
Pvallable Display Clierts Selected Display Clients

; Desldop PCalc ulator
_: Notepad
s

|A|V

=

Edit Display Clients Cvemde

< Back Mext Finish Cancel Help

Terminal Configuration Wizard — Display Client Selection

This is an example of a terminal with the Display Clients selected.

10.1.4.1 Display Client Override

ThinManager has an Override button that will allow any Display Client to be configured to login with a
different user account than the terminal. The Override button becomes active when two or more Display
Client are added to the Selected Display Client column.
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Owerride Settings for 'Motepad’ Display Client

Login Settings : _
Owernde I ol

|Jzername | Lancel

Pazsword |

Wity P azzword |

Override r
Criamain |
Applink Command Line
Command Line Dptions Override I
Video Settings
Override r
Rezalution Colar Depth
2414320 w| |ECoos v

Override Settings Window

Importance of Page: Allows a Display Client to use a different login or screen resolution than the
terminal.

Settings:

e Override - Login Settings— This needs checked to use this setting.
Using this override with a blank username and password will force the user to manually login.

0 Username — Field for the username of the Windows®© user account you want to use.
o Password — Field for the password for the username.
o Verify Password — Field to confirm the password.
e Override - Domain- This needs checked to use this setting.
0 Domain — Field for the domain of the user account.
e Override - Video Settings— This needs checked to use this setting.
0 Resolution — Dropdown for the video resolution to use for the Display Client.
o Color Depth — Dropdown for the color depth to use for the Display Client.
Buttons:
e OK — Accepts changes and closes window.
e Cancel — Closes window without changes.
Why Change from Default Settings: The defaults are blank and will not override anything until changed.

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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10.1.4.2 Virtual Workstations

If you choose a Workstation Display Client you will need to associate it to an available workstation. This is
done on the Complete the Workstation Display Client Configuration page.

i

-

¥=3 Terminal Configuration Wizard @

Complete the Workstation Display Client Configuration m
Select ome or more worlcstations to add to this display client } . ‘

Select workstations for Display Client %FP_1°
Selected Warkstations

Add Worestation Add Virtual Workstation | Remove

WS

Add one or more workstations to this display client

< Back | Cancel Help

Complete the Workstation Display Client Configuration Page

Importance of Page: Allows a workstation to be associated with a Workstation Display Client so that the
terminal can display a workstation.

Buttons:
e Add Workstation — Accepts changes and closes window.
e Add Virtual Workstation — Closes window without changes.
e Remove — This removes a highlighted workstation.
e Edit — This allows a highlighted workstation to be changed.
e Arrows —The up and down arrow change the order that multiple workstations are used.

Why Change from Default Settings: The default is blank and will not deploy a workstation until a
workstation is added.

Selecting the Add Workstation button will launch the Add Workstation window.
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Add Workstation =

Workstation IP Address | |

Workstation Display Name |

Add Cancel

Add Workstation Window

Enter the Workstation name and IP address in the Workstation Display Name and Workstation IP
Address fields.

Selecting the Add Virtual Workstation button will launch the Add Virtual Workstation window.

Add Virtual Werkstation [=3m)
-]

select Vienter Server |'|.u'CENTEFl 5

Available Virtual Workstations

=0 ,

|=- |5 ACPDatacanter
..... 5 PEZ-TSS Canc=l
----- 1 TermServer3
----- G TermServerd
----- i1 ThinServers
----- 1 ThinServer
----- [f TS5 -PXE4

----- 1 T55-PXES

----- G TS5-%E6

----- 1 TSL -PXEL -

a8

Add Workstation Window

The Add Virtual Workstation window will show the configured VCenter Servers. Expand the tree and
select the desired virtual workstation. Select the Add button to apply that virtual workstation.

Virtual Machine Already Used @

-

This Virtual Machine or Virtual App has already been used by another Workstation
Dizplay Client.

Ok

Error Message
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Each virtual machine can only be used once since workstations have a one-to-one relationship with the
accessing terminal. If you try to apply a workstation twice you will receive and error message.

o~ L1

¥=3 Terminal Configuration Wizard @

Complete the Workestation Display Client Configuration m
Select ome or more worlcstations to add to this display client } -

Select workstations for Display Client P _1°

Selected Workstations
WCENTERSACP Datacenter PXE3 - TSH

Add Wonestation Add Virtual Worketation | Remove

LS

< Back Mext = Finish Cancel Help

Complete the Workstation Display Client Configuration Page

Once a workstation has been applied for that display client it will be listed in the Selected Workstations
textbox.

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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10.1.4.3 Terminal Interface Options

-

¥ad Terminal Configuration Wizard @
Terminal Interdface Options ﬁ"

Select the display client selector and main menu options that will be ’ ‘
available on the temminal . AR

Display Cliert Selection Options

[V Show Selector on Teminal Selector Options |

[~ Enable Tiling |
[ Screen Edge Display Cliert Selection

< Back Mext = Finish Cancel Help

Terminal Interface Options Page
Importance of Page: This page contains the setting that allows navigation between sessions when using
MultiSession.
Settings:

e Show Group Selector on Terminal - This checkbox, if selected, will display an on-screen drop-
down menu that can be activated by mouse.

e Enable Tiling — This checkbox, when selected, allows the Display Clients to be tiled on the
monitor to provide an overview of all the sessions at once. See SessionTiling Options for details.

e Screen Edge Group Selection - This checkbox, if selected, will activate a feature that will switch
windows if the mouse is moved off screen.

Buttons:

Selector Options — This button launches the Group Selector Options window that has the settings for
switching between sessions when using MultiSession. See Terminal Interface Options Hotkeys for
details.

Tiling Options— This button launches the Tile Options window that has the settings for tiling sessions
when using MultiSession. See Terminal Interface Options Hotkeys for details.

ACP ThinManager 6.0 Terminal Configuration e 195



Main Menu Options — This allows configuration of the TermSecure Main Menu. See TermSecure Menu
for details.

Why Change from Default Settings: These settings allow you to control how MultiSession is displayed
and navigated.

Select Next to continue, Finish to save and close, or Cancel to close without saving.

10.1.4.4 Hotkey Configuration Page

i )

¥=3 Terminal Configuration Wizard @
Hotkey Configuration m‘
Configure the hotkeys to apply to this terminal } .

Teminal Hotkeys

. |
¥ Enable Display Client Hotkeys Changs Hotkeys |
] |
¥ Enable Main Menu Hotkey Change Hotkey |
< Back Mext = Finish Cancel Help

Hotkey Configuration Page
Importance of Page: Used to configure hotkeys to make it easier to access sessions and functions.
Settings:

e Enable Instant Failover Hotkeys - This checkbox, if selected, allows the hot key switching
between the two active sessions of a Terminal Services Display Client that is using Instant
Failover.

e Enable Group Hotkeys - This checkbox, if selected, allows the hot key switching between
different sessions of a terminal using MultiSession.

o Enable Tiling Hotkey — This checkbox, if selected, allows SessionTiling to be activated by a
hotkey combination.
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¢ Enable Main Menu Hotkey — This checkbox, if selected, allows the TermSecure Main Menu to
be activated by a hotkey combination.

Buttons:

e Change Hotkeys (Enable Instant Failover Hotkeys) — This button launches the Select
Hotkeys window that has the settings for hotkeys when using Instant Failover. See Hotkey
Configuration for details.

e Change Hotkeys (Enable Group Hotkeys) — This button launches the Select Hotkeys window
that has the settings for hotkeys when using MultiSession. See Hotkey Configuration for details.

e Change Hotkeys (Enable Tiling Hotkeys) — This button launches the Select Hotkeys window
that has the settings for hotkeys when using Tiling. See Hotkey Configuration for details.

e Change Hotkeys (Enable Main Menu Hotkeys) — This button launches the Select Hotkeys
window that has the settings for hotkeys when using TermSecure. See Hotkey Configuration for
details.

Why Change from Default Settings: These settings allow you to control sessions with hotkeys.

Select Next to continue, Finish to save and close, or Cancel to close without saving.

10.1.5 Continuation of the Terminal Configuration

The configuration paths (Independent Terminal Servers vs. Display Clients, ICA vs. Device Services and
RDP) unite at the Login Configuration. However, the Log In Information page varies depending on it the
terminal is using individual Terminal Servers or Display Clients.
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10.1.5.1 Login for Display Client Users
’IE"J Terminal Configuration Wizard @

-

Leg In Information

Erter the log in infformation to log in awtomatically. Leave the login b ‘
informatian blank or fill only some of the fields to farce manual log in. -

Windows Log In Information

Usemame |T|'|ir| Man

Password |

Verfy Passward I
Domain |:':"-': Pl Veiy

< Back Mext Finish Cancel Help

Login Information - Use Display Clients

Importance of Page: This page allows a terminal to automatically login without user action.

Settings:

Username — Enter a valid Windows user account.

Password — Enter the password.

Verify Password — Re-enter the password for confirmation.
Domain - Enter the domain, if Domain accounts are being used.

Path - Enter the path to the desired application in the field. This will be the only program to run
and the desktop, icons, and start menu will be hidden.

Command Line Options — This field provides a space for command line options and switches.
This field may not be required.

Initial Folder - This field is provided in case you need to specify the working directory for the
program when using a relative path for the initial program. This field may not be required.

Buttons:
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o Verify - The Verify button will contact the domain controller to validate the accuracy of the
domain user account.

Select the Verify button to check the user.

Yalidate Users

Wwindows Loging To Check T
Domain | L zer | Fesult _
ALCP Thirkan walid “Werify

Validate Users Window

A Validate Users window will be displayed with the status of the user. If the user account is a valid
domain account, the results will show valid. If the results show invalid, try another account.

Why Change from Default Settings: Using the auto-login feature allows a terminal to connect and load
sessions without requiring user input. It also hides the login account so the user doesn’t know the account
and can't use it for unauthorized access to the network.

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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10.1.5.2 Video Resolution Page
’E'-J Terminal Cenfiguration Wizard @

-

Video Resolution m
Select the video resolution for this terminal. ’ ‘
A

Select Video Resolution

Resolution Color Depth Refresh Rate

1024768 v| |B4KColore | |60Hz |

These are the resolutions supported by the Thin Client
model you selected.

< Back Mext = Finish Cancel Help

Terminal Configuration Wizard - Video Configuration

Importance of Page: This page sets the video resolution that the terminal will use.
Settings:

e Resolution — Select the desired screen size. The list will contain the sizes available for the
hardware that was chosen on the Terminal Hardware page.
WinTMC configurations show a Full Screen option.

e Color Depth — Select the desired color depth. The list will contain the values available for the
hardware that was chosen on the Terminal Hardware page.

¢ Refresh Rate — Select the desired refresh rate for the monitor. The list will contain the values
available for the hardware that was chosen on the Terminal Hardware page.

Why Change from Default Settings: The monitor that is used may have a different resolution than the
default value. A Windows© 2003 or 2008 terminal server can display 16K colors but a Windows© 2000
terminal servers can only display 256 colors.

A terminal that is using MultiMonitor can have the screen resolution of each monitor set. See MultiMonitor
for more details.

200 e Terminal Configuration ACP ThinManager 6.0



i al

¥=3 Terminal Configuration Wizard @

MultiMonitor Video Settings w
}.

Select the number of monitors and a video mode for each monitor.

Nurmber of Marnitors 2 3 v i " 5

Manitar Video Modes

Color Depth BAK Colors =

Resolution Refresh Rate Port

Mortor 1 |102&768  =| [60Hz ~| |1 ]
Monitar 2 | 1024x768 ~| |eoHz  ~| 2 |
Montor3 | 1024x768 x| Jsvz =]~
Morftor 4 | 1024x768 x| leHz  ~] 4 -]
Main Menu Options |
< Back Mexd Cancel | Help

MultiMonitor Video Settings
Importance of Page: Configures the video resolution of each monitor for a MultiMonitor terminal.
Settings:

e Number of Monitors — These radio buttons allow you to define how many monitors the terminal
will use.

e Color Depth — Select the desired color depth. The color depth will be used for all monitors.
e Resolution — Select the desired screen size for each monitor used.
e Color Depth — Select the desired color depth for each monitor used.
e Refresh Rate — Select the desired refresh rate for each monitor used.
Buttons:

Why Change from Default Settings: MultiMonitor allows you to use different sized monitors instead of
requiring that all are the same. This page allows you to adjust the settings to match your configuration.

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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10.1.5.3 WinTMC Settings Page

A terminal that is set for use as a WinTMC PC client by using Generic/PersonalComputer in the Make
and Model field of on the Terminal Hardware page will display a page for WinTMC settings. It is not
shown for normal terminals.

e

¥=3 Terminal Configuration Wizard

WinTMC Settings

Select the local devices to be redirected, the experence settings and

cliert cortrol =ettings.

Redirect Local Resources
[ Redirect Seral Ports
[ Redirect Drives

[ Redirsct Printars
[~ Redirect Sound

[ Redirect Smart Cards

Cliert Control Settings
[+ Allow client to be closed
I+ Allow client to be sized
v Always mairtain menitor connection
[ Show groups as separate windows

Experience Settings
Iv Show desktop background
[v Show window contents while dragging
¥ Show menu / window animations
[+ Show themes

< Back Mext = Finish

Cancel

-

==

=

Help

WInTMC Settings

Importance of Page: Used to configure the WinTMC client that converts a PC into a terminal services

client that is controlled and managed through ThinManager.

Settings:

e Redirect Local Resources:

(0]

Redirect Serial Ports — Enable this setting to make local serial ports available in a
session. Serial Port redirection does not work when you connect to a terminal server
running Windows 2000 or earlier.

Redirect Drives — Enable this setting to make local drives available in a session. Drive
redirection does not work when you connect to a terminal server running Windows 2000
or earlier.

Redirect Printers — Enable this setting to make your local printer available in a session.

Redirect Sound —Enable this setting to allow audio played in your session to play locally.
Sound redirection does not work when you connect to a terminal server running Windows
2000 or earlier.
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0 Redirect Smart Cards — Enable this setting to make your smart card available in a
session. Smart card redirection does not work when you connect to a terminal server
running Windows 2000 or earlier.

e Client Control Settings:

o Allow client to be closed — Enable this setting if you want your user to be able to close
the client.

o0 Allow client to be sized — Enable this setting if you want your user to be able to resize
the client.

o0 Always maintain monitor connection — Enable this setting to keep the monitoring
connection active when WinTMC is closed to allow shadowing. Unselecting this checkbox
will release the WinTMC license when the WinTMC program is closed but will deny
shadow access.

0 Show groups in separate windows — This checkbox, if selected, will display multiple
Display Clients as separate windows rather than in one window shell.

e Experience Settings:

o0 Show Desktop Background — Enable this setting if you want your user to be able to
select a Windows Desktop Background. If not set, the background will be a solid color.

o Show window contents while dragging — Enable this setting if you want the window
contents of a window to be shown while the window is being dragged.

0 Show menu/window animations — Enable this setting if you want menu/window
animations to be enabled on the client.

o0 Show Themes — Enable this setting if you want your user to be able to select a Windows
Theme.

Note: These functions may be denied by user policies or terminal server configuration. Check the
Microsoft© Local Policy, Group Policy, and Terminal Services Configuration. See Non-ThinManager
Components for details.

Why Change from Default Settings: The Redirect Local Resources settings allow the user to access
the resources on the PC.

The Client Control Settings can be set to prevent the WinTMC from being closed. If you want to convert
a floor PC to a dedicated terminal you can install WinTMC on the PC and have it launch automatically by

placing it in the Startup folder (C:\Documents and Settings\%username%.\Start Menu\Programs\Startup).

The user can't close WinTMC if the Allow client to be closed and the Allow client to be sized settings

are unchecked.

The Experience Settings give a PC-like desktop experience but use more resources.

Select Next to continue, Finish to save and close, or Cancel to close without saving.
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10.1.54 Terminal Module Selection Page
r'lra":."-.l Terminal Cenfiguration Wizard @

Medule: Selection \ O J
=

-

Select the modules that load on this terminal &t boot up.

Installed Modules

Maodule

Add...

< Back Mext = Finish | Cancel Help

Terminal Configuration Wizard - Module Selection

Importance of Page: This page attaches modules to a terminal so that it can use touch screens, sound,
USB drives, etc.

Settings:

e Installed Modules — This list box displays the modules that are added to the terminal. Modules
added to a group will show a group icon.

Buttons:

e Move Up & Move Down — These buttons changes the order that the modules load during boot
up by rearranging the module list. They are rarely used.

e Add... — This opens the Attach Module to Terminal window to allow a module to be added to
the terminal.

e Configure... — Open the Modules Properties window by highlighting the module in the Module
list box and clicking the Configure button.

e Remove — Remove a module by highlighting it in the Module list box and clicking the Remove
button.

Why Change from Default Settings: Certain features and functions are activated by use of modules.

204 e Terminal Configuration ACP ThinManager 6.0



Select Next to continue, Finish to save and close, or Cancel to close without saving.

10.1.5.5 Attaching a Module

A Module is a component of the firmware that is not needed for the basic functionality but may be desired
for advanced functionality. These features include Touch Screen drivers, serial mouse drivers, High

Speed Serial drivers, Shared Keyboard and Mouse, USB Memory Card Reader, and Instant Failover. See
Module Overview for details.

To attach a Module to a Terminal, select the Add... button to launch the Attach Module to Terminal

window.

o~

Attach Module to Terminal

Module Type Al Modules
Development
Add Senial Port ICA

Arizta ARP1E DN Feyboard
CarrollT ouch Towch 3 L':_'Cal Storage
Citrix 1C4 Usedlternat| Miscelaneous
Citriv 104 whclient, ini LM ouze sl
Citriy Receiyer Yersion 12

Cuztom Video Mode Module

DMC TSC Senes Touch Screen Driver
Dynapro Towch S creen Diriver

ealaw Touch Screen Driver
Elographics Touch Screen Diriver
Firrmware Update Maodule

Gunze AHL Touch Screen Diriver -

LIEYREN N [ -

Carcel

Attach Module to Terminal

The Attach Module to Terminal window will show the modules that are available to the terminal. The
Module Type drop-down box sorts the modules by categories to make the modules easier to find.

Highlight the desired module and select the OK button to add the module to the configuration.
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¥=3 Terminal Configuration Wizard

Select the modules that load on this terminal &t boot up.

Installed Modules

Medule
[ RDP Serial Port Rediection Module

Blographics Touch Screen Driver

Add...

< Back Next > - |

Module Selection
bt

Cancel | Help

Terminal Configuration Wizard - Module Selection

Terminals that are members of a Group may show icons to represent the properties of added modules.

o @ The Group icon represents modules assigned to a parent Group.

No icon indicates that the module was added to that particular Group or Terminal and not a

parent Group.
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Module: Selection
Select the modules that load on this terminal at boot up.

Terminal Configuration Wizard

Installed Modules

Module

Add... I

[ RDP Serial Port Rediection Module

Blographics Touch Screen Driver

Mave Up

| Mave Down |

Configure. .. |

Remove |

< Back

Mext =

Fiish |

Cancel |  Hep |

Module Configuration

Highlighting a module and selecting the Configure button will open the Module Properties window and

allow changes to the module configuration.
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o~

Module Properties:

Farameter

Connection T ype

Port [Senial Only]

Muaritor Murnber

Diouble Touch Area [pikels)

Double Touch Time [millzeconds)

Tauch De-baurce Timeout milisecands)
Swap et Coomdinates

Right Click Hold Time [millize conds)

Bimkt Clicl Aras (mivalsl
i 1]

Yalus »
Serial

Car

1

10

1000

0

N0
DISABLED

in

m

Farameter |E|:|nneu:ti|:|n Tupe

Yalue | Serial

Set to Default

=}

Cet

Done | Caricel |

Module Properties

On the Modules Properties window, select the parameter to change, select the new value in the drop-
down list, and click the Set button. This will change the setting.

The Set to Default button will restore the module to the default settings.

Select the Done button to close the Module Properties window and to return to the Terminal

Configuration Wizard.

Select Next to continue, Finish to save and close, or Cancel to close without saving.

10.1.5.6 ThinManager Server Monitor List Page

This page is not displayed when Auto-synchronization is used. See Auto-synchronization.
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i al

¥=3 Terminal Configuration Wizard @

This terminal will establish a monitoring connection to all ThimnManager
Servers in this list.

ThinManager Server Monitor List ﬂ'
s

Available ThinManager Servers Selected ThinManager Servers

ThinServerd (10.10.10.102) ThinServer (10.10.10.100)
ThinServer (10.10.10.101) E

jid
Al

Edit Server List

< Back Mexd Finish Cancel Help

Terminal Configuration Wizard - ThinManager Server Monitor List

Importance of Page: If you are using two ThinManager Servers without automatic synchronization them
the terminal will normally only send its connection status (green light) to the ThinManager Server that it
booted from. This page allows you to list multiple ThinManager Servers so that the terminal will send its
status information to all the ThinManager Servers

Settings:

e Available ThinManager Servers — This is the list of defined ThinManager Servers. Selecting
the Edit Server List button will launch the ThinManager Server List Wizard to add new
ThinManager Servers.

e Selected ThinManager Server — This is the list of ThinManager Servers that the terminal will
send its connection status to. Move ThinManager Servers from the Available list to Selected list
by double clicking or using the arrow buttons while highlighted.

Buttons:

e Arrows — These buttons move highlighted ThinManager Servers from one list to the other or
rearrange the order listed.

e Edit Server List — This launches the ThinManager Server List Wizard that allows the defining of
ThinManager Servers.
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Why Change from Default Settings: Adding ThinManager Servers to the Selected ThinManager
Server allows control, configuration, shadowing, and rebooting of a terminal from a backup ThinManager
Server if the primary ThinManager Server fails.

Select Next to continue, Finish to save and close, or Cancel to close without saving.

10.1.5.7 Monitoring Configuration Page

i )

¥=3 Terminal Configuration Wizard @
Menitoring Configuration m‘
Select the setting for how often the Teminal Server status is }
monitored by this terminal. 4

Monitor Interval
{* Fast
" Medium
" Slow

" Custom

Monritor Interval 5 El Seconds
Manitor Timeout 1 El Seconds

Monitor Retry

Ju

Prirmany Up Delay Muliplizr
Prirmary Up Delay 30 Seconds

< Back | Finish | Cancel Help

Terminal Configuration Wizard - Monitoring Configuration

Importance of Page: This page sets the speed that failover is detected and initiated. A thin client creates
a socket connection to the terminal server. If the socket is disconnected the terminal will try to reconnect
and failover based on these settings.

Settings:
e Monitor Interval

o0 Monitor Interval (Fast/Medium/Slow) — These settings have a set rate for the frequency
that the terminal server status is checked.

0 Monitor Interval (Custom) — This setting allows the administrator to change the settings
from the defaults.

e Monitor Interval — This is the period of time the terminal will wait after losing the socket
connection before it tries to reconnect.

210 e Terminal Configuration ACP ThinManager 6.0



e Monitor Timeout — This is the period of time the terminal will wait between tries.

e Monitor Retry - This is the number of times the terminal will try to reestablish a connection
before failing over.

e Primary Up Delay Multiplier - This is a constant used to generate the Primary Up Delay time.
Field:

e Primary Up Delay - This is a delay added (usually set to 30 or 60 seconds) to allow a Terminal
Server to get fully booted before the terminal will try to login. This time period is equal to the
Monitoring Interval times the Primary Up Delay Multiplier.

This prevents a terminal using Enforce Primary from switching back to its primary terminal server
before it is ready.

Why Change from Default Settings: Faster rates will cause a quicker failover but will check on terminal
server status more often, causing more network traffic. Slowing down the rate will cause less traffic but
will slow the failover speed a little.

Select Finish to save and close, or Cancel to close without saving.
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11PXE Server Configuration

11.1 Overview

PXE (Preboot Execution Environment; sometimes pronounced "pixie") is an environment that allows a
computer to boot over a network. ThinManager provides a complete PXE boot environment that does not
require any additional software components. The ThinManager PXE Server conforms to version 2.1 of the
Intel PXE boot specification.

11.2 Thin Client Hardware Requirements

The Thin Client computer must be capable of PXE Booting. Most standard BIOS ROMS include a PXE
Option ROM. In order to PXE boot, the PXE Option ROM must be enabled in the BIOS. The PXE boot
method (boot from network) should be set to first in the boot order. Disabling the other boot devices in the
BIOS will ensure that the unit will only boot via PXE.

11.3 Methods of Operation

11.3.1 ThinManager Only Method

Using this method, the Thin Client will acquire an IP address and PXE boot options from the ThinManager
PXE Server. No standard DHCP Server is required. You must have the ThinManager PXE Server
enabled and the desired network interfaces enabled. Select the “Not using standard DHCP Server” server
mode.

11.3.2 ThinManager Proxy Method

Using this method, the Thin Client will acquire an IP address from a standard DHCP server. There is no
need to set any PXE related boot options in the DHCP server configuration. These options will be sent to
the Thin Client by the ThinManager PXE Server. You must have the ThinManager PXE Server enabled in
ThinManager and you must select the “Using standard DHCP server with Boot Options” server mode.

11.3.3 Stand-Alone DHCP Server Method

Using this method, the Thin Client will acquire an IP address from a standard DHCP server including the
specified PXE boot options. This method is required if your DHCP server is installed on the same
machine as ThinManager. You must set Option 66 (Boot Server Host Name) to the IP address of your
ThinManager Server and Option 67 (Boot File Name) to “acpboot.bin”. You must have the
ThinManager PXE Server enabled and you must select the “Using standard DHCP server” server mode.
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See Network Interface Configuration for details.

11.4 PXE Server Configuration Wizard

11.4.1 Enabling the ThinManager PXE Server

Open the ThinManager PXE Server Configuration Wizard by selecting Manage > PXE Server from the
menu.

-,

¥=d PXE Server Wizard @

PXE Server Configuration

Enable / Disable FXE Server } ‘
A

The ThinManager PXE Server allows the use of thinclients that support Intel
PXE boating.

|v Erable PXE Server

MNext = Finish Cancel Help

PXE Server Configuration

Enable PXE Server must be selected to boot PXE thin clients from ThinManager.
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11.4.2 Network Interface Configuration

s )

Vo PXE Server Wizard e

Hetwork Intedface Configuration ‘i‘"
Select the settings for each network interface ’

Select Inteface to Configure
|Intel(R) 82562V 10/100 Network Connection |
Interface Primary |P Address 10.3.10.170

PXE Server Mode
£ Using standard D1 ICI server
€ Using standard DHCP server with Boot Options
f* Mot using standard DHCP server

[v Allow Mew PXE clients

< Dack Mext = Carcel | lelp

Network Interface Configuration

Select a network interface from the drop down list to configure from the Select Interface to Configure
dropdown. This allows each network adapter to be configured individually. The primary IP Address
reflects the current IP address for the selected adapter.

PXE Server Mode

e Select Using Standard DHCP server if you want to have a standard DHCP server assign IP
addresses to thin clients on the same network as the selected network adapter. The PXE Boot
options will be provided by ThinManager automatically. This selection will require no changes to
your DHCP server configuration.

e Select Standard DHCP server with Boot Options if you want a standard DHCP server to assign
IP addresses and PXE boot options to thin clients on the same network as the selected network
adapter. Set Option 66 (Boot Server Host Name) to the IP address of your ThinManager Server
and Option 67 (Boot File Name) to “acpboot.bin”. The PXE boot options will not be
provided by ThinManager. You must use this mode if your DHCP server is installed on your
ThinManager Server.

e Select Not using standard DHCP server if you want ThinManager to assign IP addresses to thin
clients without the need for a DHCP server. Using this mode requires that you set up IP address
ranges. Use this mode if you want to use static IP assignments (reservations). ThinManager will
not assign IP addresses to non-PXE booting devices.
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Allow New PXE clients allows unknown PXE thin clients to connect to ThinManager through the
selected network interface. Uncheck this option if you only want known clients to connect.

Note: Uncheck this setting if you are planning to have more than one non-synchronized ThinManager
Server on your network. You will need to temporarily enable this option to add a new thin client. For
proper operation, you can only have this option enabled on one ThinManager Server at a time.

11.4.3 Network Interface Configuration for Synchronized
ThinManager Servers

&% PKE Server Wizard |

Metwork Interface Configuration ﬁ’
Belect the settings for ezch network interace b
2

Select Interface tc Corfigure
| Broadzom MetLink (TM) Gigabit Ehemet -
Interfaze Prmary IP Address 10,7 10.30

—Syncaronization Interface
Metwor hterface to synchroniza this corfiguration with I

Broadcom NetLink (TM) Gigabi Ethemet i

Inteface Primany IP Address 10.7.10.21

-PXE Server Mode
i+ |sing standsrd DHCP server
(™ Using standard DHCP server with Boot Jptions
" MNot using standard DHZP server

v Bllow New PXE clients

% Back Meat » Finish Cancd Help

Network Interface Configuration for Synchronized ThinManager Servers

The Network Interface Configuration page will display a network interface dropdown for each
ThinManager Server if you are using auto-synchronization.

Select a network interface from the Select Interface to Configure to configure the primary ThinManager
and select a network interface from the Synchronization Interface to configure the secondary

ThinManager dropdown. This allows a network adapter on each ThinManager Server to be configured
individually.
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11.4.4 IP Address Range Configuration

The IP Address Range Configuration page displays the current ranges of IP Address being used by
ThinManager to assign to thin clients. It also gives the ability to edit the IP ranges.

Note: This section of the PXE Server Wizard is only used when the Not using standard DHCP server
option is selected in the Network Interface Configuration.

-

¥ad PXE Server Wizard [ =2 |
IP Address Range Configuration w
Configure each range of IP Addresses } -
Beginning IP Address Ending IP Address
10.3.10.100 10.3.10.109

Add Delete Edit

< Back Finish Cancel Help
| | | | |

IP Address Range Configuration

Select the Add button to launch the IP Address Range window to add a range of IP addresses for the
PXE Server.
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11.4.4.1 Adding or Editing an IP Address Range
(1P Address Range =3

Starting IP Address

Ending IF Address

Subnet Mask

Router IP Address

Exdlusions | Reservations | Advanced

Clear IP Assignmen ts |

K | Cancel |

IP Address Range

The IP Address Range window has fields for the IP addresses to be assigned.

Fields:
o
.
o

Starting IP Address: This is first IP address you want the PXE Server to pass out.
Ending IP Address: This is last IP address you want the PXE Server to pass out.
Subnet Mask: This is the subnet mask of the network.

Router IP Address: This is the IP address of your router, if needed. Leave as 0.0.0.0 if not
needed.

Buttons:

Exclusions launches the Exclusion window to exclude a specific IP addresses from the
available range.

Reservations launched the Reservation window that allows reserve a specific IP address to be
assigned to a thin client based on the thin client MAC address.

Advanced launches the Advanced IP Range Settings window that allows DHCP options to be
added.

Clear IP Assighments will clear the setting from the IP Address Range window.
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11.4.5 Exclusions

Exclusions [ 23|
Beginning IF Address | Ending IP Address
Add
Ok

Exclusion Window

Selecting the Add button will launch the Exclusion Range window that allows you to remove one or more
IP addresses from the range of IP addresses passed out by the PXE server.

"~ 'y

Exclusion Range B

Excusion Start IP Address | 255 , 55 , 255 , 255

Excusion End 1P Address
| 255 . 55 . 255 . 255

JK Cancel

Exclusion Range Window

Enter the first and last IP addresses of the range you want to exclude in the Exclusion Start IP Address
and the Exclusion End IP Address. If you have a single IP address you want to exclude then enter it in
both the Exclusion Start IP Address and the Exclusion End IP Address fields.
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11.4.6 Reservations

Reservations 22|
Hardware Address Secondary Hardware Add... || IP Address
000000000001 000000000002 10.3.10, 105
4 7] | r
Add Edit Delete
Ok

Reservation Window

Reservations allow you to associate a specific IP address to a specific thin client by associating the IP
address with the MAC address of the thin client.

Select the Add button to add a reservation.

- )

Reservation

=

Hardware Address (MAC) |

Secondary Hardware Address (MAC) |

255 . 255 . 255 . 255
IP Address |

oK Cancel

Reservation Window

Hardware Address is the primary MAC address of the thin client.

Secondary Hardware Address is the MAC address of the second network interface of the thin client (if
present).

IP Address sets the IP address to be reserved for the desired thin client. This will be the address
assigned to the thin client when connected through either the primary or the secondary thin client network
interface.
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11.5 Terminal Group Configuration Wizard

Using Terminal Groups allows a configuration to be defined for a group of terminals. Terminals added to
a group will inherit the group properties to speed the configuration process. Using Groups can also aid in
management because many tasks can be done on the group level instead of repeating them for multiple

terminals.

e Groups can be nested within groups, providing deeper levels of organization.

e All Group Settings use a forced inheritance because of the use of nested Groups. Once a setting
has been selected as a group property, every terminal group and terminal beneath it will use that
setting.

e Group Settings will be designated on the Configuration and Modules tabs with the Group icon of
two blue monitors.

11.5.1.1 Group Settings Checkbox

The Terminal Group Configuration Wizard establishes the terminal settings for a group of terminals, while
the Terminal Configuration Wizard establishes the terminal settings for the individual terminal. The
Terminal Configuration Wizard and the Group Configuration Wizard use the same forms so they are very
similar, with a few different settings.

Note: This Help document will only show the differences between the Group Configuration Wizard and
the Terminal Configuration Wizard. See Terminal Configuration Wizard for configuration details.

The Group wizard will have Group Setting checkboxes for each setting. Selecting this checkbox will
force that setting to be inherited by nested sub-groups and member terminals. The Group Settings of any
sub-group or terminal will be grayed out to prevent changes if the group setting is selected on the parent.
Changes need to be made at the Group level.
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i |
ket Terminal Configaration Wizard Iél

Terminal Group Options p‘

Select the options for terninals in ths group. .

Temnal Replacement

|

Temnal Schedule

r

g

Group Setting |
Temnal Efects

I¥ Enable Terminal Effects
I¥ Show terninal status messages
Group Setting [
Shadowing
Alow terminzl to be shadowed YES hd
Iv Allow Interactive Shadow

4

= Back Mest = Finish | Cance | Help

Group Setting Example

This example shows variations in the use of four Group Settings on the Terminal Group Options page
of a nested group.

Note: The Group Configuration Wizard shows “ Terminal Configuration Wizard” in the title because it
uses the same framework as the Terminal Configuration Wizard.

Terminal Replacement (1) and Terminal Schedule (2) were configured in the parent group and cannot
be changed in this child group. Terminal Replacement (1) was set as checked, while Terminal
Schedule (2) was set as unchecked.

The Terminal Effects (3) Group Setting is selected for this Group. It will be grayed out in child groups
and member terminals.

The Shadowing (4) Group Setting is unselected, making it available to be set for child groups and
member terminals.
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11.5.1.2 Group Name Page

The Group Configuration Wizard can be launched by selecting Edit > Add Terminal Group or by or
right clicking on the Terminals branch in the tree and selecting Add Group.

fmt Terminal Configuaration Wizard % |
Terminal Group Name: t.:;’
Erter the name forthe terming group ' ‘
=%

Group Name

l

This mast be a urique name using letters, nunbers hypkens (7).
and urderscores ) ony.

Dizscription

Change Group |

Temnal Group
Pernissicns Group Setting [
‘ Mead = ‘ Finish ‘ Cance Help

Group Configuration Wizard — Terminal Group Name
Importance of Page: This page allows the Group to be named.
Fields:
e Group Name — This is the name given to the group. Keep it under 15 characters.
e Terminal Group — This is the name of a parent group if this group is a sub-group.
Buttons:

e Change Group — This launches a window that allows the group to be added as a sub-group to
another group.

e Permissions — This allows the Terminal Group to be assigned Access Groups for security. This
is a function of TermSecure. See Permissions for details.

Checkbox:

e Group Setting — This will make the Permission a group setting that is inherited by all members.
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Why Change from Default Settings: A group needs a name at creation. The group can be added to

another group using the Change Group button.

ThinManager _EFi_l

Duplicate Terminal or Group Name

oK

Duplicate Name Warning

If an existing name is selected, a Duplicate Name Warning popup will be displayed when the Next
button is selected.

Terminal Groups can be added to other Terminal Groups, creating a multi-level hierarchy. This is done
with the Change Group button that launches the Select Group window.

i I m

Select Terminal Group St

=- GroupT
- - SubGiroupd
; . SubGiroup2
- Group2
5----I3r|:|up3

Caricel

=1 Terminalz k.

Select Terminal Group Window

The Select Group window will show a tree displaying the group hierarchy. Highlight the Terminal Group
that you want to join and select the OK button to join or select the Cancel button to quit without joining.
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ket Terminal Configaration Wizard L2

Terminal G MName m
= =

Erter the name for the termina group

Group Mame
]Sumeup'l

This must be a unigue name using letters, numbers hyphens ().

and urderscores ) ony.
Dizscription

Temnal Group

Group1 Change Group |

Pemissions Group Setting [

‘ Mext = ‘ Finish ‘ Cance Help

Terminal Group Configuration Wizard — Terminal Group Name Page

The parent Terminal Group you joined will be displayed in the Group field.

Select the Next button to continue or select the Cancel button to close the configuration wizard without
saving.

11.5.2 Changing a Terminal’s Group
A terminal is added to a group from the Terminal Name page of the Terminal Configuration Wizard.
Open the Terminal Configuration Wizard by either:

e Highlighting the terminal in the ThinManager tree pane by clicking on the terminal name or icon
and select Edi t >Modify from the ThinManager menu bar.

¢ Right clicking on the terminal icon in the ThinManager tree pane and select Modify.
e Double clicking on a terminal icon in the ThinManager tree pane.

This will launch the Terminal Configuration Wizard.
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.
ket Terminal Configaration Wizard

S

Terminal Name

Erter the name for this terminzl, select the terminal goup to whizh
thiz temrinal belongs, or choose to copy the covfigurstion rom
anotherteminal.

<

— Termnal Mame

eminal 1

This must be a unigue name using letters, numbers hyphens (),
and urderscores ) ony.

Dizscription |
— Temnal Group
I Change Group |
—Copy Settings
[™ Coxy Settings from another Teminal Capy Fram |
Permnizsicns |
< Back Neot > Fish |  Cance Help

Terminal Configuration Wizard - Terminal Name Page

The first page of the wizard, Terminal Name, has a Change Group button. Select the Change Group
button to launch the Select Terminal Group window.
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# !
Select Terminal Group I&
=1 Terminal: UK |

El Groupl

I < b iroup ] Cancel

© e SubGroup?

Group?

Group3

Select Group Window

The Select Terminal Group window has a tree of the Terminal Groups. Highlight the desired Terminal
Group and select the OK button. Selecting Terminals will remove the terminal from group membership.

The Cancel button will close the Select Group window without making changes.
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-
ket Terminal Configaration Wizard | %

Terminal Name G
Erter th= name forthis terminzl, select the terminal goup to whizh ’ ‘
thiz tenrinal belongs, or chooss to copy the cofiguration rom =)
anotherterminal.

Temnal Mame

]Terrninal'l

This must be a unigue name using letters, numbers hyphens ().

and urderscores ) ony.
Dizscription
Termnal Group -
Group1%SubGroup 1 Change Group |

-Copy Settings -

[” Coay Settings from ancther Teminal

Pemissions

Back | News | Fish | Cance Help

Terminal Group Display

Once a group is selected for the terminal the group will be displayed in the Terminal Group field.

Note: The terminal will need to be restarted for the changes to take effect.

11.5.3 Unique Group Configurations

Several pages of the Group Configuration Wizard are different than the Terminal Configuration
Wizard. These include the Log In Information page, the Group Video Resolution, and Module pages.
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11531 Group Login Information Page

fmt Terminal Configuaration Wizard | =

Log In Information E’
Erter thz log n infermatien to g in autematicdly. Leave the login ’ = ‘

infarmaton blank o fill onhy some of the fields to force marual log in.

~Windows Log In Information
semame J

Password

|
Venfy Password ]
|

Diomain

< Back Mead = Finish Cance Help

Log In Information - Use Application Groups

The Log In Information page is different in the Group Configuration Wizard than the Terminal
Configuration Wizard.

It is recommended that each terminal login to a Terminal Server with a unique profile. For this reason, the
Group Username, Password, and Domain are inactive in the Terminal Group Configuration. These need
to be set individually during the Terminal Configuration.
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11.5.3.2 Group Video Resolution Page

-~

fmt Terminal Configuaration Wizard B |

Group Video Resolution

Select the viceo resolution forthis goup ' - ‘

Select Video Resolution
Group Seting |

Resolution Color Depth Refresh Rate

 1024x768 ~| |64KColors ~| |[60Hz |

These are the reselutions supported by the Thin Client
model you selected.

< Back Mead = Finish Cance Help

Group Configuration Wizard - Video Configuration

The Group Video Resolution page has a drop-down box that allows the video resolution to be set for all
members of the Group.

The Windows 2000 terminal connection uses a 256-color depth. The 64K-color depth is available by
using RDP connected to a Windows 2003 or 2008 Terminal Server.

The Group Setting checkbox will lock the settings for the group and all member terminals.

Note: It is not recommended to set the Video Resolution as a Group Setting because of the variety of
monitor sizes and the ease at which they are changed. These settings are better set as an individual
terminal setting to provide the flexibility to switch monitors.
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11.5.3.3 Group Module Selection Page
[ tmt Terminal Configuaration Wizard lﬁj

Module Sdlection for this Group W
Select the modules that kad cn Teminals in this grodp at boat up, ' - ‘

Inzalled Modules

Madule | Pzckagss
Kz Block Module hE
Szreen Saver Module b6
Maonitor Corfiguration Madule &

#) [ . 3

Add... | I

< Back Neot > Fish | cance | Help ‘

Terminal Configuration Wizard - Module Selection

A Module is a component of the firmware that is not needed for the basic functionality but may be desired
for advanced functionality. These features include Touch Screen drivers, serial mouse drivers, High
Speed Serial drivers, Shared Keyboard and Mouse, USB Memory Card Reader, and Instant Failover. See
Module Overview for details.

The Add button will allow Modules to be added to the Group.

The Installed Modules box will show the Module names and the Packages (firmware version) they are
valid with.

See Modules for Details.
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11534 Group Modules on Terminals

Terminals that are members of a Group may show icons to represent the properties of added modules.

tmd Terminal Configaration Wizard Iﬁ

Module Sdlection ﬁ.’
Select the medules that bad on this teminal ot boot up. b . ~‘

Insalled Modules

Module

[ Kzy Block Module
QA Soeen Saver Mudule
g Manitar Corfiguration Madule I

Eographics Touch Screen Dhiver

Finish ‘ Cance Help

Terminal Module Selection Page

@ The Group icon represents modules assigned to a parent Group.
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terminal from the Group settings. This is limited to touch screen calibration.

. g The Group icon with the No circle represents a module that isn’t supported by the
firmware package used by the terminal.

e No icon indicates that the module was added to that particular Group or Terminal and not a
parent Group.

If you add a module to a group it will display the group icon and any configuration will need to be made at
the group level.
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The rest of the Group Configuration Wizard pages follow the Terminal Configuration Wizard pages.
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12Display Servers

Display Servers are devices that provide content that can be displayed on the client. Examples include
the traditional terminal server and IP cameras.

The Terminal Server List Wizard allows configuration of Terminal Services Display Servers. The Camera
Configuration Wizard allows configuration of Camera Display Servers

12.1 Terminal Services Display Servers

The Terminal Server List Wizard can be launched by:

¢ Right clicking on the Display Servers Terminal Servers branch and choosing the Add Terminal
Server command

e Right clicking on the Display Servers Terminal Servers branch and choosing the Edit Terminal
Server command.

i Y

Terminal Server List Wizard

TemSerer] [10.70.10.100] Edit Server

TemSerer [10.10.10.102]

TemSerer3 [10.70.10.103]

TemServerd (10.10.10.104) Add Server
Remove Server

Find Sermvers

Cancel (]

Terminal Server List Wizard

Importance of Page: This allows you to define the terminal servers that will be used within ThinManager.
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Fields:

{Unnamed) — The list box will contain the names and IP addresses of defined terminal servers.

Buttons:

Edit Server — This will open the properties for a highlighted terminal server in the list.

Add Server - This will launch the Terminal Server Configuration Wizard to allow a new terminal
server to be defined.. See

Remove Server — This will remove a highlighted terminal server from the list.

Find Servers - This will launch the Available Terminal Servers window for automated terminal
server addition.

Cancel - This will close the wizard without action.

OK — This will close the wizard after accepting changes.

Why Change from Default Settings: The terminals require terminal servers to connect and run sessions

on.

12.1.1.1 Available Terminal Servers Search

-9

Available Terminal Servers

Chooge a Teminal Server to add...

Cancel

Domain or YWorkGoup o zeach

=ind

‘el

BLUE
BROWM
GOLD43
GOLD44
GREEMZ2

Available Terminal Server Window

The Available Terminal Servers window will display any Microsoft© terminal servers that are a member
of the same domain or workgroup as ThinManager. Select the Find button to display the member servers.
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-

Available Terminal Servers | EE

Chooze a Terninal Server to Add...

Darnain or WaorkGoup o seach

ACP “ind

Available Terminal Server Window

The Domain or WorkGroup to Search field will allow ThinManager to search a different domain or

workgroup. Enter the domain of workgroup to search and select the Find button to display the member
servers.

Once the terminal servers are listed, highlight one and select the OK button to add it to the Terminal
Server Configuration Wizard. This will launch the Introduction page of the Terminal Server Wizard.
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12.1.1.2 Terminal Server Wizard Introduction Page

|'\

tet Terminal Server Wizard | =22

Terminal Server Wizard

Intreduction ’2"

Tae Termind Server Wizard defines the Terminal Servers on your network:.
Thiz allaws the listng of Temminal Servers for easy szlection.

fyou zre using a JMNS server you will orhy need to enter the server name.
fyou zre not using @ OMS server you wil enter a server name and |7 address.

The sewver mame must be the name used to identify the szrver on the netwarl:.

. Bacl Mead = Firzl CancH Help

Terminal Server List Wizard Introduction

Importance of Page: This displays introductory information.

Select Next to continue or Cancel to close without saving.
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12.1.1.3 Terminal Server Name Page

tet Terminal Server Wizard & I
Terminal Server Name w
Erter the Teminal Server Mame and Log In infarmat on. ' .‘

Teminal Server Name |

Teminal Senver IF | 5 el s Discover

Log h Information

User Mame

Password

|
|
Yerfy Password |
|

Diomain

Schedule

Please ente a vdid IP Address

< Back |2t Fr CancH Help

Terminal Server List Wizard — Terminal Server Name

Importance of Page: This page defines the terminal server and allows the addition of an administrative
user account for increased management.

Fields:

e Terminal Server Name - Enter the computer name as found in the Microsoft© System Properties
(NetBIOS name). The name will already be entered if the Find function on the Available
Terminal Servers window was used.

e Terminal Server IP — Entered the IP address of the terminal server.

Login Information — Enter a Windows user account with administrative rights for the terminal server if
you wish to display data from the terminal server within ThinManager. This is required to populate the
User, Sessions, and Process tabs of the details pane. See Details Pane for details.

e Domain - Enter the domain for the computer, if it is a member of a domain.
e User Name — Enter the user name of the administrative account here.
e Password - Enter the password for the administrative account used in the User Name field.

e Verify Password — Re-enter the password for the administrative account used in the user name
field. Passwords that do not match will be indicated by a warning message on the page.

Buttons:
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e Discover — The Discover button will automatically fill in the IP address for a terminal server listed
in the Terminal Server Name field.

e Schedule — The Schedule button will launch the Event Schedule for the terminal server. This
allows the scheduling of repeated functions like rebooting and disabling.
See Scheduling for details.

Why Change from Default Settings: ThinManager uses a connection to the terminal server to pull the
process, user, and session information for the detail pane tabs and to determine the load for
SmartSession load balancing. Entering a username and password in the User Name and Password
fields allows ThinServer to connect to the server for this data.

Select Next to continue, Finish to save and close, or Cancel to close without saving.

12.1.1.4 Terminal Server Capabilities Page
( ied Terminal Server Wizard I&W

Terminal Server Capabilties \ O /
=

Select the carabilties of this Temiral Sever.

supported Connection |ypes
[ Citme ICA
[~ Citix Device Services

[* Microsoft Remote Desktop Protocal

Temnal S=rver Options

[¥ Awsilable for Display Clients usng Smart Session

< Back Mest = Cance Help

Terminal Server Capabilities

Importance of Page: This allows a terminal server to be used for SmartSession. It also defines what
communication protocols the server can use.

Settings:

e Supported Connections — This is a list of client/server communication protocols that the
terminal server can use.

o Citrix ICA — Check this checkbox if a Citrix server-side program is installed on the
terminal server to provide the ICA protocol.

238 e Display Servers ACP ThinManager 6.0



o Citrix Device Services - Check this checkbox if Citrix Device Services is installed and

licensed on the terminal server. Citrix Device Services is a legacy deployment of the ICA
client but is no longer supported by Citrix. Thin clients can still connect to terminal servers
with Device Services, but no new Device Services terminal servers can be licensed.

Microsoft Remote Desktop Protocol - RDP is installed by default on Windows
Terminal Servers. Uncheck the Microsoft Remote Desktop Protocol checkbox if you
don’t want to access to the terminal server with the protocol.

e Available for Smart Session Server — This checkbox makes the terminal server available
for Application Groups that use SmartSession to provide load balancing. See Display Client
SmartSession Settings Page for more details.

Why Change from Default Settings: Add SmartSession if you want to use SmartSession. Add Citrix ICA

if that is being used.

Note: Configuring a terminal server to use SmartSession uses a SmartSession license.

Select Next to continue, Finish to save and close, or Cancel to close without saving.

12.1.1.5 Data Gathering Page

-

e Terminal Scerver Wizard

E==)

Cata Gathering
Erter the Data Gatvering intervals.

Diata Gathering ntervals

{= Fast
™ Medium
™ Slow
{" Custom

Smart Session Data Upcate Intervd - =
A
Focess Upcate Interva =
Szezeion Update Irterva 8 =1
Feaszeentera vald IP Address
< Back Mest = Cance

geconds

geconds

gecond:z

=

Help

Data Gathering
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Importance of Page: This page sets the frequency that ThinManager polls the terminal servers for user,
session, and process information.

Settings:

e Data Gathering Intervals (Fast/Medium/Slow) - These settings set the rate of the frequency
that ThinManager polls the terminal server for data.

e Data Gathering Intervals (Custom) - This setting allows the polling speeds to be set.

0 Smart Session Data Update Interval is the amount of time between the retrieval of
SmartSession data, CPU usage, memory usage, and session count, from the terminal
server. This setting affects the update speed of the Server Rankings used in
SmartSession load balancing.

0 Process Update Interval is the amount of time between the retrieval of the process
information on the terminal server. This setting affects the speed of the update of the
process information on the Processes tab for the terminal server.

0 Session Update Interval is the amount of time between the retrieval of session data
from the terminal server. This setting affects the speed of the update of the user
information for the sessions on the Users and Sessions tabs for the terminal server.

Why Change from Default Settings: Faster rates will lead to quicker updates but will add more network
traffic. Slowing down the rate will cause less traffic but will slow the update rate a little.

Select Next to continue, Finish to save and close, or Cancel to close without saving.

If this terminal server is used as a SmartSession server, the Next button will go to a SmartSession
Configuration page. If this terminal server is not configured as a SmartSession server, the Next button will
be grayed out and the Finish button will close the wizard.
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12.1.1.6 SmartSession Configuration Page

iad Terminal Server Wizard ﬁ
Smart Session Configuration ﬂ
Erter the SmartSession Imits far this Teminal Server, ’ ‘
AR
CPU Lkilization
Minimum p

Maeimum 100.0 i

Memory Ltilization

A1

Mirirmum 0 !

Maeimum 100.0 i
Sessions

Minimum

Maeimum 50

< Back | | Cance | Help

Terminal Server List Wizard - SmartSession Configuration

Importance of Page: This allows SmartSession data to be tweaked.

ThinManager uses the CPU utilization, Memory utilization, and number of sessions on the terminal
server to define the SmartSession terminal server’s available resources. ThinManager uses these
resource values to rank the load of the SmartSession servers. ThinManager supplies this load data to the
terminals to allow the terminals to connect to the terminal server with the lightest load and greatest
available resources.

The SmartSession Configuration page allows the configuration of the three parameters that
ThinManager uses to determine availability for SmartSession. ThinManager will scale the range between
the Minimum field and Maximum field as 100%.

Settings - The three values used in SmartSession are:
e CPU Utilization — The percentage of CPU usage on the terminal server.
e Memory Utilization - The percentage of CPU usage on the terminal server.

e Sessions — The number of sessions on a terminal server.

e Minimum — the value that ThinManager will use as the starting point of the load. A value below
the Minimum is considered to be unused.
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e Maximum — the value that ThinManager will consider the parameter as reaching 100% utilized

and is unavailable.

Why Change from Default Settings: Changing the Minimum and Maximum values will change the range
used to calculate SmartSession loads and can influence SmartSession behavior.

Select Finish to save and close or Cancel to close without saving.

12.2 Camera Configuration Wizard

The Camera Configuration Wizard allows an IP Camera to be configured as a Display Server within

ThinManager.

Launch the Camera Configuration Wizard by right clicking on Cameras in the Display Servers branch

and selecting Add Camera.

12.2.1.1

Camera Name Page

-~

ket Camera Configuration Wizard

Camera Name

Erter the camera mame and netwark locztion

Camera Metwork Setup

IP Address I

Por i

Pease entera Camera name

Cance

Camera Mame
Camera Name
Change Group
~izamera Madel
Mae ]Generic j
Modsl | Defautt |

=

Help

Camera Configuration Wizard

Importance of Page: This page names and addresses the IP Camera.

Fields and Settings:
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e Camera Name and Group

o Camera Name — Enter a name for the camera.

0 Change Group — This button allows the camera to be added to a Camera Group.

e Camera Model

0 Make — Use the drop-down to select a manufacturer.

0 Model — Use the drop-down to select a model.

e Camera Network Setup

o |IP Address — Enter the IP address of the IP camera.

o Port — Enter the port used.

Why Change from Default Settings: Each camera needs to be defined.

The first page of the camera configuration wizard requires that a camera name be entered. Select the
make and model of the camera you are configuring and the IP address and Port that has been previously
assigned to the camera. The IP address and port are set by using the camera manufacturers
configuration software or through the use of the camera’s web browser interface.

12.2.1.2

Camera Authentication Page

led Camera Configuration Wizard

S5

Camera Authentication
Erter th= camer usemame and password

Camera Authent cation

Lsemzme ||

Password |

Verfy Password |

ais-coi/mipa/video.cai

?easze enter a Camera name

= Back Mest =

Cance

=

Help

Camera Authentication
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Importance of Page: This page provides authentication, if needed.
Fields:

e Username — Enter a username, if needed.

e Password — Enter a password, if needed

o Verify Password — Re-enter the password for accuracy.

Why Change from Default Settings: If your camera requires authentication enter it on this page. If the
camera has been configured to allow anonymous connections, leave the information blank.

The terminal uses the authentication information when connecting to the camera. Authentication
information is setup in the camera by using the camera manufacturers configuration software or through
the use of the camera’s web browser interface.

12.2.1.3 Camera Model Options

ied Camera Configuration Wizard | X |
Camema Model Options G’
Select the canera node spedfic options ’ - ‘

¥ Incude Camem Options

Resalution ]ﬁqmqﬂ[:n LJ

Frames per sacond ]5 LJ

Compression (0-100)  [3)

Show Clozk ino LJ

Show Dale ||'~|0 _v_J

Show Tent INQ LJ

Texd Posilion ]TOP LJ

Texd |
Pease entera Camera name

< Back lent Fii Cance Help

Camera Model Options

Importance of Page: This page allows additional camera configuration.
Fields:

¢ Include Camera Options — This checkbox shows addition options when checked.

244 e Display Servers ACP ThinManager 6.0



Options — The options shown vary by make and model of the camera hardware. Please see
camera documentation for their help.

Why Change from Default Settings: The camera can be controlled in finer deta

Some cameras support additional configuration options. These options can be configured on this page. If
you wish to use the default options then leave the Include Camera Options unchecked. The newly

created camera will appear in the ThinManager tree as follows.

ForHelp, press F1

=4 ThinManager v6.0 | == = |
Edit Manace Install Tools View RemoteView Help
Q. Terminall2 * | Caorfig |Ennne:t| Event Logl
l@, Groupd -
I Abribute | Y alue |
@ Groupd 3 .
= Q. Defaul Camera Configuration
aul:
? Desktop Camzra Mamc Carneral
[—j a DisF:|-'}r St Carmzra [P Address 10101010
= Terminal Senvers b Carnsra Port o
C-§3 Camerss Marfacturer Auiz
Elﬂ CemneraGroupl Mods=| M1011
i @@ Camerall
E8 Cameral2
------- B Czmeral
tﬁ} Vi enter Servers
[l (M| Displey Clients =
Elﬁ Terminal Services
i i Cele
.@ Terminal Shadow
@ Workstation
H- B TermSecurs Users =
[ =

Camera Tree View
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12.2.2 |IP Camera Group Configuration

The camera group configuration wizard can be launched by right clicking on the Cameras branch of the

ThinManager tree and selecting the Add Camera Group option.

-~

o4 Camera Configuration Wizard
Camera Gmoup Name
Erter the camera goup name
—Camera Group Name -
Camera Group Nzme | =@meraGroup
Finizh

Change Group

Cance

=

Help

Add Camera Group Wizard

Enter the Camera Group Name and select Finish. The Camera group will be shown in the ThinManager

tree as follows.
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a4 Thinkanager v6.0

Edit Manace Install Tools View

RemoteView Help

- M Terminall2

E| ﬁ Nizplay Servers
; . = Terminal Servers
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i -8 Camerall
: @& Cameral?
- E& Cermeral
@ YCenter Severs
|:| |:| Displzy Clients
u i lerminal Senvices
= - £l cAle
. 5 Desktop
? MNotepad
|I| a Camera
@ Terminal Shadow
e Workstation
- 8 TermsSecurs Users

ForHclp, press F1

s

m

1

Config |Eonne:t| Event Logl

| Allribute | " alue
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Camara Mame lareralzrmind

[ =

Camera Group Tree View
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12.2.3 IP Camera Administration

Once a camera is configured in ThinManager, the Connect tab can be used to connect to the camera
and perform camera administration from ThinManager.

¥4 ThinManager v6.0 =] B

Edit Manage Install Tools View RemoteView Help

LA
Elyiy Cobak Config  Lonnect I Event Log |
- 8l Terminals
i -~
- [§ Displey Servers camema
ﬁ Terminal Servers This section shows your IP camera's ive video. You can control you
© O-EJ Cameras Current resolution is 320 X 240.
N o
@ YCenter Servers SHINCIRON
[+]- M| Display Clients " ActiveX  Java

ﬁ TermSecure Users

LIVE VIDED

DCS-910 2012-05-0

For Help, press F1 i l_ P

Camera Connect Tab

Camera log in information may be requested when using the connect tab. The authentication information
entered during the camera configuration is not used when using the connect tab.
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13Display Clients

Display Client is the term used to denote the graphic rendering of the output from a Display Server. This
could be a traditional Terminal Server session, IP Camera display, a Terminal-to-Terminal Shadow
session or a workstation session.

13.1 Display Client List

The Display Client List Wizard can be launched by either:
¢ Right clicking on the Display Client branch and choosing the Add Display Client command
e Right clicking on the Display Client branch and choosing the Edit Display Client command.

-

fwvailable Displzy Cliznts 2d
Camnera_Loadnalock
Desktop Add
Motepac
Cac
Edit |
Dekete |
Cancel Ok

Display Client List Wizard

The opening window of the Display Client List Wizard will show any Display Clients that are defined or
will be blank if none have been defined.

Fields:
e (Unnamed) - The list box shows Display Clients that are created.

Buttons:
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e Add Group — This will launch the Display Client Wizard to create a new Display Client.
e Edit Group — This will open the properties for a highlighted Display Client.

e Delete Group — This will remove a highlighted Display Client from the list.

e Cancel — This will close the wizard without action.

e OK - This will close the wizard after accepting changes.

13.1.1.1 Display Client Name Page

ket Display Client Wizard | 22 |
(ient Name w
Erter the Display Cient name. b -
Cient Name

i~ Typeof Display Client

Terminal Services - :|

Pemissions

Pease entera Display Client name

< Back Fri Cance Help

Display Client Name Page

Importance of Page: This page starts the configuration wizard, sets the name, and the type of Display
Client.

Fields:
e Group Name — This field is used to name the Display Client.
Settings:
e Type of Display Client drop-down box selects the function of the Display Client.

o Terminal Services — This creates a Display Client that allows a terminal to connect to a
terminal server, login, and run a session.

250 e Display Clients ACP ThinManager 6.0



o0 Terminal Shadow — creates a Display Client that allows a terminal to be shadowed by
another terminal.

o0 Camera — creates a Display Client that allows the use of IP Cameras.

0 Workstation — creates a template for workstation deployment. The Workstation Display
Client gets assigned to a specific workstation when it is applied to a terminal. See Virtual
Workstations for details.

Buttons:

e Permissions - The button will launch the Permissions window that allows Permissions to be set
for TermSecure. This is discussed in Permissions.

Why Change from Default Settings: The group needs a name and a type assigned to it.

This section covers Terminal Services Display Clients. Once the Type of Display Client is set to
Terminal Services select Next to configure the group options.
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13.2 Terminal Services Display Clients

The Terminal Services Display Clients of ThinManager have the same function as the Terminal Server
Groups from pre-3.2 versions of ThinManager and the Application Groups of ThinManager 3.2 and 3.3.
They allow a terminal to connect to a terminal server, login, and run a session. The specific terminal
server that the terminal connects to is based on the Display Client configuration and options.

13.2.1.1 Display Client Options Page

-

fmd Cisplay Client Wizard

B

Cisplay Client Options
Select the options that aophy to this Display Cliert

Clierd Optians
v Allow Display Cliert to be tiled
v Allow Display Client to be moved (MultiMonitor)

[ Include IP Camea Ovardays

Conrection Options

v Always maintain 3 cornection
v Connect at boot-up
[ Disconnec in the bac<ground

= Back Mest = Cance

b

Help

Display Client Options

Importance of Page: This page allows the configuration of Display Client parameters

Checkbox:
Allow group to be tiled — If checked, this allows the Display Client to be tiled in SessionTiling.

See SessionTiling Options for details.

Allow Group to be moved (MultiMonitor) — If checked, this allows a Display Client to be moved

from one MultiMonitor screen to another. See MultiMonitor for details.
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e Include IP Camera Overlays —This will allow IP Camera overlays to be added to this Display

Client.

e Always maintain a connection — This keeps a session active, reconnecting and restarting if it is
closed. If unchecked, the user can close a session and another session won't start automatically.

e Connect at boot-up — If checked, the terminal will start a session for this Display Client at boot

up. If unchecked, a user action is required to start the session.

e Disconnect in background — If checked, a Display Client being used in a MultiSession
configuration will disconnect once it is moved into the background. This could be done to require

fewer resources.

Why Change from Default Settings: The Always maintain a connection and Connect at boot up
checkboxes, if unselected, will lower the demand on the terminal servers by allowing sessions to be

closed until needed.

Select Next to continue, Finish to save and close, or Cancel to close without saving.

13.2.1.2 Terminal Services Display Client Type Page

i Display Client Wizard

S

Terminal Services Display Client Type
Select the type of connection for the Teminal Services Dsplay
Cliznit.

Temnal Szrver Type

Select thetype of Teminal Server for this Dsplay Clier:

" Citix ICA Servers
" Citix Device Services Servers
{* Remote Deskcop Protocol Servers

= Back Mest = Cance

=

Help

Terminal Services Display Client Type

Importance of Page: Each Terminal Services Display Client can use a single protocol to connect to the

terminal servers.
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Settings:
e Citrix ICA — This allows the use of the Citrix© ICA protocol in client to server communications.

e Citrix Device Services — This is a legacy version of the ICA protocol used on Windows NT and
Windows 2000 terminal servers.

e Remote Desktop Protocol (RDP) — This is the default protocol from Microsoft®©. It is
automatically installed on Microsoft© terminal servers.

Why Change from Default Settings: Change to the Citrix© ICA protocol if the Citrix© ICA protocol is
going to be used instead of the default RDP.

Select Next to continue, Finish to save and close, or Cancel to close without saving.

13.2.1.3 Terminal Services Display Client Options Page

ket Display Client Wizard I&

Terminal Services and Workstation Options W
Select the options for this Display Clent - ‘
Cther Options

[ SmarSession

I Application Link
I Enforce Prmany
[ Instant Failzver

v Alow Auto-Login

< Back Mesd = Cance Help

Terminal Services Display Client Options
Importance of Page: This page sets the roles of the Display Client.
Checkbox:

e SmartSession Group — - This adds SmartSession to the Display Client, which provides load
balancing between member terminal servers.
SmartSession uses CPU availability, memory, and the number of sessions on the member
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terminal servers to determine the load on the servers. Thin clients connect to the terminal server
in the Display Client with the most available resources. See SmartSession Option for details.

e Application Link Group (AppLink) — - AppLink, provides the Initial Program function to thin
clients that connect to members of the Display Client. The Initial Program function launches a
program instead of the desktop. Closing the program will end the connection and force a
reconnection to a session running the application. See AppLink Option for details.

e Enforce Primary - This allows a thin client to connect to its original terminal server if that terminal
server has failed and recovered. This is not available if SmartSession is selected.

e Instant Failover (requires license) - This provides Instant Failover where the terminal will
connect to two terminal servers in the Display Client. The terminal will have an active session on
two terminal servers but will only display one session. If the first terminal server fails, the session
of the second terminal server session is immediately displayed, eliminating any downtime due to
terminal server failure.

e Allow Auto-Login - If checked, the terminal will use the login information supplied in the terminal
configuration to automatically logon to the terminal server. If unchecked, the user will be required
to manually login to the terminal server.

Why Change from Default Settings: Display Client features like SmartSession and Instant Failover are
added on this page. You can force users to manually login to a session by deselecting the Allow Auto-
Login checkbox.

Note: Enforce Primary is not available with SmartSession.

13.2.1.4 SmartSession Option

SmartSession is a load balancing strategy that allows terminals to connect to the member of a Terminal
Services Display Client that has the most available resources. ThinManager monitors the CPU load,
memory availability, and number of sessions on the terminal servers and ranks them by availability.
When a thin client connects to a member of a Terminal Services Display Client with SmartSession, the
terminal connects to the terminal server with the lightest load.

SmartSession
Server Ranking
"AM 18260
Application "B" 3275
Grgup e 64 .55
with
SmartSession npy 24350

ThinManager polls the terminal servers for resource
availability and assigns a ranking to pass to the terminals.

Terminals connect to the terminal server with the lowest
ranking. Lower humbers mean a lighter load.

This example is ranked B-C-A-D

SmartSession

Each member terminal server needs SmartSession configured in the Terminal Server Display Server
Wizard. See Terminal Server Capabilities Page for details.
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Once ThinManager has polled the terminal servers and established the availability of their resources,
ThinManager passes the Server Ranking to the thin clients for its connection instructions.

| k=4 ThinManager v6.0 | = e[S |-'EF-J\

Edit Manage Install Tools View RemoteView Help

Elw Cabiak “ | Config Server Rank l
+- 8 Terminals
; ‘I“%! D'_Em;mas SErver | Load | Line Calor
=] I5p1aYy SENFEr:
P 50 GreenZa 57507

E|- ﬁ Terminal Serve|
o Blus2 E3.565

-@ Buen
_ ._1 Gold44 Gold4 4 118.509

Greend?

Al |

-8 Cameras

Y enter Servers

Dizplay Clients
i_;l Terminal Servii

: Calculator|

- ,.,;_Iq mm

- ;J Motepad_!

£ Paint JF

.
Carmera

------ ik,_j Terminal Shad -~

r - T, b

For Help, press F1

ThinManager Interface — Server Rank Tab

The Server Rankings are displayed on the Server Rank tab when a Terminal Services Display Client is
highlighted in the ThinManager tree. In the example above a thin client would connect to Green22
because it has the lowest load.

13.2.1.5 AppLink Option

AppLink provides the Initial Program functionality to a Terminal Services Display Client. If AppLink is
enabled, the path to an Initial Program is entered into the AppLink Page of Terminal Services Display
Client Wizard. This program will be the only program to run in that session.

Note: If the AppLink option is not used then the terminal services session will display a desktop.

Note: If a Terminal Services Display Client contains several terminal servers, the path must be valid on all

terminal servers. If different terminal servers have different paths to the desired program, write a batch file
to open the program.
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13.2.1.6 Instant Failover Option

Terminal Services Display Clients can provide Instant Failover without using the Instant Failover
Module. With Instant Failover a terminal will connect to a session on two terminal servers. Both sessions
are active but only one is displayed. If the first terminal server fails, the second session is immediately
displayed, eliminating any downtime due to terminal server failure.

Note: AppLink and Auto-Login is normally used with Instant Failover to provide instant access to an
application.

Instant Failover is configured by selecting the Instant Failover checkbox on the Terminal Services
Display Client Options page of the Terminal Services Display Client Wizard,

Instant Failover works with the terminal servers of a Display Client, not between different Display Clients.

Note: Do not use the Instant Failover Module when using Instant Failover in Display Client.

In a standard Terminal Services Display Client, the terminal will use the first listed terminal server as
the primary server and will use the second listed terminal server as the secondary server.

If using SmartSession, the primary session will be on the server with the lightest load and the backup
session will be on the terminal server with the second lightest load.
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13.2.1.7 Display Client Members Page

i Display Client Wizara L |
Cisplay Client Members w
Select the Temmina Servers for this Display Client. ' ‘
=2
Failable Terminzgl Servers Selected Teminal Servers

Termr Server] (10.10.°0.100)
=
hd

a2

Edr. Server List

= Back = Finish Cance Help

Display Client Members

Importance of Page: This allows the selection of the terminal servers that will be members of the Display
Client. Adding multiple terminal servers to the Selected Terminal Server list will establish failover.

List Box:

e Available Terminal Servers — This is the list of the terminals configured in the Terminal Server
Configuration Wizard and available to the terminal.
If the Available Terminal Server list box is empty the Terminal Server Configuration Wizard can
be launched with the Edit Server List button to define the terminal servers.

e Selected Terminal Servers — This is the list of terminal servers that the Display Client will use.
Move the terminal servers to this list with the left and right arrow or by double clicking on the
name.

Listing two or more terminal servers configures Failover.

The terminal will connect to the terminal servers in the order listed unless SmartSession is used.
The terminal will connect to the terminal server with the lightest load if SmartSession is being
used.

Buttons:
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e Arrows — The left and right arrows move the terminal servers between list boxes. The up and
down arrow change the order that the terminal servers are used. The top terminal server is
considered the primary terminal server.

e Edit Server List — This launches the Terminal Server Configuration Wizard that allows
terminal servers to be defined within ThinManager. Selecting Manage > Terminal Server List
from the ThinManager menu will also launch the Terminal Server Configuration Wizard.

Why Change from Default Settings: It is critical to list the terminal servers that the Display Client will
use. The wizard will not advance without a terminal server selected.

If the Available Terminal Servers column is empty, the Terminal Server List Wizard needs to be run to
define the terminal servers. Select the Edit Server List to launch the Terminal Server Configuration

Wizard and define the terminal servers.

If the Display Client is using the SmartSession option, the Next button will launch the SmartSession
Settings page.

If the Display Client is not SmartSession Group the Finish button will complete the Display Client
configuration.

13.2.1.8 Display Client SmartSession Settings Page

ied Display Client Wizard | % |

-

Erter the Smart Session weighes for this Display Cliert

Smart Session Settings
=

Smar. Session Weighls

CPU Utilization Weight 10 j
Memory Liilization Weight 1.0 —-_J:a-J
Sessions Weight 10 j

Glueting
Cueue Time Min | 0 Sec Wax 12} Sec
[ Infinte
% Back =R Finish Cancd Help

Smart Session Settings
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Importance of Page: This allows tweaking of SmartSession values by adjusting the weights of the
SmartSession settings.

ThinManager multiplies the CPU utilization, Memory utilization, and number of sessions on the terminal
server by the Weight shown to define the SmartSession terminal server’s available resources.

The higher the Weight, relative to the others, the greater the importance that parameter has in
determining the load for SmartSession.

The SmartSession load = (CPU weight * CPU Utilization %) + (Memory weight * Memory Utilization %) +
(Session weight * Session Utilization %)

Settings:
e CPU Utilization Weight — This is the CPU multiplier.
e Memory Utilization Weight — This is the Memory multiplier.
e Session Weight — This is the Session multiplier.

Queuing controls the rate that terminals connect to the terminal servers in the Display Client to allow
processor intensive applications to load one at a time instead of many sessions forming at once, bringing
the server to a halt. As terminals that use SmartSession Queuing boot, they request their terminal server
from ThinManager. ThinManager will send the first terminal to the terminal server with the lightest load
and will put the other terminals in a queue for the interval defined in the Min _ Sec field. This allows the
terminal server load to stabilize and allows ThinManager to re-sample the loads and send the terminal to
the terminal server with the lowest current load.

Fields:

e Min _ Sec — This is the amount of seconds that a terminal will wait in the queue before being sent
to a terminal server that has another terminal connecting. The terminal may wait longer than this
value to connect if the CPU of the terminal server exceeds the Maximum CPU Utilization
defined on the SmartSession Configuration page of the Terminal Server Configuration
wizard. See SmartSession Configuration Page for details.

e Max _ Sec — This is the maximum amount of seconds that a terminal will wait in the queue before
being sent to the terminal server to login, regardless of the load.

Checkbox:

¢ Infinite - If the Infinite checkbox is selected, ThinManager will wait until the CPU utilization of the
terminal server has regained an acceptable range before sending other terminals to it to login.

Why Change from Default Settings: The values can be tweaked to alter performance, if needed.

Note: The Weighs are relative. Increasing all three Weights from “1” to “10” doesn’t change the relative
values.

If the Display Client uses the AppLink option, an AppLink page will be displayed by selecting the Next
button.
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13.2.1.9 Display Client Linked Application Page

r )

tmt Display Client Wizarc _® |
Applink
Erter thz linked apalication path. p‘
-Applink Path

Program Path and Fienamre

Browse

Command Line Opticns

I

Start in the following folder

Browse

= Back = Fri Cance Help

AppLink Path

Importance of Page: This page configures the Display Client as an AppLink group where it will launch a
single application in the session. If this application is closed the terminal will reconnect and re-launch the
application.

Fields:

e Program Path and Filename - Enter the path to the desired application in the field.

Note: Quotation marks may be needed when there is a space in the path.

e Command Line Options — This field provides a space for command line options and switches.
This field may not be required.

e Startin the following folder - This field is provided in case you need to specify the working
directory for the program when using a relative path for the initial program. This field may not be
required.

Buttons:

e Browse — The Browse button will allow you to select the executable file using a file browser.
Make sure the path is correct on all terminal servers.
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Note: If a Terminal Services Display Client contains several terminal servers, the path must be valid on all
terminal servers. If different terminal servers have different paths to the desired program, write a batch file
to open the program.

Why Change from Default Settings: This allows you to control a user’s access. If the Display Client
uses AppLink the user will not get a desktop or icons but will be limited to the application specified.
Closing it will re-launch the program, assuring that it is always running.

Selecting the Finish button will close the Display Client List wizard and display the created terminal
server groups.

13.3 Camera Display Clients

The Camera Display Client configuration wizard can be launched by right clicking on the Camera branch
of the ThinManager tree and selecting the Add Display Client option.

-~

ied Display Client Wizaro [ =2 |

Cient Name 'ﬁ,‘

Erterth= Display Cient name.
)

Cient Name Camera_LozdingDock

Type of Display Client

Camera r

Pemissions

= Back Mest = Finish Cance Help

Camera Display Client Wizard — Name
Importance of Page: Allows naming and selection of Display Client type.
Fields:

e Client Name — Name for Display Client.
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e Type of Display Client — Drop-down to select type of Display Client.
Button:

e Permissions — Sets TermSecure permissions. See Permissions for details.
Why Change from Default Settings: The display client needs a name.
Enter the name of the Display Client and any TermSecure permissions on this page.

ket Display Client Wizard | & |

-~

Display Client Options b‘&,‘
B2

Select the oprions that asphy to this Display Client

-Clieni Options
W Allow Display Client to be tiled
[ Allow Display Client to be moved [MultiMonitar)

< Back Mead = Finish Cance Help

Camera Display Client Options

Importance of Page: Sets Display Client options.
Checkbox:
e Allow Display Client to be tiled — Allows tiling of the client.

e Allow Display Client to be moved (MultiMonitor) — Allows the Display Client to be opened in
any MultiMonitor window.

Why Change from Default Settings: Provides additional options.

Select if this Display Client can be tiled and if when using MultiMonitor it can be moved to a different
screen.
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13.3.1.1 Overlay Layout Page

( |
tat Display Client Wizarc -

Cveray Layout ’m‘

Select the sizz and location of the |7 camera overlays

Choose Camera Layout 5 ihom ;I

Add Owveray

Remove Du'eﬂa]rl

Display Size 1024768 hd

= Back Ment 3 Finish Cance Help

Camera Display Client Overlay Layout

Importance of Page: Sets camera layout
Settings:

e Choose Camera Overlay — Allows you to set the layout of the displays. You may have a single
overlay or multiple overlays on the Display Client.

¢ Display Size — Sets the size (resolution) of the display to be shown.
Buttons:
e Add Overlay — Adds an overlay to the Display Client.
e Remove Overlay — Removes a highlighted overlay from the Display Client.
Why Change from Default Settings: You need at least one overlay in the Display Client.

This page determines the layout of the camera overlays. You can define your own custom layout or
choose from predefined layouts. The Display Size selection should be set to the resolution of the
terminal screen to which the Display Client will be added. The picture on this page represents the overlay
layout.
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- M
Ve Display Client Wizard M
Cveray Layout p

()

Select the sizz and location of the |2 camera overdays

Choose Camera Layout Custom

m -lL

]

Display Size 1024768 ;I

< Back Hest> | [ Fish | Caned Help

Camera Display Client Layout Selection

Use the layout drop down to select the desired layout.
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- M
Ve Display Client Wizard M

Cwerlay Layout
Select the sizz and location of the |2 camera overdays ’ ‘
Choose Camera Layout ;I
Add Oeeerlay |
Fiamwa Oeverlay
Display Size 1024768 ;I
= Back Mead = Finish Cancd Help
L 4

Camera Display Client 2x2 Layout Selection

Once a layout has been selected, it will be represented graphically. Select Next to configure the overlays.
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13.3.1.2 Overlay Cameras Page

i 2 - 7 | E:g
tmd Display Client Wizarc . J

Select the caneras avaikble in the overday

e bt

Cwveray Namre Overtay_T

—Position / Size
Left Top Wicth Height
E 0 512 184

—(Cameras to show
¥ Al Cameras fvailsble

Dreete |

Set Intial Camer i

Crweday Ootions I

= Back Mest = Finish Cance Help

Camera Display Client Overlay definition

Importance of Page: Configures the overlays.

Fields:

Overlay Name — Name for the overlay (filled in by default).

Settings:

Left — Sets the left side of the overlay in pixels.
Top — Sets the top of the overlay in pixels.
Width — Sets the overlay width in pixels.
Height — Sets the overlay height in pixels.

Buttons:

Add — Adds a camera to the overlay.
Delete — Removes a highlighted camera from the overlay.
Set Initial Camera — Sets the initial camera from a series of cameras.

Overlay Options — Launches the Overlay Options page.
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Checkbox:

e All Cameras Available — This makes all cameras available if checked. If unchecked the Add
button allows specific cameras to be added.

Why Change from Default Settings: Each Camera Display Client needs overlays.

Each overlay will be given a default name. The grey region of the screen representation is the overlay
which is currently being configured. If the All Cameras Available checkbox is checked, all of the
cameras will be available to be selected by the user at the terminal.

-

Lelect Initial Camera 1 - 33_ |
[El- Carneras 0K
Carmeral
=) Caneraliroupl Canicel
Camerall
‘.. Cameral2

Set Initial Camera Dialog

Selecting the Set Initial Camera button allows the camera the overlay will start on at boot up to be
selected.
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Vet Display Client Wizara |

Cwerlay Cameras

Select the cameras available in the overay ’
sy

Cwverday Namre Overay_1

—Position # Size
Left Top Widh
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[ Al Cameras Available
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i

Set Intial Camera |

Cwveday Ootions |

= Back Mead = Finish Cancd Help

Overlay Camera Selection

If the All Cameras Available checkbox is unchecked, cameras must be added manually. Use the Add
button to add cameras to the list. Adding more than one camera allows the user to select from these

cameras at the terminal and allows the cycling between the listed cameras.
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Select Camera or Group

[=]- Carneraz

- Cameral

El Cameraroupl
o Camerall
. Cameral 2

Cancel

Camera Selection

Overlay Options

— [@eneral Optiohz
¥ Enable Owerlay
W Interactive

[T Scale

[T Crop

™ Shaw Complete Camnera Mame

Cancel

Border Size | Fdediuim ;I

- Title Optionz
Tithe Position [Top |
Tithe Size: lNDrmaI :_]

— Cycling Options
[T Enable Cycling

Cycle Time [secs]

—

Overlay Options

Clicking the Overlay Options button will allow the setting of additional overlay options.

General Options:
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Enable Overlay — This option allows the overlay to be started in a disabled non-visible state. The
TermMon ActiveX Control can be used by an application to enable the overlay.

Interactive — This option allows the user on the terminal to interact with the overlay. If the user
clicks in the overlay area, he can perform functions such as switching cameras and making the
overlay full screen.

Scale — This option will scale camera frames to be to the size of the overlay window. Aspect ratio
will be maintained.

Crop — This option will crop the camera frame if it is larger than the camera overlay. This option
when combined with the Scale option will always fill the entire overlay area.

Show Complete Camera Name — Using this option allows the entire path of the camera to be
displayed. The path includes any groups of which the camera is a member.

Border Size — This setting determines the size of the overlay outside border.

Title Options:

Title Position — This is the position of the camera name within the overlay.

Title Size — This is the size of the camera name when displayed within the overlay. Set this to
Don't’ Show Title if you do not want the camera name displayed.

Cycling Options:

Enable Cycling — Check this setting to cycle between the cameras assigned to the overly.

Cycle Time — This is the time in seconds that the overlay will display each camera before
switching to the next camera.

.
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Once a Camera Display Client has been configured it will be reflected in the ThinManager tree under

Display Clients->Camera.

-

ted Terminal Configuration Wizard

Cisplay Client Selection
Select the Display Clients to use on this terminal

Available Display Clients Selected Display Clients

?ﬁﬂalc @Camem_bﬂading Jack
'_.—Ii Degdop
5 Motepad

N
4

Edit Dizplay Clients

= Back Mext > Finish Cance

Help

Terminal Configuration Display Client Selection

During the terminal configuration, select the desired Display Clients for the terminal. Multiple Display

Clients can be added to the configuration for a MultiSession configuration.
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Camera Display Client Terminal Tree View

When the terminal is running, the Camera Display Client status will be reflected in the ThinManager
terminal tree view. The status of each Camera Overlay and Camera will be displayed. A green lightning
bolt on the Display Client icon represents that Display Client is in the foreground. A yellow lightning bolt
on the Display Client icon represents that the Display Client is in the background. A green lightning bolt
on the overlay icon represents an active overlay. A green lightning bolt on the camera icon represents an

active connection to the camera.
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13.3.2 Adding a Camera Overlay to a Display Client
rﬂq Cisplay Client Wizarc &Jw

Display Client Options ’q
A

Select the options that aophy to this Display Cliert

Clierd Optians
v Allow Display Cliert to be tiled
v Allow Display Client to be moved (MultiMonitor)

W Include IP Camea Ovadays

Conrection Options

v Always maintain 3 cornection
v Connect at boot-up

[ Disconnec in the bac<ground

= Back Mest = Finish Cance Help

Terminal Configuration Display Client Options

During the terminal configuration check the Include IP Camera Overlays option to add camera overlays
to a Display Client.
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- M
Ve Display Client Wizard E

Cwerlay Layout
Select the sizz and location of the |2 camera overdays ’ ‘
Choose Camera Layout Custom ;I
Add Oweday |
Remove Ou'aﬂa]'
Display Size 1024768 ;I
= Back Mead = Finish Cancd Help
L 4

Terminal Configuration Overlay Layout

Camera Overlays can be configured before completing the Terminal Configuration wizard,

r{:ustum Civerlay | 3 |"|

Owerlay Marme ID'*"E"H.'HJ |
Cancel |
Pozition / Size

Left Top Ywidth Height
B00 300 320 |24n

Terminal Configuration Add Camera Overlay

Clicking the Add Overlay button will allow the creation of the overlay. Enter the name position and size of
the desired overlay.
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[ |
Vet Display Client Wizara %
Cwerlay Layout
Select the sizz and location of the |2 camera overays ’ ‘

Choose Camera Layout

Custom _"I

Add Oweday |
Remove D'u'ariar

Display Size 1024768 ;l

= Back Mead =

Finish Cancd Help

Camera Overlay Layout

Once an overlay has been added, it will be represented as a white outlined square on the layout page.
Selecting the Next button will allow the completion of the configuration camera overlays
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d;

Set Initial Camera |

Cwveday Ootions
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Overlay Camera Selection

The camera overlay configuration can be completed as described in the IP Camera Display Server
Configuration Wizard section.

13.3.3 Camera Overlays and TermMon ActiveX Control

Camera Overlays can be controlled by an application by using the TermMon ActiveX Control. The Control
can be used to perform operations such as switching cameras and changing the overlay size and
position. See TermMon ActiveX for details.
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13.4 Terminal Shadow Display Clients

Terminal Shadow Display Clients allow a terminal to shadow another terminal. The Shadow Display Client
can contain a specific terminal or several terminals.

134.11 Group Name Page

lmd Display Client Wizard &

Oient Name
Erter thz Display Cient name. F’«‘

Cient Name ||

Type aof Display Client

Terminal Shadow J

Pemissions

Pease ertera Display Client name

= Back | Cance Help

Terminal Shadow Display Client - Group Name Page

Importance of Page: This page starts the configuration wizard, sets the name, and the type of Display
Client.

Fields:
e Group Name — This field is used to name the Display Client.
Settings:
e Type of Display Client drop-down box selects the function of the Display Client.

o0 Terminal Services — This creates a Display Client that allows a terminal to connect to a
terminal server, login, and run a session.
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o0 Terminal Shadow — creates a Display Client that allows a terminal to be shadowed by
another terminal.

Buttons:

e Permissions - The button will launch the Permissions window that allows Permissions to be set
for TermSecure. This is discussed in Permissions.

Why Change from Default Settings: The group needs a name and a type assigned to it.

This section covers Terminal Shadow Display Clients. Configure the Display Client by selecting
Terminal Shadow from the Type of Display Client drop-down after naming the group.

Select the Next button to continue.

ied Display Client Wizard Iél

Display Client Options \ O /
b.

Select the options that aoply to this Display Cliert

Clienl Options
v Allow Display Client to be tiled
[ Allow Display Client to be moved [MuliMaonitar)
[ Include IF Camea Cvadays

Connection Options

v Ablways maintain 3 cornection
W Connect at boot-up
[ Dieconned! in the bac<ground

+ Back Mest = Finish Cancel Help

Terminal Shadow Display Client —Display Client Options
Importance of Page: This page allows the configuration of Display Client parameters
Checkbox:

e Allow group to be tiled — If checked, this allows the Display Client to be tiled in SessionTiling.
See SessionTiling Options for details.

e Allow Group to be moved (MultiMonitor) — If checked, this allows a Display Client to be moved
from one MultiMonitor screen to another. See MultiMonitor for details.

ACP ThinManager 6.0 Display Clients e 279



e Include IP Camera Overlays —This will allow IP Camera overlays to be added to this Display
Client.

e Always maintain a connection — This keeps a session active, reconnecting and restarting if it is
closed. If unchecked, the user can close a session and another session won't start automatically.

e Connect at boot-up — If checked, the terminal will start a session for this Display Client at boot
up. If unchecked, a user action is required to start the session.

e Disconnect in background — If checked, a Display Client being used in a MultiSession
configuration will disconnect once it is moved into the background. This could be done to require
fewer resources.

Why Change from Default Settings: The Always maintain a session for this group and Start a
session at boot-up for this group checkboxes, if unselected, will lower the demand on the terminal
servers by allowing sessions to be closed until needed.

Select Next to continue, Finish to save and close, or Cancel to close without saving.

13.4.1.2 Terminal Shadow Display Client Page

The Terminal Shadow Display Client page allows the selection of the terminal or terminals to be
shadowed.

-~

i Display Client Wizarg | 28

Terminal Shadow Display Client W
: =<

Select the terninal to shadow.
=20

Temnal te Shadow

v Al Teminals Avalable

[ e |

Shadow Daplay Cliere Options
WV Irtersctive Shadsw

= Back = Finish Cance Help

Terminal Shadow Display Client — All Terminals Available
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Importance of Page: This page selects what terminals are available to be shadowed using Terminal-to-
Terminal Shadowing.

Checkbox:

e All Terminals Available — This checkbox allows all terminals to be shadowed. Unselect it to limit
Terminal-to-Terminal Shadowing to specific terminals.

e Interactive Shadow — This checkbox allows interactive shadowing of the terminals.
Fields:

e Terminal to Shadow — This list box shows the terminals available to shadow.
Buttons:

e Add - This button adds terminals to the Terminal to Shadow list box when All Terminals
Available is unselected.

o Delete — This button deletes a highlighted terminal from the Terminal to Shadow list box when
All Terminals Available is unselected.

Why Change from Default Settings: The default setting grants permission to shadow all of the
terminals. Unselecting the All Terminals Available checkbox allows specific terminals to be added.
Additionally, multiple shadow groups can be created, each with a specific terminal or group of terminals.

By default the Shadow Group is configured to allow all terminals to be shadowed. Unselecting the All
Terminals Available checkbox will allow the designation of specific terminals.
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Ve Display Client Wizard E
Terminal Shadow Display Client p

()

Select the terninal to shadow.

— Termnal tc Shadow

[~ Al Teminals Avalable

Deete

i

—Shadow Dsplay Clien: Options

¥ Interactive Shadow

< Back Hest> | [ Fish | Caned Help

Terminal Shadow Display Client —Select Terminals

Select the Add button to launch the terminal selection window.
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Select Terminal or Group

| n

..

=1~ Terminal:
=1- GroupT

SubGroup
SubGraup2
Terminalll

Terminall2

Graup?
- Groupd

Caricel

| =
0K
| Cened |

Select Terminal or Group Window

Select a terminal for shadowing by highlighting it in the Select Terminal or Group window and selecting

the OK button. The window will close after each selection.

To add multiple terminals repeat the process by selecting the Add button on the Terminal Shadow

Display Client page.
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bt Display Client Wizara | 28

Terminal Shadow Display Client m
- =

Select the teminal to shadow. .

Temnal tc Shadow

[~ Al Teminals Avalable

Group 1% Teminal 11
Group 1%SubGroup T8 Teminal 1

Deete

di

Shadow Dsplay Clier: Options
¥ Interactive Shadow

= Back M et Finish Cancd Help

Terminal Shadow Display Client — Selected Terminals

The Terminals to Shadow textbox will display the terminals added to the list.

Select Terminal to Shad ow

LInit0?2

Terminal_2_A
Terminal_2_B
Terminal_2_C

Terminal Selector
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When a terminal launches a Shadow Display Client that has multiple members a Select Terminal to
Shadow window will be displayed to allow the selection of the terminal to shadow. Highlight the desired

terminal and select the OK button.

13.4.1.3

Display Client List Window

-~

fvailable Display Clients

Camnera_Loadnalock
Dektop

Motepac

Cac

test

Add
E dit |
Dekte |

Carncel

]S

Available Display Clients

After a Display Client is configured the Display Client List will show configured Display Clients.

Additional groups can be configured by selecting the New Group button.

The Display Client List wizard can be closed by selecting OK.
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14 Failover and Instant Failover

14.1 Failover Introduction

ACP uses specific terms to cover different topics that are concerned with keeping data viable during
computer failure.

Replacement: If a terminal fails or is destroyed, the session stays active on the terminal server while the
thin client is replaced. This is covered in Adding Thin Client Hardware.

Failover: Failover is the ability to switch between multiple terminal servers if a terminal server fails. This
is built in to every ThinManager System and thin client. This is covered in Failover.

Instant Failover: Instant Failover is the ability of thin clients to connect and login to two terminal servers
simultaneously. This allows applications to be pre-loaded so that a failure to one terminal server causes
minimal impact because the terminal will quickly switch to an existing session. This is covered in Instant
Failover.

Redundancy: Redundancy refers to multiple ThinManager Servers. Thin clients are not dependent on
ThinManager after booting and will continue to run if the ThinManager Server fails. However, rebooted
terminal will wait until the ThinManager Server is restored until it boots and receives its configuration. For
this reason many people use a backup, or Redundant ThinManager Server. This is covered in
Redundancy Overview.

14.2 Failover

ThinManager gives every thin client has the ability to switch between multiple terminal servers if a
terminal server fails. Each thin client has a socket connection to its terminal servers. If the socket breaks
the thin client will try to reconnect to the primary Terminal Server. If the terminal server fails to respond to
the terminal, it will drop the broken connection and connect to a backup terminal server, allowing it to
continue to function.

Failover requires:
e Two or more terminal servers
e |dentical Microsoft user accounts on each, or domain permissions on both

e |dentical applications on each, with the same path, to make life easier
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Failover Step 1 — Session on Primary Terminal Server

The thin client is configured to use two or more terminal servers.

‘IIIIIIII* ﬂ
*IIIIIIII’-

Failover Step 2 — Primary Terminal Server Failure

If the connection between the thin client and terminal server fails the thin client will retry the connection.

IE
s LEERREREY 2
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Failover Step 3 — Thin Client Automatically Switches to Secondary Terminal Server

If the thin client cannot connect to the primary terminal server it will automatically switch to the next
terminal server in the list, and start a new session.

Failover Step 4 — Thin client has Session Running on Secondary Terminal Server

Once connected it will login and launch the AppLink application. Any runtime data will remain constant
since both servers are drawing the same runtime data from the production floor.

Note: This does not synchronize the hard drives. Failover gives you the ability to continue to run the thin
client by connecting to a backup. Data pulled from an outside source like a PLC or file server would be
the same on either terminal server.

14.2.1 Failover Setup in Terminal Services Display Clients

Failover is configured in the Display Client Configuration Wizard. Terminal Services Display Clients allow
a terminal to run a session from a list of terminal servers. The Display Client will have Failover capability if
two or more terminal servers added to it.

Launch the Display Client Wizard by right clicking on the Display Clients branch in the tree. Alternatively,
you can right click on an existing Terminal Services Display client in the tree and select Modify.

Available Displzy Cliznts m

Caculator
Maoepac 55 Add

FPant_IF
Edit |
Dekte |

| Cancel | [ OK
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Display Client List

Select the Add button to add a new Display Client, or highlight an existing Terminal Services Display
Client and select the Edit button to edit an existing Display Client.

tmt Display Client Wizare [t
Dspley Ol Mombers <,
Select the Temmina Servers for this Display Cliert. ' -‘
fwvailable Termingl Servers Selected Tzminal Servers
Blue21 (10.7.10.21)
Green22 (10.7.°0.22) ﬂ

L4
il

b

Edr Server Ligt

< Back Neat > Frich J Caned Help ] I

Display Client Wizard — Display Client Members

Member terminal servers are added on the Display Clients Members page. Adding two or more terminal
servers to the Selected Terminal Servers field will enable failover. The terminal will connect to the
terminal servers in the order given, unless the Display Client is using SmartSession.
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ket Display Client Wizara Iﬁ

Terminal Services and Workstation Options G
Select the options for thiz Display Clent ’ ‘

-Cther Options
Iv* SmarSession
v Application Link
r
™ Instant Failzver

v Alow Auto-Login

< Back Next > Feich Concel Help ‘ J

Terminal Services Display Client Options

SmartSession uses the CPU usage, Memory usage, and the number of sessions on a terminal server to
determine its load. Terminals using Terminal Services Display Clients with SmartSession will start a
session on the server with the lightest load, instead of the order listed.

Selecting the SmartSession checkbox on the Display Client Options page of the Display Client
Wizard configures SmartSession. When SmartSession is used the Enforce Primary checkbox is no
longer relevant.
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14.3 Instant Failover

Every ThinManager thin client can be configured to use basic failover. Detecting that the primary server is
down and connecting to a backup server is usually achieved in10 to 20 seconds, depending on the
monitoring configuration. Some applications will need additional time to launch and initialize the
programs. Instant Failover was developed for people who need the session to switch to another terminal
server and start running immediately, without any delays for starting the applications.

When using Instant Failover, the thin client starts sessions on two servers at once. The sessions are
cascaded on the thin client, with the primary session on top. If the primary terminal server fails, the
preexisting secondary session is switched to the forefront.

Note: Use a Username, Password, and Initial Program to allow the thin client to login automatically and
start a program so that the background session is immediately ready and not needing a login and
program launch.

Instant Failover Step 1 — Session on Two Terminal Servers

Instant Failover configures the thin client to make connections to two terminal servers for each AppLink
Display Client. These will be cascaded so only the primary session is shown. There is an optional hot key
toggle available to allow toggling between sessions. See Hotkey Configuration for details.

This allows the thin client to connect and initialize a session on a backup server so you don't have to wait
for the session to load.
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The thin client has a socket connection to each terminal server so it will quickly detect a terminal server
failure.

Instant Failover Step 2 — Primary Terminal Server Failure

Instant Failover Step 3 — Switching to Backup Session on Secondary Terminal Server

As soon as the thin client detects the failure of the primary terminal server the thin client will switch to the
backup session and pull it to the foreground. Since the session is already initialized you don’t have to wait
for your control system to load.
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Instant Failover Step 4 — Session on Secondary Terminal Server

Instant Failover allows the thin client to use two active sessions to prevent downtime.

Note: Instant Failover is free from ThinManager but usually requires two application licenses since you
have two active sessions. Please see your application vendors for details on their licensing policies.

If three or more terminal servers are in the Selected Terminal Server list, the thin client will connect to a
new backup to ensure that it has an active backup.

If the Enforce Primary feature is used, the thin client will switch back to the primary once it is back
online.

14.4 Instant Failover Configuration

Instant Failover is configured as part of Terminal Services Display Clients Wizard.

14.4.1 Instant Failover Setup in Terminal Services Display Clients

Terminal Services Display Clients allow a terminal to run a session from a list of terminal servers. The
Display Client will have Instant Failover capability if two or more terminal servers added to it and the
Instant Failover option is selected. This is configured in the Terminal Services Display Client Wizard.

Launch the Display Client Wizard by right clicking on the Display Clients branch in the tree. Alternatively,
you can right click on an existing Terminal Services Display client in the tree and select Modify.
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fvailable Displzy Clients |
Caculatar I
Maoepac 55 Add
Pant_IF
Edit |
. Dekte |
| |
|
|
|
r Cancel | ok,
]

Display Client List

Select the Add button to add a new Display Client, or highlight an existing Terminal Services Display

Client and select the Edit button to edit an existing Display Client.

E>

Terminal Services and Workstation Options
Select the options for this Display Clent

<

—Cther Options
™ SmardSession
¥ Application Link
[~ Erforze Prmary
i ¥ Instant Failover
N WV Mlow Muto-logir
]
I
|

-
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Display Client Wizard — Terminal Services and Workstations Options Page

Select the Instant Failover check box on the Display Client Options page to enable instant failover for
the Display Client.

Note: Do not use the Instant Failover Module when using Instant Failover within a Display Client

The Terminal Services Options page allows the configuration of other parameters in addition to the
Instant Failover such as SmartSession and AppLink. See Terminal Services Display Client Options for
details.

Each Terminal Services Display Client needs two or more terminal servers to get Instant Failover to
function. This is done on the Display Clients Members page of the Display Client Wizard.

lmd Display Client Wizarg [ﬁ
Cizplzy Client Members ﬁ

Select the Termina Servers for this Display Client.

i )
fvailable Termingl Servers Selected Tzminal Servers "
GreenZ2 (10.7.70.22)
Blue21 (10.7.10.21) .
Peach23 10.7.10.23
>
e ~|
Edr Server List
= Back Mest = Finish Cance Help

Display Client Wizard — Display Client Members Page

Select two or more terminal servers from the Available Terminal Servers list and move them to the
Selected Terminal Servers list by highlighting and double clicking, or by using the Arrow button.

The thin client will start sessions on the top two terminal servers in the Select Terminal Server list, with
the top terminal server as the primary and the second terminal server as the backup, unless
SmartSession was chosen on the Group Options page.

If more than two terminal servers are selected, the thin client will connect to the other terminal servers if
one of the other terminal servers fails.
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14.4.2 Switching Between Sessions with Display Clients

Instant Failover can be configured to allow a user to toggle between the two instant failover sessions
when the thin client is using Display Clients by using a hotkey. To configure the hotkey run the Terminal
Configuration Wizard for the terminal or terminal group that is using a Terminal Services Display Client
with Instant Failover and proceed to the Hotkey Configuration page.

tmt Terminal Configaration Wizard lﬁj
Hotkey Configuration W
Corfigurs the hotkeys to apply to ths teminal ' - .‘
Temnal Hotleys I
[v Enasle Instart Failover Hotkeys Change Haotkeys ‘
W Enaole Diplay Client Hotheys Change Hotheys | I
= |
< Back Mead = Finish Cance Help

Terminal Configuration Wizard — Hotkey Configuration Page

When a thin client is using Terminal Services Display Clients, selecting the Enable Instant Failover
Hotkeys check box will allow the user to switch between instant failover sessions using the default CTL +
F9 hot key.

The default hotkey can be changed by selecting the upper Change Hotkeys button and launching the
Select Hotkeys windows.

Note: The hotkey will not work properly if Enforce Primary is selected as a Display Client option on the

Terminal Services Options page. As soon as you try to switch to the backup the thin client will switch you
back to the Primary Terminal Server. It is recommended that you uncheck the Enforce Primary option if
you plan on using the Instant Failover hotkey.
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Select Hotkeys

Instant Failover Haotkey

iy

{* Caontral Key | Fg j Cancel

(" Al Key

Select Hotkeys Windows

The hot keys needed to switch between instant failover sessions can be changed on the Select Hotkeys
window. Select the Control Key or Alt Key radio button and a function key from the drop down box and
select the OK button to accept the changes.

14.4.3 Instant Failover Tree Icons

Under each Terminal are icons representing the Terminal Servers that they connect to. The lightning bolt
color indicated the connection status.

' ? Active session on terminal server

_':'55 Instant Failover backup session

: f Mo session on terminal server

Terminal Server Connection lcons

A Red lightning bolt represents a lack of connection to the terminal server.
A Green lightning bolt represents a connection to the terminal server with an active session.

A Yellow lightning bolt represents a connection to the terminal server with an active session that is the
backup in Instant Failover mode.
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Instant Failover

If a terminal that is configured for Instant Failover is expanded in the ThinManager tree, the Primary
Terminal Server should have a green lightning bolt, while the Secondary Terminal Server should have a

yellow lightning bolt.

In this example the primary session is on Green22 and it shows a green lightning bolt icon. Blue21 is the
secondary session and has a yellow lightning bolt icon. Peach23 is the third server in the list and has a
red lightning bolt icon. This means that it doesn’t have an active session but is available if server 1 or

server 2 go offline.
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15Modules

15.1 Module Overview

Modules are software components that can be loaded to increase or modify the functionality of the
terminal. Modules include touch screen drivers, sound drivers, and special device drivers. Modules are
included with ThinManager and are registered automatically during ThinManager installation. Updates to
modules (primarily touch screens) are posted on the ThinManager website for download and installation.

Note: “Installing a module” refers to the registration of the module with the ThinManager Server, while
“Adding a module” refers to attaching the module to a particular group or terminal.

This section includes:
e Alist of available Modules.
e Instructions on installing and adding Modules.

e Details on specific modules.

Note: Certain modules, like the video modules, do not need to be added to specific terminals but will be
downloaded automatically in ThinManager. These modules do have to be installed in ThinManager to be
available for the download to happen.

These modules may need to be added to the terminal in older versions of ThinManager that are using
new firmware.

15.1.1 Module List

ThinManager divides the modules into a number of categories or types to make navigation of the module
list easier. Although details on the specific modules will follow, the types and modules include:

Note: Certain modules are used in limited, specific cases and are considered advanced modules. These
are marked with a (¥). See Advanced Modules for details.

ICA - See ICA Modules
e Citrix ICA UseAlternateAddress Module
e Citrix ICA wfclient.ini Extension Module
e Citrix Receiver Version 12 (Package 6 only)
e |CA Client Version 6.0 (*)
e |CA Client Version 8.0 (*)
Keyboard — See Keyboard Modules
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e Key Block Module

o Key Block Single Key Module

e Keyboard Configuration Module

e Share Keyboard and Mouse Master Module

e Share Keyboard and Mouse Slave Module
Local Storage - See Local Storage Modules

e USB Flash Drive Module

e USB Memory Card Reader Module (Package 5 only)
Miscellaneous - See Miscellaneous Modules

e Add Serial Port

e Firmware Update Module (formerly the Disk On Chip / Compact Flash Update Module)

e Instant Failover Module (*) (Package 5 only)

e Local Printer Module

e MultiMonitor Module (Package 5 only)

¢ MultiMonitor2 Module (Package 5 only)

e Redundant Ethernet Module

e Second Network Module

e Serial to TCP Module

e TMTerm DLL Configuration Module

e Terminal Shadow Module

e TermMon ActiveX Configuration

e Time Zone Redirection Module

e User Override Module

Mouse - See Mouse Modules

Mouse Configuration
PS/2 Mouse Configuration (Package 5 only)
Serial Mouse Driver
Share Keyboard and Mouse Master Module

Share Keyboard and Mouse Slave Module

RDP - See RDP Modules

RDP Experience Module

RDP Module for ThinManager v2.4 and Older (Package 5 only)

RDP Port Module
RDP Serial Port Redirection Module
RDP Session I[P Module

Screen Saver - See Screen Saver Modules
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MultiSession Screen Saver Module

Screen Saver Module

Sound - See Sound Modules

AMD cs553x Sound Driver
Intel 8x0 Sound Driver
Intel HDA Sound Driver
Universal Sound Driver
VIA 82xx Sound Driver

TermSecure - See TermSecure Modules

RF Ideas pcProx Module

RF Ideas pcProx USB Module

TermMon ActiveX Configuration Module

USB Flash Drive Module

Wavetrend Tag Reader Module (Package 5 only)

Touch Screen - See Touch Screen Modules

Arista ARP-16XXXAP-ACP Touch Screen Driver
CarrollTouch Touch Screen Driver

Contec Touch Screen Driver (Package 5 only)
DMC TSC Series Touch Screen Driver

DMC Touch Screen Driver (Package 5 only)
Dynapro Touch Screen Driver

eGalax Touch Screen Driver

Elographics Touch Screen Driver

Gunze AHL Touch Screen Driver

Hampshire TSHARC Touch Screen Driver
MicroTouch Touch Screen Driver

Panjit TouchSet Touch Screen Driver
PenMount Touch Screen Driver

Ronics Touch Screen Driver (Package 5 only)

Touch Control Touch Screen Driver

Touch International IR Touch Screen Driver (Package 5 only)

USB Touch Screen Driver

Xycom 33XX Touch Screen Driver (Package 5 only)

Zytronic Touch Screen Driver

Video Driver - See Video Driver Modules.

Custom Video Mode Module

ACP ThinManager 6.0

Modules o 301



Video2 Driver - See Video Driver Modules.
e Custom Video Mode Module
(*) Denotes an advanced module See Advanced Modules for details.

15.2 Installing a Module

Note: Modules will generally be installed by the firmware package. This section describes the process to
add or update a single module.

Installing a Module adds a new module to ThinManager so that it is available to Terminal Groups and
Terminals. To install a module, open the Modules window by selecting Install > Modules from the
ThinManager menu bar to launch the Modules window.

.- )

Modules for Server WIN 2008 R2

Inztallled Modules

Module Type |.-'l'-.II b odules ﬂ Package |-"1"-|| Packages ﬂ
D escription | *Yersion | License Required | -
A0 Geode Yideo Driver .00 MHOME

AMD Geode Yideo Driver £.0.0 HOME

AkD Geode Videoz Driver .00 MHOME

AkAD ch53% Sound Driver .00 MHOME

ArD £s553x Sound Driver 600 HOME

Add Serial Part 5.00 HOME

Add Serial Part £.0.0 WNOME

Arizta ARPT B AA0M1506-1512 Touch Screen Driver 505 MHOME
Arizta ARPT B A0M1506-1512 Touch Screen Driver - .00 MHOME

Ak Radeon “ideo Driver 6.0.0 MHOME
Carroll T ouch Towch Screen Driver 05 MHOME
CarallT ouch Touch Screen Driver 600 NOME
Citris [CA Uzedlternatedddress Module .00 MHOME
Citriz ICA Uzedltematedddress Madule £.0.0 NOME
Citris 174 wilclient ini F=tenszinn Module RN MNIMF i

Install M adule.,.. Remove Module from &l Terminals

Modules Window

The Module window shows all of the modules installed on the ThinManager Server.
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Modules for Server WIN 2008 R2
Inztallled Modules

Module Type Touch Screen Package |.-'1'-.II Packages ﬂ
[ escription | Yersion | License Required | -
Arizta ARPT B AA0M1506-1512 Touch Screen Driver 505 MHOME

Arizta ARP1 B4 AADM 15061512 Towch Screen Diver B.0.0 HOME

Carroll T ouch Towch Screen Driver 05 MHOME E
Carroll T ouch Towch Screen Driver 6.0.0 MHOME

Contec Touch Screen Driver 502 HOME

DMC TSC Senies Touch Screen Driver 02 MHOME

DMC TSC Senes Tauch Seraan Driver E.00 MNOME

DMC T ouch Screen Driver 02 MHOME

Dynapro Towch Screen Diriver 04 MHOME

Dynapro Touch Screen Driver £.0.0 KOME

Elographics Touch Screen Diriver 0B MHOME

Elographics Touch Screen Driver 6.0.0 WNOME

Gunze AHL Touch Screen Diriver 05 MHOME

Gunze AHL Touch Screen Dnver £.0.0 NOME

Harmnzhire TSHART T nuckh Sereen Diniver FN4 MNIMF 3

Ingkall M oduls... Rermove Module from &I Terminals

Sorted Modules

The installed modules can be sorted by using the Module Type and Package dropdown lists.

To install additional modules select the Install Module button. This will launch a file browser window.
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For Help, press F1

¥4 ThinManager v6.0 o= =]
Edit Manage Tool: View RemoteView Help
EIW'( WIN2008R2 Configuration | Modules | Schedule | Properies | Event Log| Shadow | Report |
HH | erminals — T
¢ | Modules for Server WIN2008R2 1
Installed Modules
Module Type [ Mol =] Packese |0 Pashanss |
- Description | ‘Werzion | License Required | -
- AMD Geods Video D
3| | |AMD Gesde video | =¥ Open E=H
AMD Geods Videos - - = e
E=8 AMD esEE S oumd @l\_/l v| , » Computer » Local Disk (C:) » Modules - | +5 | Search Modules o | =
AMD 55538 5 ound
4dd Serial Part Organize » New folder 2 « 0 @
Add Senal Hort —
Arista AMM Gl /D 3 Documents 1| videoZ_via
Afista ARFT BedaD B Musi = =
AtiFadean Videa Di J e
CanollTouch Touch = Pictures
CanulTouch Tuuch =
Pitix I |l et B Videos
Citrix 1T Used et
Citri 104 whrlient ini L Computer
5_3’, Local Disk (C)
ca Mew Valume (L)
€ Network
File name: videol_via - ’Module Files v]
[ Open l I Cancel ]

Module File Browser Window

Browse to the new module, usually downloaded from the ThinManager web site (www.thinmanager.com).
Highlight the new module, and select the Open button. This will add the new module to the list of

modules.

Selecting the Remove Module from All Terminals button will remove the highlighted module from all
terminals. It does not uninstall the module from the ThinManager Server; it just removes its use by all

groups and terminals.

Select the Done button to close the Modules window.
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15.3 Adding a Module to a Group or Terminal

Modules are added to terminals or groups of terminals on the Module Selection page of the Terminal

Configuration Wizard or the Terminal Group Configuration Wizard.

i

¥=3 Terminal Configuration Wizard

Module: Selection
Select the modules that load on this terminal &t boot up.

Installed Modules

=

b

Module

< Back Mext = Finish | Cancel |

Add...

Help |

-

Terminal Configuration Wizard - Module Selection

To add a Module to a Terminal, select the Add... button to launch the Attach Module to Terminal

window.
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¥ad Terminal Co nfiguration Wizard [ =2 |
Module: Selection w
Select the modules that load on this terminal &t boot up. } -
Attach Module to Terminal @
Modu Module Type Al Modules ;l ==
Development r
Add Serial Port ICA 3

Avista ARP1 B4 44Dk Fevboard

CarrollT ouch Towch 3 L':_"3*3| Storage

Citrix 104 Usedltemat| Miscellansous

Citrix 104 wichent. ini LM ouse i
Cikrix Receiver Werzion 12

Cuaztarn Yideo Mode M odule

OhAC TSC Senies Touch Screen Diriver

Dynapra Touch 5 creen Driver

eFalax Touch Screen Driver

Elographics Touch Sereen Driver

Firrmware Update Module J
!:::Lmze Zé!HL,-L'?E‘FbEErEEH. Dﬁriver . -
d L™ .
< Back Mexd | Finish | Cancel | Help |

Attach Module to Terminal

The Attach Module to Terminal window will show the modules that are available to the terminal. The
Module Type drop-down box sorts the modules by categories to make the modules easier to find.

Highlight the desired module and select the OK button to add the module to the configuration.
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¥=3 Terminal Configuration Wizard @

Module Selection
p

Select the modules that load on this terminal &t boot up.
)

Installed Modules

Maodule
ll_'%__ﬂ Screen Saver Module

ll;&:ﬂ Kew Block Single Key Module

Blographics Touch Screen Driver

Add...

< Back Mexd Finish | Cancel | Help |

Terminal Configuration Wizard - Module Selection

Terminals that are members of a Group may show icons to represent the properties of added modules.

. LQ:.H The Group icon represents modules assigned at the
group level.
. The Group icon with a red slash through it indicated that

the module set at the group level that will not function with the selected package.

o No icon indicates that the module was added to that
particular Group or Terminal and not a parent Group.

Note: Any module with a red slash through it will prevent the terminal from starting a session.
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15.4 Changing Module Parameters

Many modules have parameters that can be changed. With the new inheritance rules from ThinManager
3.0 module parameters can't be changed for modules that are inherited from a parent group. Changes

must be made at the level that the module was added.

¥=3 Terminal Configuration Wizard @
Module: Selection m
Select the modules that load on this terminal &t boot up. ’ .

Installed Modules

Module
Q. Screen Saver Module

[ Key Block Single Key Module

Blographics Touch Screen Driver

Move Up | Muove Down |

Add... Configure. .. Remove

< Back Mext = Finish | Cancel | Help |

Module Configuration

Highlighting a module on the Module Selection page and selecting the Configure button will open the
Module Properties window and allow changes to the module configuration.
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Module Properties:

Farameter

Connection T ype

Port [Senial Only]

Muaritor Murnber

Diouble Touch Area [pikels)

Double Touch Time [millzeconds)

Tauch De-baurce Timeout milisecands)
Swap et Coomdinates

Right Click Hold Time [millize conds)

Bimkt Clicl Aras (mivalsl
i 1]

Yalus »

Serial
COk1

1

10

1000

0

N0
DISABLED

in

m

Farameter |E|:|nneu:ti|:|n Tupe

Yalue | Serial

Set to Default

Done |

=}

Cet

Carcel |

Module Properties

On the Modules Properties window, select the parameter to change, select the new value in the drop-
down list, and click the Set button. This will change the setting.

The Set to Default button will restore the module to the default settings.

Note: The Set button must be selected to apply the change.

Select the Done button to close the Module Properties window and to return to the Group or Terminal

Configuration Wizard.
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E-lThinManager
Edit Manage

Install Tools

View RemoteView Help

Lo | jmeSm]

=l g;? WIN2008R2

E]Q Terminals

EI@ Groupl

El@ Subgroupl

! Q Termini

. Q Termini

E@ Subgroup?
Q Termin:
Q Termin:

El@ Groupd

: Q Terminal2A

: Q Terminal2B

E@ Group3

: Q Terminal3A

: Q Terminal3B

Q Terminall

ﬁ Display Servers
1. 50 Vi enter Sencers

4|

m | b

For Help, presz F1

-

.Eunfiguratiun Modules | Schedulel F'ru:upertiesl Event L-:ugl Shaduwl Hepc\rtl

I Attribute

| Yalue »

Inztalled Modules

@ Module
@ Dowwnload
@ Screen Saver

@Wait Time in Minutes

@. Uz Dizable Time Peiod

[EH  Disable Start Hour [0-23)

Bl Disable End Hour (0:23)

@. Force OFff when Start Hour Reach

@ Module
@ Dovanload
] Mocifier
@ F.ey to Black,

Screen Saver Module

soreanzaver.mod

m

BlankScreen
n

MO il
0

0

MO

K.ey Block Single Key Modul
key_block_ind.miod

CTRL

A -

1| 1

| 3

[ 4

Module Icons in ThinManager

The status of the modules is displayed on the Modules tab of the Details pane of ThinManager.
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154.1.1 Module Loading Order

Highlighting a module and selecting the Move Up or Move Down button can change the order that the

modules load.

tad Terminal Configuration Wizard

Module: Selection
Select the modules that load on this terminal &t boot up.

Installed Modules

=)

=

Maodule
Q Screen Saver Module

1] Key Block Single Key Module

Hographics Touch Screen Driver

Maove Up | Move Down |

< Back Mext = Finish | Canicel |

Add... Carfigure... Remaove

Help

-

Module Loading Order

The loading order of modules rarely needs to be adjusted.

15.5 Individual Module Details

ThinManager divides the modules into a number of categories or types to make navigation of the module
list easier. The types and modules include ICA, Local Storage, Miscellaneous, Mouse, RDP, Screen

Saver, Sound, TermSecure, Touch Screen, and Video.

15.6 ICA Modules

The ICA Modules are advanced modules for advanced users of the ICA client communication protocol.
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15.6.1 Citrix ICA UseAlternateAddress Module

The Citrix ICA UseAlternateAddress Module is used by advance Citrix users to specify connections to
Citrix Servers.

Configuration includes Use Alternate Address, Browser Protocol, and HttpBrowser Addresses.

15.6.2 Citrix ICA wfclient.ini Extension Module

The Citrix ICA wfclient.ini Extension Module is used by advanced Citrix users. This module allows up
to 8 strings of text to be added to the wfclient.exe for passing Citrix parameters.

15.7 Keyboard Modules

The Keyboard Modules are modules used to control or alter keyboard behavior.

15.7.1 Key Block Module

The Key Block module traps certain keystrokes and prevents them from being sent to the terminal server
for processing.

I !

Module Properties @
P ararmeter Waluie
Block Chil MO
Block Chl+alt+Del YES
Block Chl+E=zc YES
Block Al HO
Blark Al+F4 MM
Block &l+F KO
Block &lt+T ab KO
Block windows Key YES
Block Menu Key MO
Parameter |
Yalue |
Set to Default
Donc | Carnccl |

Key Block Module

The key combinations to be blocked can be configured by in the Module Properties. To launch this,
highlight the module on the Module Selection page and select the Configure button. A Module
Properties dialog box will be displayed. Select the parameter to change in the Module Properties
window, select the Value in the dropdown box and click the Set button.

The key combinations that have a value of YES will be blocked from reaching the terminal server.
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15.7.2 Key Block Single Key Module

The Key Block Single Key module traps specific individual keystrokes and prevents them from being sent
to the terminal server for processing.

15.7.3 Keyboard Configuration Module

The Keyboard Configuration Module allows key settings on a keyboard attached to a thin client to be set.

Module Properties 8
F ararmeter Walle
MNum Lock State Orn_At Startup
Caps Lock State Cff_at_Startup
Soroll Lock Srate CFF_AL S barbup
Repeat Delay [mz) 500
Repeat Rate [charsdsec) an
Dizable Repeat for Enter Key KO
F.epboard Lavout Englizh[linitedStates)
Parameter |
Yaluc |
Sel o Defaul
Done | Cancel |

Keyboard Configuration Module Parameters
The Keyboard Configuration parameters include:

e Num Lock State — This allows the Number Lock to be set to On at startup, Off at startup, always
On, or always Off.

e Cap Lock State — This allows the Caps Lock to be set to On at startup, Off at startup, always
On, or always Off.

e Scroll Lock State — This allows the Scroll Lock to be set to On at startup, Off at startup, always
On, or always Off.

o Repeat Delay (ms) — This parameter sets the amount of time that a key needs to be held down
before it starts repeating the keystroke. If this parameter is set to Disable a key will only send one
keystroke even if the key is held down.

e Repeat Rate (char/sec) — This parameter sets the number of characters per second that a held
down key will send.

e Disable Repeat for Enter Key — This parameter, when set to Yes, will prevent the Enter key
from repeating if it is held down.

e Keyboard Layout — This parameter allows the thin client to use keyboards other than the default
English (United States) keyboard map.
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15.8 Local Storage Modules

The Local Storage modules allow the use of USB ports on thin clients. The USB ports are not active by
default for security.

15.8.1 USB Flash Drive Module

The USB Flash Drive Module allows USB flash drives to connect to a terminal. The parameters include:

- )

Maodule Properties =3
P ararneter e
Drive Access Rights in Session MNaone
Jze with TermSecure MO
Allove b anual Logon YES
Prompt for Pagsword MO
Parameter |
Walus |
Set to Default
Dake | Cancel |

USB Flash Drive Module Properties

The USB Flash Drive Module has several parameters.

o Drive Access Rights in Session - ReadWrite allows the user to read and write to the flash
drive. ReadOnly allows the user to read data but not write data, and None sets the flash drive to
access only the unique serial number to make it usable as a TermSecure ID device.

e Use with TermSecure - This needs to be set to YES to allow the device to be a TermSecure
identifier. A NO setting, in conjunction with a ReadWrite Access Rights setting, will allow the
device to be used as a remote storage drive

e Allow Manual Login - This value, when set to Yes, will allow a TermSecure user to log into a

terminal without a TermSecure ID device. If set to No, TermSecure users must use a TermSecure

ID device to log in.

e Prompt for Password - This value, when set to Yes, will require a TermSecure User to enter
their password for access, even if the password is configured in ThinManager.
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15.8.2 USB Memory Card Reader Module

The USB Memory Card Reader Module allows USB card readers to connect to a terminal. The
parameters include:

e Number of Slots in Reader - This value sets the number of slots that the card reader uses.

e Read Only Access - This value, when set to Yes, will limit the user to reading the card. This
value, when set to No, will allow the user to read and write to the card.

15.9 Miscellaneous Modules

These are modules that don't fit in other categories.

15.9.1 Add Serial Port

The Add Serial Port Module is only used to configure the serial ports of daughter boards that add
additional serial ports to terminals. Add a module for each additional serial port. Each module will let the
user configure one additional port.

e Port Number - This value is to be set to the port number of the new port.
e Port Address - This value is to be set to the port address of the new port.
e |RQ - This value is to be set to the IRQ of the new port.

e UART- This value is set to the chipset type for the new port.

15.9.2 Firmware Update (Disk On Chip / Compact Flash) Update
Module

The Firmware Update is the new name for the Disk On Chip/Compact Flash Update module in
ThinManager 3.1.

ACP enables some models of terminals to store the firmware with Disk On Chip or Compact Flash
storage so that the unit doesn't have to download the entire firmware at boot but can boot locally and
download just the configuration to save bandwidth. This is most commonly used with units that will
connect over low bandwidth networks, like wireless networks or WANs. These units can use the Firmware
Update module to download and flash new firmware when the firmware is updated in ThinManager.

The ability to update stored firmware terminals eliminates the need to send the terminal back to the
manufacturer to update the firmware.

Note: The firmware download can vary, depending on the bandwidth of the connection and the size of the
firmware update.

It is recommended that updates be done over a wired LAN instead of over a wireless connection, when
possible.

The Firmware Update module has two configurable parameters.

e Confirm at Terminal - This setting, if set to Yes, will prompt the operator to choose between
immediately updating firmware or waiting until the next boot up. If Confirm at Terminal is set to No,
the firmware download will take place immediately.

e Force Update - Normally a stored firmware terminal with the Firmware Update module will check
firmware version numbers at boot and only download a new firmware if the versions are different.
This setting, if set to Yes, will force the terminal to always download the firmware for re-flashing.
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Note: The module will download firmware when it detects a different firmware. Since this will only happen
at the first reboot after updating the ThinManager firmware, it is safe to leave this module added to
terminals permanently when Force Update is set to No. It does not need to be added and removed each
time the firmware is updated. However, since it will update when the firmware is different, it will try to
update the firmware if you boot it from a ThinManager server with older firmware.

15.9.2.1 Firmware Update Program

Once the new firmware has downloaded, an update program will run on the terminal to rewrite the new
firmware to the storage. The program will display a warning stating that the terminal must not be reset or
powered off during the process, usually around 30 seconds. Ignoring the warning can corrupt the stored
firmware, so it is important to leave the terminal alone for that period of time.

Note: Heed the warning. The terminal must not be reset or powered off during the brief period that the
update program is writing the firmware to the firmware storage device.

It is recommended that updates be done over a wired LAN instead of over a wireless connection, when
possible.

15.9.2.2 Stored Firmware Terminal Configuration

A stored firmware terminal loads the firmware locally before connecting to the ThinManager server. The
stored firmware terminals have a setup program that allows configuration of the connection. Enter the
program by selecting any key when Select any key to configure is displayed during the boot process. A
setup screen will be displayed.

ThinClient Configuration Editor
Copyright 1999-2007 Automation Control Products

Terminal IF Address Type : DHCP

ThinManager Server IF Address Type : DHCP {(Option 066}
Set f/Change Password
Save Changes & Exit

IMi=zcard Chanjes & Exit

Thin Client Configuration Editor — Default Values

The IP Addressing method is set to DHCP by default.
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ThinClient Configuration Editor
Copyright 1999-2007 Automation Control Products

Terminal IP Addre=s Type H
ThinManager Server IP Addres= Type H pn 066}
oo Passwor d
Save Chanjes & Exit

In=card Changjes & Exit

Thin Client Configuration Editor — Changing Values

To change a value, navigate with arrow keys to the desired property. Pressing the Enter key will allow the
input and acceptance of new values.

ThinClient Configuration Editor
Copyright 1999-2007 Automation Control Products

Terminal IF Address Type : Static
Terminal TP Addre=s H B I s I I
ThinManager Server IP Addres= Type : Static
Primary ThinManager Server IF Address 1192 .168. 1. 35
Secondary ThinManager Server IPF hddress

Router IP Addres=s H

Subnet Mask 255,255, 255.0
DHS Server 3

Set fChange Password
Save Chanigjes £ Exdt
Di=zcard Changpes & Exit

Thin Client Configuration Editor — Static IP Addresses

The changes may be saved or discarded before the boot process is resumed.

15.9.3 Local Print Module

The Local Print Module simplifies printing through the parallel port on thin clients.
There are three steps:
1. Install the print driver on the terminal servers that the client will connect to.

2. Addthe Local Print Module to the thin client as described in Adding a Module to a Group or
Terminal.

3. Configure the Print Driver Name parameter in the module to contain the print driver's name.
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Maodule Properties @

F ararmeter Yallie
Frinter Diriver Nanmie HOME

Farameter Pinter Driver Name

Yalug |HF' Lasenl et 5200 Seriez PCL 5

Set to Defal Cet
Done | Cancel |

Local Print Module Properties

e Printer Driver Name - The Local Print module works when the name of the print driver is
entered in the Value field for the Printer Driver Name. The Print Driver name is provided by
the properties page for the printer.

The Printer Property page for a printer can be launched by selecting Start > Settings > Printers and
selecting the appropriate printer. This will launch the Printer Queue window.

i )

=) HP LaserJet 5200 Series PCL 5 =5 |FSH 5

Printer Document  View

Document Mame Status Owner Pages Size Sul

Printer Queue window

Select Printer > Properties to launch the Printer Properties page.
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) HP LaserJet 5200 Series PCL 5 Properties ==
Securty | Device Settings | About
General | Sharing | Pors Advanced | Color Management

@ Always available

T Awvailable from 12:00 AR : 12:00 AM
Pricrity: 1 =
Dhriver: HP Laser)et 5200 Series PCL & v] ’ Mew Driver...

@ 5pool print documents so program finishes printing faster
(7 Start printing after last page is spooled
(@) Start printing immediately

() Print directhy to the printer

[T Heold mismatched decuments
Print spooled decuments first

[ Keep printed documents

Enable advanced printing features

Printing Defaults... H Print Processor... ” Separator Page... ]

[ OK ] [ Canecel Apply

Advanced Printer Properties

The Printer Property page shows the Print Driver name on the Advanced tab. This is the name that
needs to be entered into the Local Print Module.

Note: When printing from the client, the printer will be displayed as Printer/username/session number.
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15.9.4 MultiMonitor Module

_

One Thin Client, Multiple Monitors, Multiple Desktops
with MultiMonitor

MultiMonitor

The MultiMonitor Module was introduced to allow MultiMonitor capable thin clients to be configured for
use with MultiMonitor before MultiMonitor was integrated into ThinManager 3.1.

Note: This module provides primitive functionality compared to the integrated settings of ThinManager
3.1+ and is no longer used.

See MultiMonitor for details.

15.9.5 Redundant Ethernet Module

Some thin clients have two network ports. The Redundant Ethernet module allows the thin client to use
both ports with a single IP address and a single MAC address.

The thin client will use the primary (LAN1) port under normal conditions. If this port, cable, or switch fails,
the Redundant Ethernet module will allow the thin client to activate and switch to the backup (LAN2) port
in a seamless fashion.

15.9.6 Second Network Module

Some thin clients have two network ports. The Second Network module allows the thin client to use both
ports on different networks.
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Maodule Properties @
F ararmeter Yallie
IP Method STATIC
IF Address [Static Only] nooo
Methazk [Static Only) 2hh.286.256.0
Rowter [Static Only) nooo
Farameter |
Yalug |
Set to Default
Done | Canel |

Second Network Module

e |P Method — This allows the second port to use DHCP or a static IP.
e |P Address (Static Only) — This allows the second port to be assigned a static IP address.
e NetMask (Static Only) — This allows the second port to be assigned a subnet mask.

e Router (Static Only) - This allows the second port to be assigned a router.

15.9.7 Terminal Shadow Module

This module needs to be installed in ThinManager but is not applied to a terminal. A terminal will
automatically download this module if it is needed.

15.9.8 TermMon ActiveX Configuration Module

This configures the TermMon ActiveX control that collects terminal information and can perform terminal
functions. It is listed as both a Miscellaneous Module and a TermSecure Module but is described in the
TermSecure section.

See TermMon ActiveX Control for details.

15.9.9 Terminal Shadow Module

The Terminal Shadow module enables the Terminal-to-Terminal shadowing feature that was added in
ThinManager 3.2. This module isn’t added to a terminal but is automatically downloaded to terminals
using terminal-to-terminal shadowing. This terminal needs to be available on ThinManager and is
installed automatically to ThinManager when ThinManager 3.2+ is installed or ThinManager is updated to
v3.2+.
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15.9.10 Time Zone Redirection Module

The Time Zone Redirection Module allows a terminal to display local time when it is connected to a
terminal server in another time zone.

Module Properties @

F arameter Yalue

-

Time Zone Castem

Parameter |T ime Zare

Yalue | E astern ﬂ

Set to Default Set
Daone | Canicel |

Time Zone Module Properties

e Time Zone - This parameter can be highlighted to activate the Value drop-down that contains
time zones. Select the Set button to accept the changes.

Windows terminal servers need to have time zone redirection allowed in the Group Policy Console.

The Allow Time Zone Redirection policy is found under Local Computer Policy\Computer
Configuration\Administrative Templates\Windows Components\Terminal Services\Client\Server
data redirection folder for Server 2003 or Local Computer Policy\Computer
Configuration\Administrative Templates\Windows Components\Terminal Services\Terminal
Server\Device and Resource Redirection for Server 2008 of the Group Policy.

Please see Microsoft documentation for information on Group Policy.

15.9.11 User Override Module

The User Override Module is a temporary module that allowed users of ThinManager 3.1 to use the User
Override function in Display Clients It is no longer needed in ThinManager 3.2+.

See Display Client Override for the current method of User Override.

322 e Modules ACP ThinManager 6.0



15.10 Mouse Modules

15.10.1 Mouse Configuration Module

The Mouse Configuration Module allows USB or PS/2 mice to be configured and allows the use of two
mice. Configuration of mouse settings include:

e Primary Mouse Type -This setting allows both a PS/2 mouse and USB mouse to be used on
a terminal. This setting will define which mouse is considered the primary mouse.

e Mouse Protocol - This value allows the selection of different protocols used by the mouse.
e Scroll Mouse - The value, when set to Yes, allows a scroll mouse to function on a terminal.

e Acceleration Multiplier - This value allows the mouse movement to be slowed down or sped
up.

o Acceleration Threshold (pixels) - This value is the number of pixels a mouse must move
before the acceleration multiplier takes effect.

e Left Button — This will disable the left mouse button when set to Disabled.

¢ Right Button — This will disable the right mouse button when set to Disabled.
e Scroll Button — This will disable the scroll button when set to Disabled.

e Scroll Wheel — This will disable the scroll wheel when set to Disabled.

These parameters can be changed by highlighting the parameter and choosing a new value in the Value
dropdown box. Use the Set button to accept the new parameter value.

Module Properties 3
P ararmeter "alue
IJse Acceleration Y alues YES
Acceleration Multiplier 3
Acceleration | hreshold |pels) 4
Lkt Buttan Enablzd
Right Buitton Enabled
Scrall Button Enabled
Scrall Wwheel Enabled
Parameter |
Value |
Set to Default
Dione | Cancel |

Mouse Configuration Module

ThinManager supports USB mice. The Mouse Configuration Module allows configuration of USB mice.
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A thin client can have both a USB and a PS/2 mouse installed. This module allows the selection of the
primary mouse when using two mice.

15.10.2 PS/2 Mouse Module

The PS/2 Mouse Module is the forerunner of the Mouse Configuration Module. It allows the changing of
PS/2 settings like mouse type, acceleration and threshold. All of these features are now available in the
Mouse Configuration Module.

e Mouse Type -This value allows the selection of PS/2 or USB mouse type.
e Scroll Mouse - The value, when set to Yes, allows a scroll mouse to function on a terminal.
e Acceleration Multiplier - This value allows the mouse movement to be slowed down or sped up.

e Acceleration Threshold (pixels) - This value is the number of pixels a mouse must move before
the acceleration multiplier takes effect.

15.10.3 Serial Mouse Driver

The Serial Mouse Driver allows a serial mouse to be used with thin clients.

Medule Properties | 23 |
F ararmeter Yalle
Mouze Type Auto
Sernial Port COr1
Parameter |h-'|u:|use Type
Y alue |.-'l'-.ut|:| ﬂ
Set to Default Set
Dane | Caricel |

Serial Mouse Module

Mouse Type - This value defines what type of mouse is used.

Serial Port — Set this value to the serial port number used for the mouse.

15.10.4 Share Keyboard and Mouse Modules

The Share Keyboard and Mouse module allows several thin clients to be controlled with a single
keyboard and mouse without the need of a KVM switch (Keyboard/Video/Mouse).
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The Share Keyboard and Mouse has a Master module that is added to the controlling terminal, and a
Slave module that is added to the dependent terminals.

Left Master Right

1
-~ ==Epe =

Share Keyboard & Mouse Module

Shared Keyboard and Mouse Layout

The Share Keyboard and Mouse can be used by placing several monitors connected to thin clients, side-
by-side or top-to-bottom. The Share Keyboard and Mouse Master module is loaded on the center thin
client. This module is configured by adding the IP addresses of the secondary slave thin clients. The
other terminals receive the Share Keyboard and Mouse Slave module. Once the Share Keyboard
and Mouse Master Module is added to a terminal, it can be configured by highlighting it in the Installed
Module window and selecting the Configure button.

Module Properties @
F ararmeter Yalle

Left Terminal 1P Address NOME
Right Terminal IF dddress WNOME
Top Terminal IF Address MNOME
Bottom Terminal IP Address HOME
Allow Interactive Shadow of Master MO

Parameter |Left Terminal IP dddress

Value INONE

Set to Default Set
Dane | Caricel |

Share Keyboard and Mouse Master Module Properties

e Left Terminal IP Address - Enter the correct IP address for the Slave terminal on the left of the
master terminal, if used, and select the Set button.

e Right Terminal IP Address - Enter the correct IP address for the Slave terminal on the right of
the master terminal, if used, and select the Set button.

e Top Terminal IP Address - Enter the correct IP address for the Slave terminal on the top of the
master terminal, if used, and select the Set button.
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e Bottom Terminal IP Address - Enter the correct IP address for the Slave terminal on the bottom
of the master terminal, if used, and select the Set button.

e Allow Interactive Shadow of Master - Normally a terminal with the master module loaded is
blocked from interactive shadow. If you want to allow interactive shadowing on the master,
highlight the Allow Interactive Shadow of Master parameter, select Yes from the Value drop-
down, and select the Set button.

The Share Keyboard and Mouse Slave module is loaded on the secondary thin clients using the same
methods as other modules are loaded.

i )

Maodlule Properties @

F ararneter Y alLie
M azter |F Address aM

Parameter |taster P Addiess
Valug N

Set to Defalt Set
Daone | Canicel |

Share Keyboard and Mouse Slave Module Properties

e Master IP Address - This setting allows the slave module to be configured to connect to a
specified master by entering the IP address of the master terminal and selecting the Set
button.

Select the Done button when finished.

Once the ACP Enabled thin clients are booted, the mouse on the master thin client can be moved
seamlessly into the other desktops. The keyboard will be active in whatever screen the mouse pointer is
on.

This allows an operator to have control of several displays with only one keyboard and mouse. The
mouse movement is seamless, allowing access to displays without switching.

Note: A Master Share Keyboard and Mouse session cannot be interactively shadowed in ThinManager
unless it is configured to allow it.

The keyboards and mice for the slave thin clients can be left attached but stowed away until a multi-user
configuration is needed.

326 ¢ Modules ACP ThinManager 6.0



The Share Keyboard and Mouse Master module is licensed for each master thin client. The Share
Keyboard and Mouse Slave module is free. Each master module can have 1 to 4 slave units. Future
releases will expand the number of slaves that the master can control.

15.11 RDP Modules

15.11.1 RDP Experience Module

The RDP Experience Module allows a session connected to a Windows 2003 terminal server with RDP to
add features to the session.

Module Properties @

P ararneter Walue
Allow Desktop Backaround YES
Show Window Contentz While Dragging YES
Allow M eru and 'Window Animation YES
&llow Themes YES
Farameter |.-’-'-.II|:|w Dezktop B ackground
Yalye |“r’ES ﬂ

Set to Default Set
Daone | Canicel |

RDP Experience Module Parameters

The RDP Experience Module parameters are:

e Allow Desktop Background - This setting, if set to Yes, will allow a terminal to show a desktop
background.

e Show Window Contents While Dragging - This setting, if set to Yes, will allow a terminal to
show window contents while dragging.

e Allow Menu and Window Animation - This setting, if set to Yes, will allow a terminal to show
window and menu animations.

e Allow Themes - This setting, if set to Yes, will allow a terminal to show a desktop Theme.

In order to use these features, they must be enabled by using the Windows Group Policy Editor. See
Microsoft documentation for details.
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15.11.2 RDP Module for ThinManager v2.4 and Older

The RDP Module for ThinManager v2.4 and Older module is used to allow older versions of
ThinManager to use RDP.

ThinManager didn’t support RDP until the v2.4.1 release. Users with older versions of ThinManager can
use the RDP client communication protocol with older versions of ThinManager by adding the RDP
Module for ThinManager v2.4 and Older to the terminal and installing a ThinManager firmware that is
v02.05.00 or later.

15.11.3 RDP Port Module

The RDP Port Module allows that port that RDP communicates to the terminal server to be changed from
the default 3389 to another port.

i )

Maodule Properties @

P arameter Valle
ROCF Server Port Mumber [decimal) 23313

Parameter |HDP Server Port Mumber [decimal)

Value | 3309
Set to Default Set
Done | Cancel |

RDP Port Module Parameters

The RDP Port Module allows the port that RDP uses to be changed from the default 3389.

e RDP Server Port Number (decimal) - Enter the new port number for RDP in this value.

15.11.4 RDP Serial Port Redirection Module

The serial ports on a thin client can be remapped by adding the RDP Serial Port Redirection module to
the thin client without additional configuration. Once the thin client is booted, the COML in the session will
refer to the COM1 on the terminal, while the COM2 in the session will refer to the COM2 on the terminal.
This function requires Windows 2003 to work.

Additionally the COM Port Mapping needs to be allowed. This is done on the Terminal Services
Configuration Console. To open the Terminal Services Configuration Console in Windows 2003 select
Start > Administrative Tools > Terminal Services Configuration.
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[ = e

4 Remote Desktop Session Host Configuration
$ R Desktop & Host Config
File Action View Help

@ |

S R i_e“i on H°D§_t Configuratic | Configuration for server:
> 4o Licensing Diagnosis WIN2008R2

This server is corfigured for Remote: Desktop for Administration.
“fou can use Remote Desktop Session Host Configuration toal to configure settings for new connections, modify the settings of

existing connections, and delete connections. You can configuresetiings on a per-connection basis, or for the server as a whole.

»>

m

Connections
Connection Name Conmection Type Transpot  Encryption Comment
@ ROP-Tep Mizrasaft RDP 6.1 tep Cliert Compatible
Edit settings
General
%= Delete temporary folders on exit Yes
é, |Jse temporary folders per session Yes
E, Restrict each userto a single session Yes
Licensing

Remote Desktop for Administration

é, Remote Desktop licensing mode

I

€| n S

Terminal Services Configuration Console

Launch the RDP-tcp Properties page by highlighting the Connections folder in the tree pane and
double-clicking the RDP-tcp in the right pane. This will launch the RDP-tcp Properties page.
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RDP-Tcp Properties

(=]

General | Log on Settings | SESSI0NS | Environment

Remote Cortrol | Client Settings | MNetwork Adapter I Security

Color Depth
Limit Maodmum Color Depth

[32b'rt5 per piel v]

Monitor Settings

Limit madmum number of monitors per session |18 |5
Radirection

Dizable the fallawing

Drrive

Windows Printer

LPT Port

COM Port

Clipboard

Audio and video playback

Audio recording

Supported Plug and Play Devices
| Default to main client printer

ok || camcel ||

Apply

COM Port Mapping Allowed

The Com port mapping checkbox must be unselected to allow the RDP Serial Port module to function
on the Windows 2003 terminal server.
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15.11.5 RDP Session IP Module

The RDP Session IP Module allows a terminal to use an alias IP address for a specific Display Client
session.

Medule Properties @
F ararmeter Yalle
Group M arme Mone
Seszion P Address 0.00n
Sezzion |P Address for Instant Failover nooo
Parameter |I3r|:|u|:| Mame
Yalue |N|:|ne

Set to Default Set
Dane | Caricel |

RDP Session IP Module

The RDP Session IP module has three settings:
e Group Name — This specifies the Display Client to use.
e Session IP Address — This is the IP address to use as the alias.

e Session IP Address for Instant Failover — This is the IP address to use for a backup session it
the Display Client is configured to use Instant Failover.
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15.12 Screen Saver Modules

15.12.1 MultiSession Screen Saver Module

The MultiSession Screen Saver Module is a screen saver for use on terminals configured with
MultiSession. See MultiSession Overview for details.

i )

Module Properties @
P ararneter Walle
Cycle
Start Delay Time in zecs 300
Switch [ nterval in gecs [Cyche only) 15
Farameter |h-'||:u:|e
Value [Cycle [=]
Set to Default Set
Clonc | Carccl |

MultiSession Screen Saver Module Parameters

The MultiSession Screen Saver Module has two modes. It can be set to cycle through the MultiSession
windows when the terminal is inactive, or it can be set to return to the main MultiSession screen when the
terminal is inactive.

The parameters are:

e Mode - The Cyclic mode will switch between all active sessions on the terminal. The
GotoFirstGroup mode will switch the terminal to the main session when it is inactive.

e Start Delay Time in secs - This is the number of seconds of inactivity that the terminal will allow
before starting the screen saver.

e Switch Interval in secs (Cyclic only) - This is the number of seconds that the terminal will
display each session when using the Cyclic mode.
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15.12.2 Screen Saver Module

Screen Saver Module is a module that loads a screen saver on the client. The screen saver will run
when the terminal is idle to protect the monitor. Since the screen saver runs on the client, it saves CPU
resources on the terminal server.

Screen Saver on Thin Client
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I

Maodule Properties

F ararmeter
Screen Saver
Wit Tirme in Minutes
ze Digable Time Penicod
Dizable Start Hour [0-23]
Dizable End Howr  [0-23]

Force Off when Start Hour Reached

Walue
BlarkScreen
30

MO

0

0

MO

Farameter S creen Sawer

Yalug | ElankScreen

Set to Defal

Cancel |

=]

Screen Saver Module Parameters

The Screen Saver Module configuration includes:

e Screen Saver - the graphic that is displayed when the screen saver is active.

e Wait Time in Minutes - the length of time that the terminal needs to be idle before the screen
saver starts.

e Use Disable Time Period - the screen saver can be set to be disabled or unavailable during a
time block. This could be used to prevent the screen saver from running during normal business

hours.

o Disable Start Time (0-23) - This sets the start of the disabled time block. 0 is Midnight

and 23 is 11:00 p.m.

e Disable End Time (0-23) - This sets the end of the disabled time block. 0 is Midnight and

23is 11:00 p.m.

e Force Off when Start Hour is Reached - If set to Yes, this will turn the screen saver off

when the Disable End Time is reached.

15.13

Sound Modules

The use of sound from a thin client requires four things:

Hardware with a Line Out/Speaker plug

Amplified speaker(s)

The Universal Sound Driver Module
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e Either Windows RDP Session or Citrix server-side software.

Plug the speaker(s) into the Line Out plug on the terminal, add the module, and connect to the terminal
server.

ThinManager 4.1 simplifies sound by providing a Universal Sound Driver Module. This module can be
added to any thin client that has an audio jack to enable sound.

Note: Some thin clients, like the Advantech PCM-5820, may require that a sound harness be plugged
into the motherboard.

s )

Module Properties EH
F ararneter Y alLie
Audio 0 andwidth [1CA Only) [NGTH
Sound |n Session EMABLED
Terminal Sound Effects EMABLED
Parameter |.ﬂ-.u|:|i|:u Bandwidtk [ICA Only)
Yalue |HII3H j
Set to Defalt Set
Daone | Canicel |

Universal Sound Driver Parameters
These Sound modules have several settings:

e Audio Bandwidth (ICA Only) - This parameter can be set to Low, Medium, or High bandwidth
when using Citrix ICA.

e Sound in Session - This setting, when set to Enabled, will allow sound generated within the
session to be played through the terminal. When this is set to Disabled the session sounds will be
turned off but system sounds will still be generated during TermSecure login for audio feedback
during the login process.

e Terminal Sound Effects - This setting, when set to Enabled, will allow terminal sound effects
like TermSecure login sounds on the terminal.
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15.14 TermSecure Modules

15.14.1 RF Ideas pcProx Module

Note: ThinManager supports the RFldeas pcProx Enroll Series 81 readers (Serial: RDR-xx81AKX).

The RF Ideas pcProx Module uses a serial device that allows a terminal to use RF Ideas pcProx cards
as TermSecure ID cards

I M

Maodule Properties =3
P ararmeter Walue
Part COk1
Mumber of Data Bits 26
IJze Facility Code YES
Allony b anual Logan YES
Prompt For Passward KO
Zem Pad Facility Code and [D {ln]
Farameter Fort
Yalue ||:|:|m ﬂ
Set to Default Set
Done | Cancel |

RF Ideas pcProx Module Parameters

. The parameters are:
e Port - This selects the port that the RF Ideas pcProx card reader is installed.

¢ Number of Data Bits — Different cards use different numbers of data bits in their format. This
sets the number of data bits to match that used by the card as an identifier. The choices are 26, 37,
or Raw.

e Use Facility Code - This value, when set to Yes, will require the addition of the card’s Facility
Code to the Card / Badge ID number.

e Allow Manual Login - This, when set to Yes, will allow a TermSecure user to log into a terminal
without a TermSecure ID device. If set to No, TermSecure users must use a TermSecure ID device to
log in.

e Prompt for Password - This, when set to Yes, will require a TermSecure to enter their password
for access, even if the password is configured in ThinManager.
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e Zero Pad Facility Code and ID — This will add a zero to the number string. This is rarely needed.

See Card and Badge Configuration for a TermSecure User for details.

15.14.2 RF Ideas pcProx USB Module

Note: ThinManager supports the RFldeas pcProx Enroll Series 81 readers (USB: RDR-xx81AKU).

The RF Ideas pcProx USB Module uses a USB device that allows a terminal to use RF Ideas pcProx
cards as TermSecure ID cards

- )

Module Properties =3
F ararmeter Yalle
tode TermSecure
Allow b anual TermSecure Logon YES
Prompt For TemSecure Pazsword KO
Parameter |h-'|u:u:|e
Yalue | TermSecure j
Set to Default Set
Dane | Caricel |

RF Ideas pcProx USB Module Parameters
. The parameters are:

e Mode — This allows the device to be used in TermSecure Mode or Wedge mode. The Wedge
mode sends data straight to the session as a keyboard wedge.

e Allow Manual TermSecure Login - This, when set to Yes, will allow a TermSecure user to log
into a terminal without a TermSecure ID device. If set to No, TermSecure users must use a
TermSecure ID device to log in.

e Prompt for TermSecure Password - This, when set to Yes, will require a TermSecure to enter
their password for access, even if the password is configured in ThinManager.

See Card and Badge Configuration for a TermSecure User for details.

15.14.3 TermMon ActiveX Configuration

This configures the TermMon ActiveX control that collects terminal information and can perform terminal
functions.
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I M

Maodule Properties =3
P ararmeter Walue
Allow Activers Connections YES
Orily &llow Connections from Session YES
Farameter \llow Activer Connections
Yalue |YE5 ﬂ
Set to Default Set
Done | Cancel |

TermMon ActiveX Module Parameters

Normally the TermMon ActiveX, when registered on a terminal server, allows a terminal server session to
communicate with its terminal and act upon it without the need of the TermMon ActiveX module. The
TermMon ActiveX module can be added to the terminal configuration to either deny the default terminal
server to terminal access or to allow access to other sessions and PCs.

e Allow ActiveX Connections - This value, when set to Yes, will allow the ActiveX control to
function. Setting this value to No will prevent any ActiveX communication to the terminal, including
the default terminal server to terminal access.

¢ Only Allow Connections from Session - This value, when set to Yes, will allow other terminal
server sessions and PCs to communicate to the terminal with the ActiveX functions. If set to No, the
only communication allowed is between the terminal and a session on the terminal server belonging
to the terminal, providing that the Allow ActiveX Connections is set to Yes.

See TermMon ActiveX Control for details.

15.14.4 USB Flash Drive Module

The USB Flash Drive Module can be used to allow USB flash drives to be used as TermSecure ID
devices. It is also listed under Local Storage modules.

See USB Flash Drive Module in the Local Storage Modules for details.

15.14.5 Wavetrend Tag Reader

The Wavetrend Tag Reader Module allows a terminal to use Wavetrend RFID cards as TermSecure 1D
cards. This allows a user to login through TermSecure when they approach the terminal and logs them
out when they leave the area. The distance required to login and log out are configurable in the module.

338 e Modules ACP ThinManager 6.0



I M

Maodule Properties =3
P ararmeter Walue
Part COk1
lzeVerdor Code YES
Allony b anual Logan YES
Prompt For Paszword MO
Entry Shanal Strerugth =]
Exit Sigral Skrength 3]
Entry Sensitiviy 1
E it Senaitivity 1
Farameter Fort
Value [Com1 =
Set to Default Set
Done | Cancel |

Wavetrend Tag Reader Module Parameters
The parameters are:

Port - The WaveTrend Tag Reader Module connects to a thin client through the serial port. The Port
setting specifies which COM Port the reader is attached to.

Use Vendor Code - This, if set to YES, includes the vendor code as part of the identifier number.

Allow Manual Login - If set to YES, this allows a TermSecure User to use the hotkey to initiate logins, or
the device. If set to NO, it will force a TermSecure User to use a device to login.

Prompt for Password - NO allows the device to login without a password. YES forces every TermSecure
User to enter a password after using the device.

Entry Signal Strength - The signal strength required to register the card as in range.
Exit Signal Strength - The signal strength required to register the card as out of range.

Entry Sensitivity - The number of reads above the Entry Signal Strength reads that are required to
register as “Entered”.

Exit Sensitivity - The number of reads below the Exit Signal Strength that are required to register as
“Exited”.

15.15 Touch Screen Modules

e Arista ARP-16XXXAP-ACP Touch Screen Driver
e CarrollTouch Touch Screen Driver

e Contec Touch Screen Driver

e DMC TSC Series Touch Screen Driver
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DMC Touch Screen Driver

Dynapro Touch Screen Driver
Elographics Touch Screen Driver

Gunze AHL Touch Screen Driver
Hampshire TSHARC Touch Screen Driver
MicroTouch Touch Screen Driver

Panjit TouchSet Touch Screen Driver
PenMount Touch Screen Driver

Ronics Touch Screen Driver

Touch Control Touch Screen Driver

Touch International IR Touch Screen Driver

USB Touch Screen Driver

Xycom 33XX Touch Screen Driver

Module Froperties

X

Parameter
rAoritar Mumber
Drouble Touch &rca [pikclz)
Double Touch Time [millizecondz]
Touch De-bounce Timeout [millizeconds)]
Swap ¥y Coordinates
Right Click Haold Time [millis econds]
Might Chck Area [pisels)
Humber of Calibration Points

Calibration Margin Pencentage

YalLie -
]

10

1000

0

MO
DISABLED
10

5
10

m

Paranneter | M ritar Miamber

W allie | 1

Set to Default Set

=l

Done | Cancel |

Touch Screen Parameters

Some, but not all, touch screen modules have parameters that can be modified. These may include:

Connection

Connection Type — Sets whether the touch screen uses Serial or USB to connect.

Port or Port (Serial Only) — Sets the COM port that a serial touch screen is connected to.

Baud Rate - Sets the speed used for communication between the terminal and the touch screen
on some serial touch screens.
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e Monitor Number — Used to specify which monitor in a MultiMonitor scheme will use for the touch
screen. MultiMonitor thin clients with multiple touch screens will need a module loaded for each touch
screen used.

e Controller Type - Sets the model of touch screen controller on some touch screens.
Calibration

o Number of Calibration Points — This sets the number of calibration points that the calibration
program uses during the calibration process.

e Calibration Margin Percentage — This sets the distance from the edge of the screen that the
calibration points are displayed.

e Calibration Hotkey — This allows a function key to be set as a hotkey so that the calibration can
be launched from a keyboard.

e Calibration Hotkey Modifier— This setting adds CTL or ALT to the hotkey to launch the
calibration from the keyboard, if desired.

e Calibration Touch Down Time (seconds) — This setting, when enabled, will launch the
calibration program when the screen is touched and held for the assigned number of seconds. This
cannot be used with the Right Click Hold Time.

e Calibration (entered automatically) — This is set automatically by machine. These are the
values set during the calibration process.

e Orientation (entered automatically) - This is set automatically by machine. Used at the direction
of Tech Support in error correction.

e Swap XY Coordinates — If X and Y are reversed, this setting will correct the orientation.
Touch Settings

e Double Touch Area (pixels) — This sets the size of the area that a second touch will register as
a double touch.

e Double Touch Time (milliseconds) - The amount of time between touches that qualifies as a
double touch.

e Touch De-Bounce Timeout - a time interval used to prevent a single touch from being registered
as multiple touches.

Right Click

e Right Click Hold Time (milliseconds) - This setting, when enabled, will treat a touch that is held
for the assigned number of seconds as a Right Click of the mouse. This cannot be used with the
Calibration Touch Down Time.

e Right Click Area (pixels) - This sets the size of the area that a second touch will register as a
right click.

15.15.1 USB Touch Screen Driver Module

The USB Touch Screen Driver Module is designed to be used by any touch screen that uses a USB
connection to the thin client.
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15.16 Video Driver Modules

The method of downloading video drivers was changed in ThinManager 3.0. In previous versions all of
the video drivers were contained in the firmware and were downloaded at boot. In v3.0 the video was split
out of the firmware and each thin client will only download the video driver that it needs.

One does not need to add the video module to the terminal but only needs to have the video module
installed in ThinManager to make it available. As each terminal connects to ThinManager it will download
the correct module.

These modules are normally installed with ThinManager. See Installing a Module to see how to update or
add new modules.

Note: Users with ThinManager 2.6 and earlier may need to add the individual video module to the
terminal if using certain models of thin clients. This doesn’t apply to ThinManager 3.0 and later.
See http://www.thinmanager.com/support/downloads.shtml for details.

15.17 Advanced Modules

Advanced Modules are modules that are rarely used because they address a limited specific issue and
are not needed in normal configurations. These include the Core Video Modules, Legacy Video Module,
ICA Client Modules, and Instant Failover Module.

These modules are hidden unless the Show Advanced Module checkbox is selected on the Attach
Modules to Terminals window.

Attach Module to Terminal &d

todule Type |.-'-‘-.|| Modules ﬂ
Show Advanced Modules [+

Elographics Touch Screen Diriver -
Firrmware Update Maodule

Gunze AHL Touch Screen Driver

Harmpshire TSHARC T ouch Screen D iver

|Gy Client Verzion 6.0

m

|Caty, Client Yergion 3.0

Inztant Failower b odule

K.ey Block bModule

ey Block Single Key Moduls

K.eyboard Configuration Module

Legacy Yideo Module

Local Printer Module

MicraT auch Tauch Sereen Driver -

Ok Cancel

Advanced Module -Instant Failover

15.17.1 ICA Client Version 6.0/8.0/Citrix Receiver Version 12

The ICA Client Module Client Version 8.0 is a module is not added to terminals but needs to be
installed in ThinManager for terminals using the ICA protocol. If a terminal is configured to use the ICA
client communication protocol on the Terminal Server Specification page of the Terminal
Configuration Wizard, the terminal will automatically download the v8.0 module to enable ICA
functionality.
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If a user wants to use the 6.0 version of the ICA protocol they will need to add the ICA Client Module
Client Version 6.0 to the terminal.

15.17.2 Instant Failover Module

The Instant Failover Module is to be used only with terminal configurations that use the legacy
“Individual Terminal Servers” method instead of the preferred Display Clients method.

Since the use of Display Clients is a preferred method of getting terminal services sessions over using the
legacy “Individual Terminal Servers” the module is hidden from view unless the Show Advanced Modules
checkbox is selected.

Instant Failover allows a terminal to connect to a session on two terminal servers. Both sessions are
active but only one is displayed. If the first terminal server fails, the second session is immediately
displayed, eliminating any downtime due to terminal server failure. See Instant Failover for details.

Note: The Instant Failover Module is only used with terminals using Individual Terminal Servers. (See
Terminal Server Specification Page).

Terminals using Display Clients use a checkbox to enable Instant Failover. (See Instant Failover with
Terminal Services Display Clients).

Do not use this module while using Display Clients.

The Instant Failover function requires an Instant Failover license for each terminal that uses it.

15.17.2.1 Instant Failover Configuration When Using Individual Terminal

Servers

The thin client cascades both sessions, with the primary in front. You cannot see the secondary session
as it is hidden in back. There is an option that allows one to switch between sessions with a hot key.

-

Module Properties 8
P ararmeter Value
Hot Kep Sezsion Switching CISABLED
Hot Kep Combination iz CTRL+ Fa

Harareter

|H|:|t k.ey Seszion Swikching

Walue

|DISABLED

Set to Default Set

=]

\

Daone | Canicel |

Instant Failover Module Properties
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e Hot Key Session Switching - If this parameter is set to Enabled, the hot key combination will
allow the toggling between sessions.

e Hotkey Combination is CTRL+ - The value of the hot key is defaulted to CTRL+F9 but can be
assigned to any function key.
15.17.2.2 Advanced Video Modules

The Core Video Module, Core Video2 Module, and Legacy Video Module do not need to be added to a
terminal but need to be installed in ThinManager. The terminal will download it if needed. These modules
are installed during ThinManager installation so should not be a concern.
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16 Citrix ICA

ACP ThinManager supports two client/server communication protocols, the Microsoft© RDP and the Citrix
ICA. Terminals and Display Clients can be configured to use one or the other with a simple radio button.

16.1 Terminals Using Display Clients with ICA

If a terminal is using the display clients to receive applications then Terminal Services Display Clients can
be configured to use the ICA protocol. These display clients will show up in the Available Display Clients
list on the Display Client Selection Page.

i

-

¥=d Terminal Configuration Wizard @
Display Client Selection m‘
Select the Display Clients to use o this teminal } :‘
)

Pvallable Display Clierts Selected Display Clients

F3 Desktop Fdicar
Fl Shadow_09
P Shadow_10 ﬂ
Pl Shadow_11
il Shadow_12

|A|V

Edit Display Clients

< Back Mext Finish Cancel Help
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Terminal Using Display Clients and ICA Display Clients

Select the desired Display Clients from the Available Display Clients list and move them to the Selected
Display Clients list. The terminal will use the Display Clients selected, both RDP and ICA.

16.2 Display Client Configuration Wizard

A Display Client can be configured to use the ICA protocol on the Terminal Services Display Client
Type page of the Display Client Configuration Wizard.

-

¥=d Display Client Wizard @
Terminal Services Display Client Type m‘
Select the type of connection forthis Teminal Services Display } :‘
Cliert. AR

Teminal Server Type

Select the type of Temminal Server for this Display Client

* Citrix ICA Servers
(" Citrix Device Services Servers
(" Ramote Desktop Protocal Servers

< Back Mext Cancel Help

Terminal Services Display Client Type Page
Importance of Page: Configures the Display Client to use the Citrix ICA Protocol
Settings:
e Citrix ICA Servers — This allows the Display Client to use the Citrix ICA as its protocol.

e Citrix Device Services Servers — This allows the Display Client to use archaic Device Services
Servers.

e Remote Desktop Protocol Servers — This uses the default Microsoft © RDP as its protocol.
Why Change from Default Settings: You need to select the Citrix ICA Servers to use the ICA protocol.

Select Next to continue.
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16.2.1.1 Citrix ICA Page
(V23 Display Client Wizard ==

Enter the ICA options forthis Display Cliert
AR

Select Encryption Level

S -

Erterthe ICA Browser Address

[ Use a Citrix Published Application
Enter thee name of the Published Application

< Bachk Mexdt = Cancel Help

Citrix ICA Page

Importance of Page: Configures the Citrix Settings
Settings:

e Encryption Level — This drop-down sets the Citrix encryption level.
Fields:

e |CA Browser Address — Entering the ICA browser address aids in connection across routers,
subnets, and domains.

e Enter the name of a Published Application - This field allows the desired published application
to be designated when the Use a Citrix Published Application checkbox is selected.

Checkbox:

e Use a Citrix Published Application — This checkbox, if selected, will allow usage of Citrix
Published Applications to deploy programs to the thin client.

Why Change from Default Settings: Check the Use a Citrix Published Application checkbox and
enter the published application in the Enter the name of a Published Application field to use an ICA
published app.

This finishes the wizard, graying out the Next button and activating the Finish button.
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Note: Published Application should have a continuous name and not contain spaces.

If the Display Client is using a Citrix Published Application the wizard will finish with this page.

If the Display Client is not using Citrix Published Application the wizard will continue to allow the selection
of Terminal Servers that are configured to use the ICA protocol. See the Terminal Server Capabilities
Page for details.

16.2.2 Terminal Using Citrix and Individual Terminal Servers

The Terminal Connection Type page of the Terminal Configuration Wizard allows the selection of the
desired Client Communication Protocol on terminals is using the legacy “Individual Terminal Servers”
instead of the preferred Display Client method.

¥=3 Terminal Configuration Wizard @
Temminal Connection Type w
Select the type of connection this termimal will makce to the Teminal } ‘
Server. A

Select the connection type

fe" Citrix ICA

"~ Citrix Device Services
" Remate Desldop Protocol (RDP)

< Back Mext = Cancel Help

Terminal Configuration Wizard - Connection Type

Select the Citrix ICA radio button to use the ICA protocol.

Once the Citrix ICA protocol is selected the wizard will display the Citrix ICA Configuration page.
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16.2.2.1 Citrix ICA Configuration Page
’E'-J Terminal Cenfiguration Wizard @

-

Citrix ICA Configuration

Choose the settings for Citrix [CA. ’ ‘
AR

Encryption

Are you using Published Applications?
™ “es

{* Mo

< Back Mext = Cancel Help

Terminal Configuration Wizard - Citrix ICA Configuration

Importance of Page: Sets the ICA encryption Level and enables use of Published Applications.
Fields:

Encryption - The Encryption drop-down box sets the level of Citrix encryption.

Buttons:

e Areyou using Published Applications — This allows the usage of Citrix Published Applications
for deploying programs.

Why Change from Default Settings: Citrix ICA has a feature called Published Applications. If you are
using Published Applications, select the Yes radio button, then select the Next button to continue to the
Citrix Published Application dialog.

If you are not using Published Applications, select the No radio button, then select the Next button to
continue to the Terminal Server Selection page.
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16.2.2.2 Citrix Published Applications Page
r'lra":."-.l Terminal Cenfiguration Wizard @

-

Citrix Publizhed Applications m‘
Enter the published application this terminal should run. Enterthe ICA ’ ‘
browser if necessary to help the terminal find the published A
application.

Published Application Name

ICA. Browser

< Back | Cancel Help

Terminal Configuration Wizard - Citrix Published Applications

Importance of Page: Defines what Citrix published application to have the terminal

Fields:
e Published Application Name — Enter the name of the desired published app you wish to run.
e |CA Browser — Enter the ICA master browser name, if needed.

Why Change from Default Settings: Allows use of a published application.

Enter the name of the desired Published Applications in the Published Applications Name field. Do not
use spaces in the name when creating a Published Application for Terminal Services.

Citrix uses ICA Browsers as part of the system. Because the ICA client may have problems detecting an
ICA browser across a router or switch, an ICA Browser field is provided for entering the name of an ICA
browser.

Select the Finish button to create the Terminal, or select the Next button to rejoin the main configuration
path to configure more options.

Terminals using the Select Individual Terminal Servers will be shown the Terminal Server Selection
page where the desired terminal servers can be selected.
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17Hotkeys

ThinManager provides hotkeys for switching between Display Clients, initiating SessionTiling, and other
functions.

17.1 Terminal Configuration Wizard Hotkeys Display
Clients

The Terminal Configuration Wizard has several hotkeys that can be configured
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17.1.1.1 Terminal Interface Options Hotkeys
r'lra":."-.l Terminal Cenfiguration Wizard @

-

Terminal Interdface Options ﬁ"
Select the display client selector and main menu options that will be ’ ‘
available on the temminal . AR

Display Cliert Selection Options

[V Show Selector on Teminal Selector Options |

[v Enable Tiling Tiling Cptions |

[ Screen Edge Display Cliert Selection

< Back Mext = Finish Cancel Help

Terminal Interface Options Page

A terminal using multiple Display Clients will need to have a method to switch between sessions. This is
configured on the Terminal Interface Options page.

Group Selector Options allow on-screen switching of sessions.

e Show Group Selector on Terminal - This checkbox, if selected, will display an on-screen drop-
down menu that can be activated by mouse.

e Enable Tiling — This checkbox, when selected, allows the Display Clients to be tiled on the
monitor to provide an overview of all the sessions at once. See SessionTiling Options for details.

e Screen Edge Group Selection - This checkbox, if selected, will activate a feature that will switch
windows if the mouse is moved off screen.

The Selector Options button will launch the Group Selector Options window that allows configuration
of the on-screen Group Selector bar.
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Display Client Selector Options

V¥ Auta-hide Seleckar

[ Tile an Selectar activation

Selector Menu Size Marmal ;I

Group Selector Options Window
The Group Selector Options window has several settings.

e The Auto-hide Group Selector checkbox will hide the Group Selector until the mouse is moved
to that space.

e The Tile on Group Selector activation checkbox, when selected, will tile the Display Clients
when the auto-hid selector is chosen. This allows the user to select from the available sessions.

e The Group Selector Menu Size drop-down box allows the setting of the size of the Group
Selector font.

Select the OK button to accept changes or the Cancel button to close.

17.1.1.2 SessionTiling Options

Selecting the Enable Tiling checkbox on the Terminal Interface Options page of the Terminal
Configuration wizard will allow the sessions to be tiled for selection.

Tile

Reparts
Graphicz
Shadow_All
b i Menu
End Shadaw

Tiled Sessions on a Terminal

Once the sessions are tiled the session selection can be made by:

e Using the Group Selector, if selected on the Terminal Interface Options page.
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Clicking on the desired session if the Tile Interactive checkbox is unselected on the Tile
Options page.

Right clicking on the desired session if the Tile on right click (mouse or touchscreen)
checkbox is unselected on the Tile Options page.

The Tiling Options button will launch the Group Selector Options window that allows configuration of
the on-screen Group Selector bar.

-

Tile Options

=)
W Show Grid
Tile Inactivity Time 50

[ Tile Dizplay Clients at startup

Cancel

[ Include Main Menu as tle
[ Tile onright click (mouse or touchscreen)

[ Tilz Intoractive

Tile Options

The Tile Options window has several settings.

Show Grid — This checkbox, when selected, will show the tiled sessions in a grid with each grid
labeled with the session name as while the session is loading.

Tile Inactivity Time — This field sets the length of time that the terminal screen will stay focused
on a selected session before reverting back to a tiled state due to inactivity.

Tile Display Clients at startup — This checkbox, when selected, will show the sessions tiled
when the terminal first connects to its sessions.

Include Main Menu as tile — This checkbox, when selected, will include a session displaying the
TermSecure Main Menu.

Tile on Right click (mouse or touchscreen) - This checkbox, when selected, will initiate tiling
when a session is right clicked.

Tile Interactive — This checkbox, when selected, will allow a user to click into a tiled session and
control it interactively without switching focus to a single session. To focus on a single session
use the Group Selector Dropdown or the tiling hotkey (CTL + T), if enabled.

Select the OK button to accept changes or the Cancel button to close.
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17.1.1.3 Hotkey Configuration

¥ad Terminal Configuration Wizard @
Hotkey Configuration m
Configure the hotkeys to apply to this terminal ’ . ‘

Teminal Hotkeys

IV Enable Instart Failower Hotheys Change Hotkeys |
¥ Enable Display Client Hotkeys Change Hotkeys |
W Enable Tiing Hotley Change Hotkey |
< Back Mext = Finish Cancel Help

Hotkey Configuration Page

Terminal Hotkeys on the Hotkey Configuration page allows the selection of keyboard combinations
that allow switching between sessions.

e Enable Instant Failover Hotkeys - This checkbox, if selected, allows the hot key switching
between the two active sessions of a Display Client that is using Instant Failover.

e Enable Group Hotkeys - This checkbox, if selected, allows the hot key switching between
different sessions of a terminal using MultiSession.

o Enable Tiling Hotkey — This checkbox, if selected, allows SessionTiling to be activated by a
hotkey combination.

Selecting the Change Hotkeys button when Enable Instant Failover Hotkeys is selected will allow the
hotkeys to be changed from the default.
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Selzct Hotkeys

|nztant Failawer Hotkey

(o Canlral Ky Fi

Al Eey

0

dif

Cance

Select Instant Failover Hotkeys

The default hotkey for Instant Failover switching is set to Control+F9. This can be changed by selecting
the Alt Key radio button or using the drop-down to select another function key.

Selecting the Change Hotkeys button when Enable Group Hotkeys is selected will allow the

MultiSession switching hotkeys to be changed from the default.

-

Selzct Hotkeys

Mext Jizplay Client Hctkey

{* Caniral Key |F‘age i

Al Eey

Prevviouz Dizplay Cliernt Hotkey

{+ Conbol Kep

" Al Key

Fage Jp -

-

0

Cancel

aif

Select MultiSession Switching Hotkeys

The default hotkey for MultiSession switching is set to Control+Page Up and Control+Page Down. This
can be changed by selecting the Alt Key radio button or using the drop-down to select another hot key.

Selecting the Change Hotkeys button when Enable Tiling Hotkeys is selected will allow the hotkeys to

be changed from the default.

356 e Hotkeys

ACP ThinManager 6.0



& -

Selzct Hotkeys

]
Tile Fotkey Il
_ Coned |

{* Caniral Key ¢ - Cance

Al Eey

Select SessionTiling Hotkeys

The default hotkey for SessionTiling activation is set to Control+t. This can be changed by selecting the
Alt Key radio button or using the drop-down to select another hot key.

Select the OK button to continue or the Cancel button to close without accepting changes.
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17.1.1.4 TermSecure Hotkeys

When the Enable TermSecure checkbox is checked on the Terminal Server Specification page
additional TermSecure functionality is enabled to access to the main menu for logging into TermSecure.

¥ad Terminal Configuration Wizard @

-

Terminal Interdface Options m
Select the display client selector and main menu options that will be ’ ‘
available on the temminal . AR

Display Cliert Selection Options

[V Show Selector on Teminal Selector Options |

[v Enable Tiling Tiling Cptions |

[ Screen Edge Display Cliert Selection

Main Menu Options

Main Menu Options I

< Back Mext = Finish Cancel Help

Terminal Interface Options — TermSecure Enabled

The Terminal Interface Options page will display the Show Main Menu on Group Selector checkbox.

The Main Menu Options button will launch a window for Main Menu settings.

-

Main Menu Options

[ Allow reboat / restark

x5
Cancel |

v Show Main Menu on Selectar

[ Show Yirtual Keyboard

Main Menu Options
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The Main Menu Options window has several settings.

e Allow reboot/restart — This checkbox, if selected, will add a Reboot and a Restart button on the
main TermSecure login window.

e The Show Main Menu on Group Selector, when selected, will add the main TermSecure menu
as an option on the Group Selector dropdown.

e Show Virtual Keyboard — This checkbox, if selected, will prompt the display of a virtual keyboard
for TermSecure logins. This is helpful for thin clients with touch screens.

Select OK to save setting or Cancel to close without saving.

The Hotkey Configuration page has an additional TermSecure setting when the Enable TermSecure
checkbox is checked on the Terminal Server Specification page.

¥=3 Terminal Configuration Wizard @
Hotkey Configuration \ O
Corfigure: the hotkeys to apphy to this terminal b = ‘

Teminal Hotkeys

I¥ Enable Instart Failower Hotkeys Change Hotkeys |
¥ Enable Display Client Hotkeys Change Hothkeys |
W Enable Tiing Hotley Change Hotkey |
I¥ Enable Main Menu Hotkey Change Hotkey |
< Back Mext Finish Cancel Help

Hotkey Configuration — TermSecure Enabled

The Enable Main Menu Hotkey checkbox, when selected, will allow the TermSecure Main Menu to be
launched with a hotkey combination. The Change Hotkey button allows the default CTL+m combination
to be changed.
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Select HotKeys Window for Main Menu

The default hotkey for the Main Menu is set to Control+m. This can be changed by selecting the Alt Key
radio button or using the drop-down to select another hot key.

Select the OK button to continue or the Cancel button to close without accepting changes.

TermSecure is covered more thoroughly at TermSecure User Configuration Wizard.
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18Multiple Monitors

18.1 Introduction to Multiple Monitors

ACP ThinManager has two methods of providing multiple monitors in a thin client system - the Share
Keyboard and Mouse method and the MultiMonitor method.

The Share Keyboard and Mouse module allows several thin clients, each with a single video port, to be
controlled with a single keyboard and mouse without the need of a KVM switch (Keyboard/Video/Mouse).
The Share Keyboard and Mouse system ties several desktops together with a common mouse and
keyboard so that the user has increased real estate under their control. Because each screen is still an
independent desktop, programs don't need to be rewritten in a new resolution for a larger desktop.
Instead, one would run the normal sized application on each of the desktops, allowing the operator to
view different windows on different monitors.

See Share Keyboard and Mouse Modules for details on deployment.

The MultiMonitor method uses specific thin clients that have multiple video ports built into the hardware.
Each MultiMonitor thin client can have from two to five monitors attached. These monitors can be
configured to merge into an expanded desktop (called “spanned” by ACP) or can display individual
desktops (called “screened” by ACP), or combinations of “spanned” and “screened” sessions.

WinTMC now supports MultiMonitor if the PC has Windows running on multiple video cards.

See MultiMonitor for details on deployment.

18.2 Share Keyboard and Mouse Modules

The Share Keyboard and Mouse module allows several thin clients to be controlled with a single
keyboard and mouse without the need of a KVM switch (Keyboard/Video/Mouse).

The Share Keyboard and Mouse has a Master module that is added to the controlling terminal, and a
Slave module that is added to the dependent terminals.

Left Master Right

M

e

] ] K
—

Share Keyboard & Mouse Module
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Shared Keyboard and Mouse Layout

The Share Keyboard and Mouse can be used by placing several monitors connected to thin clients, side-
by-side or top-to-bottom. The Share Keyboard and Mouse Master module is loaded on the center thin
client. This module is configured by adding the IP addresses of the secondary slave thin clients. The

other terminals receive the Share Keyboard and Mouse Slave module.

Module Selection

¥a1 Terminal Configuration Wizard

Installed Modules

Select the modules that load on this terminal &t boot up.

=

Maodule

Add...

Share Keyboard and Mouse Master Module

Mave Up

| Mave Down |

Configure...

< Back Next > Finish |

Remove

Cancel |

Help

-

E55

Share Keyboard and Mouse Master Module

Once the Share Keyboard and Mouse Master Module is added to a terminal, it can be configured by
highlighting it in the Installed Module window and selecting the Configure button.
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Maodule Properties @
F ararmeter Yallie
Left Terminal [P Address HOME
Right Terminal IP Address HOME
Top Terminal IP Address HOME
Bottom Terminal IP Address HOME
Al Interactive Shadow of Masker KO
Farameter |
Yalug |
Set to Default
Done | Canel |

Share Keyboard and Mouse Master Module Properties

e Left Terminal IP Address - Enter the correct IP address for the Slave terminal on the left of the
master terminal, if used, and select the Set button.

e Right Terminal IP Address - Enter the correct IP address for the Slave terminal on the right of
the master terminal, if used, and select the Set button.

e Top Terminal IP Address - Enter the correct IP address for the Slave terminal on the top of the
master terminal, if used, and select the Set button.

e Bottom Terminal IP Address - Enter the correct IP address for the Slave terminal on the bottom
of the master terminal, if used, and select the Set button.

e Allow Interactive Shadow of Master - Normally a terminal with the master module loaded is
blocked from interactive shadow. If you want to allow interactive shadowing on the master, highlight
the Allow Interactive Shadow of Master parameter, select Yes from the Value drop-down, and
select the Set button.

The Share Keyboard and Mouse Slave module is loaded on the secondary thin clients using the same
methods as other modules are loaded.
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Maodule Properties @
F ararmeter Yallie
b azter |F Address AMY
Farameter |
Yalug |
Set to Default
Done | Canel |

Share Keyboard and Mouse Slave Module Properties

e Master IP Address - This setting allows the slave module to be configured to connect to a
specified master by entering the IP address of the master terminal, and selecting the Set button.

Select the Done button when finished.

Once the ACP Enabled thin clients are booted, the mouse on the master thin client can be moved
seamlessly into the other desktops. The keyboard will be active in whatever screen the mouse pointer is
on.

This allows an operator to have control of several displays with only one keyboard and mouse. The
mouse movement is seamless, allowing access to displays without switching.

Note: A Master Share Keyboard and Mouse session cannot be interactively shadowed in ThinManager
unless it is configured to allow it.

The keyboards and mice for the slave thin clients can be left attached, but stowed away until a multi-user
configuration is needed.

The Share Keyboard and Mouse Master module is licensed for each master thin client. The Share
Keyboard and Mouse Slave module is free. Each master module can have 1 to 4 slave units.
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18.3 MultiMonitor

MultiMonitor is configured in the Terminal Configuration Wizard or the Group Configuration Wizard.

18.3.1.1 MultiMonitor Hardware Specification

¥ad Terminal Configuration Wizard @

Select the manufacturer and model of this terminal .

Terminal Hardware F;I"

IUse this to corfigure the type of hardware for this teminal.

Make /OEM | Adsta

Lef Ll

Model | BoxPC240

DEM Model BoxPC240-ACF
Video Chipset Wia Unichrome

Terminal Fimware Package 5 _I

Teminal will un Package &
Teminal ID and IP Address
Clear

=
Edit

Teminal 1D O020EFBED3EE

< Back Mext = Finish | Cancel | Help |

MultiMonitor — Terminal Hardware

MultiMonitor configuration is initiated in the Terminal Configuration Wizard when a MultiMonitor-capable
thin client is selected on the Terminal Hardware page.

Select the Next button to continue.
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¥=3 Terminal Configuration Wizard @

Terminal Mode Selection W
Select the operating modes far this terminal } -

Teminal Mode

[+ Use Display Clierts
[ Enable TermSecure

[+ Enable MultiMonitor

< Back Mexd Finish Cancel Help

MultiMonitor — Enable MultiMonitor

MultiMonitor requires the use of Display Clients. Once the Use Display Clients checkbox is selected on
the Terminal Server Specification page the Enable MultiMonitor checkbox becomes visible.

Select the Use Display Clients and the Enable MultiMonitor checkboxes, and then select the Next
button.

Note: WinTMC now supports MultiMonitor if the PC has Windows running on multiple video cards.
Selecting the Enable MultiMonitor checkbox will allow you to configure a WinTMC client for MultiMonitor
use.

Select the Next button to continue.
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18.3.1.2

MultiMonitor Monitor Configuration

tad Terminal Configuration Wizard

MultiMoniter Video Settings

Select the number of monitors and a video mode for each monitor.

MNurmber of Monitars {2 3 v 4 ("5
Manitar Video Modes
Color Diepth 64K Colors -
Video
Resolution Refresh Rate Port
Moritor 1 1281024 ~| [eoHz  ~] 1 ]
Monitor 2 |12LJ*['5"-1 024 ﬂ |'3E'H2 ﬂ |2 ﬂ
Montor3  |1280c1024  »| JeHz v| 3 +|
Monitor 4 | 12801024 ﬂ |E[:'H2 ﬂ |4 j
< Back Mext = Finish Cancel

-

=
=

Help

MultiMonitor — Video Settings

The MultiMonitor Video Setting allows the user to choose how many monitors will be connected to the
MultiMonitor thin client using the Number of Monitors radio button.

The Color Depth dropdown allows the color depth to be set for all the monitors.

The Resolution and Refresh Rate can be set for each monitor using the dropdowns.
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¥=3 Terminal Configuration Wizard

MultiMoniter Video Settings w
Select the number of monitors and a video mode for each monitor. ’ -

Nurmber of Marnitors 2 3 v 4 5

— Monitor Video Modes

Color Depth I'E-ﬂ{ Colors = I

Resolution Refresh Rate Port

Monitor 1 [128mci024  ~| ez ~| |1+
Mornitor 2 [1280x1024  ~| [60Hz  ~| 2 ]
Monitor3 1281024  ~| JeHz | |3 -]
Maritar 4 I"E;'l:ﬂ'i2 ;I I4 ;I

< Back Mext = Finizh Cancel Help

MultiMonitor — Video Settings

The monitors do not need to use the same resolutions but can be individually configured.
Select the Next button to continue.
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18.3.1.3 MultiMonitor Monitor Layout Page
’E'-J Terminal Configuration Wizard @

Meniter Layout F;"

-

Select the physical monitor layout and the layout of the terminal
SEMVEr SeSsions.

I [

Choose your monitar layout |

Main Monitar
" At Mouse  ©* 1 2

—A— r—B— =«
Choose your screen layout n ﬂ

TemSecure Initial Screen
O (" B (' D

< Back Mext = Finish Cancel Help

MultiMonitor — Monitor Layout

The Monitor Layout page allows the configuration of the MultiMonitors.

The Choose your monitor layout dropdown will display the various physical arrangements that the
monitors can be placed in. Select the layout that matches your layout.

]
[
e e L E 2 o

L |
L]

Sample Monitor Layouts

The Main Monitor radio button determines which screen is considered the main monitor. This monitor will
display the TermSecure login window, Main Menu, and ThinManager messages.

The Choose your screen layout dropdown with allow the assignment of sessions to the monitors. The
monitors can be combined into a “Spanned” session that contains two or more monitors or they can be
configured to hold an individual session per monitor, called “Screened”, or a combination of the two.
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Samples of Four-Monitor Configurations

Note: The desktop of a spanned session is limited to 4096x2048. The selection of monitor resolution on
the MultiMonitor Video Settings page can affect the number of monitors that you can add to a spanned
session.

The TermSecure Initial Screen radio button determines which screen is considered the main monitor for
TermSecure. This monitor will display the TermSecure Main Menu window and messages.

Select the Next button to continue.
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18.3.1.4 MultiMonitor Display Client Selection Page
’El Terminal Configuration Wizard @

Dieplay Client Selection \ O /
=

-

Select the Display Clients to put an each monitor

Screen A

1
]
:
]

-
M-~
N

Cereen B

:
.
L

C—

]

Available Display Clients

? Desktop

Fl Shadow_09 ] Screen C

Fl Shadow _10 »
Fl Shadow_11 4
il Shadow_12 —
Screen D
Edit Display Clients | p
_oewe | L
< Back | | Cancel Help

MultiMonitor — Display Client Selection

The Display Client Selection page allows Display Clients to be assigned to each screen.
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|

L (—L_p—I

Available Display Clients

Display Client Selection
Select the Display Clients to put an each monitor

¥=3 Terminal Configuration Wizard

Screen A

; Desktop

Screen B

F il Shadow_09

P Shadow_10

Cereen C

F Shadow_11

Screen D

F- 4 shadow_12

Edit Display Clients | }
Ovemide L
< Back Mexd Finish

| Cancel

Help

MultiMonitor — Display Client Selection

Highlight the desired group and select the arrow to move it to the desired screen.

The number of available screens is based on the combination of screened and spanned sessions
selected on the Monitor Layout page. Each screen can have more than one Display Client.

The Override button allows you to assign a different user account or video resolution to a Display Client.
Highlight a Display Client and select the Override button to launch the Override Setting window.

372 e Multiple Monitors

ACP ThinManager 6.0



i )l

Owerride Settings for 'Desktop’ Display Client

Login Settings : _
Owernde I ol

Cancel

|Jzername |

Pazsword |

Wity P azzword |

Override r
Criamain |
Applink Command Line
Command Line Dptions Override I
Video Settings
Override r
Rezalution Colar Depth
2414320 w| |ECoos v

Override Setting Window

The override function is important when you want to run several copies of the same application on the
MultiMonitor terminal because Microsoft limits each user to a single instance of an application by default.
Without the override function you will get a single application that bounces from window to window.

Check the Override checkbox of the setting you desire to override and fill in the appropriate fields.
Select OK to accept the changes and select Cancel to cancel the changes.

Select the Next button to continue.
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18.3.1.5 MultiMonitor Selection Configuration

¥ad Terminal Configuration Wizard @
Screen Options m
Set the options for each screen. ’ ‘
AR
Screen A Options

v Alow Display Clierts to move to/from screen

Main Monitor 1 - Selection Options |

Screen B Options
Iv Allow Display Clients to move to/from screen

Main Maonitor P - Selection Options |

Screen C Optiong
[ Alow Display Clierts to move to/from screen

Main Monitar 3 - Selection Optionis |

Screen [ Options
[ Alow Display Clients to move to/from screen

Main Maonitor 4 - Selection Options |

< Back Mext = Finish Cancel Help

MultiMonitor - Screen Options

Terminals using MultiSession can be configured to allow sessions to be moved from monitor to monitor
for user preference. This is configured by selecting the Allow groups to move to/from screen checkbox.
If left unselected the sessions will stay in the assigned monitor.

The Screen Options settings are:

e Allow groups to move to/from screen — This checkbox, if selected, will allow a session
from a MultiSession group to be moved to or from the monitor to suit a user’s preference.

e Main Monitor — This drop-down sets what monitor in a spanned set will display the Display
Client Selector menu.

e Selector Options — This button launches the Group Selector Options window to allow
configuration of the Display Client selector.
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Display Client Selection Options @

v Show Display Client Selector Selector Oplions | OF. |
Iw Enable Tiling Tiling Optionz | Cancel

Group Selector Options Window

The Group Selector Options allows configuration of the Display Client selection when using MultiSession.

e Show Group Selector — This checkbox, if selected, will display the Display Client Selector to
allow the user to switch between MultiSession groups.

e Enable Tiling — This checkbox, if selected, allows multiple sessions to be tiled to allow a
visual selection.

The Selector Options button launches the Group Selector Options window.

i )

Display Client Selector Options @

v Auto-hide Selectar

[ Tile on Selectar activ.ation

Selectar Menu Size Marrmal j

Group Selector Options Window
The Group Selector Options Window has three settings.

e Auto-hide Group Selector — This checkbox, if selected, will hide the drop-down Display Client
selector unless the mouse is hovering over the top center of the screen. This checkbox, if
unselected, will show the drop-down Display Client selector at the top center of the screen.

e Tile on Group Selector activation — This checkbox, if selected, will tile the sessions when an
auto-hid group selector is activated.

e Group Selector Menu Size — This drop-down sets the size of the text in the group selector.
The Tiling Options button launches the Tile Options window.

-

Tile Options

=)
v Shaw Gnd
Tile Inactivity Time 50

[ Tile Dizplay Clients at startup

Cancel

[ Include Main Menu as tile

[ Tile onright click (mouse or touchzcreen)

[ Tilz Intoractivc

Tile Options Window
The Tile Options Window has five settings.

e Show Grid — This checkbox, when selected, will separate tiled sessions with black lines.
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e Tile Inactivity Time — This is the amount of time in seconds that will elapse before an inactive
session will revert to a tiled mode.

o Tile Display clients at startup — This checkbox, when selected, will tile the display clients when
the terminal first connects.

e Include Main Menu as tile — This checkbox, when selected, will display the TermSecure Main
Menu as a tiled group.

e Tile on Right click (mouse or touch screen) - This checkbox, when selected, will allow a right
click in a session to activate tiling. Holding a finger on a touch screen will trigger tiling if the Right
Click Hold Time (milliseconds) is used in the touch screen module.

e Tile Interactive — This checkbox, if selected, will allow a user to select a tiled session and
interact with it without un-tiling the sessions.
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18.3.1.6 Allow Group to Move Configuration

Each Display Client that is to be allowed to move needs to have this property configured in the Display
Client Wizard. Open the Display Client Wizard for the desired Display Client and navigate to the
Display Client Options page.

¥ad Display Client Wizard ==
Dizplay Client Options w
Select the options that apply to this Display Client ’ . ‘

Client Options
Iv Allow Display Client to be tiled
[ Allow Display Client to be moved {MutiMonitar)
[ Include IP Camera Ovedays

Connection Options

Iv Always maintain @ connection
¥ Connect at bootwup
I¥ Disconnect in the background

< Back Mext = Finish Cancel Help

Display Client Wizard — Display Client Options

To configure a Display Client to be moved from one MultiMonitor screen to another, select the Allow
Group to be moved (MultiMonitor) checkbox and select the Finish button to accept the change.

See Display Client List for details on the Display Client Wizard.
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19Virtualization in ThinManager

19.1 Virtualization Overview

A virtual machine is an isolated and independent install of an operating system within a host operating
system. It allows one computer to run several virtual computers on one physical device. Virtualization, the
use of virtual machines, allows the quick deployment and repetition of computers, often by duplicating a
folder with a few files.

ThinManager 4.1 includes virtualization tools to help manage virtual servers and virtual workstations in a
thin client system.

19.2 VCenter Servers

VCenter is a virtual machine management tool from VMWare. It allows IT administrators to control and
manage multiple ESX servers and their virtual machines in a single console.

ThinManager can connect to a VCenter Server and allow the control and management of the virtual
machines.

ACP ThinManager 6.0 378 e Virtualization in ThinManager



¥4 ThinManager vi.0 EI'E

Edit Manage Install Tools View RemotzView Help

Elgi? WINZ0CER2 Surnmary |
.. [ Terminal
E Q siminats | Attribute | value |

|i i Lhsplay Senvers
E @ VCenter Servers
G-l Display Clients
E ﬁ TemrnSecure Users

YCenter Servers Yiew Summary

Total ¥Certer Server:

8]

For Help, press FL I_ A

VCenter Servers Branch in the ThinManager Tree

The ThinManager tree has a VCenter Servers branch.

Right-click on the VCenter Servers branch to add a VCenter Server. It will launch a VCenter Server
Property Wizard.
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19.2.11 Virtual Machine Host Name
’E'-J VCenter Server Property Wizard @

-

Virtual Machine Host Name m
Enter VM Host name and |IP Address ’ ‘
A

VCerter Server Name ||

\Certer P Address | 299 . 285 . 265 . 25h Discover

Log In Information

lUser Mame |

Passwiord |

Werify Password |

Plzasze enter 2 VM Server name

< Back | Cancel Help

Virtual Machine Host Name Page

Importance of Page: Virtual Machine Host Name Page allows a VCenter Server to be defined for use
within ThinManager.

Settings:
e VCenter Server Name — Enter the name of the VCenter Server you wish to connect to.
e VCenter IP Address — Enter the IP address of the VCenter Server.
¢ User Name — Enter an administrative account on the VCenter Server to allow a connection.
e Password — Enter the password of the administrative account.
o Verify Password — Re-enter the password of the administrative account for verification.
Buttons:
e Discover — This button will fill in the IP address of the listed VCenter Server.
Why Change from Default Settings:
ThinManager won't connect to a VCenter Server unless you tell it to.

Select Finish to complete the configuration.
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¥t ThinManager vi.0
Edit Manage Install Todls

Yiew RemotzView Help

[F=1 EeR )

5K/ WIN20C8R2

EQ Temninals

|i i Lhsplay Senvers
E @ VCenter Servers

. E9- () VCENTER

. [ VCENTERS
El: Display Clients
Eﬂ TermSezure Users

For Helo, press FL

Surnmary | Recent Tasks |

[ atacentar:
Folders
Yirtual b achines

Connectior Statuz

| Attribute | Walus |
YCenter Server Summary
Mame WCENTER4
IP Address 103108
Port Jefault
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Connecting to VCenter Server

Once the VCenter Server is defined and the VCenter Server Property Wizard is closed, ThinManager
will connect to the VCenter Server.
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Edit Manage Install Tools
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YCenter Server Connection Status
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Connected VCenter Server

Once the VCenter Server has connected the VCenter Servers branch can be expanded to see the virtual
machine information imported from the VCenter Server.

= (i} VCenter Servers Tree Branch
(=] (%3] Defined VCenter Server

I_I[ Datacenter
------ EI Stopped Virtual Machine

""" Iﬁ| Suspended Virtual Machine
o @- Running Virtual Machine

VCenter Server Tree lcons

The tree will show the defined VCenter Servers, datacenters in the VCenter Server, and virtual machines.

The virtual machine icons show the state they are in; stopped, suspended, or running.

19.2.2 VCenter Server Right-Click Menus
The branches of the VCenter Server tree have various right-click menus:

e VCenter Servers:

0 Add vCenter Server — Launches the VCenter Server Property Wizard to allow a
VCenter Server to be defined.

o Defined VCenter Servers:
0 Remove — Removes the defined VCenter Server from ThinManager.
o Datacenter:
0 Rename - Allows you to rename the datacenter.
0 Delete — Allows you to delete the datacenter.
e Virtual Machine:
o Power Operations:
= Power On — Turns on a stopped or suspended virtual machine.
= Power Off — Turns off a stopped or suspended virtual machine.
= Suspend — Suspends a running virtual machine and stores the state.
= Reset — Cycles power to the virtual machine to restart the virtual machine.
0 Snapshot:
= Take Snapshot — Captures and stores the state of the virtual machine.

= Revert to Current Snapshot — Reapplies the stored state of a previously saved
virtual machine.
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= Snapshot Manager — Launches the Snapshot management tool.
0 Rename — Allows the virtual machine to be renamed.

o Remove from Inventory — Removes the virtual machine from the tree without deleting
the files.

0 Delete — Removes the virtual machine from the tree AND deletes the file system.

19.2.2.1 Snapshots

Snapshots save the state of the virtual machine in a file. Snapshots allow you to preserve a working
status before applying new applications, programs or updates. If the changes fail or are undesired, then
the snapshot can be restored allowing the virtual machine to return to the pre-change state.

Right-clicking on the virtual machine and selecting Snapshot>Take Snapshot will launch the Create
Snapshot window.

.- )

Create Snapshot @

Snapshot Mame

Snapshot Description

Iv Incude Virtual Machine Memory Image
[ Suspend Guest File System (requires YMwWare Tools)

| oK | Cancel

Create Snapshot Window

The Create Snapshot window allows you to name the snapshot and enter a description.
Select OK to save the snapshot or Cancel to close without saving.
Multiple snapshots of a virtual machine can be taken.

Right-clicking on the virtual machine and selecting Snapshot>Revert to Current Snapshot will apply the
last snapshot taken.

Right-clicking on the virtual machine and selecting Snapshot>Snapshot Manager will launch the
Snapshot Manager window.
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Snapshot Manager

- Snap-2012_4 13

43dd

Snapshot Mame
Snapshot Description L
Creation Date

Snapshot Manager

The Snapshot Manager window shows all saved snapshots for the selected virtual machine. The
Snapshot Manager window shows the name, description, and creation date of a highlighted snapshot.

Buttons:

Revert To — This applies the selected saved snapshot.

Delete — This deletes a highlighted snapshot.

Delete All — This deletes all saved snapshots.

Edit — Opens the Create Snapshot window to allow changes to the name and description.

OK — Closes the Snapshot Manager.

A dialog box will require confirmation before changes are made.

Revert to Snapshot 28

Current virtual machine state will be lost, Rewvert to the selected snapshot?

Yes Mo

Revert to Snapshot Warning
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19.3 Virtual Terminal Servers

Virtual terminal servers can be added to ThinManager using two methods, Add Terminal Server and
Add Virtual Terminal Server.

Add Terminal Server — You can define a virtual terminal server as a regular terminal server in the
Terminal Server Wizard.

Right-click on the Terminal Server branch and select Add Terminal Server to launch the Terminal Server
Wizard. Add the virtual terminal server as you would a regular terminal server. This doesn’t give you any
special configuration or tools.

Add Virtual Terminal Server — You can define a virtual terminal server as a virtual terminal server in the
Terminal Server Wizard.

Right-click on the Terminal Server branch and select Add Virtual Terminal Server to launch the
Terminal Server Wizard.

i )

¥ad Terminal Server Wizard @
Virtual Machine Selection “
Select the Vitual Machine to use as a Winual Teminal Server ’ = ‘

Choose a VCenter Server

|VCENTERS |

Choose the Vinual Machine to add as a Vitual Teminal Server

- [f3] ACPDatacenter
------ 51 ThinSerwer3
------ 1 ThinSerwerd
------ 5 ThinSerwers
------ (41 ThinServers
(@) TS5-PXE3
) T55-PXE4

m

| Cancel | Help

VCenter Server Virtual Machine Selection List

The second page of the Terminal Server Wizard will display a Virtual Machine Selection Page.

Highlight the desired virtual machine and select the Next button.
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¥ad Terminal Server Wizard @

Terminal Server Name \ O /
=

Enterthe Teminal Server Mame and Log In information .

Teminal Server Name |T|"i"' Server3

Teminal Server IP | w3 101 Discover

Log In Information

User Mame |
Passwiord |
Werify Password |
Diomain |
Schedule
< Back Mexd Finish Cancel Help

Terminal Server Name Page

The Terminal Server Wizard will continue with the virtual terminal server filling in the fields.

These fields, and the schedule button, are the same as on the normal Terminal Server Wizard. See
Terminal Services Display Servers for details.

Select Next to continue configuring the virtual terminal server, select Finish to save the configuration and
close the wizard, or select Cancel to close the wizard without saving the changes.
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: -- E ThinServers
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| Attribute | Walus
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Server Mame Thinserwe3
IP Address 10310173

Terminal 5erver Configuration
Connectior Types Supportad Sermote Dezktop Pretacal

SmartSezszion K]

Data Collection Update Times

SmartSezzion Update Time

Frocesz |nformalion _pdate Time

W

Zezzion Infarmaton Update Timz

Virtual Terminal Servers in the ThinManager Tree

Standard Terminal Server

Virtual Terminal Server

; Virtual Terminal Server defined as a
standard Terminal Server

Terminal Server Tree Icons

Virtual Terminal Servers will show a different icon than a standard terminal server.

A virtual terminal server that is defined as a standard terminal server will show the standard terminal

server icon.
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¥=3 Display Client Wizard @
Display Client Members ﬂ'
Select the Terminal Servers for this Display Client. } -
Available Terminal Servers Selected Terminal Servers
TemServ1 (152.168.0.137) ThinServers (10.3.10.175)
Win2008R2 (10.2.10.170) ThinServerd (10.3.10.173) -
4
v
Edit Server List
< Back MNexd Finish Cancel Help

Selected Terminal Servers in a Display Client

Virtual and standard terminal servers are treated identically when choosing display clients.

19.4 Virtual Workstations

Windows workstations, XP Pro, Vista Business, or Windows 7 Pro, can be virtualized for deployment as a
desktop. ThinManager can deploy these virtual desktops to thin clients to limit the upkeep and
management of the operator’s workstation.

19.4.1 Workstation Display Clients

First a Workstation Display Client needs to be created. This will act as a template for the workstation
deployment. Later when the Workstation Display Client is added to a terminal you will need to assign
which virtual workstation.

Launch the Workstation Display Client Wizard by right-clicking on the Display Client branch of the
ThinManager tree or by right-clicking on the Workstation Display Client branch of the ThinManager tree.
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¥=3 Display Client Wizard

Client Mame
Enter the Display Client name.

Cliert Name SalesDesktop]

Type of Display Cliert

Worstation J

Pemissions

< Back MNexd Finish Cancel

Help

Client Name Page of Display Client Wizard

Enter a name for the Workstation Display Client. Select Workstation from the Type of Display Client

drop-down if you launched the wizard from the Display Client branch.

Select Next to continue with the wizard.
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¥=3 Display Client Wizard @

Display Client Options ﬂ'
Select the options that apply to this Display Client }
)
Client Options

¥ Allow Display Client to be tiled
[ Mlow Display Cliert to be moved (MukiMonitor)
I Include IF Camera Overays

Connection Options

I¥ Always maintain & connection
Iv Connect at bootwup
[ Disconinact in the background

Wirtual Workcstation Options
I Stat Vitual Machine & necessary

< Back MNexd Finish Cancel Help

Display Client Option Page of Display Client Wizard

The Workstation Display Client adds Virtual Workstation Options to the Display Client Options page
of the Display Client Wizard. The Client Options and Display Client Connection Options are the same
as other Display Clients. See Terminal Services Display Clients for details.

Virtual Workstation Options:

e Start Virtual Machine if necessary: This checkbox, if selected, will automatically start a
suspended or stopped virtual machine when it connects.

e Suspend Virtual Machine when not needed: This checkbox, if selected, will suspend the virtual
machine when the terminal is powered off.

Select Next to continue with the wizard.
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¥=3 Display Client Wizard @

Terminal Services and Worostation Options ﬂ'
Select the options for this Display Client } -
Cther Options
[

[ Application Link
[ Enforce Primany
[ Instant Failover

v Allow Auto-Login

< Back | Finish | Cancel Help

Terminal Services Display Client Options Page of Display Client Wizard

The Display Client presents the Display Client Wizard similar to the Terminal Services Display Client
Wizard, with the exception of omitting the addition of terminal servers. Since workstations have a one-to-
one relationship to the terminals the workstations are assigned when the terminal is configured.

Select Finish to accept the changes and close the wizard.
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EI B Display Clients
EI F Terminal Services

...... ; Terminal Services Display Client Icon

Iél E Camera

...... @ Camera Display Client Icon

EI Q Terminal Shadow

------- Terminal Shadow Display Client Icon

EI E Workstation

------- Workstation Display Client Icon

Display Client Icons

When the Workstation Display Client is created it will be added to the tree with the Workstation Display
Client icon.
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19.4.2 Terminals and Virtual Workstations

Workstations can only deploy their session once to a remote user so the workstation is assigned to its
remote connection when the Workstation Display Client is applied to a terminal.

Open the Terminal Configuration Wizard for the terminal that you want to assign a workstation to.

¥ad Terminal Configuration Wizard @
Dizplay Client Selection G
Select the Display Clients to use on this terminal ’ ‘
AR
Awvailable Digplay Clients Selected Display Clients
E}{P_'I 5 SalesDesktop
? Desktop
b
w
4 [ 1l o
Edit Display Clients
< Back Mext = Finish Cancel Help

Display Client Selection of the Terminal Configuration Wizard

The Workstation Display Clients will show up in the Available Display Clients list on the Display Client
Selection page of the Terminal Configuration Wizard. Move the desired Workstation Display Client to the
Selected Display Client list for deployment.

Workstation Display Client Icon

Workstation Display Clients have their own icon.
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Select Next to continue the wizard.

i

¥=3 Terminal Configuration Wizard @
Complete the Workstation Display Client Configuration m
Select ome or more worlcstations to add to this display client } .

Select workstations for Display Client "SalesDesktop”
Selected Workstations

Add Worestation Add Virtual Workstation | Remove

LS

Add ore or more workstations to this display client

< Back | Cancel Help

Complete the Workstation Display Client Configuration Page

The next page of the wizard is the Complete the Workstation Display Client Configuration Page.

Importance of Page: Each deployment of a Workstation Display Client needs to be tied to an available
workstation.

Buttons:

e Add Workstation — This button will launch a window that allows a workstation to be designated
for use by this terminal.

e Add Virtual Workstation — This button will launch a window that allows a virtual workstation to
be designated for use by this terminal.

e Remove — This button remove a highlighted workstation from the Selected Workstation list.

e Edit — This button will re-open the window that allowed a workstation to be added to the Selected
Workstation list.

e Arrows — This button will change the loading order of the assigned workstations.
Fields:

o Selected Workstations — This textbox will display the workstations assigned to the terminal.
Why Change from Default Settings:
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ThinManager won't connect to workstation unless you tell it to.

¥ad Terminal Configuration Wizard | 5 |

Complete the Workstation Display Client Configuration m
Select ome or more worlcstations to add to this display client } .

Select workstations for Display Client "SalesDesktop®
Selected Workstations

Add Workstation [mE3m]

| m—

Worlkstation IP Address | |

| m—

Workstation Display Mame |

Add Cancel |

Edit
Add ore or more workstations to this display client

< Back Cancel Help

Add Workstation Window

Selecting the Add Workstation button on the Complete the Workstation Display Client Configuration
Page will launch the Add Workstation window.

Enter the name and address of the workstation in the appropriate fields.

Select Add to accept the configuration or select Cancel to close the window.
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¥ad Terminal Configuration Wizard | 5 |

Complete the Workestation Display Client Configuration w
Select ome or more worlcstations to add to this display client ’ -

Selec

[ Add Virtual Workstation ==
-]

Select VCenter Server |1-'CENTER5
Selec

Available Virtual Workstations

----- -G ThinServer4 - Add
----- -G ThinServers J
..... -1 ThinServers Cancel

----- -1 T55-PYE3
----- -G TS5 -PXE4
----- -G T55-PHES
----- -G TS5 -PHEG =
_P"] ----- -G TS5 -PREL J
----- -G TEL-PYEA J
----- i1l vista

| m—

1

Add o

T1L

< Back Cancel Help

Add Virtual Workstation Window

Selecting the Add Virtual Workstation button on the Complete the Workstation Display Client
Configuration Page will launch the Add Virtual Workstation window.

The VCenter Server tree will be displayed in the Available Virtual Workstation pane. Highlight the desired
virtual workstation and select the Add button to apply the virtual workstation to the terminal.

Select Cancel to close the window without accepting the configuration.
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¥=3 Terminal Configuration Wizard @
Complete the Workestation Display Client Configuration w
Select ome or more worlcstations to add to this display client } -

Select workstations for Display Client "SalesDesktop”

Selected Warlcstations
YCENTERSACP DatacenterVista

Add Wonkstation Add Wirtual Workstation | Remove

LIS

< Back Mexd Finish Cancel Help

Complete the Workstation Display Client Configuration Page

Once a workstation or virtual workstation is assigned to the terminal it will be displayed in the Selected
Workstations window.
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¥4 ThinManager v6.0 [ |2 [
Edit Manage Install Tools View RemotzView Help
(g WIN20C8R2 | summay |
E %ET::L;_ | Attritute | Walue
Q Group2 Yirtual Machine Summary
EE@ Group3 Marne Wista
EQ Terminzll Host Hame
Ellg SalesDesktop IF Address
: . ﬁ Vista E Guest 05 Jther [32-hit)
E §) Display Servers Memery Size 128 MB
E @ ViCenter Servers CPU Count 1
..... (5 VCEMTER4 Pravisioned Starage 12813 GB
EI @ YCEMTERS Commitked Storage 32.00GB
E| ACPDatacenter
- ([ ThinServer3 [
----- m ThinServerd
----- @. ThinServery
------ 1 ThinServers
------ G TS5- PXE3
------ @ T55- PXE4 il 4 Tt 3
For Helo, press FL | I_ 4

Workstation in ThinManager Tree

The ThinManager tree will display the workstation icons for the terminal once the terminal is restarted to
apply the configuration changes.
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20Scheduling

ThinManager allows tasks to be automated with the Schedule function. This applies to Terminals,
Terminal Groups, Terminal Servers, TermSecure Users, and the ThinManager Server.

20.1 Terminal Schedule

Selecting the Schedule button on the Terminal Options page will launch the Event Schedule window
and allow a schedule to be created for terminal events.

i )

¥=d Terminal Configuration Wizard @
Terminal Options m‘
Select the options for this temminal. } :‘
)

Teminal Replacement
v Allow replacement at terminal if off line

Teminal Schedule

Iv Set Schedule Schedule

Teminal Efects
Iv Enable Teminal Effects
v Show terminal status messages

Shadowing

Allow terminal to be shadowed WARN -

v Alow Interactive Shadow

< Back Mext Finish | Cancel | Help
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Terminal Configuration Wizard - Terminal Options Page

Check the Set Schedule checkbox and select the Schedule button to launch the Event Schedule
window.

Note: The Schedule for Terminal Groups is the same as for individual terminals. It has an advantage of
applying the scheduled events to a whole group of terminals instead of requiring a configuration for each
event on each terminal.

i =

Event Schedule @

Ewvent Type | Tirme |
Dizable Terminal everny 5aturday at 17:00 PM
Rezet Terminal 5 eszions everny Saturday at 11:30 P
Erable Termninal even Sundap at 05:00 AM

eld Edi Delete

Event Schedule

The Event Schedule will list events for the terminal or group. It has four buttons:
e The Add button will launch a Schedule window to allow an event to be configured.
e The Edit button will allow a highlighted event to be changed.
o The Delete button will remove a highlighted event.
e The OK button will accept changes and close the Event Schedule window.

Events can be added by selecting the Add button to launch the Schedule window.
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Schedule @

Ewent Type

Repeat [nterval
" Onee Only £ Time Inter-al
* wieekly A Daly  © Monthly " “Yearly

wizekly Schedule
[ bonday
E o
e Y0 |
[ wWednescay
[ Thursday
[ Friday

I Saturday
v Surday

| 500 AM .

Cancel | ok |

Schedule Window

Time

The Schedule window has several configuration settings.
Event Type is a drop-down box that allows event selection:

e Disable Terminal - This will prevent a terminal from being used, although its terminal server
sessions will still be running on the terminal servers.

e Enable Terminal - This will allow a disabled terminal to become active again.
e Reboot Terminal - This will cycle power on the terminal and reload its configuration.

e Reset Terminal Sessions - This will logoff the sessions that the terminal has open on terminal
servers.

The Repeat Interval radio buttons allow the event in the Event Type drop-down to be run Once Only,
Weekly/Daily, Monthly, or Yearly.

e Selecting Once Only will show a Select Date field for the event.

e Selecting Weekly/Daily will show a Weekly Schedule list for the event to run. The Every Day
button will select all the days in the list.

e Selecting Monthly will show a Select Day of Month field for the event.
e Selecting Yearly will show a Select Date field for the event.
The Time field allows the selection of the time that the event should occur.

Select the OK button to close the Schedule window.
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Select Add to add another event to the Event Schedule or select OK to close the Event Schedule
window and return to the terminal configuration.

20.2 Terminal Server Schedule

The Terminal Server Name page of the Terminal Server Wizard has a Schedule button to configure a
schedule for terminal server events.

i

Yt

Terminal Server Wizard

Terminal Server Name

Enterthe Teminal Server Mame and Log In information .

Teminal Server Name

=
=

Temminal Server IP | w3 .1 . 170 Discover

Log In Information
User Name |a-:|minist|atur
Passward |
Werify Password |
Domain |
Schedule
< Back Mext = Finish Cancel

Help

-

Terminal Server Wizard — Terminal Server Name Page

Select the Schedule button on the Terminal Server Name page of the Terminal Server Wizard to launch
the Event Schedule window.
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Event Schedule @

E vent Type | Time |
Mizable Terminal Server every Saturday at 11:00 P
Erable Termmninal Server every Sunday at 03:00 AM
Reboot Terminal Server every Sunday at 05:00 &M

Event Schedule

The Event Schedule will list events for the terminal or group. It has four buttons.
e The Add button will launch a Schedule window to allow an event to be configured.
e The Edit button will allow a highlighted event to be changed.
e The Delete button will remove a highlighted event.
e The OK button will accept changes and close the Event Schedule window.
Events can be added by selecting the Add button to launch the Schedule window.
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Schedule @

Ewent Type

Repeat [nterval
" Onee Only £ Time Inter-al
* wieekly A Daly  © Monthly " “Yearly

wizekly Schedule
[ bonday
E o
e Y0 |
[ wWednescay
[ Thursday
[ Friday

I Saturday
v Surday

| 500 AM .

Cancel | ok |

Schedule Window

Time

The Schedule window has several configuration settings.
Event Type is a drop-down box that allows event selection:

e Disable Terminal Server - This will disconnect all the thin clients connected to the terminal
server. The sessions will remain idle on the terminal server unless they are set to disconnect in
the Terminal Services Configuration console. See Disable Terminal Server for details.

e Enable Terminal Server - This will allow a disabled terminal server to accept thin client
connections again.

e Reboot Terminal Server - This will cycle power on the terminal server and restart it.

The Repeat Interval radio buttons allow the event in the Event Type drop-down to be run Once Only,
Weekly/Daily, Monthly, or Yearly.

e Selecting Once Only will show a Select Date field for the event.

e Selecting Weekly/Daily will show a Weekly Schedule list for the event to run. The Every Day
button will select all the days in the list.

e Selecting Monthly will show a Select Day of Month field for the event.
e Selecting Yearly will show a Select Date field for the event.
The Time field allows the selection of the time that the event should occur.
Select the OK button to close the Schedule window.

Select Add to add another event to the Event Schedule or select OK to close the Event Schedule
window and return to the terminal server configuration.
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20.3 ThinManager Server Schedule

The ThinManager Server Configuration Wizard has a System Schedule page that allows the
Scheduler to be launched. This allows tasks to be scheduled for the ThinManager Server.

20.3.1.1 System Schedule

¥=3 ThinManager Server Configuration Wizard

System Schedule
Edit the system schedule

Swstem Schedule

Edit Schedule

< Back Mext = Finish Cancel

(=)

=

Help

-

System Schedule

Select the Edit Schedule button to launch the Event Schedule window.
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Event Schedule @

Select Event Categarny | system j

Event Type Time |

Event Schedule Window

The Event Schedule window allows events to be scheduled by selecting the Add button when system is
displayed in the Select Event Category drop-down box.
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Schedule
Exent Type

Report Template File
| =

Report Jutput File
v Ao Gederate Filename

Repeat Interal

[ Dace Crly 7 Timz Interval
 weekl / Daly " Manthly " Yealy
Wwieekln Schedue

[ Monday Evers Dap
[ Tuesday Q
[ whediesday

[ Thursday

[ Friday

[ Satuday

[ Suncay

| =00 PM =

Cancel | o- |

Time

Schedule for Weekly Event

The Schedule dialog allows events to be scheduled for the ThinManager. The two main events are Run
Report and Backup Configuration Database.

Select the desired event in the Event Type drop-down.

If Run Report is chosen, select the desired report in the Report Template File drop-down.

If Backup Configuration Database is chosen the backup file will be automatically chosen if the Auto
Generate Filename checkbox is selected. To use a different filename, uncheck the Auto Generate
Filename checkbox and enter the desired name in the Report Output Filename. A Browse button will
appear to allow selection of the file.

The Repeat Interval radio buttons control the frequency of the event. The time selection varies with the
Repeat Interval chosen.
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Exent Type
B ackup Configuration Datatase j

Backur File
v Ao Gederate Filename

Repeat Interal

[ Dace Crly 7 Timz Interval
I weekl # Daly = Manthly " Yealy
Select Dap of Month
|
hﬁ;l
Tine | =00 PM =

Cancel | o- |

FSu::hn.=-_::|l.JIva @

s |

Schedule for Monthly Event

Select the appropriate time for the event and select OK to accept the configuration and Cancel to cancel

the changes.

While the Event Schedule window is open, other scheduled events can be viewed by selecting the event
type in the Select Events Category drop-down. The event categories are system (ThinManager Server),

terminal (Terminals), terminalserver (Terminal Servers) and user (TermSecure Users).
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Event Schedule @

Select E vent Cateqory |tarminalsawar ﬂ
I arme | Ewent Type | Time |
Win2008R 2 Dizable Terminal Server  even Saturday at 17:00 PM
WWin2003R 2 Enable Terminal Serer everny Sundap at 03:00 Ak

Events Schedule

New events cannot be added for the non-system categories, but existing events can be changed by
highlighting an event and selecting the Edit button. Events can be deleted by selecting the Delete button.

The OK button accepts the changes and closes the window.
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20.4 TermSecure User Schedule

TermSecure Users and TermSecure User Groups have a schedule on the User Options page of the
TermSecure User Configuration Wizard.

i )

¥ad TermSecure User Configuration Wizard @
User Options m‘
Select options for this user. }
A

Log In # Log Out Options

120

Inactivity Timeout geconds
Reset Sessions at Logout [
Activate User Group at Log In [

User Schedule

[v Set Schedule Schedule

Teminal Efects
v Enable Teminal Effects

Shadowing
Alow terminal to be shadowed

[v Allow Interactive Shadow

fES -

< Back | Finish | Cancel | Help

TermSecure User Terminal Configuration Wizard — User Options Page

Check the Set Schedule checkbox and select the Schedule button to launch the Event Schedule
window.

Note: The Schedule for TermSecure User Groups is the same as for individual TermSecure Users. It has
an advantage of applying the scheduled events to a whole group of users instead of requiring a
configuration for each event on each user.
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Event Schedule @

Event Type | Time |
[Mizable Uzer eveny day at 09:00 Pk
Emable User every day at 05:00 AM

Event Schedule

The Event Schedule will list events for the TermSecure User or TermSecure User group. It has four
buttons:

e The Add button will launch a Schedule window to allow an event to be configured.
e The Edit button will allow a highlighted event to be changed.

e The Delete button will remove a highlighted event.

e The OK button will accept changes and close the Event Schedule window.

Events can be added by selecting the Add button to launch the Schedule window.
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Schedule @

Ewent Type

Repeat [nterval
" Onee Only £ Time Inter-al
* wieekly A Daly  © Monthly " “Yearly

wizekly Schedule
v honday ——
v Tuesday 4
v wWednescay
v Thirsday
v Friday

v Saturday
v Surday

| £:00 AM .

Cancel | ok |

Schedule Window

Time

The Schedule window has several configuration settings.
Event Type is a drop-down box that allows event selection:

e Disable User - This will prevent a user from logging in through TermSecure or will disconnect
and existing session.

e Enable User - This will allow a user to become active again.

The Repeat Interval radio buttons allow the event in the Event Type drop-down to be run Once Only,
Weekly/Daily, Monthly, or Yearly.

e Selecting Once Only will show a Select Date field for the event.

e Selecting Weekly/Daily will show a Weekly Schedule list for the event to run. The Every Day
button will select all the days in the list.

e Selecting Monthly will show a Select Day of Month field for the event.
e Selecting Yearly will show a Select Date field for the event.
The Time field allows the selection of the time that the event should occur.
Select the OK button to close the Schedule window.

Select Add to add another event to the Event Schedule or select OK to close the Event Schedule
window and return to the terminal configuration.
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21 Reports

21.1 Reports Overview

ThinManager has the ability to run reports to show and collect data on the ThinManager system. These
reports can show the event log, configurations, uptimes, and other data.

A Reports tab on the Details pane will show a report for a highlighted ThinManager Server, terminal,
terminal group, terminal server, TermSecure user, or TermSecure user group.

Reports can be scheduled to be run and saved as * . html files for storage or further analysis.

21.2 Report Template Installation

ThinManager will install a number of reports into the ThinManager folder (C-\Program
Files\Automation Control Products\ThinManager\Report Templates)
during installation.

Additional report templates can be downloaded from http://www.thinmanager.com/support/downloads.php
as they become available.

New reports are installed by selecting Install > Reports from the ThinManager menu. This launches the
Reports window.
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¥ Repart Templates " S0L Files {" Images. Finisted Reports etc.
Fepart Drescriplion | Repot Tyre | Feport Template
Ewent Log spstem eventlogtemplate.hitrnl
Termrinal Login Settings zystem TermiralbutologinS ettingzT emp
Terrrinal Configuration Changes terminal TeminalCorfigChange: T emplat
Propzrtiez of All Termnals zystem TermmiralPropertie: Template. htm
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Termrinal Seszion Events Log terminal Termminals eszionEventsT emplate
Termrinal Shadoa Events terminal Terminals hedowEvents T emplat
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T5CAL Ceche Repar: zystem TSCALR eport Template kitml

TermrSecues Login/Logout Everts  user

1]

Delete

|_zerLoginE vent T 2mplzte. htnl

Reports Window

Select the Install button to launch a file browser.

e Report Templates — If this radio button is selected the file browser will browse for * . html

files.

e SQL Files — If this radio button is selected the file browser will browse for * . sql files.

e Images, Finished Reports, etc. — If this radio button is selected the file browser will browse

for assorted files.
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&, Local Disk (C3)
== New Volume (D:) &
—a MNew Volume (E:)
.| DVD Drive (F:) HE
ﬁ,i MNetwork
- 4

File name:

|| terminaluptime.sgl
|| termprops.sql
|| TSCAL _licensecache.sql

|| userlogins.sql

11/30/2011 9:52 AM  SQL File
SQL File
SQL File
11/30/2011 9:52 AM  SQL File

1L}

¥4 Open (sl
———
o # Volume_l » Travis » ReportTemplates - | + Search ReportTemplates p'
L BT ?
Organize = New folder g== » [l IZE}I
i Name Date modified Type
7 Libraries - )
j - || eventlog.sqgl 11/30/2011 9:52 AM  SQL File
=| Documents
IT e || terminalautcloginsetting.sql 11/30/2011 9:52 AM  SQL File
@' Music
= || terminalconfigchanges.sql 11/30/2011 9:52 AM  SQL File
= Pictures
§ . || terminalserverresourceevents.sql 11/30/ SQL File
idens
|| terminalsessions.sql 11/30/20 SQL File
= C . || terminalshadowevents.sql 11/30/2011 9:52 AM  SQL File
M Computer

- [SQL Queries

[ Open

File Browser

Each report has a * . html component and a * . sql component. Select the Report Templates radio
button, browse to the new * . html file and select Open to install. Select the SQL Files radio button,
browse to the new * . sl file and select Open to install. Once these two components are added the

report will be available.

21.3 Selecting Reports

The reports are displayed on a Report tab in ThinManager. To select which report will be displayed on
the Report tab select View > Reports from the ThinManager menu to launch the Select Reports window.
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Select Reports

System Report
Terminal Report
Terminal Server Report

TermSecure Uzer Report

Propertie s of &l Terminals

| Terminal Configuration Changes j

|Terminal Server Resource Event: -«

| TermSecure Login/Logot Eventj

-

Cancel

=l
_ Concel |

Select Reports Window

The Select Reports window has four fields that determine which report is displayed on the report tab.

e System Report — This selects the report to display on the report tab when the ThinManager
Server is highlighted.

e Terminal Report — This selects the report to display on the report tab when a terminal or

terminal group is highlighted.

e Terminal Server Report — This select the report to display on the report tab when a terminal
server is highlighted.

e TermSecure User Report — This selects the report to display on the report tab when a

TermSecure User or TermSecure User Group is highlighted.

Use the drop-down list to select the desired report.
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21.4 Report Tab

The reports selected in the Select Reports window will be displayed on the Report tab in ThinManager.

¥4 ThinManager v6.0

Edit Manage Instell Tools View RemoteView Help

[E=S EoR ==

H-$ed WIN2008R2
- Terminals
@ Groupl
@ Group2
.@ Group3
@ Testing
Q Terminall
- ﬁ Display Servers
B (%) VCenter Servers
E]I:| Display Clients
F Terminal Services
5 Camera
@ Terminal Shadow
E Workstation
=] ﬁ TermSecure Users

m East

4

ForHelp, press F1

-

m

-Eonfiguration] Modules] Scheduke | Properties | Ewert Log | Shadow  Fepart l

AR

THINMANAGER.COM

Description
Terminal Shadow Started
Terminal Shadow Ended
Terminal Shadow Started
Terminal Shadow Started
Terminal Shadow Ended
Terminal Shadow Started
Terminal Shadow Ended

Terminal Shadow Started

Terminal Shadow Ended

Report Tab

Terminal Shadow Events
041612

Time
041012 13:21:51
041012132275
04M0M2 13:22:76
04M0M2 13:22:55
04M0M213:23°7
041012 13:42:06
041112 12:27:01
04M2M2 141372
04M2M2 14:15:40

User
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator
Administrator

m

Highlight the desired ThinManager Server, terminal, terminal group, terminal server, TermSecure user, or
TermSecure group, and then select the Report tab to display the report.
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21.5 Pri

nt Report

A Report can be printed by selecting the Report tab then selecting View > Print from the ThinManager
menu. A Print window will be displayed to allow the selection of the printer.

-

E%.;I Print

General | Qptions

£ |

"y

Select Printer

& Add Printer
B HP Laser)et 5200 Series PCL S
= Microsoft XP5 Document Writer

i Send To OneNote 2010
=0 5nagit 11

“ | ] | s
Status: Ready [ Prirt to file
Location:

Br—=re Find Printer...
Page Range
@ Al MNumber of copies: 1 =
Selection Cument Page
(™) Pages: 1 Collate
1 2 3

Enter either a single page number or a single _]-)J _E)J _?’)J
page range. For example, 512

Prirt ] [ Cancel ] Apphy

Print Window

Highlight the desired printer and select the Print button to print the report.
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21.6 Scheduling Reports

Reports can be scheduled to be run once at a specified time or to be run regularly at a specific time. The
reports are saved as * . html files for storage or further analysis.

To schedule report generation open the ThinManager Server Configuration Wizard by highlighting the
ThinManager Server and selecting File > Modify.

-

¥=3 ThinManager Server Configuration Wizard @
System Schedule W
Edit the system schedule }
)
System Schedule
Edit Schedule
< Back Mexd Finish Cancel Help

ThinManager Server Configuration Wizard — System Schedule

Navigate to the System Schedule page and select the Edit Schedule button to launch the Event
Schedule window.
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Event Schedule E
Select Event Category I system ;I
Event Type Time I
Add Edi Delete

Event Schedule Window

Select the Add button to open the Schedule window.
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Schedule
Exent Type

Run Feport j

Report Template File

Report Jutput File
v Ao Gederate Filename

Repeat Interal

[ Dace Crly 7 Timz Interval
 weekl / Daly " Manthly " Yealy
Wwieekln Schedue

[ Monday Evers Dap
[ Tuesday Q
[ whediesday

[ Thursday

[ Friday

[ Satuday

[ Suncay

| 200 P =

Cancel | o- |

Time

Schedule Window

The Schedule window allows system events to be configured.

e Event Type — This drop-down allows the event to be chosen. There are two types:

e Backup Configuration Database — This allows a scheduling of automatic configuration
backups.

e Run Report — This allows a report to be run and saved as a * . html file on a regular

basis.
e Report Template File - This drop-down allows the selection of the report to run.
e Report Output File — This applies the naming convention to the saved reports.

e Auto Generate Filename — This checkbox, if selected, will save the file to the
ThinManager folder with the report name and a time stamp as its title.

e Ifthe Auto Generate Filename is unselected, the field allows entry of the desired
filename. The filename needs to end in .html.

There are a few switches that allow the file name to be modified with a timestamp for
identification purposes. If you do not use a timestamp, the file will be overwritten each
time the report is run.

%c — Adds date and time
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e %h — adds hour (0-24)
e %M — adds minute (0-59)
e %x — adds date
¢ %X —adds time
e Repeat Interval — These radio buttons allow the frequency of the report generation to be set.

e Time — The fields to set the time of the report generation changes to match the Report
Interval selected by the radio button. The Time field may allow dates, days, hours, or
intervals to be set for the report.

Once the report is configured, select OK to accept the report schedule.

Event Schedule @

-

Celect E vent Categary |s_l,lstern ﬂ
Ewent Tope | Tirne
Run Report everny Saturday at 0200 P4

Event Schedule

The scheduled report will be displayed in the Event Schedule window.
e Select Add to add another report schedule.
e Select Edit to edit the schedule of a highlighted report.
e Select Delete to delete the schedule of a highlighted report.
e Select OK to accept the schedules and close the window.

When a report is run the files are saved for viewing.
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Ll Recent Places

= Libraries
FEI Documents
J‘i Music
[ Pictures
H videos

%r| . @ ThinMeznager ¢ Reports

Organizz « Includein library «

- Fawvorites Name
B Doeskiop |= 1ogol50x50
& Downloads

a TerminelPropertes 2012 04 16 12 10

Share with - Mew folder

=

-4 |

Date modified

£/30/2011 4:35 P
4/16/2012 2:10 PM

Search Reports el |
= - [0l @
Type Size
JPEG image 10 KB
Chrarme | ITML Do, 4 KD

I

l 2 items

Saved Reports

Once the report has run it can be opened in a web browser.

@ TerminalProperties_2012_(0-

S VAGH

THINMAMNAGER.COM

Mac
0020EFBCO328
O0G0ED42B8D6
00503568C0004
0050568C0005
0050568C0006
0050568C0011
TestingwPXES 005056940000
TestingwPXEE  005056A639FD
Testing\TK3550 001390037A30

Name
Terminal1
Testing\7824
TestingwFXE1
TestingwPXE2
TestingwPXE3
TestingwPXE4

Terminal Properties Report

IP Address Hardware Model
10.3.10.164 BoxPC240

10.3.10.182 7824-ACP

10.3.10.168 Viware, Inc. VMware_Virtual_Flat
10.3.10183 VMware,_Inc. VMware_Virtual_Plat
10.3.10.184 VMware,_Inc. VMware_Virtual_Plat
10.3.10.185 VMware,_Inc. VMware_Virtual_Plat
10.3.10.1971 VMware,_Inc. VMware_Virtual_Plat
10.3.10.192 VMware,_Inc. VMware_Virtual_Plat
10310983

C O filey///C/Program%20Files%20(x86)/Automation%20Control%20Products/ThinManager/Reports 7 ﬂ

Firmware Version Boot ROM Version

6.0.4
6.04
6.0.4
6.0.4
6.04
6.0.4
v05.00.3
v05.00.3
6.04

D4nenz

1.0
10
PXE
PXE
PXE

Report Shown in Internet Explorer
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Once the report is generated the data can be saved or reformatted as desired using standard HTML
tools.

21.7 Changing the Report Logo

Each report template has a ThinManager TM3 logo as part of the report header. This can be changed to
your company logo.

1. Create a copy of the desired logo in * . Jpg format with a
size of 150x50 pixels. A white background is helpful if the
logo is irregularly shaped.

2. Name the file 0go150x50. jpg.

3. Copy the 10g0150x50. Jpg into the ThinManager folder
(C:\Program Files\Automation Control
Products\ThinManager\Reports by default).

4. Open the report to see the change.
The new logo will be displayed on all reports.
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22WINnTMC Fat Client

22.1 WinTMC Overview

WinTMC is a ThinManager Client for PCs running Windows NT/2000/XP/Vista/Windows 7 operating
systems. WinTMC provides similar functionality to that of a Terminal. The WinTMC client can use failover,
Instant Failover, SmartSession, MultiSession, and AppLink, among others. Once the WinTMC client is
installed the client can be managed remotely through ThinManager instead of locally.

Note: WIinTMC should not be installed on a computer that is running ThinManager. A port conflict will
prevent either from running properly. WinTMC is meant for PCs and not servers.

WinTMC must use Display clients.

WinTMC supports MultiMonitor if the PC has Windows running on multiple video cards.
WinTMC does not support Tiling.

See WInTMC Installation for details on installation.

22.2 Local WinTMC Configuration

When WinTMC starts, a Configure button will be displayed on the splash screen.
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WinTMG

WInTMC Splash Screen

Click on the Configure button to specify the ThinManager Server(s) to use.

ThinManager Server List

Enter nevs ThinManager Server Mame or IP Address K
| fdld
Cancel

idd

i Set P d
Current Thinkd anager Servers el Fazswar

bove Lp

Move Down |

Help

About

i

WinTMC ThinManager Server List Configuration

The ThinManager Server List allows the WinTMC to be pointed to one or more ThinManager Servers to retrieve its
configuration.

Enter the IP address or name of your ThinManager Servers in the Enter new ThinManager Server
Name or IP Address field and click the Add button to add them to the Current ThinManager Servers list.

The WIinTMC will try to connect to the ThinManager Servers in the order listed, so the order can be
changed with the Move Up and Move Down buttons.
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Unneeded ThinManager Servers can be removed with the Delete button.

This configuration menu can be password protected by selecting the Set Password button. Once the
password is set, when WinTMC is started and the Configure button is clicked, a password will be required

to change the configuration.
Mo ThinManager Server specified | x|

You must specify at least one Thinfanager Server

No ThinManager Server Specified

If the OK button is selected without entering a ThinManager Server, an error window will remind you to enter a
ThinManager Server address.

Once the local configuration is set, WinTMC will connect to a ThinManager Server and attempt to retrieve
its configuration.

Terminal Replacement Dialog |

Chooze a Terminal to replace

Acct_1 - Accounting
Aoct_2 - Accounting
Acct_3 - Accounting
Arnct_4 - Accounting
Prod_Line1s - Production
Prod_Line1B - Production
Prod_Line1C - Production
Prod_Line2d, - Production
Prod_Line2B - Production
Sales 1 - Sales

Sales_2 - Sales

Sales 3-Sales

Sales 4 - Sales

Create a new Terminal

Terminal Replacement Dialog

If the WInTMC PC has not been defined, the user will be prompted with a dialog box to allow for the
creating a new configuration or replacing an existing terminal configuration on the ThinManager Server.

This functionality is similar to that of the create/replacement menu on a Thin Client. See Replace or
Create New Mode for details on that method.

Once the WIinTMC has been assigned a configuration you will not need to make a selection again.

If you want to run WinTMC without the configure button, you can run it from a command line with the
ThinManager Servers separated by semi-colons (i.,e. WinTMC TMS1; TMS2; TMS3). This will
eliminate the configure button when WIinTMC is started.
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22.3 WIinTMC Configuration in ThinManager

If you want to pre-create a WinTMC client in ThinManager using the Terminal Configuration Wizard,
select GENERIC for the Make/OEM and PersonalComputer for the Model on the Terminal Hardware

page of the Terminal Configuration Wizard.

¥a3 Terminal Configuration Wizard @

Select the manufacturer and model of this terminal .

Terminal Hardware g

|Jze this to corfigure the type of hardware for this teminal.

Make /OEM  [GENERIC =l

Model E

OEM Maodel WinTMC
Video Chipset UMKENOWN

Terminal Fimware Package Maodel Default ﬂ

Terminal will un Package
Teminal ID and IP Address

Clear

Teminal ID Mone 4
_ & |

Edi

< Back Mext = | Cancel | Help |

-

WInTMC Settings in Terminal Hardware

The Terminal ID will fill in with the name of the PC.

The Terminal Configuration Wizard for a WinTMC client is the same as for a thin client with a few

exceptions. These include:
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22.3.1.1 WinTMC Video Mode Page

tad Terminal Configuration Wizard
Videe Resolution

Select the video resolution for this terminal.

<

==

—Select Video Resolution

Resolution

model you selected.

Color Depth

Full Sccreen - I'EHK Colars - I

These are the resolutions supported by the Thin Client

< Back Mext >

Finish

Cancel

Help

Video Resolution for WinTMC

The Video Mode for WinTMC includes a setting for FullScreen.
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22.3.1.2 WinTMC Settings Page
r'lra":."-.l Terminal Cenfiguration Wizard @

-

WinTMC Settings ﬁ"
Select the local devices to be redirected, the experence settings and ’ . ‘

cliert cortrol settings.

Redirect Local Resources
| Redirect Seral Ports
| Redirect Drives
[~ Redirect Printers
[ Redirect Sound
[ Redirect Smart Cards

Client Control Settings

Iv Allow cliert to be closed

v Allow client to be sized

Iv Ahways mairtain monitor connection
[ Show groups as separate windows

Experence Settings

Iv Show desktop background

[v Show window contents while dragging
I+ Show menu / window animations

¥ Show themes

< Back Mext = Finish Cancel Help

WInTMC Settings

The Terminal Configuration Wizard includes a WinTMC Settings page.

WinTMC clients can also be configured on the WinTMC Settings page. These only apply to connections
made by the WinTMC fat client.

The settings include:

Redirect Local Resources:

Redirect Serial Ports - This checkbox, if selected, will make local serial ports available in a
session. Serial Port redirection does not work when you connect to a terminal server running
Windows 2000 or earlier.

Redirect Drives - This checkbox, if selected, will make local drives available in a session.
Drive redirection does not work when you connect to a terminal server running Windows
2000 or earlier.

Redirect Printers - This checkbox, if selected, will make your local printer available in a
session.

Redirect Sound - This checkbox, if selected, will allow audio played in your session to play
locally. Sound redirection does not work when you connect to a terminal server running
Windows 2000 or earlier.
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e Redirect Smart Cards - This checkbox, if selected, will make your smart card available in a
session. Smart card redirection does not work when you connect to a terminal server running
Windows 2000 or earlier.

Client Control Settings:

e Allow Client to be closed - This checkbox, if selected, will enable your user to close the
client (WinTMC program).

o Allow client to be sized - This checkbox, if selected, will enable your user to resize the
client.

e Always maintain monitor connection — Enable this setting to keep the monitoring
connection active when WinTMC is closed to allow shadowing. Unselecting this checkbox will
release the WinTMC license when the WinTMC program is closed but will deny shadow
access.

e Show groups in separate windows — This checkbox, if selected, will display multiple
Display Clients as separate windows rather than in one window shell.

Experience Settings:

e Show Desktop Background - This checkbox, if selected, will enable your user to select a
Windows Desktop Background. If not selected, the background will be a solid color.

e Show window contents while dragging - This checkbox, if selected, will show the window
contents to be shown while the window is being dragged.

e Show menu/window animations - This checkbox, if selected, will enable menu/window
animations on the client.

e Show Themes - This checkbox, if selected, will enable your user to select a Windows
Theme.

Note: These functions may be denied by user policies or terminal server configuration. Check the
Microsoft Local Policy, Group Policy, and Terminal Services Configuration. See Non-ThinManager
Components for details.

22.3.2 MultiMonitor WinTMC

ThinManager now supports MultiMonitor for WinTMC if the PC has Windows running on multiple video
cards.

Selecting the Enable MultiMonitor checkbox will allow you to configure a WinTMC client for MultiMonitor
use.
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¥=3 Terminal Configuration Wizard @

Terminal Mode Selection 'ﬂ‘
Select the operating modes far this terminal } -

Teminal Mode

[+ Use Display Clierts
[ Enable TermSecure

[+ Enable MultiMonitor

< Back Mexd Finish Cancel Help

MultiMonitor — Enable MultiMonitor

MultiMonitor requires the use of Display Clients. Once the Use Display Clients checkbox is selected on
the Terminal Mode Selection page the Enable MultiMonitor checkbox becomes visible.

Select the Use Display Clients and the Enable MultiMonitor checkboxes, and then select the Next
button.

The Terminal Configuration Wizard will display the MultiMonitor Video Settings page, Monitor Layout
page, and Display Client Selection page like it does for thin clients. See MultiMonitor for details.

22.3.3 WInTMC Modules

WinTMC clients cannot use the ThinManager modules because they are running Windows locally. One
must install touch drivers, sound drivers, printers, and etc. through the local Windows operating system
instead of relying on ThinManager modules.

22.3.4 WinTMC Licensing

A PC running as a WinTMC terminal requires a WinTMC license in addition to the Terminal Connection
license.

WinTMC licenses are sold without redundancy and inherit the redundancy of the Terminal Connection
licenses in the Master License. See Licensing ThinManager for details.
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23Shadowing

Shadowing is a popular management tool that allows an authorized user to view what is running on a
remote client. There are two methods:

e ThinManager Shadow

e Terminal-to-Terminal Shadow

23.1 ThinManager Shadow

Shadowing of a terminal can be initiated from within ThinManager by using the Shadow tab in the Detail
pane of ThinManager. To shadow, highlight the desired terminal in the ThinManager tree and select
the Shadow tab.
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Shadow — Shadow Scaled to Window

The shadowed terminal can be viewed full-sized or scaled to fit in the Details pane. Select RemoteView >
Shadow scaled to Window to scale the session and unselect the option to view it life sized.

23.1.1 Shadow Access

Access to the shadow function is controlled by membership in ThinManager User Groups. By default only
administrators are allowed to shadow.

Shadowing privileges can be established through the use of ThinManager Security Groups. The

e ThinManager Administrators and Administrators can shadow terminals and interactively
control the terminal session.

e ThinManager Power Users can shadow terminals from within ThinManager but cannot interact
with the session. They are in View-only mode.

e ThinManager Interactive Shadow Users can shadow terminals from within ThinManager and
can interact with the session.

e ThinManager Shadow Users can shadow terminals from within ThinManager but cannot interact
with the session. They are in View-only mode.

e ThinManager Users cannot shadow a terminal.
. See ThinManager Security Groups for details.
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RemoteView > Interactive Shadow on the menu bar prevents the interaction with the shadowed session
if unselected.

RemoteView > Scaled to Window on the menu bar, if selected, will display the entire session in the
Shadow tab. If unselected, it will display the session at normal size with scroll bars, if needed.

23.1.2 Configure Shadowing

Shadowing can be configured on the Terminal Options page of the Terminal Configuration Wizard or
Terminal Group Configuration Wizard.

- )

¥ad Terrninal Configuration YWizard 2
Terminal Options m‘
Select the options For this kermuinal. } ‘

)

T erminal Replacement

v Allows replacement at termninal if off line

T erminal Schedule

[ Set Scheduls

T erminial Effects
Iv Enable Teminal Effects
W Show terminal status messages

5 hadawing

Allow terminal to be shadowed ES hal

v Allowy Interactive Shadow

4 Back MNext Firuzh | Cancel | Help

Terminal Configuration Wizard - Shadow Configuration

The Allow terminal to be shadowed drop-down box allows the configuration of Shadowing Options.
e No - Prevents members of the Group from being shadowed.

o Ask - Will display a message window that will prompt for a positive response before the
shadowing is allowed.

e Warn - Will display a message window alerting the terminal that it is to be shadowed, but
doesn’t require a positive response before the shadowing is allowed.

e Yes - Allows shadowing to occur without warning or recipient input.
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Allow Interactive Shadow will allow members with Interactive Shadow privileges to shadow the terminal.
The Interactive Shadow privileges are configured in the ThinManager Server Configuration Wizard. See
ThinManager Server Configuration Wizard or ThinManager Security Groups for details.

Shadowing is initiated from the Shadow tab on the Details pane of the ThinManager program.
Unselecting the Allow Interactive Shadow checkbox will prevent shadowing from within ThinManager.

23.1.3 Shadow Keystrokes

Because the CTL+ALT+DEL and the CTL+ESC keystrokes can'’t be sent to the local machine to the
shadowed thin client, there is a menu item to send these commands. Select RemoteView > Send Key >
Send Ctl+Alt+Del or RemoteView > Send Key > Send Ctl+Esc to send these commands.

Note: The Key Block Module will block these commands from being sent to a shadowed session.

Changing the tab or selecting another tree icon will break the shadow connection.

23.1.4 Terminal-to-Terminal Shadowing

Terminal-to-Terminal shadowing is made possible with Terminal Shadow display clients. A Terminal
Shadow display client allows a terminal to shadow another terminal without needed to run the
ThinManager interface or to be logged in as an administrator. This Shadow Group can contain a specific
terminal or several terminals.

See Terminal Shadow Display Clients for details on configuring Terminal Shadow display clients.
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23.1.4.1 Terminal Shadow Display Client

¥ Dizplay Client Yizard

Client Mame
Enter the Digplay Client name.

|22 |

=

Cliestit M ame

T ype of Digplay Client

T erminal Shadows

Pleaze enter a Display Client name

¢ Back

Permizzions

Canicel

Help

Terminal Shadow Display Client - Group Name Page

Configure the Terminal Shadow Display Client by selecting Terminal Shadow from the Type of Display

Client drop-down after naming the group.

Select the Next button to continue.

ACP ThinManager 6.0

Shadowing e 437



23.1.4.2 Terminal Shadow Configuration

The Terminal Shadow Display Client page allows the selection of the terminal or terminals to be
shadowed.

¥ Dizplay Client Yizard | &2 |
Terminal Shadow Dizplay Client G
Select the terminal to shadow, ’ ‘
A

T ermiral bo Shadow
[« & Terminals dvailable

T
s

Shadow Dizplay Client Options

¥ |nteractive Shadow

¢ Back Finizh Canicel Help

Terminal Shadow Display Client — All Terminals Available

By default the Shadow Group is configured to allow all terminals to be shadowed.

Unselecting the All Terminals Available checkbox will allow the designation of specific terminals.
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¥ad Display Client YWizard

Terminal Shadow Dizplay Client

Select the terminal to shadow,

T erminal to Shadow

[ &l Terminals &vailable

Shadow Dizplay Client Options

v |nteractive Shadow

< Back

Add

Delete

== |

i

Finigh Cancel

Help

Terminal Shadow Display Client —Select Terminals

Select the Add button to launch the terminal selection window.
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Cd b
Select Terminal or Group

[== ]
= Teminals Ok
_ Coneel |

=~ Group

¢ e Teminall Cancel
- Teminal 2

.. Temminal1

Select Terminal or Group Window

Select a terminal for shadowing by highlighting it in the Select Terminal or Group window and selecting
the OK button. The window will close after each selection.

To add multiple terminals repeat the process by selecting the Add button on the Terminal Shadow
Display Client page.
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¥ad Display Client YWizard 23]

Terminal Shadow Dizplay Client p

Select the terminal to shadow,

T erminal to Shadow

[ &l Terminals &vailable

Groupl ST erminalll Add
Groupl ST eminall2

Terminall
Delete

i

Shadow Dizplay Client Options

v |nteractive Shadow

< Back Finigh Cancel Help

Terminal Shadow Display Client — Selected Terminals

The Terminals to Shadow textbox will display the terminals added to the list.

23.1.4.3 Shadow Selection Screen

When a terminal launches a Shadow Display Client that has multiple members a Select Terminal to
Shadow window will be displayed to allow the selection of the terminal to shadow.
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Select Terminal to Shadow

Terminal_¢_B
Terminal _Z_C

Terminal Selector

Highlight the desired terminal and select the OK button.
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24 ThinManager Security

24.1 ThinManager Security Groups

Access to ThinManager can be assigned to Windows User Groups on the ThinManager Security
Groups page.

-

[ Thinkdanager Server Confiquration YWizard @

ThinManager Security Groups

Azzign access bo T hinkanager functions for wWindows Uzer Groups. ’ . ‘

Windows User Group

Delete Group

Adrminiztrators
ol Add Group
YWindows zer Group Permissions
Axvailables Allowed
Connect -
Shadow

Interactive Shadow

Reset Sessions

Kill Processes

Reboot Terminal Servers

Connect to Terminal S ervers -

4 T I

¢ Back | Mext » | Finizh Canicel Help

ThinManager Security Groups

ThinManager allows different levels of access and functionality based on standard Windows groups.
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Standard Windows Groups can be created in the Computer Management console and given different
privileges in ThinManager.

ThinManager comes with privileges pre-defined for six groups:

e Administrators - The Microsoft defined Administrator group is given all privileges by default in
ThinManager. This may be denied by unselecting the various Windows User Group
Permissions.

e ThinManager Administrators have full permission to do anything within ThinManager including
the power to logoff sessions, kill processes, send messages, restart terminals, calibrate touch
screens, change terminal configurations, update firmware, update the TermCap, and restore
configurations. Administrators and members of ThinManager Administrators can shadow
terminals and interactively control the terminal session. These privileges may not be removed
and will be grayed out.

e ThinManager Interactive Shadow Users - Members of this group may shadow a terminal
interactively.

e ThinManager Power Users can logoff sessions, kill processes, send messages, restart
terminals, and calibrate touch screens. They cannot change terminal configurations, update
firmware, update the TermCap, and restore configurations. ThinManager Power Users can
shadow terminals from within ThinManager but cannot interact with the session.

e ThinManager Shadow Users - Members of this group may shadow a terminal but not
interactively.

e ThinManager Users can view only. They cannot logoff sessions, kill processes, send messages,
restart terminals, or calibrate touch screens. ThinManager Users cannot shadow a terminal.

Additional Windows User Groups can be configured by selecting the Add Group button to launch the
New Windows Group window.

- Y

Mew Windouws Group E3

Enter Windows User Group M ame

|Eu:urnputer5 Lpport

0K Cahcel |

New Window User Group Window

Adding a Windows Group name in the field of the New Window Group window and selecting the OK
button will add the Windows User Group to the drop-down list.

Note: This doesn't create the user group on any servers. This just adds the name of an existing group to
the list that ThinManager is maintaining.
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ThinManager Secunty Groups
Azzign access bo T hinkanager functions for wWindows Uzer Groups.

Windows Uzer Group

¥ad Thintdanager Server Configuration Wizard

| Thinkd anager Users

Windaws User Graup Permizsions
Avyailable

=]

Allowed

i

Delete Group

Add Group

=
>

Shadow -

Interactive S hadow

Reset Sessions

K.ill Processes

Febaoaot Terminal Servers
Connect to Terminal Servers

Logoff TermSecure Users i

T T g -

¥ 1 b

< Back | Mext » |

Connect

i

IJzers are allowed bo shadow terminals interachively

Finizh

11

Cancel

Help

New ThinManager Security Group

Select the group from the Windows Users Group drop-down. Choose the permissions you want to grant
to the group by double clicking on the function in the Available Windows User Group Permissions list.
Members of the Windows User Group will have the selected permissions the next time they login.

Although ThinManager has Windows User Groups pre-configured with privileges, these groups have not
been created on the terminal servers.

To create a Windows User Group, open the Computer Management Console by selecting Start >

Settings > Control Panel > Administrative Tools > Computer Management.
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P
A Cornputer Managernent [= )= =]
File Action Wiew Help

e=|sE = HE
;é' Computer Management (Lo = Actions
P [r-_!i Systern Tools Mewe Group @ Crow i
p3
5 @ Task Scheduler
. [ Event Viewer Group name: ComputerSuppari Mo re Actions 3
= @zl Shared Falders Description;
4 ,#_, Local Users and Grou
9 Users Members:
| Groups

» I@i Performance
&5 Device Manager
a4 5 Shorage
=% Disk Management
5 :z;_; Services and Application

Add... Remove

Create l l Close

Created ThinManager Security Groups

Highlight Groups in the tree and select Action > New Group.
Name the group and select the Create button.

Add Users to the Windows User Group.
Members of the Windows User Group will have the selected permissions the next time they login.

If groups are not created, members of the standard Windows Administrator group have full privileges in
ThinManager while members of the standard Windows User group will be denied access.

Note: The thinserver service will need to be stopped and restarted and the users will need to re-login for
the changes to take effect.
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24.2 ThinManager Server Security

ThinManager has a number of security settings for the ThinManager Server. Open the ThinManager
Server Configuration Wizard by right clicking on the ThinManager Server in the tree and selecting
Modify, or highlight the ThinManager Server and select Edit > Modify from the menu.

)

¥ad Thintdanager Server Configuration YWizard 2
Unknown T erminals m‘
Choioge whether unknown terminalz are to be allowed to connect to }
thiz Thintdanager Server. 4
I nknown T erminals
Allow unknown terminals to connect [v
Require pazsword an unkmawn temminals [
Fassword |
Canfirm |
Autormatic T erminal Creation
E nable AutoCreate v
AutoCreate Mazk Ao Term
¢ Back Mext » Finizh Canicel Help

ThinManager Server Configuration Wizard
The second page of the wizard has two settings related to security:

e Allow unknown terminals to connect - This, when unchecked, will prevent any new terminals
connecting to the system.

e Require passwords on unknown terminals - This checkbox, if checked, allows new terminals
to be added, but only if the installer has the password.

Note: The use of this password setting in ThinManager is an effective way to limit hardware addition to
authorized users. DO NOT use the password setting in the BIOS of the hardware. Forgetting the BIOS
password can make the unit inoperable.
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¥ad Thintdanager Server Configuration YWizard 2

Terminal Replacement w
}.

Select whether replacement of offline terminals iz allowed o this
Thirt anager Server.

R eplacement

Check the "'Enable Replacement’” box to allow new terminals to replace
aoffling terminals

Enable Replacement [v

< Back Mext » Finizh Cancel Help

Terminal Replacement

On the Terminal Replacement page of the ThinManager Server Configuration Wizard is the Enable
replacement checkbox. This allows failed terminals to be replaced. If this is unchecked, terminals can still
be added, but only by using the Create New Terminal process.

This is a global setting that affects all terminals connected to this ThinManager Server. The Enable
replacement checkbox is also found on the Terminal Configuration Wizard of each terminal and the
Terminal Group Configuration Wizard of each Terminal Group so that the setting can be applied to
individual terminals and Terminal Groups.
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24.2.1 Windows Security

The ACP ThinManager system delivers a Windows 2000/2003/2008 desktop to each thin client by
default. Each thin client has full access to the server resources, as if it is the server. However, just
because the thin client has the ability to have full access to the server resources doesn’t mean that the
user should be granted full access to the server. To prevent unauthorized changes to the server, it is
recommended that each user profile have security policies applied through the System Policy Editor to
limit access to the needed functions. Windows 2000/2003/2008 Security procedures are discussed in the
Windows on-line help and in many books and articles.

Administrators usually require that each user login to a terminal with their personal account and have the
Microsoft policy determine the user’s access rights.

Note: Task Manager has a feature that allows the launching of applications. If using an Initial Application,
access to Task Manager should be denied in the security policy or with the Key Block Module to prevent
a user from launching unauthorized programs.
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25 TermSecure

25.1 TermSecure Overview

TermSecure is a ThinManager feature that allows users to logon to a thin client and access user-specific
or terminal-specific Display Clients. This does not replace the Windows logon, but adds an additional
layer of security and control.

TermSecure has two main strategies:

e SecureAccess or Terminal-specific Applications: You can assign a display client to a
terminal and keep it hidden from operators with Permissions. A user with the proper
TermSecure credentials will be able to reveal and access the hidden application.

An example would be a recipe program that would allow a supervisor to initiate a product
change. This belongs to the station on the floor but you want to prevent users from initiating
the change.

e SmartContext or User-specific Applications: You can assign Display Clients to a
TermSecure user and they can get access to it from any terminal in the plant. This can be
initiated by either manual login or the use of an authentication device.

This allows a user to leave one terminal, logon to a different terminal, and reconnect to their
session, essentially having the session follow him from terminal to terminal.

An example would assign a session with reports to a quality control worker who could login
anywhere and retrieve their reports.
SecureAccess or Terminal-specific Applications are controlled with Permissions.

SmartContext or User-specific Applications are controlled by adding the Display Client to the
TermSecure User configuration.

Note: TermSecure requires the usage of Display Clients instead of using individual terminal servers.

Five licenses of TermSecure are included with each Master License activation. Additional TermSecure
licenses can be purchased to add to the Master License.
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25.2 Users Types

There are three types of users in a ThinManager system. Windows Users and TermSecure Users are
important to TermSecure.

25.2.1 Windows Users

Windows Users are the Microsoft accounts created in Windows that allow access to the Windows
terminal servers. These are configured within Windows and authenticated by Windows. They can be
given varying levels of access and power using Windows User Groups and Group Policies.

25.2.2 TermSecure Users

TermSecure Users are users who can go to a thin client and receive access to specific Display Clients
due to their membership in a TermSecure Access Group. The login and authentication is done by
ThinManager a level above the Windows login.

TermSecure grants and limits access to terminals and Display Clients but a Windows User login is still
required to actually logon to the terminal server.

25.2.3 ThinManager Security Group Users

ThinManager Security Group Users are Windows User Group members who have been configured in
the ThinManager Server Configuration Wizard to have varying levels of access and control within the
ThinManager program.

These groups are configured on the ThinManager Security Groups page of the ThinManager Server
Configuration wizard. See ThinManager Security Groups for details.
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25.3 Deploying TermSecure

TermSecure may require a number of steps to configure and deploy TermSecure:

1. TermSecure Access Groups can to be created to use Permissions (optional).
See Creating Permissions Groups for details.

2. Terminals can be assigned TermSecure Access Groups to limit access to specific users
(optional).
See Permission Groups for Terminals for details.

3. Display Clients can be assigned TermSecure Access Groups to limit access to specific users
(optional).
See Permission Groups for Display Clients for details.

4. TermSecure Users need to be created.

TermSecure Users can be assigned to TermSecure Access Groups (optional).
See TermSecure User Configuration Wizard for details.

6. A Login strategy needs to be put in place. The TermSecure User can use the Terminal Login,
their TermSecure login, or a Windows login to access the terminal servers.
See Windows Login Information for details.

7. USB drives and ProxCards, if used, need to have the identification number entered in their
configuration (optional).
See Card/Badge Information for details.

8. The TermSecure User can then login to a thin client using TermSecure
TermSecure prompts the TermSecure User to login to the terminal servers using a Windows User
account, or it will pass the pre-configured Windows User account information to the terminal
server for auto-login, based on the login strategy selected.

9. The TermSecure User is granted access to all Display Clients that share the same TermSecure
Access as the TermSecure User, and is denied access to Display Clients that they don’t share a
TermSecure Access Group membership.
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26 Permissions

Permissions restrict access to applications unless a person has been given a TermSecure login and the
matching permission set.

26.1 Creating Permissions Groups

Permissions grant or limit access through the TermSecure Access Groups. Select the Permissions
button in the Terminal Configuration Wizard, the Terminal Group Configuration Wizard, the Display
Client Wizard, the TermSecure User Wizard, or the TermSecure Users Group Wizard to set these up.

e Terminal Permissions is the list of named permission groups whose members may
access a terminal. The Unrestricted group does not require a membership to
access.

e Terminal Group Permissions is the list of named permission groups whose
members may access a terminal belonging to the Terminal group. The Unrestricted
group does not require membership to access.

e Display Client Permissions is a list of named permission groups whose members
may access and view a Display Client. The Unrestricted group does not require a
login.

e TermSecure User Permissions is a list of named permission groups to which a
TermSecure User belongs.

e TermSecure User Group Permissions is a list of named permission groups to
which members of a TermSecure User Group belong.

A TermSecure User can use a terminal when they share membership in a TermSecure
Access Group.

A TermSecure User can use a Display Client when they share membership in a TermSecure
Access Group.
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26.1.1.1

Creating a TermSecure Access Group

Selecting Manage > TermSecure Access Groups from the ThinManager menu will launch the Access

Groups window.

P

Access Groups

-

rreztniced
all Uzers

]9

Edt

£

ek B

Delete

Access Groups Window with Default Groups

Select the Add button to add an Access Group. The Add button launches an Access Group window.

i

-

Arcest Group

Enter Group Mame

=3l
_ Cened |

|| Carcel

Edit Members

Permission Group Creation Window

Enter a name for the new TermSecure Access Group and select OK to create the group.
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Access Groups @
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IT Services

Edt
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Delete

il

Additional TermSecure Access Groups Created

The created Access Groups will be displayed in the Access Group window. These TermSecure Access
Groups, like Microsoft User Groups, do not have settings and parameters, but instead get their
usefulness by adding members to them or applying restrictions to them.

ACP ThinManager 6.0 Permissions e 455



26.2 Per

mission Groups for Terminals

TermSecure Access Groups are assigned to a terminal with the Permissions button on the first page of
the Terminal Configuration Wizard.

Note: Removing the Unrestricted group from a terminal and replacing it with a TermSecure Access group
will render the terminal functionless until a member of the group logs in.

Open the Terminal Configuration Wizard for an existing terminal by double clicking on it in the tree. Start
the Terminal Configuration Wizard for a new terminal by selecting Edit > Add Terminal.

i

¥=3 Terminal Configuration Wizard

Terminal Name
Erter the name for this teminal, select the terminal group to which
this terminal belongs, or choose to copy the configuration fram
another teminal.

Teminal Mame

Teminall

This must be a unigue name using letters, numbers, hyphens (),
and underscores () only.

Description

Teminal Group

Change Group

Copy Settings

[ Copy Settings from another Teminal

Permissionz

| Nead > | Finish | Cancel

i

=

Help

-

(mESa)

Terminal Configuration Wizard

Select the Permissions button on the first page of the Terminal Configuration Wizard to launch the

Permissions w

indow to apply the TermSecure Access Groups to the terminal.
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Permissions

T erm5 ecure Access Groups

Aailable kember OF
all zers I nrestricted
IT Services
Supervizors

jid
Al

Permissions Window

By default, the terminal uses the Unrestricted access group, allowing anyone access to the Display
Clients that are assigned to the terminal.

If Additional Permission Groups are configured, they will be displayed in the Available list. Access can be
granted or denied by moving the Access Groups into or out of the Member Of list by double clicking or
highlighting the desired group and selecting an arrow.

-~ L
Permissions

T erm5 ecure Access Groups

Aailable kember OF
all zers Superizong
IT Services
|Jrrestricted

A |w

Object Permissions

If the terminal has the Unrestricted access group removed from Member Of list and is replaced by other
Access Groups, TermSecure will deny access to the terminal except for members of the selected access
groups.

Note: Removing the Unrestricted group from a terminal and adding a different group will render the
terminal functionless until a member of the group logs in.

Select OK to close the Permissions window.
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26.3 Permission Groups for Display Clients

TermSecure Access Groups are assigned to a Display Client with the Permissions button on the first
page of the Display Client Wizard.

Open the Display Client Wizard for an existing Display Client by double clicking on it in the tree. Start the
Display Client Configuration Wizard for a new Display Client by right clicking on the Display Client branch
icon and selecting Add Display Client.

¥=3 Display Client Wizard @

Client Mame
>

Enter the Display Client name.

-

Client Name Desktop

Type of Display Cliert

Teminal Services

Permizsions

< Back Mexd Finish Cancel Help

Display Client Configuration Wizard

Select the Permissions button on the first page of the Display Client Configuration Wizard to launch the
Permissions window to apply the TermSecure Access Group to the Display Client.
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Permissions
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IT Services
Supervizors
Permissions

By default, the Display Client uses the Unrestricted access group, allowing anyone access to the
Terminal Server.

If Additional Permission Groups are configured, they will be displayed in the Available list. Access can be
granted or denied by moving the Access Groups into or out of the Member Of list by double clicking or
highlighting the desired group and selecting an arrow.

e

-

Permissions

T ermS ecure Access Groups

Aailable kember OF
all zers Supervizong
IT Services
|Jrrestricted

Permissions Changed

If the Display Client has the Unrestricted access group removed from Member Of list and is replaced by
other Access Groups, TermSecure will deny access to the terminal except for members of the selected
access groups.

Note: Removing the Unrestricted group from a terminal and adding a different group will hide the Display
Client until a member of the group logs in.

Select OK to close the Permissions window.
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26.4 Permission Groups for TermSecure Users
TermSecure Access Group permissions can be applied to TermSecure Users. This is useful for
SecureAccess or Terminal-specific Applications.

Create a TermSecure User to apply the permissions by right clicking on the TermSecure User branch of
the ThinManager tree and selecting Add TermSecure User.

TermSecure Access Groups are configured on the first page of the wizard by selecting the Permissions

button.

26.4.1.1 TermSecure User Information

-

i

¥=d TermSecure User Configuration Wizard

TermSecure User Information
Erter TermSecure usemame, password and pemission information.

lemaoecurs User Infomation

llzer Mame |.-’-'-.dan'|

Massword | o

Werfy Massword |"“*"|

Password Options |

Group

Change Group
Copy Settings

[~ Copy Sattinge from another Uear
Permissions

Mead = Finish | Cancel

[l

=

Help

TermSecure User Information

Selecting the Permissions button will open the Permissions window that allows the assignment of a
TermSecure Access Groups.
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Permissions
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T erm5 ecure Access Groups

kember OF

IT Services

Superizong

Permissions

The Permissions window for TermSecure Users does not show the Unrestricted or the All Users
groups, just the created groups. Access can be granted or denied by moving the Access Groups into or
out of the Member Of list by double clicking or highlighting the desired group and selecting an arrow.

Select OK to close the Permissions window.

Select Next to continue with the TermSecure User Configuration Wizard.
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26.4.1.2 Card / Badge Information

The second page of the TermSecure User Configuration Wizard is the Card/Badge Information page.

¥=d |ermSecure User Lontiguration Wizard @

Card / Badge Information m‘

Enter card/badoe information i user has one. }
()

Rl T i
Card / Badge Infomation
Criter Card/Dadge |D number
r
< Back MNexd Finish Cancel Help

Card / Badge Information Page

The Card / Badge Information Page enables the use of Identification devices such as USB flash drives,
HID ProxCards, and WaveTrend Radio Frequency IDs (RFIDs) as login devices. This will be covered
later. See Card and Badge Configuration for a TermSecure User for details

Note: Terminals using the USB flash drives, HID ProxCards, and WaveTrend RFIDs, as login devices will
need the appropriate module added. See TermSecure Modules for details.

Select the Next button to continue with the configuration.
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26.4.1.3 Display Client Selection

The next page of the TermSecure User Configuration Wizard is the Display Client Selection page.

-

¥=d |ermSecure User Lontiguration Wizard @

Display Client Selection \ O /
Select "fes" to specify Display Clients for this user. } -

Add Userspecific Display Clients?

Answer '"fes" here f you want to select userspecific Display Clients in
addition to the Display Clients that are in the terminal configuration.

Ary userspecic clents will be added to the clients specfied in the terminal
configuration.

< Back MNexd Finish Cancel Help

Display Client Selection

The Display Client Selection page allows Display Clients to be assigned to the TermSecure User.

Add User specific Display Clients? - This setting, if set to No, will allow the TermSecure User to access
the display client hidden on a terminal with the TermSecure Access Group permissions. This is used with
SecureAccess or Terminal-specific Applications.

This setting, if set to Yes, will allow the selection of Display Clients for the TermSecure User that will be
added to the terminal when the TermSecure User logs in top the terminal. This is used with SmartContext
or User-specific Applications.

Select the Next button to continue with the configuration.
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26.4.1.4

Terminal Interface Options

-

The next page of the TermSecure User Configuration Wizard is the Terminal Interface Options page.

¥=d |ermSecure User Lontiguration Wizard

....................................................

v Show Selector on [eminal

| Enable Tiing
[ Scrcen Edge Diaplay Clicrt Sclection

Main Menu Options

< Back

Terminal Interdface Options
Select the group selector and main menu options that will be

available on the teminal .

Display Client Selection Options

Seleclor Oplions

=)
ke

Main Menu Options

Finish Cancel

Help

Terminal Interface Options

The Terminal Interface Options page sets the menus and hotkeys for the TermSecure User so a
terminal using MultiSession will need to have a method to switch between sessions.

See Terminal Interface Options for details.
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26.4.1.5

Terminal Hotkey Options

The next page of the TermSecure User Configuration Wizard is the Terminal Hotkey Options page.

Teminal Hotkeys

Terminal Hotkey Options
Select the hotkeys that will be available on the teminal .

r

< Back

....................................................

| Enable Instart Failower Hotkeys

I¥ Enable Display Cliert Hotkeys

Mext

¥=d |ermSecure User Lontiguration Wizard

Change Hotkeys

=)
ke

Finish Cancel

Help

-

Terminal Hotkey Options

Terminal Hotkeys on the Hotkey Configuration page allows the selection of keyboard combinations

that allow switching between sessions.

See Terminal Hotkeys for details.
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26.4.1.6

User Options

The final page of the TermSecure User Configuration Wizard is the User Options page.

User Options
Select options for this user.

Loa In / Log Out Options

Inactivity Timeowut
Rezat Sezsinns at | ngod

Activate User Group at Log In

User Schedule
[ Set Schedule

Teminal Effects
[v Enable Teminal Efects

Shadowing
Alow terminal to be shadowed

[+ Alluw Interactive Shaduw

¥=d |ermSecure User Lontiguration Wizard

o
:
_ Sufede |

TES

< Back | Finish |

seconds

Cancel |

<

Help

-

EX=

See User Options for details.

Select Finish to finish the configuration.

User Options
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26.5 Shortcut Method of Adding TermSecure Access

Groups

Members can be added to TermSecure Access Groups quickly through the TermSecure Access Group

Wizard.

Open the TermSecure Access Group Wizard by selecting Manage > TermSecure Access Groups from

the ThinManager menu. This will launch the Access Groups window.

-

Highlight the desired TermSecure Access Group and select the Edit button.

Access Groups

i

i

Access Groups Window
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Cancel
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Access Group Window

Select the Edit Members button to launch the Access Group Members window.

Access Group Memkers

i Termirals T Diplap Clienls " TermSecure Users 0

Carcel

il

T earninal M ame Termminal Path

add

Remowve

J

Access Group Members Window

Select the Terminals, Display Clients, or TermSecure Users radio button to configure that category
and select the Add button.
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=~ Group?
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Select Terminal Window

A Select Terminal window will be displayed with a tree of the configured terminals and terminal groups.
Select the desired terminals and terminal groups and select OK for each addition.

Access Group Memkbers

Ex
{* Temirals T Diplay Clienls (" TermSecure Users
Carcel
T eiminal W ame | Terminal Path
| Terrrinalze Group2

Aadd

Hemove

J

Access Group Members
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The Access Group Members window will show the members of the TermSecure Access Group. These
can be removed by highlighting and selecting the Remove button.

Display Clients and TermSecure Users can be added by the same process of adding by selecting the
appropriate radio button.

L —

Access Group Memkbers |

" Temirals ,_?_D.mlauﬂmnl.r—lﬁ_'[nmﬂnmmJ_&nﬂ_ﬁ o<
Select Cisplay Client @ _—

b

Carcel
Saleshiesk —
alezlleski
Dizplay Cliant = d Cancel
Add

MNemove

I

Display Client Selection

P o]

Arress Group Members
{° Temirals * Dizplay Clisnls £ TermSecure ser: o

Carcel

Diizplay Chent
Ep Deszktop

Add

Remove

LY kg

Member Display Clients

Members can be removed by highlighting them and selecting the Remove button.
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26.6 TermSecure User Configuration Wizard

A TermSecure User can be configured with a user name, password, and user-specific Display Clients.
When the user logs into a terminal with that identity, TermSecure will allow the user access to the
personalized Display Clients for that user in addition to the Display Clients already assigned to the
terminal.

Note: The TermSecure Users branch of the ThinManager tree will not be visible unless a Master License
is installed on the ThinManager Server.

The TermSecure User Configuration Wizard is launched by right clicking on the TermSecure Users
branch of the ThinManager tree and select Add TermSecure User.
26.6.1.1 TermSecure User Information

The first page of the TermSecure User Configuration Wizard is the TermSecure User Information
page.

i )

¥ad TermSecure User Configuration Wizard CX

TermSecure User Information m‘
Enter TermSecure usemame, password and permission information. ’ = ‘

TemSecure User Information
User Mare ||

Password |

Verity Pazsword |

Password Options |

Group

Change Group

Copy Settings
[ Copy Settings from anather User

Pemissions

i

Flease enter a name

| | | Cancel | Help

ThinManager User Information
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The TermSecure User Information has fields for the user name and password that will be used by the
TermSecure User to log into ThinManager security to access TermSecure functions.

The TermSecure User Information is for account information:

e User Name - Enter the user name that the user will use to log into the TermSecure system.
Although this can be the same as the Windows user name, the TermSecure user name is
independent of the Microsoft Windows login. This TermSecure user name can be tied to a
Windows login later in the wizard on the Windows Login Page.

e Password - Enter the password for the TermSecure User in this field.
o Verify Password - Re- enter the password for the ThinManager User in this field.

e The Password Options button launches the Password Maintenance Options window that
regulates rules for the ThinManager User password.

P )

Password Maintainance Options @

Pazzword Complesihy Bequirerrents

Minirnum Paszward Lengh |E]

[ Mus: contain numbers | Must contain spmbals
[ Mus: contain capital etters

Pazzword Maintainznce

[ Allow User to change passward

[ Fome User to change passwond at rest login

[ Farce User ta change pazswond peradicaly

zer must change password eveny | days
Cancel | | Ck |

Password Maintenance Options

Password Complexity Requirements:

e Minimum Password Length - Sets the amount of characters that the password must contain to
be valid.

e Must contain numbers - This checkbox, if checked, will require that the password contain at
least one number in it.

e Must contain symbols - This checkbox, if checked, will require that the password contain at
least one symbol in it.

e Must contain capital letters - This checkbox, if checked, will require that the password contain
at least one capital letter in it.

Password Maintenance:

e Allow User to change password - This checkbox, if checked, will allow the user to change the
password at the TermSecure menu.

e Force User to change password at next login - This checkbox, if checked, will require the user
to change the password at the TermSecure menu when they login the next time.
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e Force User to change password periodically - This checkbox, if checked, will require the user
to change the password at the TermSecure menu on the schedule set by the User must change
password every X days field.

e User must change password every X days - This field sets the time period between the
scheduled password changes caused by the Force User to change password periodically
checkbox.

The OK button closes the window with any changes. The Cancel button closes the window without
changes.

Group:

e The Change Group button opens the Choose User Group window that allows a User to be
placed in an existing TermSecure Users Group.

o "

Choose User Group

[l
=) Users 0k |
| G |

- East
: Dielaware Cancel
- Maryland
e Mewark
El Marth
. - Michigan
. Ohia
_ L Wiscansin
El Sauth
- Flarida
i e Georgia
- west
- flizona
- California
- Mevada

Choose User Group

If TermSecure User Groups have been created, the Choose User Group window will display the
TermSecure User Group branch of the ThinManager tree.

e To add the TermSecure User to a TermSecure Users Group, highlight the desired TermSecure
Users Group and select the OK button.

e To change the TermSecure User to a different TermSecure Users Group, highlight the desired
TermSecure Users Group and select the OK button.

e Toremove the TermSecure User from all TermSecure Users Groups, highlight the top-level
Users branch and select the OK button.

The OK button closes the window with any changes. The Cancel button closes the window without
changes.

Copy Settings:
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e The Copy Settings from another User checkbox, if selected, activates the Copy From button
that allows the configuration of an existing TermSecure User to be applied to the current
TermSecure User.

e The Copy From button opens the Select User window that allows the selection of the desired
TermSecure User configuration.

|

hl

Select User

[
Bl Ll_sers 0k |
_ Cored |

- East

- Marth Cancel
. - Michigan

Ohio

- West

Select User Window

The Select User window will show a tree with the existing TermSecure User Groups and the TermSecure
Users.

Highlight the TermSecure User whose configuration you want to copy and select the OK button. The OK
button closes the window with any changes. The Cancel button closes the window without changes.
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26.6.1.2 Card / Badge Information

The next page of the TermSecure User Configuration Wizard is the Card/Badge Information page.

¥=d |ermSecure User Lontiguration Wizard @
Card / Badge Information m‘
Enter card/badoe information i user has one. }
()
[ This userwill use a card, badge, or ather device to login
Card / Badge Infomation
Criter Card/Dadge |D number
r
< Back MNexd Finish Cancel Help

Card / Badge Information Page

The Card / Badge Information Page enables the use of Identification devices such as USB flash drives,
HID ProxCards, and WaveTrend Radio Frequency IDs (RFIDs) as login devices. This will be covered
later. See Card and Badge Configuration for a TermSecure User for details

Note: Terminals using the USB flash drives, HID ProxCards, and WaveTrend RFIDs, as login devices will
need the appropriate module added. See TermSecure Modules for details.

Select the Next button to continue with the configuration.
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26.6.1.3 Display Client Selection

The next page of the TermSecure User Configuration Wizard is the Display Client Selection page.

-

¥=d |ermSecure User Lontiguration Wizard @

Display Client Selection \ O /
Select "fes" to specify Display Clients for this user. } -

Add Userspecific Display Clients?
* “Yes
" Mo

Answer '"fes" here f you want to select userspecific Display Clients in
addition to the Display Clients that are in the terminal configuration.

Ary userspecic clents will be added to the clients specfied in the terminal
configuration.

< Back MNexd Finish Cancel Help

Display Client Selection

The Display Client Selection page allows Display Clients to be assigned to the TermSecure User. When
the TermSecure User logs onto a terminal, these Display Clients will be available on the terminal for him.

Add User specific Display Clients? - This setting, if set to Yes, will allow the selection of Display Clients
for the TermSecure User that will be added to the terminal when the TermSecure User logs in top the
terminal. This provides the user-specific Display Clients.

This setting, if set to No, will rely on Permissions to grant access to terminal-specific Display Clients.
Select the Next button to continue with the configuration.
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26.6.1.4 Display Client Specification

The next page of the TermSecure User Configuration Wizard is the Display Client Specification
page.

i )

Yad TermSecure User Configuration Wizard @
Dizplay Client Specification G
Select the Display Clients to which this user can connect. ’ ‘
AR
Awvailable Digplay Clients Selected Display Clients
E Sales Deskctop _': Deshtop
P _1
F 9
— e 4
Edit Display Clients
< Back Mext = Finish Cancel Help

Display Client Specification Page

The Display Client Specification page allows Display Clients to be assigned to the TermSecure User if
the Add User specific Display Clients? radio button is set to Yes.

Move a Display Client you want the TermSecure User to use into the Selected Display Clients list by
double-clicking on it in the Available Display Clients list or by highlighting it and clicking the Right
Arrow button.

To add a new Display Client, select the Edit Display Clients button to launch the Display Client Wizard.
See Display Client List for details.

Select the Next button to continue with the configuration.
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26.6.1.5 Windows Login Information

The next page of the TermSecure User Configuration Wizard is the Windows Log In Information
page.

-

Yad TermSecure User Configuration Wizard @
Windows Log Im infformation ﬁ"
Enter Windows usemame and password information ’ . ‘

Windows Log In Information

[ Use Terminal Corfiguration Login Information

[ Same as TermSecure Lser usemame/password

|Jsemame

Pasawiard

|
|
Verfy Password |
|

Diomain

< Back Mext = Finish Cancel Help

Windows Login Information

The Windows Log In Information page allows the configuration of how the TermSecure User will log on
to the Windows terminal servers.

There are several Windows login options for the TermSecure User.

1. The TermSecure User can use the terminal’'s username and password to auto-log on to the
terminal server. To do this, check the Use Terminal Configuration Login Information checkbox

2. The TermSecure User can use the TermSecure User username and password to auto-log on to
the terminal server. To do this, check the Same as TermSecure User username/password
checkbox. The TermSecure User username and password must match a Windows User
username and password to get authenticated by Windows.

3. The TermSecure User can use a separate username and password to auto-log on to the terminal
server. To do this, use the fields for the Username, Password, and Domain that are provided.

4. The TermSecure User can be required to manually log onto the terminal servers. To do this,
leave the checkboxes unchecked and the Username, Password, and Domain empty.
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Select the Next button to continue with the configuration.

26.6.1.6 Terminal Interface Options

The next page of the TermSecure User Configuration Wizard is the Terminal Interface Options page.

i )

¥ad TermSecure User Configuration Wizard @
Temminal Interface Options m

Select the group selector and main menu options that will be } ‘
available on the terminal . A

Diigplay Client Selection Options
| Use Terminal Settings

Iv Show Selector on Teminal Selector Options |

[~ Enable Tiling |
[ Screen Edge Display Client Selection

Main Menu Options

Main Menu Options

< Back Mexd Finish Cancel Help

Terminal Interface Options

The Terminal Interface Options page sets the menus and hotkeys for the TermSecure User so a
terminal using MultiSession will need to have a method to switch between sessions.

Group Selector Options allow on-screen switching of sessions.

Use Terminal Settings - This checkbox, when selected, will let the TermSecure User inherit the
properties that were configured for use with the terminal.

Show Group Selector on Terminal - This checkbox, if selected, will display an on-screen drop-
down menu that can be activated by mouse.

Enable Tiling - This checkbox, if selected, allows the sessions to be tiled so that the user can
make a visual selection of the desired selection.

Screen Edge Group Selection - This checkbox, if selected, will activate a feature that will switch
windows if the mouse is moved off screen.

Selector Options - This button, if selected, will launch the Group Selector Options window.

Tiling Options - This button, if selected, will launch the Tile Options window.
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.- )

Display Client Selector Options

[ Tile on Selectar activation

==
[ Aute-hide Selackar

Cancel

Group Selector Options Window
The Group Selector Options window has several settings.

e The Auto-hide Group Selector checkbox will hide the Group Selector until the mouse is moved
to that space.

e The Tile on Group Selector checkbox, when selected, will tile the Display Clients when the auto-
hid selector is chosen. This allows the user to select from the available sessions.

Select the OK button to accept changes or the Cancel button to close.

The Tiling Options button will launch the Group Selector Options window that allows configuration of
the on-screen Group Selector bar.

Tile Options @

. T G0
Tile Inactivity Time ﬂ

[ Tile Dizplay Clients at startup

[ Include Main Menu as tile

[~ Til= on right elick [mouss or touchzorasn)

[ Tile Interactive

Tile Options
The Tile Options window has several settings.

e Show Grid — This checkbox, when selected, will show the tiled sessions in a grid with each grid
labeled with the session name as while the session is loading.

e Tile Inactivity Time — This field sets the length of time that the terminal screen will stay focused
on a selected session before reverting back to a tiled state due to inactivity.

o Tile Display Clients at startup — This checkbox, when selected, will show the sessions tiled
when the terminal first connects to its sessions.

e Include Main Menu as tile — This checkbox, when selected, will include a session displaying the
TermSecure Main Menu.

e Tile on Right click (mouse or touchscreen) - This checkbox, when selected, will initiate tiling
when a session is right clicked.

e Tile Interactive — This checkbox, when selected, will allow a user to click into a tiled session and
control it interactively without switching focus to a single session. To focus on a single session
use the Group Selector Dropdown or the tiling hotkey (CTL + T), if enabled.

Select the OK button to accept changes or the Cancel button to close.

The Main Menu Options button will launch the Main Menu Options window that allows configuration of
the TermSecure Main Menu.
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o

Main Menu Options
[ Usze Teminal Setings

[ Allow reboat / restark

v Show Main Menu on Selector

=
_ Caneel |

Cancel

u,

Main Menu Options Window

The Allow Reboot/Restart checkbox, if selected, will add a Reboot and Restart button to the main menu.

26.6.1.7 Terminal Hotkey Options

The next page of the TermSecure User Configuration Wizard is the Terminal Hotkey Options page.

¥ad TermSecure User Configuration Wizard

Terminal Hotkey Options

Teminal Hotheys
| Usze Terminal Settings

[ Enable Instant Failower Hotleays
I Enable Dizplay Cliert Hothoeys

[+ Enablc Tiling Hotlecy

< Back MNead = Finish

Selecl the hulkeys Lhal will be available on e Leominal .

=

Chanige Hotkews |

Change Hotkey |

Cancel Help

(Sl

Terminal Hotkey Options

Terminal Hotkeys on the Hotkey Configuration page allows the selection of keyboard combinations

that allow switching between sessions.

Use Terminal Settings - This checkbox, when selected, will let the TermSecure User inherit the

properties that were configured for use with the terminal.
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¢ Enable Instant Failover Hotkeys - This checkbox, if selected, allows the hot key switching
between the two active sessions of a Display Client that is using Instant Failover.

o Enable Group Hotkeys - This checkbox, if selected, allows the hot key switching between
different sessions of a terminal using MultiSession.

e Enable Tiling Hotkey — This checkbox, if selected, allows SessionTiling to be activated by a
hotkey combination.

Selecting the Change Hotkeys button when Enable Instant Failover Hotkeys is selected will allow the
hotkeys to be changed from the default.

Selzct Hotkeys .

|nztant Failawer Hotkey 0K, |
* Conlrol Key F = Cance

" Al Key

-

Select Instant Failover Hotkeys

The default hotkey for Instant Failover switching is set to Control+F9. This can be changed by selecting
the Alt Key radio button or using the drop-down to select another function key.

Selecting the Change Hotkeys button when Enable Group Hotkeys is selected will allow the
MultiSession switching hotkeys to be changed from the default.

ACP ThinManager 6.0 Permissions e 483



& -

Selzct Hotkeys

Mext Jizplay Client Heotlkey Y

dif

{* Caniral Key Page Jowr - Cance

Al Eey

Presaous Dizplay Cliert Hatkey

&+ Conhol Kep |F‘age Jp =

" Al Key

Select MultiSession Switching Hotkeys

The default hotkey for MultiSession switching is set to Control+Page Up and Control+Page Down. This
can be changed by selecting the Alt Key radio button or using the drop-down to select another hot key.

Selecting the Change Hotkeys button when Enable Tiling Hotkeys is selected will allow the hotkeys to
be changed from the default.

Selzct Hotkeys o

Tile Fotkey oK. |
{* Caniral Key i - Cancel

Al Eey

-

Select SessionTiling Hotkeys

The default hotkey for SessionTiling activation is set to Control+t. This can be changed by selecting the
Alt Key radio button or using the drop-down to select another hot key.

Select the OK button to continue or the Cancel button to close without accepting changes.
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26.6.1.8 User Options

The final page of the TermSecure User Configuration Wizard is the User Options page.

.

¥ad TermSecure User Configuration Wizard CX
Uszer Options =
Select options for this user. ’ ‘
()

Log In / Log Out Options

Inactivity Timeout 1.20 geconds

Reset Sessions at Logout [
Activate User Group at Log In |

Uacr Schedule

[ Set Schedule

Teminal Efects
[v Enable Teminal Efects

shadowing

Alow terminal to be shadowed YES -

[v Allow Interactive Shadow

< Back | Finish | Cancel | Help

User Options

Log In / Log Out Options

e Inactivity Timeout - TermSecure will log a TermSecure Users off the terminal after this much
inactive time has passed.

e Reset Sessions at Logout - This checkbox, if selected, will logoff a session when the
TermSecure User logs off.

e Activate User Group at Log In - This checkbox, if selected, will display the TermSecure User’s
first Display Client when the user logs in to the terminal.

User Schedule
e Set Schedule -

Selecting the Schedule button on the User Options page will launch the Event Schedule window and
allow a schedule to be created for terminal events.

See Terminal Schedule for details.

Terminal Effects
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¢ Enable Terminal Effects - This allows the use of Terminal Effects. This currently includes sliding
Windows and message rollups.

Shadowing

e Allow terminal to be shadowed - This drop-down box allows the configuration of Shadowing
Options.

(0]

(0]

(0]

No - Prevents the TermSecure Users from being shadowed.

Ask - Will display a message window that will prompt for a positive response before the
shadowing is allowed.

Warn - Will display a message window alerting the terminal that it is to be shadowed, but
doesn’t require a positive response before the shadowing is allowed.

Yes - Allows shadowing to occur without warning or recipient input.

e Allow Interactive Shadow - This checkbox, if selected, will allow members with Interactive
Shadow privileges to shadow this TermSecure User.

Shadowing is initiated from the Shadow tab on the Details pane of the ThinManager program.
Unselecting this will prevent shadowing from within ThinManager.

Select Finish to finish the configuration.
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26.7 TermSecure Users Group Configuration Wizard

TermSecure Users can be organized into TermSecure User Groups, just as Terminals can be organized
into Terminal Groups. Each setting of the TermSecure Group has a Group Setting checkbox. If this box is
selected then that setting will be applied to each member of the TermSecure Group.

The TermSecure Users Group Configuration Wizard can be launched by right clicking on the
TermSecure Users branch of the tree and selecting Add TermSecure User Group.
26.7.1.1 TermSecure User Group Information

The first page of the TermSecure Group Configuration Wizard is the TermSecure User Group
Information page.

¥ad TermSecure User Configuration Wizard @

-

TermSecure User Group Information m‘
Enterthe TermSecure User Group name. }
4

Group Name

User Mame [

Password |

Verify Password |

Password Options | Group Setting [

Group

Change Group

Permissions Group Setting [

Flease enter a name

| | | Cancel | Help

ThinManager User Group Information

The TermSecure User Group Information has fields for the group name and membership.
e User Name - This field names the TermSecure User Group.
Group Setting - This checkbox, if selected, applies this configuration to all members of the group.
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The rest of the TermSecure Group Configuration continues as the TermSecure User Configuration, with

the addition of the Group Setting checkboxes.

Term3ecure User Configuration Wizard

U=ser Group Options
Select options for users in this group

Log In / Log Out Options

Inactivily Timewul 120
Reset Sessions at Logout [
Activate User Group at Log In v

IUser Schedule
[+ Sel Scheduls

Teminal Fects

[v Enable Teminal Efects

Shadowing
Alow terminal to be shadowed

[+ Mlow Intcractive Shadow

TES

< Back

| Hrish |

Lchodule

=
Group Selling

seounids v
v
v
Group Sciting [
Group Setting [
Group Setting [

Lancel | Help

-

TermSecure Group Configuration Wizard

Group Settings that are selected will be grayed out for members of the group. Group Settings that
aren't selected will be available for configuration on the individual TermSecure User configuration page.
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TermS5ecure User Configuration Wizard E

User Options
‘@'

Select options for this user.
)

—Log In # Log Out Options
Inactivity Timeout L seconds
Fezet Sezzionz at Logout |
Activate User Group at Log In 7
— User Schedule
¥ SetSchedule Schadule |
— Teminal Effects
[V Enable Teminal Efects
— Shadowing
Allow terminal to be shadowed YES -
v Alow Interactive Shadow

< Back Hews | [ Fush | canedl | Heb

TermSecure Group Member

Select Finish to complete the configuration.
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26.8 Adding a TermSecure User to the TermSecure
User Group

To add a TermSecure User to a TermSecure User Group, create a new TermSecure User by right
clicking on the TermSecure Users branch in the ThinManager tree and select the Add TermSecure

User option ord

ouble click on an existing user to launch the wizard.

I

¥ad TermSecure User Configuration Wizard @
TermSamre Llzer Information “
Erter TermSecure usemame, password and pemission information. ’ = ‘

TemSecure User Information

User Name klohn]

Password |
Verfy Password |

Password Options |

Gioup

Eazet™Delawars Changc anup

Copy Settings
[ Copy Settings trom another User

Permissions

Mend > Finizh | Canicel Heln

-

Select the Chan

TermSecure User Information Page

ge Group button. This will launch the Choose User Group window.
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o~

Choose User Group

=1 Users

=- East

o e Delaware
- Maryland

L Mewrork

= Harth

- Michigan
- Ohin

e Wisconsin

E--Suuth

- e Carolinas

- Flanda

R Georgia
= west

- Anizona
- California
- Mevada

Camcel

[
ok |
_ Cored |

Choose User Group Window

Highlight your TermSecure Users Group and select OK. This will accept the changes and close the

window.
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TermS5ecure User Configuration Wizard

TermSecure User Information w
Enter TermSecure usemame, password and pemission information. ’

— TermSecure User Information

IUser Name IJuhn

Password I

Verify Password |

Password Options |

—Group

ISu:uuth"-.GE:Drgia Change Group I
—Ciopy Settings

I~ Copy Settings from ancther User Copy Fram I

Pemissions |

cBack | Nets | FAmsh | Cancel Help

TermSecure User Information Page

The TermSecure User Group will now be displayed in the Group field.

Select Next to continue.
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¥ad TermSecure User Configuration Wizard @
Card / Badge Information G
Enter card/badge information if user has ane. }
)
[ This user wil use a card, badge, or other device to log in
Card / Badge Information
Enter Card/Badge 1D number
-
< Back MNexd Finish Cancel Help

Card/Badge Information

The Card/Badge Information options are available because these are individual settings, not group
settings.

Select Next to continue.
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¥ad TermSecure User Configuration Wizard @

Display Client Specification \ O /
}.

Select the Display Clients to which this user can connect.

Available Display Clients Selected Display Clients

E Sales Deslcop ; Desktop
P _1
?Calculaﬁ:r 1

Edit Display Clients

< Back MNexd Finish Cancel Help

Display Client Specification

Each of the settings that have the Group Setting checkbox selected in the TermSecure User Group
wizard will be grayed out because the Group Setting enforces the configuration of each chosen
parameter.

Select the Finish button to accept the configuration.

494 e Permissions ACP ThinManager 6.0



26.9 TermSecure Login

To log in a TermSecure User on a terminal, go to a terminal that has the Enable TermSecure checkbox

selected on the Terminal Server Specification page.

Type the default CTL+m or other designated hotkey at the keyboard or select from group selector

The Main Menu will be displayed on the terminal.

MAAIN MEU

Log In | About | - Cancel |

TermSecure Main Menu

The About button to see details about the terminal.

About

Terminal Mame = Terminall
TermZecure Llser Mame = Mone
IP Address =192 168.3.101
Firmware Yersion =+3..00.01

About Menu

Select OK to close the About window.

Select the Log In button to login.

TermSecure Log On

Enter User Name

Cancel | :

TermSecure Log On Screen

Enter your TermSecure User user name in the Enter User Name field.
Select OK.
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Enter the password in the field.

TermSecure Log On

Enter Password:

Password Screen

Select the OK button. If the user name and password are correct, ThinManager will allow the login.

For Help, press F1

Edit Manage Install Tools View RemoteView Help
s0e
EIW Labal Configuration | Modules | Schedule | Properties | Event Log | Shadow |L[L|
EllE! Terminale -
F Altribte Y alue -
@ Groupl B
Q Deski? T erminal Identification
@ Floor03 (Adam) T emiitial Mame Flazr? =
IIl . TMCO6 T erminal Description Terminal at boiler room on Produc
,l%l, MultiMonitor
5, pxeos
!% WinThMCDS t anufacturer Arizta
B Displey Servers Modsl Murnber EE24-ACP
EH{E’ ViCenter Servers Video Contraller 53 Savaged
|:| Display Clients TouchScreen Twpe
Elﬁ TermSecure Users
------ Adam (Floor03) Login Uzernanme admina
o n Bob Lagin Domain
Firmware Package rmodeldefault
Replaceabls YES -

ThinManager With TermSecure Log On

Once a TermSecure User is logged into a terminal, ThinManager will display the TermSecure User’s
name after the terminal name in the tree.

ThinManager will add the name of the terminal after the TermSecure User name in the tree.

Right-clicking on a terminal and selecting Go to TermSecure User will move the focus to the
TermSecure user that is logged into the terminal.

Right-clicking on a TermSecure user and selecting Go to Terminal will move the focus to the terminal
that the TermSecure user is logged into.
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26.9.1 Logging Out

The TermSecure User can be logged out by:

e Opening the TermSecure Main Menu (type CTL+m) on the terminal and selecting the Log Off
button.

e Right clicking on the TermSecure User in the ThinManager tree and selecting Logoff User.

e Restarting or Rebooting the terminal that has a TermSecure User logged in.

MATN MEMIL

Switch User

Main Menu

The Switch User button will log off the TermSecure User and open the Login screen for another
TermSecure User. The Log Off button will log of the TermSecure User and return to the terminal’s
display.

26.10 TermSecure Menu

The TermSecure Menu that is displayed on a terminal that allows TermSecure Users to manually log on
to a terminal is configurable for use with TermSecure. This menu is generated from the terminal and not
the terminal server session.

MAAIN MAEU

Basic TermSecure Menu

The TermSecure Menu can be configured by a number of settings in the Terminal Configuration Wizard
and TermSecure User Wizard.

The Main Menu is activated on the Terminal Interface Options page of the Terminal Configuration
Wizard and/or TermSecure User Configuration Wizard.
26.10.1.1 Main Menu Configuration - Terminal Configuration Wizard

Open the Terminal Configuration Wizard by double clicking on the desired terminal in the ThinManager
tree. Terminals using Display Clients will display the Terminal Interface Options page. This page will
display Main Menu options when TermSecure is enabled for the terminal.

ACP ThinManager 6.0 Permissions e 497



-

¥=3 Terminal Configuration Wizard

Terminal Interface Options

Select the display client selector and main menu options that will be
available on the teminal .

Diigplay Client Selection Options

Iv Show Selector on Teminal Selector Optiona

[~ Enable Tiling

[ Screen Edge Display Client Selection

Main Menu Options

Main Menu Options

< Back Mexd Finish Cancel

Help

Terminal Interface Options Page

A terminal using MultiSession will need to have a method to switch between sessions. This is configured
on the Terminal Interface Options page. For terminals using TermSecure, additional Main Menu options
are available, as shown. See Terminal Interface Options for a terminal for a comparison.

Group Selector Options allow on-screen switching of sessions.

e Show Selector on Terminal - This checkbox, if selected, will display an on-screen drop-down
menu that can be activated by mouse.

Analytics
Analytics
Reports

Tile
Main Menu

On-Screen Group Selector

e Screen Edge Display Client Selection - This checkbox, if selected, will activate a feature that
will switch windows if the mouse is moved off screen.

498 e Permissions

ACP ThinManager 6.0



o Selector Options button will launch the Group Selector Options window that allows
configuration of the on-screen Group Selector.

Display Client Selector Options @

v Aoto-hide Selector

[~ Tile on Selectar activation

Selector Menu Size Marmal j

Group Selector Options Window

The Auto-hide Group Selector checkbox, if selected, will hide the Group Selector until the
mouse is move to that space.

The Tile on Group Selector activation checkbox, when selected, will tile the Display Clients
when the auto-hid selector is chosen. This allows the user to select from the available sessions.

The Group Selector Menu Size drop-down box allows the setting of the size of the Group
Selector font.

Main Menu Options allow on-screen switching of sessions.

e The Main Menu Options button will launch a window for Main Menu settings.

-

Main Menu Options

[ Allow reboat / restark

=
Cancel |

v Shows bMain Menu on Selectar

v Shows Vittual Keyboard

Main Menu Options
The Main Menu Options window has several settings.

e Allow reboot/restart — This checkbox, if selected, will add a Reboot and a Restart button on the
main TermSecure login window.

e Show Main Menu on Group Selector - This checkbox, if selected, will display the TermSecure
Main Menu as an option on the Group Selector drop-down.

e Show Virtual Keyboard — This checkbox, if selected, will prompt the display of a virtual keyboard
for TermSecure logins. This is helpful for thin clients with touch screens.

The Allow reboot/restart checkbox, if selected, will add a Shut Down button to the TermSecure Main
Menu. The Shut Down button leads to a menu with a Restart and Reboot button.

AL M MAER

Switch User Log Off Shut Down | About | ECanceI |
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Main Menu with Shut Down Button

Once the user logs out, a Shut Down button will appear on the Main Menu. Selecting the Shut Down

button will launch the Shut Down Menu.

Restart | Rehoaot |

Shut Down

The Shut Down window has two buttons.

Shut Down Menu

e Restart, when selected, will log off the TermSecure User, reload the configuration and load any changes.

e Reboot, when selected, will log off the TermSecure User, power off the terminal and reload firmware and

configuration.

1 2 3 4 ] g 7 8 g i !
Tab q | w | & ¢ t ¥ u i Diesl
a 5 d f g h i k Return

Shift x S c W b n i

Temirere Log On
Enter Lser Mame

ar
“icon Yo Sadge

Terminal Virtual Keyboard

If the Show Virtual Keyboard checkbox is selected a virtual keyboard will be displayed on the terminal.

This is helpful for touch screen users.

Select OK to save setting or Cancel to cl

ose without saving.
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26.10.1.2 Main Menu Hotkey - Terminal Configuration Wizard

The Hotkey Configuration page has an additional TermSecure setting when the Enable TermSecure
checkbox is checked on the Terminal Server Specification page.

¥ad Terminal Configuration Wizard @
Hotkey Configuration G
Configure the hotkeys to apply to this terminal ’ . ‘

Teminal Hotkeys

- |
¥ Enable Display Client Hotkeys Change Hotkeys |
W Enable Tiing Hotley Change Hotkey |
I¥ Enable Main Menu Hotkey Change Hotkey |
< Back Neat > Finish Cancel Help

Hotkey Configuration — TermSecure Enabled

The Enable Main Menu Hotkey checkbox, when selected, will allow the TermSecure Main Menu to be
launched with a hotkey combination. The Change Hotkey button allows the default CTL+m combination
to be changed.
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Selzct Hotkeys

5
Switch Uszer Hot<ey Ok |

{* Caniral Key i - Cance

Al Eey

Select HotKeys Window for Main Menu

The default hotkey for the Main Menu is set to Control+m. This can be changed by selecting the Alt Key
radio button or using the drop-down to select another hot key.

Select the OK button to continue or the Cancel button to close without accepting changes.

MAAIN MEU

Log In | About | Cancel|

Main Menu

The Main Menu can be launched with the Ctrl+ m hotkey if the Enable Main Menu Hotkey checkbox is
selected.
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26.11 Card and Badge Configuration for a
TermSecure User

TermSecure allows the use of USB drives and RFID cards as login devices at terminals. This is
configured on the Card/Badge Information page of the TermSecure User Configuration Wizard. The
TermSecure Users Configuration Wizard can be launched by double clicking on a TermSecure User in
the ThinManager tree or by right clicking on the TermSecure Users branch of the tree and selecting Add
TermSecure User.

¥=i TermSecure User Configuration Wizard @
Card / Badge Inf ormation m
Erter card badge information f user has one. } :‘
)

¥ This user will use a card, badge, or other device to login

Card / Badge Information

Enter Card/Badge |0 number

a:mm

[ Abways Prompt for Password

< Back Mext Fimish Cancel Help

Card / Badge Information Page

e This user will use a card, badge, or other device to log in - This checkbox, if selected,
enables the use of a USB device, card or badge to login to a terminal.

e Enter Card/Badge ID number - This field is for the unique identification number of the 1D
device. This can be filled manually or automatically. See Automatic Card/Badge ID Number
Entry and Manual Card/Badge ID Number Entry for instructions on the methods.

e Always Prompt for Password - This checkbox, if selected, will require a password in
addition to the ID device to login to a terminal as a TermSecure User.
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26.11.1 Automatic Card/Badge ID Number Entry

ThinManager can be configured to automatically add the Card/Badge ID number. There are a few
conditions that need met to allow this to happen.

The Display “Create New User” dialog for unknown users check box on the Options
page must be selected.

The terminal must use Display Clients.

The terminal needs the Enable TermSecure checkbox on the Terminal Specification page
of the Terminal Configuration Wizard.

The USB Drive module, RF Ideas pcProx Module, or Wavetrend Tag Reader Module
need added to the terminal. The USB Drive module needs the Use with TermSecure
parameter set to Yes.

The user needs to scan the card or insert the USB drive to start the TermSecure
Configuration Wizard.

Automatic Card/Badge use starts with the enabling of the Create New User dialog box. This is configured
on the Options window that is opened by selecting View > Options.

i Y

Options @

Gereral Options
Iv Mizplay "Create Mew Teminal dialng for sk nowen berminals

v Dizplay "Create Mew User'' dislog for unknown users.

[con Options

[ binimize to the Systemn Tra.

Licenze Options

Warn if license will expire within -~ {10 dap(=].

A value af 0 disables wearming.

Cancel

Options Window

The Display “Create New User” dialog for unknown users check box, if selected, will launch the
TermSecure User Configuration Wizard on the ThinManager Server when an unknown ID device (USB
key or ID card) is read by a terminal. Once this checkbox is selected, scanning a new ID card or inserting
an undefined USB key will launch the TermSecure User Configuration Wizard with the Enter
Card/Badge ID number automatically filled in.
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¥ad TermSecure User Configuration Wizard @

TermSecure User Replacement ﬂ'
Assign this card number to an exdsting user or create a new user } -

Mew Card Number : 18330175

Click "Assign Card Mumber to Existing User" to replace the card number of
an existing user. To create a new user click " MNexd".

Assign Card Mumberto Edsting User

TermSecure Userto replace:

< Back MNexd Finish Cancel Help

TermSecure User Configuration — TermSecure User Replacement

When a new card is scanned or a new USB key is inserted into a USB slot on the terminal the
TermSecure User Configuration is launched with an option to assign the card to an existing user.

Selecting Next will open the TermSecure User Configuration Wizard and allow a new TermSecure user to
be configured.

Selecting Assign Card Number to Existing User will launch the Select TermSecure User to replace
window to assign the card/badge number to an existing TermSecure User account.

ACP ThinManager 6.0 Permissions e 505



o

Select TermSecure User to replace

| 23 |
= Uzers Ok
_ Conedl |

El East

= Delaware Careel

e Mewark
- Morth
- South
- west

Select TermSecure User To Replace Window

Highlight the desired TermSecure user and select OK. The wizard will display the TermSecure User
Information page with the selected user entered.
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¥ad TermSecure User Configuration Wizard

TermSecure User Information

TemSecure User Information

Enter TermSecure usemame, password and pemission information. }

User Name Lohn]

Password |

Verify Password |

Password Options |

Group

Copy Settings

Pemissions

MNexd Finish | Cancel

|East"-.DeIa'f'\'are: Change Group
[ Copy Settings from another User

=

\O/
-

Help

-

TermSecure User Information Page

If a TermSecure user was selected for the badge, the user will be displayed in the User Name field of the

TermSecure User Information page.

Selecting Next will continue with the configuration and show the Card/Badge Information page.
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¥ad TermSecure User Configuration Wizard @

Card / Badge Information G
Enter card/badge information if user has ane. }
)

[v This user wil use a card, badge, or other device to log in

Card / Badge Information

Enter Card/Badge 1D number

18330175

[ Aways Prompt for Password

< Back MNexd Finish Cancel Help

Card/Badge Information Page

The card, badge, or USB drive number will be entered in the Enter Card/Badge ID number field.

Select Back to change the configuration, select Next to continue, select Finish to accept the changes, or
select Cancel to cancel changes.
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26.11.2 Manual Card/Badge ID Number Entry

Although the easiest method for assigning a card or badge is automatic as described in the Automatic
Card/Badge ID Number Entry section, ThinManager can be configured for manual entry

If the Display “Create New User” dialog for unknown users check box on the Options window is
unselected, the Enter Card/Badge ID number field will need to be entered manually. The Card/Badge ID
number is accessible in the event log. To configure a terminal to allow a device one needs to:

e Turn the Event Log on

e Have the appropriate hardware on the terminal, either a USB port or a ProxCard reader.
e Add the appropriate module.

e Use the device once to have the device’s identifier entered to the event log.

e Openthe TermSecure User Configuration Wizard and enter the ID number to tie the
TermSecure User to the device.

e Login with the ID device.
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26.11.2.1 Event Log
The Event Log is configured in the ThinManager Server Configuration Wizard.

Open the ThinManager Server Configuration Wizard by double clicking on the ThinManager Server
icon in the tree, or highlighting it and selecting Edit > Modify from the menu.

Navigate to the Historical Logging page.

i )

¥ad ThinMa nager Server Configuration Wizard @

Historical Logging g

Select the items to log and how long to maint ain the logged
information.

Historical Data
Maintain Historical Log for 1 days

Clear History

Evert Log
Maintain Event Log for 7 days
Choose ewents to log
Iv Teminal Server Events
Iv Teminal Events
[v Teminal Corfiguration changes

[v TemSecure User Corfiguration changes

Clear Event Log |

< Back | Mext = Finish Cancel | Help |

Historical Logging Page

All events may be selected to be logged, but the Terminal Events checkbox is critical to the TermSecure
Device detection. Select the Terminal Events checkbox and select the Finish button.
26.11.2.2 USB Device Module

When using the USB drive as a TermSecure identifier, the USB Flash Drive Module needs added to the
terminal.

See USB Flash Drive Module for details.

26.11.2.3 ProxCard Reader Module

A ProxCard Reader works much the same as the USB device, but uses a different module, the RF l|deas
pcProx Module.

See RF Ideas pcProx Module for details.
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26.11.2.4

A WaveTrend Tag Reader works much the same as the USB device, but uses a different module, the
WaveTrend Tag Reader Module.

WaveTrend Tag Reader Module

See Wavetrend Tag Reader for details.

26.11.2.5 Device ldentifier Number
Next the ID device needs to be scanned or inserted to help find the ID number.
Insert the USB device or scan the ProxCard on the terminal.

A TermSecure message should be displayed.

TermZecure Message

05deadioonot 205000001236 Is Mot a Valid User D

TermSecure Message
The ID device will not work so the terminal will send a message with the ID device’s identifier number.

e Record this number.

This number is also entered in the event log if the Terminal Events were selected in the ThinManager
Server Configuration Wizard.

¢ Open ThinManager.
e Highlight the terminal in the tree and select the Event Log tab.

The ID for the device is entered in the log.

For Help, press F1

&ThinMnnngcrvﬁ.U EI@
Edit Manage Install Tools View RemoteView Help
EIBS{' WIN2008R2 20 Eonfiguration] Modules] Scheduls | Properties  EventLog | Shadow | Report |
= 9 Terminals -
Eﬂ Grounl Ewent Lser Tirne -
= P Login attempt failed for card id 04/ 4
+)- [} Group2 E 5 ession Established on Server ThinS erver3 for Group M. D4/16/12 12:52:59
%ﬂ Group3 Received Configuration fram Thinkd anager Server 10.3.... 0416412 13:52.59
t [l Testing Manitar Connection E stablished 04/16/12 13:52:59
- = Terminall Terminal successfully authorized to boat 0441612 135253
[ a Display Servers Manitor Connection Lost. Connection timed out 04/16/12 13:52:50
[ [5) ViCenter Servers Terminal Configuration Changed Adrministrator 04/16/12 12:52:46
E||:| Display Clients Restart Terminal Administrator 0441612135245
g Termi - Sesgzion Established on Server ThinServer3 for Group M. 04161213620
erminal Serviczs - ; ; )
5 Carmers Received Configuration from ThinM anager Server 10.3.... 0441612135200
] Fonitor Connection E stablished 04,/16/12 12:52:00
: @ TermmaI.Shadow Teminal successfully authonzed to boot 04/416/1212:51:58
- gl Workstation Maritor Connection Last 04/16/12 13:51.55
(= ﬁ TermSecure Users - Restart Terminal Administratar 04/416/12 12:51:55

ThinManager Event Log
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Next the ID number needs to be associated with the TermSecure User.

e Openthe TermSecure User Configuration Wizard for the user you want to have use that ID
device.

e Navigate to the Card / Badge Information page.

i )

¥ad TermSecure User Configuration Wizard @

TermSecure User Replacement m‘
Assign this card number to an existing user or create a new user } = ‘

Mew Card Number : 18330175

Click "Assign Card Number to Existing User" to replace the card number of
an existing user. To create a new user click " MNexd".

Assign Card Mumberto Existing User

TermSecure Userto replace:

< Back MNext > Finish Cancel Help

Card / Badge Information Page

e Selectthe This user will use a card, badge, or other device to log in checkbox.
e Enter the ID Identifier from the earlier steps into the Enter Card/Badge ID number field.
o Select the Always Prompt for Password, if desired.

Now the Terminal is configured, the ID device is identified, and the TermSecure User is configured to use
the device.

e Insert the USB device into the USB port on the thin client or scan the ProxCard on the card
scanner.

The USB device will log the TermSecure User into the terminal server.
¢ Open ThinManager.
e Highlight the ThinManager Server and select the Event Log tab.
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e ThinManager vb.0

Edit Manage Install Tools View RemoteView Help

o[- ]

=g/ WIN2008R2
[—]ll__!__l Terminals
&ﬂ Groupl

éﬁ Testing
& Terminall (John)
H- ﬁ Display Servers
H- |ﬂ VCenter Servers
|:—:||§| Display Clients
g Terminal Serviczs

@ Terminal Shadow
E Workstation

4 m

For Help, press F1

-~

m

'Eonfiguration] Modules] Scheduls | Properties  EventLog | Shadow | Report |

Fwent | | [zer | Time: -
User Sesszion Established on Server ThinServerd for Gro... 0446121325728
Uszer John lngged in 0411612125728
Login attempt failed for card id 18330175 04416412 13:67.05
Login atternpt failed for card id 18330175 0416412125344
Sezzion Established on Server ThinServer3 for Group M. 0441612136259
Received Configuration from Think anager Server 1003, 0416412 12:52:549
anitor Connection E stablizhed 0446121325259
Terminal successfully autharized to boaot 0416412 12:52:53
Fanitor Connection Last. Connection timed out 0446121325250
Terminal Configuration Changed Adrinistratar 0416412 12:52:46
Restart Teminal Administratar 0446121325245
Session E stablished an Server ThinServer3 for Group M. 041642138201
Received Configuration from Thintd anager Server 10.3.... 04416412 135200
Manitar Connection E stablizhed 04416/12 12:52:.00 kT4

Event Log

The Event Log will show the results of the successful login. The terminal will have the TermSecure User
added to its icon in the tree, while the TermSecure User icon will show the name of the terminal that it is

logged into.
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27 TermMon ActiveX Control

The TermMon ActiveX Control can be used to collect information about a terminal and perform terminal
functions. For the purposes of this document Control will refer to the TermMon ActiveX Control.

This section is not meant as a tutorial on ActiveX controls but is a datasheet on the properties and
functions of the TermMon ActiveX control.

27.1 Registering the Control
The TermMon ActiveX Control can be found on the ThinManager CD as termmon . ocCX.

The Control must be registered before it can be used. Copy the file termmon . 0CX to the computer
where you want to use it. Register the OCX by executing regsvr32 <path\termmon.ocx>.

27.2 Using the Control

27.2.1 TermMon ActiveX Configuration Module

If running the Control in the terminal’s terminal services session, no special configuration of the terminal
in ThinManager is required. The TermMon ActiveX Control Configuration Module is not required.

If the Control is not run in the terminal’s terminal services session, the TermMon ActiveX Control
Configuration Module must be added to the terminal configuration in ThinManager. In the module
configuration, Allow ActiveX Connections must be set to YES and Only Allow Connections from
Session must be set to NO.

The TermMon ActiveX Control Configuration Module can be used to prevent a connection from an
application running in the terminal’s terminal services session. This is accomplished by adding the
TermMon ActiveX Control Configuration Module to the terminal in ThinManager and setting the Allow
ActiveX Connections option to NO.

27.2.2 Read-Only Properties

The following properties are read only strings. An event will be generated any time one of these
properties changes. The Enable method must be invoked prior to reading these properties.

e TerminalName - This is the name of the terminal.

e TerminalModel - This is the terminal model number.

e TerminallP - This is the terminal IP address.

e TerminalMAC - This is the terminal MAC Address.

e TerminalBootLoaderVersion - This is the terminal network boot loader version.

e TerminalFirmwareVersion - This is the firmware version that the terminal is running.

e TerminalWindowsUsername - This is the Windows Username that is specified in the terminal’s
ThinManager configuration.
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e TermSecureUsername - This is the TermSecure username of the TermSecure user currently
logged onto the terminal. If no TermSecure user is logged on, this value will be blank.

e TermSecureWindowsUsername - This is the Windows Username associated with a
TermSecure user. This is the Windows Username for all TermSecure user sessions. If no
TermSecure user is logged on, this value will be blank.

e TerminalServerGrouplList - This is a comma-separated list of Display Clients currently running
on the terminal.

e ConnectionState - This is the Control’s connection state with the terminal.

e CurrentTerminalServerGroup - This is the Display Client that is currently being displayed on the
terminal.

e CurrentWindowsUsername - This is the Windows Username of the session where the Control
has been executed. This property is not available when the RunIinSession property is set to
False.

e TerminalServerName - This is the name of the Terminal Server where the Control is running.
This property is not available when the RuninSession property is set to False.

27.2.3 Read-Write Properties

These properties can be set by the application.

e RunInSession - When the RuninSession property is set to True, the Control will be running in the
terminal’s terminal services session. The terminal IP address will be determined automatically by
the control.

e OverridelP - If the RuninSession property is set to False, the OverridelP property specifies the IP
Address of the terminal that the Control will connect to.

Note: To use the OverridelP property, the TermMon ActiveX Control Configuration Module must be
added to the terminal configuration in ThinManager. In the module configuration, Allow ActiveX
Connections must be set to YES, and Only Allow Connections from Session must be set to NO.

e WatchdogTime — This is the number of seconds before the watchdog will reset the terminal
session. Once this property is set to a hon-zero value, the property must be updated before the
watchdog time reaches zero. To disable the watchdog, set this property to zero. The watchdog is
disabled by default.

Note: The Enable Method does not need to be called for watchdog operation. Watchdog operation is
independent of the Enable and Disable Methods.

e ActiveScreen — For MultiMonitor configurations, this is the active screen number. A value of zero
(default) will set the active screen to the screen the mouse pointer is on when a method or
command is executed. A non-zero value will set the Active Screen to the screen number
specified. All methods and commands will be executed on the specified screen.

27.2.4 Events

When a property value changes, an event will be generated by the Control. When an Event occurs the
event code can be used to determine the property that changed. The Enable method must be invoked in
order to receive events (except for WatchdogTime). The event code is provided by the Control as follows:

e TermMonEvent.TerminalName

e TermMonEvent.TerminalModel
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TermMonEvent. TerminallP
TermMonEvent.TerminalMAC
TermMonEvent.TerminalBootLoaderVersion
TermMonEvent. TerminalFirmwareVersion
TermMonEvent. TerminalWindowsUsername
TermMonEvent.TermSecureUsername
TermMonEvent. TermSecureWindowsUsername
TermMonEvent.TerminalServerGroupList
TermMonEvent.ConnectionState
TermMonEvent.CurrentTerminalServerGroup
TermMonEvent.CurrentWindowsUsername
TermMonEvent.TerminalServerName

TermMonEvent.WatchdogTime

27.2.5 Methods

Enable - Invoking this method will enable the Control. The Control will attempt to connect to the
terminal and generate events to update the Control Properties. The Control will maintain a
connection to the terminal as long as it is enabled.

Disable - Invoking this method will cause the Control to break the connection with the terminal.
Events will be generated to clear the Control Properties.

Command - The Command method can be used to send terminal action commands. The
Command method requires one parameter which is the terminal command to be performed. The
Enable method must be invoked before these commands can be executed (except for noted
exceptions). The supported commands are:

0 Reboot - This command will initiate a terminal reboot.

Restart - This command will initiate a terminal restart.

Calibrate - This command will initiate a touch screen calibration.
GotoMainMenu - This command will cause the Main Menu to be displayed.
SwitchToNextGroup - This command will switch to the next Display Client.
SwitchToPrevGroup - This command will switch to the previous Display Client.

SwitchlInstFailover - This command will switch the instant failover group.

O O O 0O O o o

ChangeTermSecureUser - This command will disconnect any current TermSecure user
sessions and then display the TermSecure Log On menu.

0 LogOffAndChangeTermSecureUser - This command will log off any current
TermSecure user sessions and then display the TermSecure Log On menu.

0 LogOffTermSecureUser - This command will log off any current TermSecure user
sessions and will return to a Display Client which is assigned to the terminal. If no Display
Clients have been configured on the terminal, the TermSecure Log On menu will be
displayed.

o0 DisconnectTermSecureUser - This command will disconnect any current TermSecure
user sessions and will return to a Display Client which is assigned to the terminal. If no
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Display Clients have been configured on the terminal, the TermSecure Log On menu will
be displayed.

o DisconnectSession - This command will disconnect the Terminal Services Session
running on the terminal. This command does not require that the Enable Method be
invoked prior to execution.

0 LogOffSession - This command will log off the Terminal Services Session running on
the terminal. This command does not require that the Enable Method be invoked prior to
execution.

o TileStart - This command will tile the Display Clients on the current Screen.

o0 TileEnd - This command will un-tile the Display Clients on the current Screen.

The Command Method constants are provided by the Control as follows:
TermMonCommand.Reboot
TermMonCommand.Restart
TermMonCommand.Calibrate
TermMonCommand.GotoMainMenu
TermMonCommand.SwitchToNextGroup
TermMonCommand.SwitchToPrevGroup
TermMonCommand.SwitchinstFailover
TermMonCommand.ChangeTermSecureUser
TermMonCommand.LogOffAndChangeTermSecureUser
TermMonCommand.LogOffTermSecureUser
TermMonCommand.DisconnectTermSecureUser
TermMonCommand.DisconnectSession
TermMonCommand.LogOffSession

TermMonCommand.TileStart

O O 0O O O o oo o o o o o o o

TermMonCommand.TileEnd

e ChangeTerminalServerGroup - This method can be used to change the Display Client currently
displayed on the terminal. This method requires one parameter which is the name of the Display
Client that the terminal should switch to.

e TermSecureCheckAccess - This method can be used to query the access rights of a
TermSecure user. This method requires two parameters. The first parameter is the name of the
user. The second parameter is the name of the Access Group. This method returns the result of
the query as follows:

0 TermMonConst.Timeout - The request timed out.
0 TermMonConst.Busy - The Control is busy with another request.

o0 TermMonConst.InvalidMember - The user is not a member of the specified
TermSecure Access Group.

o0 TermMonConst.ValidMember - The user is a member of the specified TermSecure
Access Group.
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o TermMonConst.UserNotFound - The TermSecure Username was not found.
0 TermMonConst.GroupNotFound - The Access Group Name was not found.

e GetGroupScreen - This method can be used to determine which screen the specified Display
Client is currently on for MultiMonitor configurations. This method requires one parameter which
is the name of the Display Client.

e TermSecureLogonUser - This method can be used to Log On a specified TermSecure user.
This method requires two parameters. The first parameter is the name of the TermSecure user.
The second parameter is the password of the TermSecure user. The password will be encrypted
before being sent to the terminal. This method returns a result as follows:

0 TermMonConst.Success - The TermSecure user was successfully logged on.
TermMonConst.Timeout - The request timed out.

TermMonConst.Busy - The Control is busy with another request.
TermMonConst.UserNotFound - The TermSecure username was not found.

TermMonConst.BadPassword - The TermSecure password was invalid.

O O OO O O

TermMonConst.NoPermission - The TermSecure user does not have permission to
use the terminal.

o TermMonConst.PasswordChangeReq - The TermSecure user is required to change
his password.

0 TermMonConst.NoWindowsUsername - This TermSecure user does not have a
Windows Username specified in the TermSecure user configuration. This is only required
for Terminal Services Display Clients assigned to the TermSecure User.

0 TermMonConst.NoWindowsPassword - This TermSecure user does not have a
Windows Password specified in the TermSecure user configuration. This is only required
for Terminal Services Display Clients assigned to the TermSecure User.

e CameraOverlayEnable - This method is used to enable a camera overlay. This method requires
two parameters. The first parameter is the name of the Display Client the overlay is on. The
second parameter is the name of the overlay.

e CameraOverlayDisable - This method is used to disable a camera overlay. This method requires
two parameters. The first parameter is the name of the Display Client the overlay is on. The
second parameter is the name of the overlay.

e CameraOverlayCycleStart - This method is used to start camera cycling for a camera overlay.
This method requires two parameters. The first parameter is the name of the Display Client the
overlay is on. The second parameter is the name of the overlay.

e CameraOverlayCycleStop - This method is used to stop camera cycling for a camera overlay.
This method requires two parameters. The first parameter is the name of the Display Client the
overlay is on. The second parameter is the name of the overlay.

e CameraOverlaySwitchNext - This method is used to switch to the next camera in a camera
overlay list. This method requires two parameters. The first parameter is the name of the Display
Client the overlay is on. The second parameter is the name of the overlay.

e CameraOverlaySwitchPrev - This method is used to switch to the previous camera in a camera
overlay list. This method requires two parameters. The first parameter is the name of the Display
Client the overlay is on. The second parameter is the name of the overlay.

e CameraOverlayFullscreenEnter - This method is used to make the current camera in a camera
overlay enter full screen. This method requires two parameters. The first parameter is the name
of the Display Client the overlay is on. The second parameter is the name of the overlay.
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e CameraOverlayFullscreenExit - This method is used to make the current camera in a camera
overlay exit full screen. This method requires two parameters. The first parameter is the name of
the Display Client the overlay is on. The second parameter is the name of the overlay.

e CameraOverlaySwitchByName - This method is used to change cameras in a camera overlay.
This method requires three parameters. The first parameter is the name of the Display Client the
overlay is on. The second parameter is the name of the overlay. The third parameter is the name
of the camera. The camera name must include the full path if the camera is in a camera group.

e CameraOverlayMove - This method is used to change the position of a camera overlay. This
method requires four parameters. The first parameter is the name of the Display Client the
overlay is on. The second parameter is the name of the overlay. The third parameter is the x
location. The forth parameter is the y position.

e CameraOverlayResize - This method is used to change the size of a camera overlay. This
method requires four parameters. The first parameter is the name of the Display Client the
overlay is on. The second parameter is the name of the overlay. The third parameter is the width.
The forth parameter is the height.

e CameraOverlayResizeMove - This method is used to change the size and position of a camera
overlay. This method requires six parameters. The first parameter is the name of the Display
Client the overlay is on. The second parameter is the name of the overlay. The third parameter is
the x position. The forth parameter is the y position. The fifth parameter is the width. The sixth
parameter is the height.
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27.2.6 Control Constants

Constant values provided by the Control are as follows:

TermMonEvent

TerminalName
TerminalModel

TerminallP

TerminalMAC
TerminalBootLoaderVersion
TerminalFirmwareVersion
TerminalWindowsUsername
TermSecureUsername
TermSecureWindowsUsername
TerminalServerGroupList
ConnectionState
CurrentTerminalServerGroup
CurrentWindowsUsername
TerminalServerName
WatchdogTime

TermMonCommand

Reboot

Restart

Calibrate

GotoMainMenu
SwitchToNextGroup
SwitchToPrevGroup
SwitchInstFailover
ChangeTermSecureUser
LogOffAndChangeTermSecureUser
LogOffTermSecureUser
DisconnectTermSecureUser
DisconnectSession
LogOffSession

TileStart

TileEnd

© 00 N o o0 B~ W N P

[~ o e =
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100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
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TermMonConst

e Success 0
o Fall 1
e Disconnected 2
e Connected 3
e Timeout 4
e Busy 5
e Updating 6
e RequestFailed 7
e InvalidMember 8
¢ ValidMember 9
e UserNotFound 10
e GroupNotFound 11
e BadPassword 12
e NoPermission 13
e PasswordChangeReq 14
¢ NoWindowsUsername 15
e NoWindowsPassword 16

27.3 TermMon ActiveX Demo Application

The TermMon ActiveX Demo Application can be used to demonstrate the features of the Control. The
demo application is found on the ThinManager CD in the Terminal ActiveX folder as TermMon . exe.

To start the application in graphical mode, run TermMon . exe in a terminal’s terminal services session.
This will allow the Control functionality to be demonstrated.

The demo application can also be run non-graphically using command line options. The format is as
follows:

TermMon -c <command> -f <output path and filename> -d <data> -a
<ip address>

The following commands are terminal action commands:

e Reboot
e Restart
e Calibrate

¢ GotoMainMenu
e SwitchToNextGroup
e SwitchToPrevGroup
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The following commands return the result in the output filename.

SwitchInstFailover
ChangeTermSecureUser
LogOffAndChangeTermSecureUser
LogOffTermSecureUser
DisconnectTermSecureUser

ChangeTerminalServerGroup -d <groupname>

TerminalName -f <output filename>
TerminalModel -f <output filename>
TerminallP -f <output filename>

TerminalMAC -f <output filename>
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28Non-ThinManager
Components

Microsoft Terminal Servers play an important role in the ThinManager system. It is recommended that you
become familiar with the documentation provided by Microsoft about their server. The following
information is provided as an aid to understanding terminal services and is not a substitute for Microsoft
documentation.

Microsoft Terminal Services requires a license, either a TS CAL (Terminal Services Client Access
License) on a 2003 Server or a RDS CAL (Remote Desktop Services Client Access License) on a 2008
Server.

This section covers:
e Server 2003
e Server 2008
e DHCP (Dynamic Host Configuration Protocol) Servers

e Terminal Services Licensing

28.1 Windows Server 2003

28.1.1 Installing Terminal Services

A Windows 2003 Server can be made a terminal server by installing the Terminal Services role. This can
be done with either the Manage Your Server or through the Add/Remove Programs > Add/Remove
Windows Components.
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t Manage Your Server

-| Manage Your Server
4

Server:TM

Search Help and Supp

% Managing Your Server Roles

Use the tools and information found here to add or remove
roles and perform your daily administrative tasks.

Your server has been configured with the following roles:

¥ File Server

# Terminal Server

Mo Terminal Services License Server was found on the
network, This terminal server will stop issuing temporary
licenses to dients 120 days after it receives the first
connection. Review licensing requirements for more
information.

The use of Internet Explorer is not restricted on this
server, For information on how to increase security, dick
the Internet Explorer Enhanced Security Configuration
link in the Tools and Updates section,

[+ Don't display this page at logon

Add or remove a role

o Read about server roles
o Read about remote
administration

) Review licensing
requirements

Open Terminal Services
Configuration

Open Terminal Services
Manager

€) Review the next steps for
this role

Tools and Updates

Administrative Tools
More Tools
Windows Update

Computer and Domain Mame
Information

Internet Explorer Enhanced
Security Configuration

See Also

Help and Support
Microsoft TechMet
Deployment and Resource Kits

List of Common Administrative
Tasks

Windows Server Communities
What's Mew

Strategic Technology Protection
Program

Manager Your Server

Select the Add or remove a role link on the Manager Your Server splash screen to install the Terminal
Services role and/or the Terminal Services License Server role.
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Windows Components Wizard

Windows Components
“'ou can add or remove components of Windows.

Tao add or remave a companent, click the checkbox. & shaded box means that anly
part of the component will be inztalled. To zee what's included in a companent, click
Dretailz.

Compaonents:
O Subszyztem for UMIX-bazed Applications 1.2 B ;I
0.0 MB
0.7 B

Terminal Server
O g Terminal Server Licenzing

) o
[ &2 UDDI Services 4.9 ME
[ =11 Indate: Pant Cerbficates nnwe T
Dezcnption: Configures this computer to allow multiple uzers to run one or mare
applications remately.
Tatal dizk stpan::e requ_lred: 4.0 MB Details,. |
Space available on dizk: 22122 MB

< Back I Mext » I Cancel | Helm |

Windows Component Wizard

Terminal Services can be installed by selecting the Terminal Server checkbox in the Windows
Component Wizard.

The Windows Component Wizard is launched by selecting the Add/Remove Windows Component
button on Control Panel > Add/Remove Programs.

Each Microsoft terminal server system will need a Microsoft Terminal Server Licensing server install. This
doesn’t have to be a separate computer but is a program installed on an existing computer. It is installed
by selecting the Terminal Server Licensing checkbox on the Windows Component Wizard.

See Microsoft Licenses for details.
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28.2 Creating Microsoft User Profiles

A terminal needs a valid Windows User Profiles to log onto a terminal server.

Open the Computer Management Console by selecting Start > Administrative Tools > Computer
Management in Windows 2003/2008 to create a user profile.

Q File  Action Mew findow  Help |;|i|5|
& - | BRI ®
Q Computer Management {Local) Name | Full Marne | Description
Elﬁ& Systern Tools Eadminl
@ Ewent Yiewer 7 admin10
&g Shared Folders 7 admin11
=¥ Local Users and Groups }ﬁadmian
a St 7 admin13

}ﬁadminm

+- 3 Performance Logs and Alert: jﬁadminlS

B Device Managet - )
Shorage éﬁﬂdmlnE
{23 Remavable Starage gadm!m
L Disk Defragmenter : adm!nt}
- Disk Management {'ﬁﬂdmlﬁ
]@ Services and Applications éﬁadmlnﬁ

ﬁ adrnin?
ﬂadminﬂ
jfﬁadming

}ﬁ,ﬁ,dministratgr Built-in account For adminiskering kF

a1 | o] |

Computer Management Console

Highlight the User sub-folder of Local Users and Groups in the Computer Management tree pane.
Select Action > New User. This will launch a New User dialog box.
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hewvser g

Lzer name: I

Eull harme: I

Description: I

Pazsword: I

Confirm pazsword: I

¥ User must change password at next logon
™| Uger cannot change passwaord

[T Fassword neven expires

[T Account is disabled

[Create I Cloze

New User Dialog

Enter the user name for the user in the User name field.

Enter a password in the Password field.

Re-enter the password in the Confirm password field.

The User must change password at next logon check box forces the user to change the password.
Select the Create button to finish the profile.

Select the Close button to return to the Computer Management Console.

Note: Users need to be added to the Remote Desktop Users group or the Administrators group to be
allowed to connect to a terminal server.
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28.3 Software Installation On Windows 2003

Microsoft Windows 2003/Server requires that software be added in the “Install Mode” through the
Control Panel > Add/Remove Programs.

Select Start > Settings > Control Panel > Add/Remove Programs to launch the Add/Remove
Programs dialog box.

Note: Some software, especially downloaded software, doesn’t allow the installer to install it through the
Add/Remove Programs tools. To manually put the machine into the install mode open a command prompt
and type:

change user /install

This command sets the machine to install mode. When finished, type:

change user /execute

This command returns the machine to the normal run mode.

Fj'g Add/Remove Programs H=] B3

add a program Fram CO-ROM or Floppy disk,
To add a program from a CO-ROM or Floppy disk, click CD or Floppy, D ar Eloppy |

Add programs From Microsaft

To add new Windows Features, device drivers, and syskem updates wind Undat |
a over the Internet, click wWindows Update, NERNE SRERE

Programs

Close |

Add/Remove Programs

Select the CD or Floppy button on the Add/Remove Programs dialog box to open the Installation
wizard.
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Install Program From Floppy Disk or CD-ROM

Inzert the product's first installation floppy digk or CO-ROM,
and then click Mext.

Cancel

Install Program Window

The wizard will prompt for the installation of the software disk. Select Next to display the Run Installation
Program dialog box.

Note: If the new program starts in autorun and proceeds without going through the following procedures,
either stop the autorun and use the wizard to initiate the installation, or use the change user
/install command to place the machine in the install mode. Use the change user /execute
command when finished to return the machine to the Run mode.

Run Installation Program

Windaws waz unable to find the installation program. Click
Back to try again. Click Browsze to find the inztallation
prograrm marially.

Oper:

|| Browse...

| < Back | Cancel

Run Installation Program
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Enter the command line of the installation program and select Finish, or select the Browse button to
select the installation file.

i s

ACROBAT [ wfu
bootagnt Cwingx
dmi-snmp ﬁsetup.exe
dos

info

Idcrm

makedisk,

MWSErer

052

Livoli

unix;

Cancel

File harne: I j Open
=

Files of type: ISetup Programs

It

Browse File Window

Selecting the Browse button on the Run Installation dialog box will launch a Browse File window.
Highlight the installation file and select Open. This will begin the application setup.

After Installation x|

After installation, pleaze click Next.

< Back Cancel

After Installation Window

As the installation begins, an After Installation dialog box is displayed. It requests that the Next button
be selected when the installation is finished. When this button is selected a second confirmation window
is displayed.
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Finish Admin Install x|

When the ingtallation has ended [successfully or not),
pleaze click the Finizh button or the Cancel button. DO
MOT CLICK, THE BUTTOMS BEFORE INSTALLATION
Ha&S ERDED!

< Back {Fiish Cancel

Finish Install Window

Select the Finish button when the installation is finished.

Note: If a choice is given to Reboot Now or Reboot Later, choose to reboot later once the entire setup is
completed and the dialog boxes are cleared.

28.3.1 Terminal Services Configuration

Microsoft provides the Terminal Services Configuration interface to configure how terminal services is
handled on each terminal server.

Select Start > Programs > Administrative Tools > Terminal Services Configuration to launch the
Terminal Services Configuration Console. There are two folders, Connections and Server Settings.

28.3.2 Terminal Services Connections

The Terminal Services Configuration tree has a Connections folder. Highlighting this folder will display
the installed client communication protocols.
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tscc - [Terminal Services Configuration', Connections]

File  Action  Yew Help

= | EE DR @ E

,, Terminal Services Configuration
a Connections

------ [C] Server Settings

Conneckion

| Transpark

| Type

| Carment |

=2RDP-Tcp

tcp

Micrasaoft ROP 5.2

Terminal Services Configuration\\Connections Console - Connections

Double clicking on the RDP-tcp icon on the right will launch the RDP-tcp Properties
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28.3.2.1 RDP-tcp Login Settings
ROP-TcpProperties @R

Femate Control | Client Settings | Hetwork Adapter I Permizzions
General Logon Settings | Sezsionz I Erviranmment

&% Usze client-provided logon information

" Always use the following logon information:

zer mame:

[amait

Fazzword; I

Eatfirm passwornd;

[T ahways prompt for passwerd

O, I Cancel Apply

RDP-tcp Login Settings

The Login Settings should use the Use client-provided logon information radio button so that each
user will login with a unique account.

The Always prompt for password should be unselected to allow auto-logins.
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28.3.2.2 RDP-tcp Sessions Settings
ROP-TcpProperties @R

Femate Control I Client Settings l Hetwork Adapter I Permizzions
General I Logon Settingz Session: | E nvironment

Ize thiz tab ta zet Teminal Services timeout and reconnection settings.

™ Ovenide user settings

End a dizconnected sessian; INever j

Aotive zezsian limik; INever

Lef L

|dle zezsion limit: INever

[ Owveride user settings
YWhen seszsion limit iz reached or connection is broken:
£ Dizconnect fram session

£ End session

™| Oweride user zettings
Allowe reconnection:

% From any client

€ From previous client

Cancel Apply

Individual User Account Sessions Configuration

Each user account can be configured individually in the Computer Management interface. These can be
set to end a disconnected session or an idle session after a period of time. The Terminal Services
Configuration Console allows these settings to be made for every user of the terminal server, speeding
configuration time.
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RDP-Tcp Properties ﬂ E |

Remaote Cantral I Client Settings l M etwork Adapher I Permizsions

General I Logon Settings Sessiang

Iz this tab to zet Terminal Services tmeout and reconnection settings.

E nvironment

¥ ‘Ovenide user settings

End a disconnected session: I1 mirute |
Active zezsion limit; INever j
|dle zezzion limit: INever j

¥ Owveride user settings

YWhen seszsion limit iz reached or connection is broken:

" Dizconnect from session

£+ End session

™| Oweride user zettings
Allowe reconnection:

% From any client

€ From previous client

0k, I Cancel

apply

RDP-tcp Sessions Settings

The Sessions tab of the RDP-tcp Properties allows all users to be configured with a consistent
disconnect policy by selecting the Override user settings checkbox.

Selecting End Session setting for the When session limit is reached or connection is broken and
selecting the Override user settings will cause a new session to be created when a terminal disconnects

and reconnects.
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28.3.2.3 RDP-tcp Client Settings
ROP-TcpProperties @R

General I Logon Settings | Sezzionz I E rvironment
Remate Contral Clignt Settings I Metwork Adapter I Permissions

— Connechion

¥ Use connection zettings from uzer settings
¥ | Connect client dives atlogon
¥ Connect client printers at logon

¥ | Default to main client printer

¥ Limit Maximum Color Depth

|16 it 4

Dizable the following:

[ Dvive mapping [~ COM port mapping
[T “wWindows printer mapping [” Clipboard mapping

[ LPT port mapping

O, I Cancel Apply

RDP-tcp Client Settings

The Client Settings tab of the RDP-tcp Properties allows the color depth to be set in the Limit Maximum
Color Depth drop-down.

Drive mapping, LPT port mapping, COM port mapping, and audio mapping are allowed if the appropriate
Disable the following checkboxes are un-selected.

Audio mapping is disabled by default. You need to uncheck the Audio mapping checkbox to allow a thin
client to play sound.
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28.3.2.4 RDP-tcp Network Adapter Settings

RDP-Tcp Properties ﬂ E |

General I Logon Settings | Sezgionz | E rvironment
Remate Contral I Client Settings Metwork Adapter | Permissions

The following network. adapters are compatible with the zelected transport
tupe. Select the netwark, adapter you want ta Lze.

Hetwork adapter:

All netwark, adapters configured with this protocal j

™ Unlimited connections

% b auimum conmections: 1a :I

O, I Cancel Apply

RDP-tcp Network Adapter Settings

The Network Adapter tab of the RDP-tcp Properties can be used to limit the number of active users to
aid in application licensing compliance.

28.3.3 Terminal Services Connections

The Terminal Services Configuration tree has a Connections folder. Highlighting this folder will display
the installed client communication protocols.
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tscc - [Terminal Services Configuration' Server Settings]

File Action  Yew Help

== | aE DR @ E

,, Terminal Services Configuration Settings | attribute |
-+ Connections %] Delete temporary Folders on exit Yes
o | oerver Settings Llse kemporary Folders per session Wes
Licensing Per Device
F'.I:I:ive Desktop Disable
Permissien Cornpatibility Relaxed Secority
Restrin:t each user ko one session Wes
License server discovery rmode Automatic

Terminal Services Configuration\\Connections Console - Connections

The Server Settings have several settings that can control the terminal services experience.

28.3.4 Licensing Mode

Microsoft expanded the Terminal Services Client Access License (TS CAL) program in Windows 2003.
TS CALs are available in two types, TS Device CALs and TS User CALs.

e The TS Device CAL licenses one device to connect to any Microsoft Terminal Servers as any
user. This functions like the previous Windows 2000 TS CAL.

e The TS User CAL licenses one user for any device to connect to any Microsoft Terminal
Servers.

To change between the Per Device licensing and Per User licensing, double-click Licensing to launch
the Licensing Mode window.
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icensngMode K|

Licensing Maode: IP'E" Device j

Thiz policy requires a licenze to be izzued to each client computer
[device] that connects to the terminal server.

To change thig gerver to Bemate Desktop for Administration, use Adds
Bermowve Programs.

ak I Cancel

Terminal Services Configuration Console- Licensing Mode

Select the desired mode from the Licensing Mode dropdown box and click OK.

28.3.5 Permission Compatibility

Microsoft has increased the security in each successive release of its terminal server software. These
new policies prevent users from accessing the system folder, *.ini files, the registry, and other resources.
Some programs such as HMI, SCADA, database, and control software need access to these resources
to function. Instead of making all the users administrators, the security can be set to the less strenuous
Windows NT 4.0-style security.

Permission Compatibility |

Some applications require special access o system resources, such as the registry and
gystemn directones, in order to work, correctly.

" Full Security

Select thiz option to provide the mozt secure environment in which ta run applications. By
default, Terminal Server Uzers will have the same permissions as members of the Uzers
araup and thug may nat be able to run 2aome legacy applications.

Select thiz option if you have compatibility problems with legacy applications.

& IInder this configuration, all Uzers will have full access to critical registry and
file zystem locations. This may be neceszany in order to win many legacy

applications.
OF. I Canizel

Terminal Services Configuration Console- Permission Compatibility

Launch the Permission Compatibility window by double-clicking on the Permission Compatibility
setting. Select the Relaxed Security radio button and select the OK button.
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28.3.6 Restrict Each User to a Single Session

The Restrict Each User to a Single Session setting prevents duplicate and orphaned sessions by
limiting each user to a single login.

Double-clicking the setting will launch a settings window.

Single session per user |

To conzerve zerver resources and simplify reconnecting to
dizconnected sessions, you can restrict each uzer to a zingle
zEzsion

v Bestrict each uzer bo ane sessior

ak. I Carnicel

Terminal Services Configuration Console- Single Session Per User

The Restrict each user to one session checkbox is selected by default in Windows 2003.

Note: Keep this setting selected. MultiSession will still work as long as each session is using a different
AppLink program.

28.3.7 License Server Discovery Mode

A new feature in Windows 2003, Service Pack 1 and later, is a setting to point the terminal server to a
specific Terminal Server Licensing Server. This is the License server discovery mode setting in
Terminal Services Configuration. This is easier than hard coding the license server into the registry.
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Terminal Server License Server discovery n |

— Licenze server dizcoveny method

i~ Automatic

% Usze theze license servers:

|1 92.168.1.34 Check names |

Thiz Terminal Server will attempt ta lacate theze licenze servers firzt, |f they are nok
lozated, thiz Terminal Server will attempt automatic dizcoveny.

Separate licenze server names with commas.

Ewxample: Serverl, Servers example.com, 192.168.1.1

—Automatically discovered license servers

I DomainSefork.group role: I

In Enterprize role: I

Cancel | ] I

Terminal Server License Server Discovery Window

Launch the Terminal Server License Server Discovery Window by double-clicking the License server
discovery mode setting in Terminal Services Configuration window.

Entering a valid Microsoft Terminal Server Licensing Server name in the Use these license servers field
will force the terminal server to use the defined server as the license server. This keeps the terminal
server from getting confused when there are multiple license servers.

The Automatically discovered license servers field would be automatically populated with license
servers found by the terminal server and can be used as a reference. The Check names button will
check the validation of the name in the Use these license servers field.
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28.4 Windows 2008 Server

28.4.1 Adding Terminal Server Role

Windows 2008 Server, like Windows 2003 Server, allows two RDP connections for administrative
purposes. To make the Windows 2008 Server a terminal server where many people can access
applications requires adding the Terminal Services Role.

Open the Server Manager window.

-ﬁ Server Manager E\@

File Action View Help
@& =|2E)
=k Server Manager (WIN2008R2) Roles
s i\ Roles
» @& Features
» 3 Diagnostics
>} Configuration

$ View the health of the roles installed on your server and add or remove roles and features,

| »

> Euj Storage
~! Roles Summary Reles Summary Help

m

~) Roles: 1 of 17 installed 3{_5 Add Roles

_‘531'. Remove Roles
Web Server (IS}

~) Web Server (IIS) Web Server (IIS) Help

Provides a reliable, manageable, and scalable Web application infrastructure.

~) Role Status [F Go to Web Server (IIS)

Messages: None
Systern Services: 4 Running, 1 Stopped
Events: None in the last 24 hours

Best Practices Analyzer: To start a Best Practices
Analyzer scan, go to the Best Practices Analyzer i

tila am thic rnla's harnanane and cliclk S-an thic

5:: Last Refresh: Today at 3:01 PM Cenfigure refresh

Server Manager Window

Highlight Roles in the tree and select Add Roles in the right pane. A wizard will launch allowing you to
add Terminal Services as a role.

Highlights of the Role Wizard include:
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Add Roles Wizard

Before You Begin

Remote Desktop Services
Role Services

Coenfirmation

Progress

Results

Select Server Roles

Select one or more roles to install on this server,

Roles:

Description:

[] Active Directory Certificate Services
[[] Active Directory Domain Services
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server
[] DHCP Server
[] DNS Server
[] Fax Server
[] File Services
[] Hyper-v
[ Metwerk Policy and Access Services
[] Print and Document Services
Remote Desktop Services
Web Server (I5) (Installed)
[] Windews Deployment Services
[] Windows Server Update Services

Remote Desktop Services,
formerly Terminal Services,
provides technelegies that enable
users to access Windows-based
pregrams that are installed on an
RD Session Host senver or to
access the full Windows desktop.
With Remote Desktop Services,

users can access an RD Session
Host server or virtual machine
from within your corporate
network or from the Internet.

More about server reles

< Prewious ” Mext =

Cancel

Role Wizard - Select Server Roles

The Role Wizard lists a dozen roles that are available.

Check the Remote Desktop Services (or Terminal Services) checkbox and any other roles desired.

Select Next to continue.
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Add Roles Wizard (23]

Select Role Services

e Select the role services to install for Remote Desktop Services:

Server Roles Role services: Description:
Remote Desktop Services T e Remote Desktop Session Host
- N . - 1 N i
[] Remote Desktop Virtualization Host (RD Session Hosl), formerly

Terminal Server, enables a server

Application Compatibility [[] Remote Desktop Licensing O L s P
Authentication Method [] Rernote Desktop Connection Broker or the full Windows desktop.
oo o [] Remote Desktop Gateway Users can connect to an RD

[ Remote Desktop Web Access Session Host server to run
User Groups programs, save files, and use
Client Experience network resources on that server.

Confirmation
Progress
Results

More about role services

< Prewious ” Mext =

Role Wizard —Select Role Services

Terminal Services has several options:
Terminal Server — the basic terminal services option. Check this option

TS Licensing — This makes the server a 2008 License Server.

You need a 2008 License Server and 2008 Terminal Services Client Access Licenses (TS
CALSs) to operate.

Select this if this server will be your Terminal Services License Server.

Select Next to continue.
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Add Roles Wizard

Before You Begin
Server Roles
Remote Desktop Services
Role Services
Application Compatibility
Authentication Method
User Groups
Client Experience
RD Licensing Configuration
Cenfirmation
Progress

Results

Specify Licensing Mode

The Remote Desktop licensing mode determines the type of Remote Desktop Services client access

licenses (RDS CALs) that a license server will issue to clients that connect to this RD Session Host
SEMVEF.

Specify the Remote Desktop licensing mode that ywou want this RD Session Host server to use,
) Configure later

Remind me to use the Remote Desktop Session Host Configuration tool or Group Policy to
cenfigure the licensing mode within the next 120 days.

(") Per Device

An RDS Per Device CAL must be available for each device that connects to this RD Session
Host zerver.

@ Per User

An RDS Per User CAL must be available for each user that connects to this RD Session Host
EEMVEr.

(ij The licensing mode that you specify must match the RDS CALs that are available from your
Remote Desktop license server.

More about the Remote Deslktop licensing mode

[ < Prewious ” Mext =

Role Wizard — Specify Licensing Mode

Windows 2008 TS CALs, like Windows 2003 TS CALs, are available as Per Device or Per User.
The terminal server should match the mode that the license server is using.

Select Next to continue.
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Add Roles Wizard (23]

Confirm Installation Selections

Before You Begin

To install the following roles, role services, or features, click Install.
Server Roles

Remote Desktop Services /% 1warning, 2 informational messages below

Role Services 3

'i!:' This server must be restarted after the installation completes,
Application Compatibility
o | Remote Desktop Services
Authentication Method

Remote Desktop Session Host

Licensing Mode /A You may need to reinstall existing applications.

SEEIELE ':i:' IE Enhanced Security Configuration will be turned off.

Client Experience Authentication method Do not require Network Level Authentication
RD Licensing Configuration Licensing mode: Per uzer
Groups allowed access : Adrministrators, userl (WIN2008R2\userl)
Audio and video playback : Disabled
Progress . . . . .
Audio recording redirection : Disabled
Resuilts Desktop composition : Disabled
RD Licensing
Availability : This warkgraup
Database path: CAWindows\system324LServer

Print, e-mail, or sawve this information

Install l ’ Cancel

Role Wizard — Confirm Installation Selections
The Add Roles Wizard will end with a list of the configurations that will be installed.

Select Install to add the role(s). Once the wizard is finished it will assume the role of a terminal server.
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28.4.2 Adding Applications in Windows 2008

Applications on terminal servers need to be installed in the Install Mode. Open the Control Panel and
click on the Install Application on Terminal Server icon to start the installation wizard.

Install
Application on
Terminal
Server

Install Application on Terminal Server Icon
A wizard will run that allows the installation of the application.

The Install Mode can also be entered by typing change user /install atacommand prompt.
You can then run the Setup - exe to install your application.

Type change user /execute when finished installing to leave the Install Mode.
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28.4.3 Create Users

Users management is located in the Server Manager console.

A Cornputer Management EI@

File Action View Help
&= E = HE

.S (;DmputerManagement(Local Mame Description * || Actions
4 ff} System Tools

+ ((5) Task Scheduler

> E Event Viewer

> [z Shared Folders

a e |ocal Users and Groups

& Administrators Administrators have complete an... Groups -
e Backup O perators Backup Operators can override se... Mare Actions »
el Certificate Service DC...  Members of this group are allowe...
;;&_‘ Cryptographic Operat.. Members are authorized to perfor...
¥ Distributed COM Users  Members are allowed to launch, a...

| Users
= Groups #¥ Event Log Readers Mermbers of this group can read e..
¥ F‘_erfnrmance P Guests Guests have the same access as m...
_Jé Device Manager J2 TS TUSRS Built-in group used by Internet Inf..,
4 22 storage & Network Configuratio.. Members in this group can have s...
L=} Disk Management & Performance Log Users  Members of this group may sche... E
s :: Services and Applications B performance Menitor ... Members of this group can acces...
H Power Users Powier Users are included for back...
#‘_‘ Print Operators Members can administer domain ..
J= Remote Desktop Users  Members in this group are grante...
5 p group are g
J= Replicator Supports file replication in a dom...
5 hep PP p
P Users Users are prevented from making ...
5 p g

= HelpLibraryUpdaters

% 50QL5erver20055QLEro... Members in the group have the re...
H SQLServerMSSQLServ...  Members in the group have the re...
Pl sl ServerMSSQLUser..  Members in the group have the re..,
P S0l serverSQLAgentl... Members in the group have the re..,
- & ThinManager Shadow..,

il To AR A oo A e Bl e oL Rleie comeiim mmem emm = oliE

Server Manager — Local Users and Groups

Users need to be members of the Remote Desktop Users group to access the terminal server.

28.4.4 Allowing Application Access

Applications installed on a terminal server are not available to remote users unless the Terminal Server
Settings are changed to allow access to the applications. You can either allow access to all applications
or allow access to specific applications in the TS RemoteApp Manager.

28.4.4.1 Allowing Application Access — All Applications

Applications installed on a terminal server are not available to remote users unless the Terminal Server
Settings are changed to allow access to the applications.

You can change the settings to allow access to all installed applications in the TS RemoteApp Manager.
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E_,= Server Manager

S [=]
File Action \View Help
&= %5
i-a A QLB S TS RemoteApp Manager (2008TSE49) Actions
=l 3 Roles -7
a8 . ' a || TS RemoteApp Manager (... =
&l &5 Terminal Services TS RemoteApp Manager = | e
a TS RemoteApp Ma RemoteApp programs are programs that are access [ Add RemoteApp Programs
Terminal Services C ( i appear as if they are running on the client's local o = ) )
=1 Terminal Services M R mn RemoteApp program available to users, you must & Terminal Server Settings
il Features El T Gateway Settings
& Diagnostics B Diital S )
= Cigital 5 ture Setti
jﬂﬂ Configuration PO igital Signature Settings
{24 storage 3 Export RemoteApp Setti...
| Terminal Server Settings| Change ?Et'[r}:t % Import RemoteApp Setti...
A0 The
(i) Clients will connect to: 2008TSE49 e View v
/0 Users can start listed and unlisted uni 7 |
programs on initial connection. s Al . He
¥
T5 Gateway Settings Change We
(D Clients will use T5 Gateway settings @ Ar
defined by their domain's Group Policy. el
Chiz
Digital Signature Settings Change
/0 Mo digital certificate is configured. (Using .ﬁ. tlc
a digital certificate may improve security.)
RDP Settings Change Other
(D Clients will not use any custorm ROP SEIE.Ct
settings. option
Cre
3 I
| | 3 ) K1 |

’
|

TS RemoteApp Manager

Highlight TS RemoteApp Manager under the Terminal Services branch of the Server Manager tree.

Select the Change link for the Terminal Server Settings to launch the RemoteApp Deployment
Settings page.
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RemoteApp Deployment Settings

Comman RDP Settings I Custom RDP Settings
Teminal Server | TS Gateway I Cigital Signature

Clients will use these settings while connecting to this teminal server.

—Connection settings

Server name: |2008TSE4S

ff the terminal serveris in a fam, enterthe DNS name of the
fam.

BDF port: 3389

v Require server authentication

If you use server authentication, you may have to provide a fully qualified DNS
name in the Server name boo.

— Remote desktop access

™ Show aremote deshktop connection to this terminal serverin TS Web Access

— Access to unlisted programs

™ Do not allow users to start unlisted programes on initial connection
{Recommended)

* AMlow users to start both listed and unlisted programs on initial connection

QK Cancel Anphy

RemoteApp Deployment Settings

Select the Terminal Server tab of the RemoteApp Deployment Settings page.

Select the Allow users to start both listed and unlisted programs on initial connection radio button

in the Access to unlisted programs section.
This will allow any program to be run by an authorized user.

You can also select and define specific applications that can be run by configuring them in the TS

RemoteApp Manager.
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28.4.4.2

applications.

[, Server Manager

Fle Acton View Help

Allowing Application Access — Specific Applications
You can control application access on Windows 2008 Server by only allowing access to specific

IS[=] B3

ke A=l Eall 7 e

ia Server Manager (2008TSE49)
= ;j) Rales
=] ;ﬁ Terminal Services

TS RemoteApp Manager

TS5 RemoteApp Manager (2008TSE49)

Actions

TS RemoteApp Manager (2008TSE49)

-
o) %
TS RemoteApp Manage RemoteApp programs are programs that are accessed through Terminal Services, and | [E1] Add RemateApp Programs
Terminal Services Confi ( | appear as if they are running on the client's local computer, Before you can make a B Terminal Server Seth
=g Terminal Services Mana < ™ | RemoteApp program available to users, you must add it to the RemoteApp Programs list, =l TEIminalServer setings
Eﬂ Features i ﬂ TS Gateway Settings
_5‘- Diagnostics x . . .
= 33% Configuration S w0 5] Digital Signature Settings
9 Task Scheduler c4 Export RemoteApp Settings
Windows Firewall with Advz ; : istributi i -
H i W : z Terminal Server Settings Change D istribution with TS Web Access ] EE Import RemoteApp Settings
54 Services _ The TS Web Access Computers group is
& WMI Control @ Clients will connect to: 2008T5E49 empty. RemoteApp programs may be View »
= :E Local Users and Groups o/ Users can only start listed Remotedpp unavailable to users. Refresh | Learn more Hel
g T - - ) L elp
TI Users [Jrogram_- on initial connection, ,@, The Rematefpp Pragrams list is empty.
| Groups (Recommended)

Kg Storage @ A remote deskiop connection for this server

TS Gateway Settings Change is not visible in TS Web Access. Change

@ Clients will use T5 Gateway settings defined
by their domain's Group Policy.
Digital Signature Settings Change

'@' Meore about using TS Web Access

Other Distribution Options

Select a RemoteApp program and choose an
option below,

Create .rdp File

/0 Mo digital certificate is configured, (Using a
digital certificate may improve security.)
RDP Settings Change

@ Clients will not use any custom RDP

! Create Windows Installer Package
settings,

'@' More about distribution options

RemoteApp Programs

MName | Path | TS Web Acce.., | Arguments

TS RemoteApp Manager

Highlight TS RemoteApp Manager under the Terminal Services branch of the Server Manager tree.

Select the Add RemoteApp Programs link in the Actions column on the right of the screen to launch the
RemoteApp Wizard.
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RemoteApp Wizard

Choose programs to add to the RemoteApp Programs list

Select the programs that you want to add to the RemotefApp Programs list. You
can also configure individual RemoteApp properties, such as the icon to display.

Mame

HE;
mE
O
0e

Calculator

[iata Sources [ODBC)

Diisk; Defragmenter

iSCS| Inttiator

Memory Diagnostics Toal
Pairit

Pairt Shop Pro 5

Problem Reports and Solutions
Remate Desktop Connection
Securty Corfiguration Wizard
Server Manager

System Configuration

(] i System Information
[ Windows Contacts ;I
Select Al Select Mone Properties. .. | Browse... |
< Back Nest = Cancel |
RemoteApp Wizard

The RemoteApp Wizard shows a list of applications installed on the Windows 2008 Server.

Select the checkbox for each application that you want available for deployment as a ThinManager

Display Client.

Select Next to complete the wizard. A remote user can run any checked application.

28.4.5 Installing ThinManager

It is a common practice to install ThinManager on a terminal server but ThinManager is independent of
terminal services and doesn’t need to be installed on a terminal server.

Applications on terminal servers need to be installed in the Install Mode. Open the Control Panel and
click on the Install Application on Terminal Server icon to start the installation wizard.

»
Install
Application aon
Terminal
Server

Install Application on Terminal Server Icon
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Once the wizard begins navigate to the ThinManager setup.exe program and continue with the wizard.
See Installation of ThinManager for detalils.

The Install Mode can also be entered by typing change user /Zinstall at a command prompt.
You can then run the SetuUp . exe to install ThinManager.

Type change user /execute when finished installing to leave the Install Mode.

28.4.6 Allow Inbound Traffic to Firewall

ThinManager requires communications to the thin clients. This communication is blocked by default in the
firewall and needs to be allowed.

You can either open the firewall to all traffic or open the specific ports needed.

28.4.6.1 Allow All Inbound Traffic

You can configure the firewall by selecting Windows Firewall with Advanced Security in the Server
Manager tree.

File Action View Help

@& =|[E)  HE

¥ Windows Firewall with Advanced Security EI@

A A an=| Windows Firewall with Advanced Security on Local Computer Actions

i3 Inbound Rules + | Windows Firewall with Advance...

% Outbound Rules 3 , ) . i .
:_!: Connection Security Rules Windows Firewall with Advanced Security provides network security & Import Policy...

B Monitoring fa| ExportPolicy...
Overview Restorz Default Pclicy
Domain Profile Diagnose / Repair
b Windows Sirewall is off. = View
Private Profile i Refresh
& Windows Srewall is off. D Propetties
Public Profile is Aclive [ Help

"!;;’;" Windowe Sirewall ie off.

E] Windows =irewall Properties

Getting Started

Authenticate communications between computers

Create connecton security rules to specify how and when connections bet
pratected by usng Intemet Frotocal secuity {IFsec).

E] Connection Securty Rules

4 1] HIER mn 3

F Y

Windows Firewall with Advanced Security

Highlight Windows Firewall with Advanced Security in the Server Manager tree. Right click and select
Properties to launch the Properties window.
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i

Windows Firewall with Advanced Security on Local Cormputer Pro... @

Dornain Profile | Private: Profile | Public Profile | IPsec Settings |

Cpecify behavior for when a computer is connected to ts coporate
domain.

State

i P Firewall state: [Crﬁ v]
Block: {default)

Inbound connections:
Outbound connections: Allow (default)

Protected netwarlk comnections: Customize...

Settings

— Specify seﬁing_s that control Windows Customize.
“— | Firewall behaviar.

Logging
1 Specify logging settings for e

troubleshoating.

Leam more about these settings

Ok ] [ Cancel Apply

-

Windows Firewall with Advanced Security Properties

Change the Inbound connections to Allow and select OK to accept the change.

This will allow the thin clients to connect to ThinManager through the firewall.

Select the profile tab that matches the type of network you are using, Domain, Private, or Public profile.
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28.4.6.2

Open Ports in Firewall

You can open specific ports in the Windows 2008 Server firewall instead of allowing all inbound

connections if you prefer.

Open the Local Security Policy by selecting the Start > Administrative Tools > Local Security Policy.

Hle  Achion View  Help

o= 70 =z HE

0 Windows Firewzll with Advance
i3 Inbound Rules
Outbound Rules
2‘!__ Connection Security Rules

- B Menitoring

4 (L I

9 Windows Firewall with Advanced Security

Inbound Rules

Mame

@Micmsn& Office Outlock

@Micmsn& OneMote

@Micrnsnf‘t OneMote

@Micmsn& SharePoint Workspace
@Micmsn& SharePoint Workspace
.BranchCache Zontent Retrieval (HTTP-In)
.BranchCache Hosted Cache Server (FTT...
.BranchCache Peer Discovery (W5D-In)
.COM+ Metwork Access (COM-In)
.COM+ Remote Administration (DCOM-In)
@Ccre Metworkng - Destination Unreacha...
@Ccre Metworkng - Destination Unreacha...
@Ccre Metworking - Dynamic Host Config...
@Ccre Metworkng - Dynamic Hest Config...
@Ccre Metworkng - Internet Group Mzna...
@ Core Networking - IPHTT?S (TCP-In)

i@ Core Metworkng - IPvE (IPv-In)

@Ccre Metworkng - Multicast Listener Do...
@JCcre Metworkng - Multicast Listener Qu...
@Ccre Metworkng - Multicast Listener Rep...

4| n |

=5 e =X
Aclions
Group = + || Inbound Rules -
i3 MewRule..
=\||SF Filter by Profile 3
S Filter by State »
ST Filter by Group 3
BranchCache - Conter View »
BranchCache - Hostec
| i) Reflresh
BranchCache - Peer Di —
COM+ Network Acces = Exportlist..
COM+ Remote Admir Help
Core Metworking
Core Metworking
Core Networking
Core Metworking
Core Metworking
Core Networking
Core Metworking
Core Metworking
Core Networking
Core Metworking i

Local Security Policy

Expand the Windows Firewall with Advanced Security to show the Inbound Rules.

Right click on the Inbound Rules and select New Rule. A wizard will launch that allows configuration of a

new port.

You need to run the wizard twice, once to allow UDP 4900 and once to allow TCP 2031.
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s

ﬂ Mew Inbound Rule Wizard @

Rule Type
Select the type of firewall nule to create.

Steps:

» FRule Type What type of rule would you like to create?

@ Protocol and Ports

@ Action ) Program

@ Profile Rule that controls connections for a program.
@ MName @ Port

Rule that controls connections fora TCP or UDP port.
"' Predefined:
BranchCache - Content Retrigval (Uses HTTF)

Rule that controls connections for a Windows experience.

' Custom
Custom rule.

Leam more about nule types

< Back Mext = l [ Cancel

Rule Wizard — Rule Type

Select Port as the rule you are configuring and select Next to continue.
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s

ﬁ Mew Inbound Rule Wizard @

Protocol and Ports
Specify the protocols and ports to which this nule applies.

Steps:

& FRule Type Does this rule apphy to TCP or UDP?
# Protocol and Ports @ TCP

@ Action ) UDpP

@ Profile

@ MName

Does this rule apphy to all local ports or specific local ports?

All local ports

@ Specific local ports: 2031
BExample: 80, 443, 5000-5010

Leam more about protocol and ports

Rule Wizard — Protocols and Ports

You will need to select the protocol and port for each rule. You will need to run the wizard once for UDP
4900 and once for TCP 2031.

Select the protocol and enter the port as shown in Rule Wizard — Protocols and Ports.

Select Next to continue.
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s

ﬂ Mew Inbound Rule Wizard @
Action

Specify the action to be takeen when a connection matches the conditions specified in the rule.

Steps:

& FRule Type What action should be taleen when a connection matches the specified conditions?

@ Protocol and Ports )
@ Allow the connection

. E This includes connections that are protected with IPsec as well as those are not.
@ Prcfile )

| Allow the connection if it is secure
& Mame

This includes only connections that have been authenticated by using IPsec. Conmections
will be secured using the settings in IPsec properties and rules in the Connection Security
Fule node.

| Block the connection

Leam more about actions

Rule Wizard — Action

Select Allow the Connection.

Select Next to continue.
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s

ﬂ Mew Inbound Rule Wizard @
Profile
Specify the profiles for which this nule applies.

Steps:

@ Rule Type When does this ule apply?

& Protocol and Ports

& Action Domain

» Profile Applies when a computeris connected to its comporate domain.
& Mame Private

Applies when a computer is connected to a private network location.

Public
Applies when a computer is connected to a public network location.

Leam more about profiles

Rule Wizard — Profile

Select the network(s) that the rule will apply to.
Select Next to continue.

A Name page will allow you to name the rule and add a description for management and organizational
purposes.

Select Finish to save and apply the rule.
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File Action View Help

&= 75 = HE

ﬂ' Windows Firewzll with Advance
B3 Inbound Rules
Outbound Rules
5‘5_.\ Connection Security Rules
> ‘-ﬂ Menitoring

4 (L 2

ﬂ Windows Firewall with Advanced Securiy

Inbound Rules

=
MName il

@Micrnsnf‘t Office Outlook

@Micmsn& OrneMote

@Micmsn& OneMote

@Micrnsnf‘t SharePoint Waorkspace
@Micmsn& SharePoint Workspace
.BranchCache Zontent Retrieval (HTTP-In)
.BranchCache Hosted Cache Server (HTT...
.BranchCache Peer Discovery (WSD-In)
.COM+ Metwork Access (COM-In)
.COM+ Remote Administration (DCOM-In)

Group

m

BranchCache - Conter
BranchCache - Hostec
BranchCache - Peer Di
COM+ Metwork Acces
COM+ Remote &dmir

@Ccre Metworkng - Destination Unreacha... Core Networking
@Ccre Metworkng - Destination Unreacha..  Core Networking
@Ccre Metworking - Dynamic Host Config..  Core Metworking
@Ccre Metworkng - Dynamic Host Config... Core Networking
@Ccre Metworkng - Internet Group Mena...  Core Networking
@Ccre Metworkng - IPHTT?5 (TCP-In) Core Metworking
@f‘rrp Metwnrkng - TPuf (TPufi-Tn) Core Netwarking
@Ccre Metworkng - Multicast Listener De...  Core Networking
@Ccre Metworking - Multicast Listener Qu...  Core Metworking

@f‘rrp Metwnrk ng - Multicast | istener Rep.. Core Netwnrking

(= O ]

Actions

1| mn | 3

Inbound Rules
i3 MewRule..
7 Tilter by Profile 3
NP Filter by State
ST Filter by Group

. .

View
Refresh
Export List...

S

Help

Applied Rules

Repeat for UDP 4900 or TCP 2031.

This will allow thin clients to use port 4900 to download the firmware and allow the thin client to use port
2031 to download the configuration but will keep other ports closed on the firewall.
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28.4.7 Local Security Policy — User Access Controls

You may need to go to the Local Security Policy and change the User Account Control: Behavior of
the elevation prompt for administrators in Admin Approval Mode to Elevate without prompting for
ThinManager to run properly.

Open the Local Security Policy by selecting the Start > Administrative Tools > Local Security Policy.

= Local Security Policy EI@

File Action View Help
= #EIXE = HE

T Security Settings Policy Security Setting =
> (8 Account Policies | Metwork security: Restrict NTLM: NTLM authentication in th..., Mot Defined

| Metwork security: Restrict NTLM: Outgoing MTLM traffic te .. Mot Defined

| Recovery console: Allow automatic administrative logon Disabled

4 [ 4 Local Policies
+ & Audit Policy
+ ' User Rights Assignment

T | Recovery console: Allow floppy copy and access to all drives... Disabled
» g

. [ Windows Firewall with Advanced Sec: | Shutdown: Allow system to be shut down without having to... Disabled

| MNetwork List Manager Policies
: || Public Key Policies
. [ Software Restriction Policies | System cryptography: Use FIPS compliant algorithms for en..  Disabled

| Shutdown: Clear virtual memaory pagefile Disabled
| System cryptography: Force strong key protection for user k.. Mot Defined

. ] Application Contrel Policies | Systern objects: Require case insensitivity for non-Windows ... Enabled
s ,g IP Security Policies on Local Compute | Systern objects: Strengthen default permissions of internal s...  Enabled
- || Advanced Audit Policy Configuration | Systern settings: Opticnal subsystemns Posix

| System settings: Use Certificate Rules on Windows Executabl... Disabled
| User Account Control: Admin Approval Mode for the Built-i...  Disabled
| User Account Control: Allow ULAccess applications to prom...  Disabled

it| User Account Control: Behavior of the elevation prompt for ... Prompt fer consent for ...
| User Account Control Behavior of the elevation prompt for .. Prompt for credentials
| User Account Control: Detect application installations and p.. Enabled

| User Account Control: Only elevate executables that are sign... Disabled
| User Account Control: Only elevate UlAccess applications th.., Enabled

m

| User Account Control: Run all administraters in Admin Appr... Enabled
| User Account Control: Switch to the secure desktop when pr.. Enabled
| User Account Control: Virtualize file and registry write failure... Enabled

1|

4 1l | 3

Local Security Policy — User Account Controls

Highlight Local Policies > Security Options in the tree.

Browse to User Account Control: Behavior of the elevation prompt for administrators in Admin
Approval Mode and change the setting to Elevate without prompting.

This may be needed to run ThinManager as a non-administrator.
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28.5 Command Prompt

Terminal Services has several commands that aid in managing the terminal server. Some useful ones
are:

Command Action
change logon Temporarily disables logons to a Terminal Server
change port Changes COM port mappings for MS-DOS program compatibility
change user /install Puts the server into “Install Mode”
change user /execute Removes the server from “Install Mode”
Ipconfig Displays the IP addresses of the network card
Logoff Logs off a user from a session and deletes the session from the server
net send username “message” Sends a message to a user. username is the NT/2000 user name that the

person or terminal is logged in as. “message” is the text of the message.
Quotation marks are needed for any messages containing a space.

query process Displays information about processes running on a Terminal server
query session Displays information about sessions on a Terminal server

query termserver Displays a list of all Terminal servers on the network

query user Displays information about user sessions on a Terminal server
reset session Resets a session to known initial values

Shadow Monitors another user's session

Tsdiscon Disconnects a client from a terminal server session

Tsshutdn Shuts down the terminal server in an orderly manner

See the Windows online help for additional commands and parameters.

Other useful commands include:

Command Action
gpedit.msc Launches the Group Policy Editor
tscc.msc Launches the Terminal Services Configuration Console
tsadmin Launches the Terminal Services Manager
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28.6 Alternative Terminal Keystrokes

Certain keystrokes are not available in a terminal session. Microsoft has provided these alternatives.

Keystroke

Function

ALT+PAGE UP

Switches between programs from left to right.

ALT+PAGE DOWN

Switches between programs from right to left.

ALT+INSERT Cycles through the programs in the order they were started.
ALT+HOME Displays the Start menu.

CTRL+ALT+BREAK Switches the client between a window and full screen.
CTRL+ALT+END Brings up the Windows 2000 Security dialog box.
ALT+DELETE Displays the Windows menu.

CTRL+ALT+Minus (-) symbol on the
numeric keypad

Places a snapshot of the active window, within the client, on the Terminal server
clipboard (provides the same functionality as pressing PrintScrn on a local
computer.)

CTRL+ALT+Plus (+) symbol on the
numeric keypad

Places a snapshot of the entire client window area on the Terminal server
clipboard (provides the same functionality as pressing ALT+PrintScrn on a local
computer.)
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28.7 DHCP Server Setup

Dynamic Host Configuration Protocol (DHCP) is a program that assigns IP addresses to devices on a
network. DHCP server can be used to provide IP addresses to thin clients. It can also be configured to
point the thin clients to the ThinManager Servers with Option 66, Boot Server Host Name.

28.7.1.1 Scope Options

The DHCP Server needs Option 066 configured before it will provide the ThinManager Server IP address
that the terminal needs to boot.

scopegprons G|

General I Advanced I

Awailable Options | Dezcription :I
O 064 MIS + Domain M ame The name o

O 065 WIS+ Servers A ligt of IP a
(BE Boot Server Host Mame TFTP boot o—
O 067 Bootfile Mame Bootfile Man -
o | o

— Data entry
String walue:

192168.1.1192.168.1.4

ok, I Cancel Apply

Boot Server Host Name

The Boot Server Host Name, Option 066, assigns a ThinManager server to the terminal.

Open the Scope Options dialog box by highlighting the Scope Option folder in the tree pane of the
Computer Management Console under the Services and Application > DHCP folder and selecting
Action > Configure Options.

Scroll through the list window and check the Option 066 check box.
Enter the IP address of the desired ThinManager server in the String Value field.

The DHCP Server can issue the IP address for a Primary ThinManager Server and a Secondary
ThinManager Server by listing the IP addresses of both, separated with a space.
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28.7.1.2 DHCP Properties

The DHCP Server can be configured to check for duplicate IP addresses before issuing a new address.
This is a good feature to use.

Highlight DHCP under Services and Applications in the Computer Management tree and select
Action > Properties, or right-click on DHCP and select Properties. The DHCP Properties window will

launch.
DHCP Properties ﬂ E |

Generall DMW5  Advanced |

Specify the number of times the DHCP zerver should attempt conflict
detection for an [P address before the server leazes the address ta a client.

Conflict detection attempts: g _I

Audit log file path: IE:'\WINDDWS WSoztem32dhop Browsze. .. |
D atabaze path: IE:HWINDEIWS WSeztem3d2ydhop Browse... |
Backup path: II::HWINDEI'W'S SSpstem3Zhdhcpiba Browse... |
Change server connections bindingz: Bindings... |
DMS dunamic updates registration credentials: Credentials... |

ak. I Cancel Apply

DHCP Properties — Advanced Tab

Select the Advanced tab. Replace the zero in the Conflict detection attempts field with an integer. This
will prompt the DHCP Server to check for duplicate IP addresses before assigning an IP address.

Select OK when finished.
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28.8 Group Policy

Windows has a number of features that can be allowed or prevented with a Group Policy. Group Policy is
configured in the Group Policy Object Editor snap-in to the Microsoft Management Console.

Access the Group Policy Editor by typing gped it .msc at a command prompt to launch the Microsoft

Group Policy Editor.
‘i Group Policy Object Editor

File  Action Yiew Help

=] E3

&= | B0RE FE| 2@

=¥ Local Computer Policy
E@ Computer Configuration
-[_] software Settings
-] windows Settings

[ system
G- Mebwork
L[] Prinkers
EI@ ser Configuration
#-(_] Software Settings

I:l Windows Settings

: [ Deskrop
El[:l Control Panel

a Display
‘[0 Prinkers

: (2 Metwork
=-[Z] Swstem

I:l Scripks

[ crrHalk+Del

I:l Logon

E||:| Administrative Templab
-] Windows Compane

[C7 Add or Remove

= Setking

State |

[:IDeskl:up Themes

@ Hide Desktop tab

5% Hide Settings tab
Hide Screen Saver tab

SCreen 5

o]

@ Remave Display in Cankral Panel

@ Present changing wallpaper
@ Hide Appearance and Themes tab

@ Screen Saver executable name
@ Password protect the screen saver

=22 administrative Templat M Screen Saver timeout

[:l Windows Compone
(2] start Menu and Tas

Mak configured
Mok configured
Mok configured
Mok configured
Mok configured
Mak configurad
Mak configured

Mok configured

Mok configured
Mok configured

i Extended ;\ Skandard ,.f"'

| :

Group Policy Settings

Expanding the tree will show Group Policy settings that can affect the terminal server experience.

Please refer to Microsoft documentation for information on using these features.
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28.9 Microsoft Licenses

28.9.1 Microsoft Client Access Licenses (CALS)

Thin Clients require a terminal server with Windows 2003 or 2008 Server with Terminal Services
enabled as an operating system.

Each of these operating systems requires a standard Microsoft Client Access License (CAL) for each
connection to the server. These are based on concurrent use; a 5-pack would allow more than five users
to access server resources, but only five users at a time.

28.9.2 Microsoft Terminal Server Licenses

Terminals, such as thin clients and fat clients, require a license to access terminal services in addition to
the standard Microsoft Client Access License (CAL). This is called the Microsoft Terminal Services
Client Access License (TS CAL) in Windows 2003 and is called the Remote Desktop Services Client
Access License (RDS CAL) in Windows 2008.

Windows 2003 terminal servers require Windows 2003 TS CALs and Windows 2008 terminal servers
require Windows 2008 RDS CALs.

Note: This document will refer to all terminal services CALs as a TS/RDS CALs.

. This licensing is per seat; ten terminals would require ten TS/RDS CALs, even if only two were
connected at a time.

These can be installed as Per Device or Per User.

e The TS/RDS Device CAL licenses one device to connect to any Microsoft Terminal Servers
as any user. This functions like the previous Windows 2000 TS CAL.

e The TS/RDS User CAL licenses one user for any device to connect to any Microsoft Terminal
Servers.

All TS/RDS CALs are installed on a Terminal Services Licensing Server. This acts as a repository for
all TS/RDS CALs. The terminal servers request TS/RDS CAL authentication from the Terminal Services
Licensing Server as terminals attach to terminal servers.

Note: The Terminal Server Licensing Server does not need to be a separate computer. It is a program
that can be installed on any existing server.

The Terminal Services Licensing server is activated through the Internet by connecting to the Microsoft
Certificate Authority and License Clearinghouse.

Windows 2003 and 2008 Servers with Terminal Services enabled will issue 90-day or 120-day temporary
licenses while the Terminal Services Licensing server is being setup and activated. If this period has
elapsed, the terminal will not connect to the terminal server and will display an “Error Number 50”
message box.

Windows Server is not normally sold with TS CALs. These need to purchased separately and installed on
the Terminal Services License server.
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28.9.3 Microsoft Terminal Server Licensing Activation

In Windows 2003 and 2008, all the TS CALs are installed on a single Terminal Server Licensing Server.
This allows a single site for management and authentication of terminal server connections. A server
becomes a Terminal Server Licensing Server by selection of the option during the installation phase or by
selecting Add/Remove Programs > Add/Remove Windows Components from the Control Panel and
selecting the Terminal Services Licensing.

The licensing of the Microsoft components of a Windows 2003 or 2008 terminal server is a two-step
process; one must first authorize the Terminal Server Licensing Server, then one must activate the
licenses. The license activation will be repeated for each license pack.
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29 ThinManager Troubleshooting
Guide

This is a list of common configuration errors and a guide for fixing them.

Note: When any problem arises, check Downloads at www.thinmanager.com for the latest firmware and
any service packs. The problem you are experiencing may have already been fixed and released in a
later version of firmware and using the latest version will cure the current problem. Try applying the latest
firmware, and then reboot the thin client to see if the problem still exists. The current version (v.2.06.X) is
backwards compatible to earlier versions of ThinManager (2.3.1, 2.4, 2.5, etc.)

29.1 Section 1 - From Power on to Terminal Server
Login
1) Powering on the Thin Client
A) No Power
e  Check power cable, power supply, and power outlets.
B) No Video
e  Check video cable and monitor.

Warning: Never go into the thin client BIOS and change the
Integrated Peripherals>Display Status from CRT to LCD. This
changes the video output of the motherboard from the VGA port to a
socket on the motherboard used for integrated LCD panels. Changing
this from CRT will prevent any video from being displayed on a
monitor.

2) Booting - ACP Network Boot Loader
A) Cannot get IP address using DHCP
e Isthe thin client set to DHCP? They are set to DHCP by default, but can be changed.
e Isthe Thin Client on the same side of the router as the DHCP server?
e Does the DHCP server have addresses to give out?
B) Cannot get IP address using Static IP menu

e  Certain models (ThinAdapters and older DC-40-100s with black PS/2 ports) cannot use
static IP.

e Static IP hasn't been set. Use the spacebar when the ""Select any Key to Configure IP
Settings" is displayed and set the client IP address
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3) Cannot Load Firmware
A) Is Thin Client connecting to ThinManager Server?

i) Using DHCP
e Has Option 066 been set to the ThinManager Server IP
Address?

e |sthere alink light on the network port?
e Check router address, IP Addresses, and Subnet Mask
ii) Using Static IP
e Has the ThinManager Server IP Address been entered in the IP
Configuration Menu?
B) Is the network blocked?

ACP Enabled thin clients that communicate through routers, gateways,
or firewalls may need some ports opened to allow data flow through
these devices. If the thin client communicates through one of these and it
is having trouble, check to see if these ports are allowed.

The required ports are:
e UDP/4900 - TFTP - Used for the TFTP download of the firmware.

e TCP/2031 - Configuration - Used to pass the configuration from the ThinManager
Server to the thin client.

e TCP/1494 - Citrix - Used by the ICA protocol (if using ICA instead of RDP).
e TCP/3389 - RDP - Used by the RDP protocol (if using RDP in v2.4.1 or later).
e TCP/5900 - Shadowing - Used to shadow terminals.

e TCP/1758 — Multicast — Used for firmware download unless multicast is turned
off on the ThinManager Server Configuration Wizard.

e Ping and DHCP - These need configured as needed.
C) Loads firmware intermittently/slowly
o Check for IP conflicts
e Check cable connections
e Make sure ThinManager Server CPU usage is below 100%

e Check the IGMP settings on the routers. If the IGMP is blocked, the Multicast of
firmware will be interrupted. Unselecting Multicast in the ThinManager Server
Configuration wizard will allow firmware downloads if the IGMP is blocked.

4) Thin Client Loads Firmware but shows blue message screen
A) "Please Define on Server"

e Enter ThinManager and define the terminal.
B) "License Not Available"

e Check your license usage in ThinManager. You are out of an ACP-supplied
License

C) "This Terminal Disabled"
o A ThinManager administrator has disabled this terminal. Re-enable it.
D) "Network Error - Check Network Connections"
e Check the network cable. Link light and network.
E) Was Disabled, but did not go on when Re-enabled.
¢ Reboot.
F) Terminal Selection menu is shown, but keyboard does not work
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e Check keyboard and reboot
e Use PS/2 splitter if the unit has only one PS/2 port
e Switch the mouse and the keyboard if plugged into a PS/2 splitter.
5) Graphical ACP Logo is shown, but boot process stops
A) Does not attempt to connect to the terminal server
e Check Terminal Configuration Wizard to make sure a terminal server is specified
B) Cannot Connect to Server xxx (0.0.0.0)

e The terminal server doesn't have an IP address configured in the Terminal
Server Configuration Wizard.

e |f using DNS, check the terminal server's registration.
e If you are using a Citrix Published Application, you may need to specify the ICA
browser.
C) Cannot Connect to Server xxx (w.x.y.z)
o Check the event viewer. If it says "Could not issue client license", you need a

Microsoft Terminal Server Client Access License (MS TS CAL) and/or a
Microsoft Terminal Server Licensing server.

e Check the Subnet Mask in the ACP Boot Loader on the thin client. If it is set to
255.255.255.255 instead of 255.255.255.0, it will fail to connect to the terminal
server.

Reboot the thin client and use the spacebar when the "Select any Key to
Configure IP Settings" is displayed. Change the subnet mask in the ACP Boot
Loader menu.

D) Error 50 - Disconnected

e Check the event viewer. If it says "Could not issue client license", you need a MS
TS Cal / MS TS Licensing server.

6) Attempts to connect to terminal server, but dies

e Some servers (Dell and its Dellwall.bmp, for example) load a complex bitmapped background that
can interfere with loading. Find the offending wallpaper file on the console session and renamed it
so that it doesn't load at login

7) Connects to connect to terminal server, but cannot login
e |sthe user a valid user? Is the password correct?

e Does the user have permission to connect through Terminal Services (user properties in the User
Manager)

e Iflogging in to a Windows 2003/2008 terminal server, is the user a member of the Administrators
group or Remote Desktop Users group?

o Check the event viewer. If it says "Could not issue client license", you need a Microsoft TS Cal
and or a Microsoft TS Licensing server.

8) Login to Terminal Server prompts for password even though the username and password are
filled in ThinManager

e The password may be entered wrong in ThinManager.

e Windows 2000 Server is set to always prompt for password at login for RDP users. Select
Programs>Administrative Tools>Terminal Services Configuration and double click on RDP-
tcp Properties in the right-hand window. Uncheck the Always Prompt for Password checkbox
on the Login Settings tab.
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29.2 Section 2 - Thin Client is Booted, Connected, and
Running a Session on the Terminal Server

9) Disconnects randomly

e Make sure each user is logging on with a unique user name. Windows 2003/2008 will only allow
one session per name by default.

e Check the physical network connection.
e Check for a different computer (e.g. a laptop) with the same IP address.

e Slow down the Monitoring Interval on the Monitoring Connection page of the Terminal
Configuration Wizard by increasing the timeout and retry values.

10) The session in Windows 2003requires frequent logins

e Turn off the Windows screen saver. User accounts in Windows 2003 use a secure screen saver
by default that requires this frequent login.

11) Mouse works but the application is unresponsive

e Application on terminal server is locked up - kill the application and let the thin client reconnect to
terminal server and restart the application

12) Sound doesn't work
e Make sure that you are using a Windows 2003/2008 terminal server

e Make sure that Audio Mapping is allowed on the Client Settings of the RDP-tcp Properties in the
Terminal Server Configuration Console.

e Make sure that you are using a thin client that has sound capability
e Add the Universal Sound Module to that thin client

e Connect a powered speaker to the "Line Out" plug. Line Out isn't amplified so it requires a
powered speaker.

e Properly working thin clients will play sounds at boot.
13) The touch screen doesn't work
e Make sure you are using the right Touch Screen Module for the touch screen controller.
e Make sure that the serial cable is plugged into the correct serial port
e Make sure that the Touch Screen Module is using the correct baud rate.
14) The touch screen mouse doesn't match the touches.

e Calibrate the touch screen by highlighting the unit in the ThinManager tree and select Tools >
Calibrate Touch Screen.

15) Changes to the configuration in ThinManager don't show up on the thin client.
e Reboot the thin client. Changes are only set to a thin client at bootup.

16) The configuration of the primary ThinManager Server and the secondary ThinManager Server
are different.

e Synchronize the configurations by selecting Manage>ThinManager Server List and selecting
Auto-synchronize in the ThinManager Server List Wizard.
17) The terminals in the tree on the primary ThinManager Server show green while the terminals
on the secondary are all red.

e Add both ThinManager Servers to the ThinManager Server Monitor List in the Terminal
Configuration Wizard (then reboot the terminals and synchronize the ThinManagers as in Number
15 and Number 16).

18) The client is showing the time of the terminal server in a different time zone and not the local
time.

e Use the Time Zone Redirection Module on the client with the local time zone selected.
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e Make sure that the security policy of the terminal server or domain allows it. Look at Computer
Configuration > Administrative Templates> Windows Components > Terminal Services
>Client/Server data redirection >Allow Time Zone Redirection and set it to Enabled

19) When "Terminal Servers" is highlighted in the ThinManager tree, the Details pane doesn't
show OK for the connections.

A) No login information supplied

e Run the Terminal Server List Wizard and add an administrative user name and
password on the Terminal Server Name page of the Terminal Server List Wizard.

B) User specified does not have permission to connect

e This indicates that the Terminal Server had an invalid username and password
added on the Terminal Server Name page of the Terminal Server List Wizard.
Run the Terminal Server List Wizard and change to an administrative user name
and password on the Terminal Server Name page of the Terminal Server List
Wizard.

e Use the domain in the Domain field on the Terminal Server Name page of the
Terminal Server List Wizard.

e If notin a domain, try using the terminal server name in the Domain field on the
Terminal Server Name page of the Terminal Server List Wizard.

C) WTSAPI32.dll connection failed

e This occurs when the terminal server is off or unreachable. Try pinging the
terminal server.

20) The Users, Sessions, and Processes tabs don't show data for a terminal server
A) No login information supplied

e Run the Terminal Server List Wizard and add an administrative user name and
password on the Terminal Server Name page of the Terminal Server List Wizard.

B) User specified does not have permission to connect

e This indicates that the Terminal Server had an invalid username and password
added on the Terminal Server Name page of the Terminal Server List Wizard.
Run the Terminal Server List Wizard and change to an administrative user name
and password on the Terminal Server Name page of the Terminal Server List
Wizard.

e Use the domain in the Domain field on the Terminal Server Name page of the
Terminal Server List Wizard.

e If notin a domain, try using the terminal server name in the Domain field on the
Terminal Server Name page of the Terminal Server List Wizard.

21) The Users and Sessions tabs show data for a terminal server, but the Processes tabs shows
no data.

e Shorten the name of the terminal.
Microsoft truncates the terminal names to 15 characters. The Process information won't display
for terminals with a name longer than 15 characters.

22) When shadowing a client the mouse doesn't work in the shadowed session.

e The user must be logged into the shadowing computer as an administrator or as a ThinManager
Administrator to use interactive shadowing.

e The interactive shadow must be checked in RemoteView on the ThinManager menu.

e Aterminal using the Share Keyboard and Mouse module will only be interactive if the mouse is
active in that session.
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