28Non-ThinManager Components

Microsoft Terminal Servers play an important role in the ThinManager system. It is recommended that you
become familiar with the documentation provided by Microsoft about their server. The following information is
provided as an aid to understanding terminal services and is not a substitute for Microsoft documentation.

Microsoft Terminal Services requires a license, either a TS CAL (Terminal Services Client Access License) on
a 2003 Server or a RDS CAL (Remote Desktop Services Client Access License) on a 2008 Server.

This section covers:
e Server 2003
e Server 2008
e DHCP (Dynamic Host Configuration Protocol) Servers

e Terminal Services Licensing

28.1Server 2003

28.1.1 Installing Terminal Services

A Windows 2003 Server can be made a terminal server by installing the Terminal Services role. This can be
done with either the Manage Your Server or through the Add/Remove Programs > Add/Remove Windows
Components.
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Select the Add or remove a role link on the Manager Your Server splash screen to install the Terminal
Services role and/or the Terminal Services License Server role.
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Windows Component Wizard

Terminal Services can be installed by selecting the Terminal Server checkbox in the Windows Component
Wizard.

The Windows Component Wizard is launched by selecting the Add/Remove Windows Component button
on Control Panel > Add/Remove Programs.

Each Microsoft terminal server system will need a Microsoft Terminal Server Licensing server install. This
doesn’t have to be a separate computer but is a program installed on an existing computer. It is installed by
selecting the Terminal Server Licensing checkbox on the Windows Component Wizard.

See Microsoft Licenses for details.

28.2Creating Microsoft User Profiles

A terminal needs a valid Windows User Profiles to log onto a terminal server.

Open the Computer Management Console by selecting Start > Administrative Tools > Computer
Management in Windows 2003/2008 to create a user profile.
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Computer Management Console

Highlight the User sub-folder of Local Users and Groups in the Computer Management tree pane.
Select Action > New User. This will launch a New User dialog box.
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Uzer name: I

Full narme: I

Dezcrption: I

Pazzword: I

Confirm password: I

¥ User must change passward at nest logon
[T Ugzer cannot change password

[T | Password never expires

[T Account is dizabled

| [Create I Cloze

New User Dialog

Enter the user name for the user in the User name field.

Enter a password in the Password field.

Re-enter the password in the Confirm password field.

The User must change password at next logon check box forces the user to change the password.
Select the Create button to finish the profile.

Select the Close button to return to the Computer Management Console.

Note: Users need to be added to the Remote Desktop Users group or the Administrators group to be
allowed to connect to a terminal server.

28.3Software Installation On Windows 2003

Microsoft Windows 2003/Server requires that software be added in the “Install Mode” through the Control
Panel > Add/Remove Programs.

Select Start > Settings > Control Panel > Add/Remove Programs to launch the Add/Remove Programs
dialog box.

Note: Some software, especially downloaded software, doesn't allow the installer to install it through the
Add/Remove Programs tools. To manually put the machine into the install mode open a command prompt

and type:
change user Zinstall

This command sets the machine to install mode. When finished, type:
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change user /execute
This command returns the machine to the normal run mode.

Fj'g Add/Remove Programs

add a program Fram CO-ROM or Floppy disk,

Add programs From Microsaft

Add Mew
Progr:

i_;IE—_I:' To add a program from a CO-ROM or Floppy disk, click CD or Floppy, D or Floppy |
S,

To add new Windows Features, device drivers, and syskem updates wind Undat |
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=] B3

Close |

Add/Remove Programs

Select the CD or Floppy button on the Add/Remove Programs dialog box to open the Installation wizard.
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Install Program From Floppy Disk or CD-ROM

|nzert the product's first installation floppy disk or CO-ROM,
and then click Hest.

Canicel

Install Program Window

The wizard will prompt for the installation of the software disk. Select Next to display the Run Installation
Program dialog box.

Note: If the new program starts in autorun and proceeds without going through the following procedures,
either stop the autorun and use the wizard to initiate the installation, or use the change user /Zinstall
command to place the machine in the install mode. Use the change user /execute command when
finished to return the machine to the Run mode.

Run Installation Program

Windows waz unable to find the installation program. Click.
Back to try again. Click Browse to find the installation
pragran rmantally.

Open:

|| Browsze. ..

< Back | Caricel

Run Installation Program
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Enter the command line of the installation program and select Finish, or select the Browse button to select

the installation file.
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Browse File Window

Selecting the Browse button on the Run Installation dialog box will launch a Browse File window. Highlight

the installation file and select Open. This will begin the application setup.

After Installation

After installation, pleaze click Mext.

< Back

Cancel

After Installation Window

As the installation begins, an After Installation dialog box is displayed. It requests that the Next button be
selected when the installation is finished. When this button is selected a second confirmation window is

displayed.
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<Back |i Finish Cancel

Finish Install Window

Select the Finish button when the installation is finished.

Note: If a choice is given to Reboot Now or Reboot Later, choose to reboot later once the entire setup is
completed and the dialog boxes are cleared.

28.3.1 Terminal Services Configuration

Microsoft provides the Terminal Services Configuration interface to configure how terminal services is
handled on each terminal server.

Select Start > Programs > Administrative Tools > Terminal Services Configuration to launch the
Terminal Services Configuration Console. There are two folders, Connections and Server Settings.

28.3.2 Terminal Services Connections

The Terminal Services Configuration tree has a Connections folder. Highlighting this folder will display the
installed client communication protocols.
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tscc - [Terminal Services Configuration',Connections]

File  Action Wiew  Help
e= OmBR @

,, Terminal Services Configuration Conneckion I Transport I Type I Zommenk I
a Conneckions %RDP-TCI:I tcp Microsaft RDP 5.2

------ (23] Server Settings

Terminal Services Configuration\\Connections Console - Connections

Double clicking on the RDP-tcp icon on the right will launch the RDP-tcp Properties
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28.3.2.1

RDP-tcp Login Settings

RDP-Tcp Properties |

Fiemaote Control | Client Settings | M etwork, Adapter I Permiszions
General Logon Settings | Sezziong Erwviranment
* lse client-provided logon information
" Always use the following logan information:
zer nanme: I
[amait I
Eazawond; I
Caonfirm password: I
[ always prompt for passward
k. I Cancel Apply

RDP-tcp Login Settings

The Login Settings should use the Use client-provided logon information radio button so that each user

will login with a unique account.

The Always prompt for password should be unselected to allow auto-logins.
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28.3.2.2 RDP-tcp Sessions Settings

RDP-Tcp Properties |

Femate Control I Client Settings l M etwork, Adapter I Permiszions
General I Logon Settings Sessions | E nwironment

I1ze this tab to 2et Teminal Services timeout and reconnection settings.

[ Owveride user settings

Endla dizzonnected zezsian: INEVET "’I
Sotive sezsian limit INever "I
|dle zezsion limit: INever vI

[ Owveride user settings
"When sezsion limit iz reached or connection iz broken:
= Dizconnect from session

¥ End session

[T | Overide weer zettings
Allowe reconnechion;

= From any client

€ From previous client

Cancel Apply

Individual User Account Sessions Configuration

Each user account can be configured individually in the Computer Management interface. These can be set
to end a disconnected session or an idle session after a period of time. The Terminal Services
Configuration Console allows these settings to be made for every user of the terminal server, speeding
configuration time.
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RDP-Tcp Properties |

Remate Cantrol I Clignt Settings l I etwork, Adapter I Permizsions
Gereral I Logon 5 ettings S EEsiong | E nvironment

Ilze thiz tab to zet Terminal Services timeout and reconnection settings.

¥ Overide user settings

End a dizconnected session: |'| it j

Active zezsion limit; INever

L L

Idle zezzion limit: INever
¥ Oweride user settings

"When sezsion limit iz reached or connection iz broken:
™ Dizconnect from session

* End session

[T | Overide weer zettings
Allowe reconnechion;

= From any client

€ From previous client

k. I Cancel Apply

RDP-tcp Sessions Settings

The Sessions tab of the RDP-tcp Properties allows all users to be configured with a consistent disconnect
policy by selecting the Override user settings checkbox.

Selecting End Session setting for the When session limit is reached or connection is broken and
selecting the Override user settings will cause a new session to be created when a terminal disconnects
and reconnects.
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28.3.2.3 RDP-tcp Client Settings

RDP-Tcp Properties |

General I Logon Settings | Sezsionz I Ervviranment
Femate Cantral Client Settings | Metwork Adapter I Pemissions
— Connection

W Uze connection settings from user settings
¥ | Connect client dives at logon
¥ | Connect client printers at logon

¥ | Diefault ta mait client printer

W Limit Maximum Colar Depth

|15 it =l

Dizable the following:
™ Drive mapping [T COM port mapping
[T Windows printer mapping [ Clipboard mapping

[ LPT port mapping

k. I Cancel Apply

RDP-tcp Client Settings

The Client Settings tab of the RDP-tcp Properties allows the color depth to be set in the Limit Maximum
Color Depth drop-down.

Drive mapping, LPT port mapping, COM port mapping, and audio mapping are allowed if the appropriate
Disable the following checkboxes are un-selected.

Audio mapping is disabled by default. You need to uncheck the Audio mapping checkbox to allow a thin
client to play sound.
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28.3.2.4 RDP-tcp Network Adapter Settings

RDP-Tcp Properties |

General I Logon Settings | Sezsionz | Ervviranment
Femate Cantral I Client Settings Metwork Adapter I Pemissions

The faollowing network, adapters are compatible with the selected transport
twpe. Select the netwark, adapter pou want to Lze.

Hetwork adapter:

Al metwark, adapters configured with thiz protocal j

" Unlimited connections

% b asimum connections: |1 0 ::I

k. I Cancel Apply

RDP-tcp Network Adapter Settings

The Network Adapter tab of the RDP-tcp Properties can be used to limit the number of active users to aid
in application licensing compliance.
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28.3.3 Terminal Services Connections

The Terminal Services Configuration tree has a Connections folder. Highlighting this folder will display the
installed client communication protocols.

tscc - [Terminal Services Configuration' Server Settings]

File  Action Wiew Help

- | En PR 25

,, Terminal Services Configuration Setkings | attribute |
-1 Connections 2¥]Delete temporary Folders on exit Yes
s | oerver Seftings Llse temporary folders per session Yes
Licensing Per Device
.ﬁ.ctive Deskkop Disable
F‘ermissien Compatibility Relaxed Securiby
Restrict each user to one session Yes
License server discovery mode Aukannatic

Terminal Services Configuration\\Connections Console - Connections

The Server Settings have several settings that can control the terminal services experience.

28.3.4 Licensing Mode

Microsoft expanded the Terminal Services Client Access License (TS CAL) program in Windows 2003. TS
CALs are available in two types, TS Device CALs and TS User CALs.

e The TS Device CAL licenses one device to connect to any Microsoft Terminal Servers as any
user. This functions like the previous Windows 2000 TS CAL.

e The TS User CAL licenses one user for any device to connect to any Microsoft Terminal Servers.

To change between the Per Device licensing and Per User licensing, double-click Licensing to launch the
Licensing Mode window.
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UcensngMode K|

Licenzing Mode: I Per Device j
R e

Thiz policy requires a license to be izsued to each client computer
[device] that connects ta the kerminal server.

Tao change this zerver to Remate Desktop far Administration, use Add/
Bemove Programs.

ak. I Cancel

Terminal Services Configuration Console- Licensing Mode

Select the desired mode from the Licensing Mode dropdown box and click OK.

28.3.5 Permission Compatibility

Microsoft has increased the security in each successive release of its terminal server software. These new
policies prevent users from accessing the system folder, *.ini files, the registry, and other resources. Some
programs such as HMI, SCADA, database, and control software need access to these resources to function.
Instead of making all the users administrators, the security can be set to the less strenuous Windows NT 4.0-
style security.

Permission Compatibility E |

Some applications require special access bo system rezources, such as the regizty and
zuztem directories, in order o worl; cormectly.

" Full Security

Select thiz option to prowvide the most zecure environment in which to run applicationz. By
default, Teminal Server Lzerz will have the same permizsions az members of the Uzers
group and thuzs may naot be able to rin some legacy applications.

+ Relaved Security

LR

Select thiz option if you hawve compatibility problems with legacy applications.

& Idnder thiz configuration, all Uszers will have full access to critical registie and
file zuztem locations. This may be necessany in arder ta run many legacy
applicationz.

k. I Cancel

Terminal Services Configuration Console- Permission Compatibility
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Launch the Permission Compatibility window by double-clicking on the Permission Compatibility setting.
Select the Relaxed Security radio button and select the OK button.

28.3.6 Restrict Each User to a Single Session

The Restrict Each User to a Single Session setting prevents duplicate and orphaned sessions by limiting
each user to a single login.

Double-clicking the setting will launch a settings window.

Single session per user ﬂ |

To conzerve zerver regzolrces and simplify reconnecting to
dizconnected sessions, pou can restiict each user to a single
zEzzION

¥ Restict sach uzer ko one session

k. I Cancel

Terminal Services Configuration Console- Single Session Per User

The Restrict each user to one session checkbox is selected by default in Windows 2003.

Note: Keep this setting selected. MultiSession will still work as long as each session is using a different
AppLink program.

28.3.7 License Server Discovery Mode

A new feature in Windows 2003, Service Pack 1 and later, is a setting to point the terminal server to a specific
Terminal Server Licensing Server. This is the License server discovery mode setting in Terminal Services
Configuration. This is easier than hard coding the license server into the registry.
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Terminal Server License Server discovery ﬂ |

— License server dizcovery method

 Autaomatic

¥ Usze these icenze servers:

|1 92.168.1.34 Check namesl

Thiz Terminal Server will atternpt ta locate these licenze servers first. If they are not
lozated, thiz Terminal Server will attempt automatic dizcoveny.

Separate licenze zerver names with commas.

Example: Serverl, Serverd example.com, 192.168.1.1

—Automatically discovered license servers

In DomainAsforkgroup role:; I

In Enterprize role; I

Cancel | ak. I

Terminal Server License Server Discovery Window

Launch the Terminal Server License Server Discovery Window by double-clicking the License server
discovery mode setting in Terminal Services Configuration window.

Entering a valid Microsoft Terminal Server Licensing Server name in the Use these license servers field will
force the terminal server to use the defined server as the license server. This keeps the terminal server from
getting confused when there are multiple license servers.

The Automatically discovered license servers field would be automatically populated with license servers
found by the terminal server and can be used as a reference. The Check names button will check the
validation of the name in the Use these license servers field.

28.4Windows 2008 Server

28.4.1 Adding Terminal Server Role

Windows 2008 Server, like Windows 2003 Server, allows two RDP connections for administrative purposes.
To make the Windows 2008 Server a terminal server where many people can access applications requires
adding the Terminal Services Role.

Open the Server Manager window.
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E.._ Server Manager

File Action View Help

=] E3

S 2% roles

ﬁ Features

= Diagnostics
= jj’l} Configuration

Task Scheduler
Windows Firewall with Adval

’,.6 Services
@ WMI Control
%ﬂ Local Users and Groups

{2 storage

| i H
s Server Manager (2008TSES)

View the health of the roles installed on your server and add or remove
roles and features,

3

| * Roles Summary ﬂ Roles Summary Help

34 Add Roles
i Remove Roles

(~) Roles: 0 of 16 installed

<

{} Last Refresh: 4/12/2010 4:24:54PM  Configure refresh

Server Manager Window

Highlight Roles in the tree and select Add Roles in the right pane. A wizard will launch allowing you to add

Terminal Services as a role.

Highlights of the Role Wizard include:
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Add Roles Wizard E3

Select Server Roles
Before You Begin Select one or more roles to install on this server.
Roles; Description:
E Active Directory Certificate Services Terminal Services provides

technologies that enable users to
access Windows-based programs that

E Active Directory Domain Services
E Active Directory Federation Services

i are installed on a terminal server or to
[ ] Active Directory Lightweight Directory Services access the full Windows desktop. With
Progress [] Active Directory Rights Management Services :Erm.'”all SE”"'E';S: userl:hc.an SREETEE
1 anolicat erminal server from within your
Results L ication Server corporate network or from the
E DHCP Server i

E DNS Server
E Fax Server
[ File Services
[ Metwork Policy and Access Services

[ web server (115)
[] windows Deployment Services

More about server roles

< Previous | Mext = I Instzll Cancel

Role Wizard - Select Server Roles

The Role Wizard lists a dozen roles that are available.
Check the Terminal Services checkbox and any other roles desired.
Select Next to continue.
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Add Roles Wizard E3

Select Role Services
Select the role services to install for Terminal Services:
Server Roles Role services: Description:
Terminal Server enables a server to
. . hostWindows-based programs orthe
L]Ts L|cenlsmg full Windows desktop. Users can
|:| TS Session Broker connect to a terminal server to run
[] T8 Gateway programs, savefiles, and use network
D T5 Web Access resources on that server.
Licensing Made
User Groups
Confirmation
Progress
Results
More about role services
< Previous | Mext = I Install Cancel

Role Wizard —Select Role Services

Terminal Services has several options:
e Terminal Server — the basic terminal services option. Check this option

e TS Licensing — This makes the server a 2008 License Server.
You need a 2008 License Server and 2008 Terminal Services Client Access Licenses
(TS CALSs) to operate.
Select this if this server will be your Terminal Services License Server.

Select Next to continue.
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Add Roles Wizard E

Specify Licensing Mode

Before You Begin The Terminal Services licensing mode determines thetype of Terminal Services client access licenses (TS
Corver R CAlLs) that a license server will issue to clients that connect to this terminal server.
Terminal Services Specify the Terminal Services licensing mode that you want this terminal server to use.
Role Services
" Configure later
Application Compatibili
. Remind me to use the Terminal Services Configuration tool or Group Policy to configure the licensing mode
Authentication Method within the next 120 days.
Licensing Mode " Per Device
User Groups A T5 Per Device CAL must be available for each device that connects to this terminal server.
Confirmation
{* per User
Frogress

A T5 Per User CAL must be available for each user that connects to this terminal server.

Results

{D The licensing mode that you specify must match the TS CALs that are available from your Terminal
Services license server.,

Cancel

< Previous | Mext > I In

Role Wizard — Specify Licensing Mode

Windows 2008 TS CALs, like Windows 2003 TS CALs, are available as Per Device or Per User.
The terminal server should match the mode that the license server is using.

Select Next to continue.
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Add Roles Wizard E

=
E Confirm Installation Selections

Before You Begin

Server Roles

Terminal Services
Role Services
Application Compatibility
Authentication Method
Licensing Mode
User Groups

Confirmation

Progress

Results

To install the following roles, role services, or features, dick Install.

‘1 1warning, 2 informational messages below

'.'jl,i' This server must be restarted after the installation completes.

~) Terminal Services

Terminal Server
You may need to reinstall existing applications.

! IE Enhanced Security Configuration will be turned off,

Authentication method: Do not require Metwork Level Authentication
Licensing mode: Per user
Groups allowed access: Administrators

Print, e-mail, or save this information

< Previous Mext = | Install I Cancel

Role Wizard — Confirm Installation Selections

The Add Roles Wizard will end with a list of the configurations that will be installed.

Select Install to add the role(s). Once the wizard is finished it will assume the role of a terminal server.
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28.4.2 Adding Applications in Windows 2008

Applications on terminal servers need to be installed in the Install Mode. Open the Control Panel and click on
the Install Application on Terminal Server icon to start the installation wizard.

:.l-r-(- |
e
Install
Application an

Terminal
Server

Install Application on Terminal Server Icon

A wizard will run that allows the installation of the application.

The Install Mode can also be entered by typing change user /Zinstall ata command prompt. You

can then run the setup . eXe to install your application.

Type change user /execute when finished installing to leave the Install Mode.

28.4.3 Create Users
Users management is located in the Server Manager console.
E:-.: Server Manager !IEI
File Action Yew Help
o HDIXE = H
R S o e
= _5;‘1- Roles — G
';ﬂ Terminal Services Na!.me — DES?'FMH = e
Eﬁ Features :F_F,_-.ﬂ.dmlnlsh'ab:urs Administrators Mare Actions
i Diagnostics :F!;.:Eadmp Operators Badkup Operato
= _E.EIJL!Z Configuration :F;Certiﬁcate Service DCO... Members of this Remote Desktop Users
Tazk Scheduler ﬂe't:ryph:ugraphic Operators  Members are aL Maore Actions
9 Windows Firewall with Adval gﬂistibuted COM Users Members are all
., Services %Event Log Readers Members of this
-;E’Eﬁ WML Control P Guests Guests have the
= &% Local Users and Groups s _qusrs Built-n group us
| Users & Network Configuration ...  Members in this
__| Groups E:Perﬁ:rmance Log Users Members of this
£ storage & performance Monitor U, Members of this
E'Puwer Lsers Power Users are
gﬁrint Operators Members can ac
Remote Desktop Users Members in this
g-'REplicab:ur Supports file FE[—
Ellsers sers are preve »
1] | L3 KN | r

Server Manager — Local Users and Groups
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Users need to be members of the Remote Desktop Users group to access the terminal server.

28.4.4 Allowing Application Access

Applications installed on a terminal server are not available to remote users unless the Terminal Server
Settings are changed to allow access to the applications. You can either allow access to all applications or
allow access to specific applications in the TS RemoteApp Manager.

284.4.1 Allowing Application Access — All Applications

Applications installed on a terminal server are not available to remote users unless the Terminal Server
Settings are changed to allow access to the applications.

You can change the settings to allow access to all installed applications in the TS RemoteApp Manager.
ESEwer Manager

=]
File Action Miew Help
&= =
:i'_-a Server Manager (2008TSE42) | S TR VY r (2008TSE49) =
= B Rokes koo i U | < :
Bl '3 Terminal Services TS RemoteApp Manager - moteApp Manager (.

TS RemoteApp Ma

a RemoteApp programs are programs that are access [ Add RemoteApp Programs
Terminal Services C ( appear as if they are running on the client’s local o E ) )
&= Terminal Services M i T RemoteApp program available to users, you must ; &l Terminal Server Settings
fﬂ Features | i B 15 Gateway Settings
i Diagnostics Bl Diitsl S )
= Digital Signature Setti
;jﬁ Configuration Overview 'GHtal Signature setings
{5 storage j Export RemoteApp Setti...
| Terminal Server Settings| Change ?E'EI_T: % Import RemoteApp Setti...
L The
(i) Clients will connect to: 2008TSE49 em View ,
1. Users can start listed and unlisted uni -
_ - . Help
programs on initial connection, £ Al
¥
T5 Gateway Settings Change We
(D Clients will use TS5 Gateway settings @ Ar
defined by their domain's Group Policy. el
R
Digital Signature Settings Change -
/0 Mo digital certificate is configured, (Using .@. tlc
a digital certificate may improve security,)
RDP Settings Change Other
@ Clients will not use any custom ROP SEIE.Ct
settings. option
md Cre
[, I
l | K | b

TS RemoteApp Manager

Highlight TS RemoteApp Manager under the Terminal Services branch of the Server Manager tree.

Select the Change link for the Terminal Server Settings to launch the RemoteApp Deployment Settings
page.
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RemoteApp Deployment Settings

Commaon ROP Settings | Custom RDP Settings |
Teminal Server | TS Gateway I Digital Signature I

Clients will use these settings while connecting to this terminal server.

— Connection settings
Server name: [2008TSE43

if the terminal serveris in a fam, enter the DNS name of the

BDF port: 2389

I Require server authentication

If you use server authentication, you may have to provide a fulty qualified DNS
name in the Server name boo.

— Remote desktop access

™ Show a remote deshktop connection to this terminal serverin TS Web Access

— Access to unlisted programs

" Do not allow users to start unlisted programs on inttial connection
{Recommended)

% Allow users to start both listed and unlisted programs on initial connection

oK I Cancel Apply

RemoteApp Deployment Settings

Select the Terminal Server tab of the RemoteApp Deployment Settings page.

Select the Allow users to start both listed and unlisted programs on initial connection radio button in
the Access to unlisted programs section.

This will allow any program to be run by an authorized user.

You can also select and define specific applications that can be run by configuring them in the TS
RemoteApp Manager.
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28.4.4.2

Allowing Application Access — Specific Applications

You can control application access on Windows 2008 Server by only allowing access to specific applications.

.. server Manager

File Action ‘iew Help

[ E3

e ] el 7 1 [e]

ia Server Manager (2008T5E49)
=] 5} Roles
=] ;ﬁ :F‘erminal Services
TS RemoteApp Manage
Terminal Services Confi
&= Terminal Services Mang
ﬁ Features
i Dizgnostics
Bl Hf} configuration
Task Scheduler
B Windows Firewall with Adve
G Services
& WMI Control
= ;-E Local Users and Groups
] Users
1 Groups
fﬂ Storage

TS RemoteApp Manager (2008TSE49)

TS RemoteApp Manager

C

-

RemoteApp programs are programs that are accessed through Terminal Services, and |
appear as if they are running on the cient's local computer. Before you can make a
| RemoteApp program available to users, you must add it to the RemoteApp Programs list.

Actions

TS RemoteApp Manager (2008TSE49) &

Add RemoteApp Programs

Overview

Terminal Server Settings Change

@ Clients will connect to: 2008TSE49

o/ Users can only start listed Remotedpp
programs cn initial connection,
(Recommended)

TS Gateway Settings Change

@ Clients will use TS Gateway settings defined
by their domain's Group Pelicy.

Digital Signature Settings Change

/Ay Mo digital certificate is configured, (Using a
digital certificate may improve security.)
RDP Settings Change

(D Clients will not use any custom RDP
settings,

| @I The RemotelApp Programs list is empty.

| @ A remote deskiop connection for this server

| '@' Meore about using TS Web Access

| B Create Windows Installer Package

| '@' More about distribution cptions

Distribution with TS Web Access

Ay The TS Web Access Computers group is
empty. RemoteApp programs may be
unavailable to users, Refresh | Learn more

is not visible in TS Web Access. Change

Other Distribution Options
Select a Remotelpp program and choose an
option below,

Create .rdp File

RemoteApp Programs

MName | Path

| TS Web Acce... | Arguments

Terminal Server Settings
TS Gateway Settings
Digital Signature Settings
Export RemoteApp Settings
2% ImportRemateApp Settings
View

Help

TS RemoteApp Manager

Highlight TS RemoteApp Manager under the Terminal Services branch of the Server Manager tree.

Select the Add RemoteApp Programs link in the Actions column on the right of the screen to launch the

RemoteApp Wizard.
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RemoteApp Wizard |

Choose programs to add to the RemoteApp Programs list

Select the programs that you want to add to the RemoteApp Programs list. You
can also configure individual RemoteApp properties, such as the icon to display.

[Name | -
14 Calculator
(0% Data Sources {ODEC)
[]&5 Disk Defragmenter
1€, 155 Intiator
g Memory Diagnostics Tool
Y Paint
C18 rFairt Shop Pro 5
D%" Problem Reports and Solutions
(% Remote Desktop Connection
H _i', Securty Configuration Wizard
] :5- Server Manager —_—
C1E& System Corfiguration
[ & System Information
[ Windows Contacts ;I

Select Al Select Mane Properties... | Browse. .. |

RemoteApp Wizard

The RemoteApp Wizard shows a list of applications installed on the Windows 2008 Server.

Select the checkbox for each application that you want available for deployment as a ThinManager Display
Client.

Select Next to complete the wizard. A remote user can run any checked application.

28.4.5 Installing ThinManager

It is a common practice to install ThinManager on a terminal server but ThinManager is independent of
terminal services and doesn’t need to be installed on a terminal server.

Applications on terminal servers need to be installed in the Install Mode. Open the Control Panel and click on
the Install Application on Terminal Server icon to start the installation wizard.

»
Install
Application an
Terminal
Server

Install Application on Terminal Server Icon
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Once the wizard begins navigate to the ThinManager setup.exe program and continue with the wizard. See
Installation of ThinManager for details.

The Install Mode can also be entered by typing change user /Zinstall atacommand prompt. You
can then run the setup . exe to install ThinManager.

Type change user /execute when finished installing to leave the Install Mode.
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28.4.6 Allow Inbound Traffic to Firewall

ThinManager requires communications to the thin clients. This communication is blocked by default in the
firewall and needs to be allowed.

You can either open the firewall to all traffic or open the specific ports needed.

28.4.6.1 Allow All Inbound Traffic

You can configure the firewall by selecting Windows Firewall with Advanced Security in the Server
Manager tree.

E. server Manager o =]

File Acton View Help

= x5 HE

FNERCA G EZENE windows Firewall with Advanced Security Actions

= f';i Roles i
= ':;_“:_| Terminal Services Windows

4 T5 RemoteApp Ma ﬂ Windows Firewall with Advanced Security provides enhanced n | Import...

= T?rm!nal Slerw::.es ( — | & Bport...
73 Licensing Diagr :
= g=g Terminal Services | | Qverview Restor...
- o 2008TSE43 Domain Profile View b
5| Features ~
= Fm Diagnostics & Windows Firewall is on. @ Refresh
Event Viewer (® Inbound connections that do not match a nile are blocked. ER:
Reliability and Perform . _ TP -
o . ) Outbound connections that do not match a rule are allowed. "
gy Device Manager = Help
=1 it Configuration Private Profile
Task Scheduler ~
Windows Firewall with ®'  Windows Firewall is on_
gy Services ® Inbound connections that do net match a nule are blocked.
ﬁ ILI"‘IMI I:c'ntrcll .'ji'. . T ) IS [ PRSP ) NS S [N N ) S, PN———— | J— | i

&/ Local Users and Group: | 4 | I
% Storage

Resources

« | s |
| | I

Windows Firewall with Advanced Security

el

Highlight Windows Firewall with Advanced Security in the Server Manager tree. Right click and select
Properties to launch the Properties window.
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Windows Firewall with Advanced Security

Domain Profile I Private Profile  Public Profile I |Psec Settings |

Specify behavior for when a computer is connected to a public netwaork

]|

location.
— State
i Firewall state: IOn recommended) j
Inbound connections: INIDW j
Quthound connections: INIDW (default) j
— Settings
7| Specify settings that control Windows : |
%— | Firewal behavior. .
[~ Legging
== Specify logging settings for : |
:{ _______ troubleshocting. onlari

Leam maore about these settings

0K, I Cancel Ay

Windows Firewall with Advanced Security Properties

Select the profile tab that matches the type of network you are using, Domain, Private, or Public profile.

Change the Inbound connections to Allow and select OK to accept the change.

This will allow the thin clients to connect to ThinManager through the firewall.
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28.4.6.2 Open Ports in Firewall

You can open specific ports in the Windows 2008 Server firewall instead of allowing all inbound connections if
you prefer.

Open the Local Security Policy by selecting the Start > Administrative Tools > Local Security Policy.
E. Local Security Policy M= B

File  Action Wew Help

& 2wz HE

i Security Settings
5, Account Polides
g, Local Policies There are no items to show in this view,
E [ Windows Firewall with Advanced Security
= 9 Windows Firewall with Advanced Sea
¥ nbound Rules
E£% Outhound Rules
E‘!._,. Connection Security Rules
| Metwork List Manager Polides
| Public Key Polidies
| Software Resfriction Polices
@ IP Security Policies on Local Computer

Mame | Group  *

Local Security Policy

Expand the Windows Firewall with Advanced Security to show the Inbound Rules.

Right click on the Inbound Rules and select New Rule. A wizard will launch that allows configuration of a
new port.

You need to run the wizard twice, once to allow UDP 4900 and once to allow TCP 2031.
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#® New Inbound Rule Wizard E3 |

Rule Type
Select the type of firewall rule to create.

Steps:
& Rule Type What type of nule would you like to create?
@ Protocol and Ports
@ Action " Program
@ Profile Rule that controls connections for a program.
@ Name * Port
Rule that controls connections for a TCP or UDP port.
" Predefined:
BITS Peercaching j
Rule that controls connections for a Windows experience.
" Custom
Custom rule.
Leam more about nile types

<Back || Nea> Cancel

Rule Wizard — Rule Type

Select Port as the rule you are configuring and select Next to continue.
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* New Inbound Rule Wizard E3 |

Protocol and Ports
Specify the protocol and ports that this nule matches.

Steps:

@ Rule Type Does this nule apphy to TCP or UDP?
< Protocol and Ports & ICP

@ Action " UDP

@ Profile

@ MName

Does this nule apply to all local ports or specific local ports 7

Al local ports

* Specific local ports: |2-|}3‘||

Example: 80, 443, 3080

Leam more about protocol and ports

cBack || Nea> Cancel

Rule Wizard — Protocols and Ports

You will need to select the protocol and port for each rule. You will need to run the wizard once for UDP 4900

and once for TCP 2031.

Select the protocol and enter the port as shown in Rule Wizard — Protocols and Ports.

Select Next to continue.
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#® New Inbound Rule Wizard E3 |

Action

Specify the action that is taken when a connection matches the condttions specified in the rule.

Steps:
Rule Type What action should be taken when a connection matches the specified conditions?
Protocol and Ports

' Action * Allow the connection
Profile Allow connections that have been protected with |Psec as well as those that have not.
MName i Allow the connection if it is secure

Allow only connections that have been authenticated and integrity-protected through the use
of IPsec. Connections will be secured using the settings in IPsec properties and rules in the
Connection Securty Rule node.

[ Require the connections to be encypted
Require privacy in addition to integrity and authertication.

= | Ovemide block nies
Useful for tools that must always be available, such as remote administration tools. | you
specify this option, you must also specify an authorzed computer or computer group.

" Block the connection

Leam more about actions

cBack || Nea> Cancel

Rule Wizard — Action

Select Allow the Connection.

Select Next to continue.
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#® New Inbound Rule Wizard E3 |

Profile
Specify the profiles for which this rule applies.

Steps:

Rule Type When does this rule apply?

Protocol and Ports
¢ Action ¥ Domain
Profile Applies when a computer is connected to its corporate domain.
MName v Private
Applies when a computer is connected to a private network location.

¥ Public
Applies when a computer is connected to a public netwark location .

Leam more about

cBack |[ Nea> Cancel

Rule Wizard — Profile

Select the network(s) that the rule will apply to.

Select Next to continue.

A Name page will allow you to name the rule and add a description for management and organizational
purposes.

Select Finish to save and apply the rule.
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E_, Local Security Policy
File  Action Wew Help

&= 25wl
i Security Settings
“a Account Polidies
‘4 Local Polides
Bl [ Windows Firewall with Advanced Security
= @ Windows Firewall with Advanced Sea
%k Inbound Rules
Cutbound Rules
¥ Connection Security Rules
| Metwork List Manager Polices
| Public Key Polides
| Software Restriction Polides
g IP Security Policies on Local Computer

IS =] E3

Name
@Firmware—‘?‘gﬂﬂ
@ThinManager—ch—ZﬂSl

| Group  ~

7 &

Applied Rules
Repeat for UDP 4900 or TCP 2031.

This will allow thin clients to use port 4900 to download the firmware and allow the thin client to use port 2031
to download the configuration but will keep other ports closed on the firewall.
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28.4.7 Local Security Policy — User Access Controls

You may need to go to the Local Security Policy and change the User Account Control: Behavior of the
elevation prompt for administrators in Admin Approval Mode to Elevate without prompting for
ThinManager to run properly.

Open the Local Security Policy by selecting the Start > Administrative Tools > Local Security Policy.

0| User Account Contral: Only elevate executables that are signed and va... Disabled

'z| User Account Control: Only elevate ULAccess applications that are insta... Enabled

| Uzer Account Control: Run all administrators in Admin Approval Mode Disabled

io| User Account Cantral: Switch to the secure desktop when prompting fo... Enabled
o] User Account Contral: Virtualize file and registry write failures to per-us... Enabled -

| User Account Control
'o| User Account Control

E—= Local Security Policy [_ (O]
File Action View Help
e HmIXRE = H
5}__:_.| Security Settings Policy = | Security Setting il
A, Account Polides iz Recovery console: Allow floppy copy and access to all drives and all fol,.,  Disabled
= 3 LC@' Policies inio| Shutdown: Allow system to be shut down without having to log on Disabled
5 Audit Policy 77| Shutdown: Clear virtual memory pagefile Disabled
4 User Rights Assignment 1o System cryptography: Force strong key protection for user keys stored... Mot Defined
- Sebiis | System cryptography: Use FIPS compliant algorithms for encryption, ha... Disabled
~ Windows I.=irewall with .l!'.ljju'..i 10| System objects: Require case insensitivity for non-Windows subsystems  Enabled
~ NEt"_\IDrk List ril"l..anager Polici 1o System objects: Strengthen default permissions of internal system ohje... Enabled
_| Public Key Polices ] . )
| Software Restriction Police: | | System settings: Optional subsystems Paosix
g IP Security Policies on Local | ° | System settings: Use Certificate Rules on Windows Executables for Sof...  Disabled
o) ser Account Control: Admin Approval Mode for the Builtsn Administrat... Disabled
Uszer Account Control: Allow ULAccess applications to prompt for elevati... Dizabled

Uszer Account Control: Behavior of the elevation prompt for administrat. ..
: Behavior of the elevation prompt for standard us...

: Detect application installations and prompt for el...

Elevate without promptin
Prompt for credentials
Enabled

Local Security Policy — User Account Controls

Highlight Local Policies > Security Options in the tree.

Browse to User Account Control: Behavior of the elevation prompt for administrators in Admin
Approval Mode and change the setting to Elevate without prompting.

This may be needed to run ThinManager as a non-administrator.
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28.5Command Prompt

Terminal Services has several commands that aid in managing the terminal server. Some useful ones are:

Command Action
change logon Temporarily disables logons to a Terminal Server
change port Changes COM port mappings for MS-DOS program compatibility
change user /install Puts the server into “Install Mode”
change user /execute Removes the server from “Install Mode”
Ipconfig Displays the IP addresses of the network card
Logoff Logs off a user from a session and deletes the session from the server
net send username “message” Sends a message to a user. username is the NT/2000 user name that the

person or terminal is logged in as. “message” is the text of the message.
Quotation marks are needed for any messages containing a space.

query process Displays information about processes running on a Terminal server
query session Displays information about sessions on a Terminal server

query termserver Displays a list of all Terminal servers on the network

query user Displays information about user sessions on a Terminal server
reset session Resets a session to known initial values

Shadow Monitors another user's session

Tsdiscon Disconnects a client from a terminal server session

Tsshutdn Shuts down the terminal server in an orderly manner

See the Windows online help for additional commands and parameters.

Other useful commands include:

Command Action
gpedit.msc Launches the Group Policy Editor
tscc.msc Launches the Terminal Services Configuration Console
tsadmin Launches the Terminal Services Manager
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28.6Alternative Terminal Keystrokes

Certain keystrokes are not available in a terminal session. Microsoft has provided these alternatives.

Keystroke

Function

ALT+PAGE UP

Switches between programs from left to right.

ALT+PAGE DOWN

Switches between programs from right to left.

ALT+INSERT Cycles through the programs in the order they were started.
ALT+HOME Displays the Start menu.

CTRL+ALT+BREAK Switches the client between a window and full screen.
CTRL+ALT+END Brings up the Windows 2000 Security dialog box.
ALT+DELETE Displays the Windows menu.

CTRL+ALT+Minus (-) symbol on the
numeric keypad

Places a snapshot of the active window, within the client, on the Terminal server
clipboard (provides the same functionality as pressing PrintScrn on a local
computer.)

CTRL+ALT+Plus (+) symbol on the
numeric keypad

Places a snapshot of the entire client window area on the Terminal server
clipboard (provides the same functionality as pressing ALT+PrintScrn on a local
computer.)
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28.7DHCP Server Setup

Dynamic Host Configuration Protocol (DHCP) is a program that assigns IP addresses to devices on a
network. DHCP server can be used to provide IP addresses to thin clients. It can also be configured to point
the thin clients to the ThinManager Servers with Option 66, Boot Server Host Name.

28.7.1.1 Scope Options

The DHCP Server needs Option 066 configured before it will provide the ThinManager Server IP address
that the terminal needs to boot.

Scope Options |

General | Advanced I

Awailable Optiohs | Dezcription ﬂ
O 064 MIS+ Domain Mame The name o

O 065 MIS+ Servers A ligt of IP a
06E Boot Server Hozt Mame TFTP boot :=—
O 067 Bootfile M ame Bootfile Man -
q | o

—Data entry
String walue;

192.168.1.1192.168.1.4

k. I Cancel Apply

Boot Server Host Name

The Boot Server Host Name, Option 066, assigns a ThinManager server to the terminal.

Open the Scope Options dialog box by highlighting the Scope Option folder in the tree pane of the Computer
Management Console under the Services and Application > DHCP folder and selecting Action >
Configure Options.

Scroll through the list window and check the Option 066 check box.
Enter the IP address of the desired ThinManager server in the String Value field.

The DHCP Server can issue the IP address for a Primary ThinManager Server and a Secondary
ThinManager Server by listing the IP addresses of both, separated with a space.
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28.7.1.2 DHCP Properties

The DHCP Server can be configured to check for duplicate IP addresses before issuing a new address. This
is a good feature to use.

Highlight DHCP under Services and Applications in the Computer Management tree and select Action >
Properties, or right-click on DHCP and select Properties. The DHCP Properties window will launch.

bHCP properties K|

Generall DHS  Advanced |

Specify the number of times the DHCP server should attempt conflict
detection for an [P address before the server leazes the address to a client.

Conflict detection attempts: g _:I

Ayt log file path; — |C:w/INDOWS\S pstem32\dhep Browse. . |
Database path; II::"-.WINDDWS\SystemEIZ"-.dhcp Browsze. .. |
Eackup path: II::"-.WINDDWS\SystemSE'\dhcp"mba Browse... |
Change zerver connections bindings: Bindings... |
DS dynamic updates registration credentials: Credentials... |

] I Cancel Apply

DHCP Properties — Advanced Tab

Select the Advanced tab. Replace the zero in the Conflict detection attempts field with an integer. This will
prompt the DHCP Server to check for duplicate IP addresses before assigning an IP address.

Select OK when finished.

28.8Group Policy

Windows has a number of features that can be allowed or prevented with a Group Policy. Group Policy is
configured in the Group Policy Object Editor snap-in to the Microsoft Management Console.

Access the Group Policy Editor by typing gpedit.mSc at a command prompt to launch the Microsoft
Group Policy Editor.
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'fii Group Policy Object Editor

Eile Action Yiew Help

&= BEER| @@

::sf Local Computer Policy ~ | | Setting State |
E@ Caompuker Configuration I:IDesk.tu:up Themes
[:l Software Settings @ Remove Display in Control Panel Mok configured
[:I Wi"":_i'j_""'s Sn?ttings 1 Hide Deskkap tab Mat configured
EH:I .ﬁ.dmln!stratwe Templat: =4 Prevent changing wallpaper Mot configured
% :"'I'HEDWS Compaone =4 Hide Appearance and Themes kab Mok configured
: SR = Hide Settings tab Mak configured
F-[2] Metwork & . )
0] Printers =W Hide Screen Saver kab Mot configured
SCreen S5 g Wk configure
Elﬁ User Canfiguration ! i r Mk |_|_|r||‘|;|ur|:'|:|
-5 Software Settings & Screen Saver executable name Mot configured
(] Windows Settings & Password protect the screen saver Mok configured
E||:I Adrinistrative Termplat = Screen Saver bimeout Mok configured

(£ windows Compane
[C start Menu and Ta
I:l Deskiop

=[] Contral Panel

o [ Add or Remove
-4=5] Display
I:I Prinkers

[ Metwark

EI[:I Swskermn
: [ User Profiles —

[:I Scripks

[ Chrl+Al+Del

|:| Logon -

ﬂ+| 4 Extended , Standard
|

Group Policy Settings

Expanding the tree will show Group Policy settings that can affect the terminal server experience.

Please refer to Microsoft documentation for information on using these features.

28.9Microsoft Licenses

28.9.1 Microsoft Client Access Licenses (CALS)

Thin Clients require a terminal server with Windows 2003 or 2008 Server with Terminal Services enabled
as an operating system.

Each of these operating systems requires a standard Microsoft Client Access License (CAL) for each
connection to the server. These are based on concurrent use; a 5-pack would allow more than five users to
access server resources, but only five users at a time.
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28.9.2 Microsoft Terminal Server Licenses

Terminals, such as thin clients and fat clients, require a license to access terminal services in addition to the
standard Microsoft Client Access License (CAL). This is called the Microsoft Terminal Services Client
Access License (TS CAL) in Windows 2003 and is called the Remote Desktop Services Client Access
License (RDS CAL) in Windows 2008.

Windows 2003 terminal servers require Windows 2003 TS CALs and Windows 2008 terminal servers require
Windows 2008 RDS CALs.

Note: This document will refer to all terminal services CALs as a TS/RDS CALs.

. This licensing is per seat; ten terminals would require ten TS/RDS CALs, even if only two were connected at
atime.

These can be installed as Per Device or Per User.

e The TS/RDS Device CAL licenses one device to connect to any Microsoft Terminal Servers as
any user. This functions like the previous Windows 2000 TS CAL.

e The TS/RDS User CAL licenses one user for any device to connect to any Microsoft Terminal
Servers.

All TS/RDS CALs are installed on a Terminal Services Licensing Server. This acts as a repository for all
TS/RDS CALs. The terminal servers request TS/RDS CAL authentication from the Terminal Services
Licensing Server as terminals attach to terminal servers.

Note: The Terminal Server Licensing Server does not need to be a separate computer. It is a program that
can be installed on any existing server.

The Terminal Services Licensing server is activated through the Internet by connecting to the Microsoft
Certificate Authority and License Clearinghouse.

Windows 2003 and 2008 Servers with Terminal Services enabled will issue 90-day or 120-day temporary
licenses while the Terminal Services Licensing server is being setup and activated. If this period has elapsed,
the terminal will not connect to the terminal server and will display an “Error Number 50" message box.

Windows Server is not normally sold with TS CALs. These need to purchased separately and installed on the
Terminal Services License server.

28.9.3 Microsoft Terminal Server Licensing Activation

In Windows 2003 and 2008, all the TS CALs are installed on a single Terminal Server Licensing Server. This
allows a single site for management and authentication of terminal server connections. A server becomes a
Terminal Server Licensing Server by selection of the option during the installation phase or by selecting
Add/Remove Programs > Add/Remove Windows Components from the Control Panel and selecting the
Terminal Services Licensing.

The licensing of the Microsoft components of a Windows 2003 or 2008 terminal server is a two-step process;
one must first authorize the Terminal Server Licensing Server, then one must activate the licenses. The
license activation will be repeated for each license pack.
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