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Important User Information

This documentation, whether, illustrative, printed, “online” or electronic (hereinafter “Documentation”) is intended for use only as
a learning aid when using Rockwell Automation approved demonstration hardware, software and firmware. The Documentation
should only be used as a learning tool by qualified professionals.

The variety of uses for the hardware, software and firmware (hereinafter “Products”) described in this Documentation, mandates
that those responsible for the application and use of those Products must satisfy themselves that all necessary steps have been
taken to ensure that each application and actual use meets all performance and safety requirements, including any applicable
laws, regulations, codes and standards in addition to any applicable technical documents.

In no event will Rockwell Automation, Inc., or any of its affiliate or subsidiary companies (hereinafter “Rockwell Automation”) be
responsible or liable for any indirect or consequential damages resulting from the use or application of the Products described in
this Documentation. Rockwell Automation does not assume responsibility or liability for damages of any kind based on the
alleged use of, or reliance on, this Documentation.

No patent liability is assumed by Rockwell Automation with respect to use of information, circuits, equipment, or software
described in the Documentation.

Except as specifically agreed in writing as part of a maintenance or support contract, equipment users are responsible for:
«  properly using, calibrating, operating, monitoring and maintaining all Products consistent with all Rockwell Automation
or third-party provided instructions, warnings, recommendations and documentation;
«  ensuring that only properly trained personnel use, operate and maintain the Products at all times;
+ staying informed of all Product updates and alerts and implementing all updates and fixes; and
+ all other factors affecting the Products that are outside of the direct control of Rockwell Automation.

Reproduction of the contents of the Documentation, in whole or in part, without written permission of Rockwell Automation is
prohibited.

Throughout this manual we use the following notes to make you aware of safety considerations:

Identifies information about practices or circumstances
that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property damage, or economic loss.

IELEY:L N |dentifies information that is critical for successful application and understanding of the product.

ATTENTION Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you:

+ identify a hazard

+ avoid a hazard

* recognize the consequence

g ll

SHOCKHAZARD RyJINN may be located on or inside the drive to alert people that dangerous voltage may be present.

Ll Labels may be located on or inside the drive to alert people that surfaces may be dangerous temperatures.
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Before you begin

ThinManager is a centralized content delivery and device management platform designed for the plant floor. While the most
common type of content delivered by ThinManager is Windows based applications via Microsoft's Remote Desktop Services
(RDS), other content sources are supported as well including VNC Servers, IP Cameras and Terminal to Terminal Shadowing.
Instead of maintaining multiple plant floor PCs, each with their own operating systems, applications and anti-virus requirements,
migrating the plant floor applications to a Remote Desktop Server architecture can greatly simplify the deployment and
maintenance of the system. In addition to content delivery, ThinManager enables central management of the devices to which
the content will be delivered. In addition to thin/zero clients, ThinManager supports mobile devices like smartphones and tablets,
as well as even PCs. All of these different device types can be managed under one umbrella, and managed in exactly the same
way, regardless of the device type. If a virtualized desktop infrastructure (VD) is preferred over Remote Desktop Services,
ThinManager supports this architecture as well, or even a combination of both RDS and VDI. As this lab will demonstrate,
ThinManager is a solution that IT departments can embrace, but does not require them to deploy or support, allowing
Engineering and Maintenance to maintain the critical plant floor content.

his lab is broken up into smaller segments and should be performed sequentially to start. Start by completing Sections 1 - 14 in
order. Once Section 14 is completed you may proceed to complete any subsequent Section (15 — 18) in any order. To set
expectations properly, it will most likely not be possible to complete all sections, as there is more content than allotted time. The
lab manual will be available for future reference.

In the event of being prompted for logins, please use the following:
e Ifthe Log On To Windows dialog is active, use the username ‘tmlab\labuser’ and ‘rw’ for the password.

e  Use the same login information if prompted to log on to FactoryTalk Directory.
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About this lab

In this lab, you will complete an example deployment utilizing FactoryTalk View with ThinManager. Keep in mind that while this
lab will focus on FactoryTalk content types, just about any Windows based application could be delivered using ThinManager.
The thin clients and content delivered to them will be managed using ThinManager. Along the way, you will have an opportunity
to work with some of the unique capabilities of ThinManager. The basic architecture being utilized is shown in the figure below:

FactoryTalk Services Platform
FactoryTalk View SE Client

FactoryTalk Alarms & Events
FactoryTalk Activation Server

FactoryTalk Services Platform
e FactoryTalk View SE Client
E e  FactoryTalk Alarms & Events
.

FactoryTalk Activation Server

FactoryTalk Services Platform
FactoryTalk View SE
FactoryTalk Alarms & Events
FactoryTalk Activation Server
FactoryTalk View ME

-
[FEEESN

VersaView 5200 Thin Client Asus ZenPad

This lab utilizes 6 different VMWare images running in the Amazon Elastic Cloud (EC2) and will require you to perform tasks on
RDS1, RDS2, DC and the two Virtual Thin Clients. An Active Directory domain was created named TMLAB.LOC. Each of the
Windows-based images have been pre-joined to the domain. The four images are:

1. Domain Controller - Windows Server 2012 R2 - fully qualified hostname = DC.TMLAB.LOC

HMI Server — Windows Server 2016 - fully qualified hostname = HMI.TMLAB.LOC

ThinManager/Primary RDS Server — Windows Server 2016 — fully qualified hosthame = RDS1.TMLAB.LOC
Secondary RDS Server — Windows Server 2016 — fully qualified hostname = RDS2.TMLAB.LOC

Virtual Thin Client 1 (Thin01 running inside of RDS1)

6. Virtual Thin Client 2 (Thin02 running inside of RDS2)

o B~ L n

The HMI server and applications for this lab are pre-built for your convenience and should not require any modifications. An ME
Runtime exists on the HMI server as well, just to demonstrate VNC Server connectivity (basically emulating a PanelView Plus for
the purposes of the lab).

The RDS1 image is a fresh Server 2016 build, with only a few items pre-installed. The lab will walk you through the installation
of the Remote Desktop Services role, the FactoryTalk View SE Client and ThinManager.

RDS2 already has the Remote Desktop Services role, FactoryTalk View SE Client and ThinManager installed to save time. It will
be used to demonstrate ThinManager Redundancy.

This lab will be performed by utilizing 2 virtualized thin clients and an Android Tablet. A virtual thin client can be created with
VMWare Player or Workstation by just creating a new virtual machine without installing an Operating System (OS) on it, which is
the essence of a zero client — no OS stored at the client, making it easier to manage. These virtual thin clients will then receive
the ThinManager firmware utilizing PXE (Pre-Boot Execution Environment). While a virtual thin client may not be very useful in a
production environment, it is ideal for demonstration and training purposes.
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This lab is broken up into 7 separate sections. In this lab, you will specifically gain experience with the following topics:

Section 1:
Section 2:
Section 3:
Section 4:
Section 5:
Section 6:

Section 7:

Defining ThinManager Display Servers, Display Clients and Terminals
Configuring ThinManager Application Link and Failover for FactoryTalk View SE
Terminal Replacement in Under 2 Minutes

Deploying Additional Content Using MultiSession and Tiling

MultiMonitor, Virtual Screens and Session Scaling

Relevance User Services - User Based Content Delivery

Relevance Location Services - Location Based Content Delivery
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Tools & prerequisites
A ControlLogix processor may be used in place of the Logix Emulate 5000 instance running on the HMI image, which is used to
drive the FactoryTalk View SE and ME demo applications.

Software

= FactoryTalk Services Platform v6.11.00 (CPR 9 SR 11)
= FactoryTalk View Site Edition v11.00.00 (CPR 9 SR 11)
= FactoryTalk View ME Runtime v11.00.00 (CPR 9 SR 11)
= FactoryTalk Linx v6.11.00 (CPR 9 SR 11)

= FactoryTalk Alarms and Events v6.11.00 (CPR 9 SR 11)
= FactoryTalk Diagnostics v6.11.00 (CPR 9 SR 11)

= FactoryTalk Activation Manager v4.03.03

= RSLinx Classic v3.90.00 (CPR 9 SR 9)

= Studio 5000 Logix Designer v30.01.00 (CPR 9 SR 9)

= RSLogix Emulate 5000 v30.01.00 (CPR 9 SR 9)

= Internet Explorer 11

= Adobe Reader XI|

= ThinManager v11 SP1

= TightVNC v2.8.5

Operating Systems
e Windows Server 2016
e Android 6.0 or Later

11 0f 492



Additional References

For additional information on FactoryTalk View Site Edition and Remote Desktop Services, you can review the following
Rockwell Automation Knowledge Base article:

AID 554813 - Using FactoryTalk View SE with Remote Desktop Services - References TOC.

For additional information on Remote Desktop Services and its various components, you can review the following:

Microsoft TechNet Windows Server site for Remote Desktop Services

Remote Desktop Services Component Architecture Poster

For a comprehensive directory of Rockwell Automation Knowledge Base articles subject to ThinManager, refer to the following:
AID 1081869 - ThinManager TOC

For the ThinManager and FactoryTalk View SE Deployment Guide:

AID 1085134 - Deploying FactoryTalk View SE with ThinManager
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https://rockwellautomation.custhelp.com/app/answers/detail/a_id/1081869
https://rockwellautomation.custhelp.com/app/answers/detail/a_id/1085134

Section 1: Installation and Configuration of Remote Desktop Services

Overview

In this section, you will install and configure Remote Desktop Services on RDS1. To do this, you will be performing the following
tasks:

1. Install the Remote Desktop Services Role
2. Install the Remote Desktop Services Licensing Role

3. Create a Session Collection

Windows Server 2016 is designed such that RDS servers should be joined to a domain using at least one Remote
Desktop Services Connection Broker. All Remote Desktop Servers would then be managed as a Collection using
Server Manager and/or PowerShell. However, Microsoft's Article ID 2833839, entitled “Guidelines for installing
Remote Desktop Session Host role service on a computer running Windows Server 2016 without the Remote
Desktop Connection Broker role service,” describes that, although not ideal, the Remote Desktop Services role
can be installed on a server joined to a workgroup as opposed to a domain. The major drawback to this
architecture is that most of the User Interface tools provided to manage and configure Remote Desktop Services
are not available to non-domain member servers. The configuration must take place using local group policy edits
and/or PowerShell scripts.
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Install the Remote Desktop Services Role

Roles and Role Services are configured through the Server Manager after the operating system is installed. For Remote
Desktop Servers, it is recommended that the Remote Desktop Services role be installed prior to any client applications.

1. Launch Server Manager by clicking the Server Manager icon from the Windows taskbar.

2. Once the Dashboard has refreshed (notice the streaming blue bar at the top while refreshing), click the Add roles and
features link from the Server Manager Dashboard.

= Server Manage

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Local Server

ii All Servers

o Configure this local server

| Add roles and features Ie

3 Add other servers to manage

¥E File and Storage Services P

QUICK START

[R%]

WHAT'S NEW
4 Create a server group

5 Connect this server to cloud services

LEARN MORE

ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Serverstotal: 1

ii Ei?v?:ecl Storage 1 § Local Server 1 ii All Servers 1
@ Manageability @ Manageability Cf) Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results
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On the Before You Begin page of the Add Roles and Features Wizard, click Next>.

On the Installation Type page of the Add Roles and Features Wizard, select Remote Desktop Services installation
and click Next>.

= Add Roles and Features Wizard = | = -

DESTINATIOM SERVER

S@left I'“ISJ[a”aJ[Oﬂ type Mo servers are selected.

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

Installation Type
) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

”astructu re (VD) to create a virtual machine-based

Deploymen

te Desktop Services installation

or session-based desktop deployment.

2]

< Previous I Mext > I Deploy

The Remote Desktop Services installation option is only available for Domain deployments. In addition, you
can only perform a Domain Deployment if you are a Domain Administrator. If working in a Workgroup
environment, the Role-based or feature-based installation must be selected.
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5. On the Deployment Type page of the Add Roles and Features Wizard, select the Standard deployment option and

click Next>.
[ Add Roles and Features Wizard = m| X
DESTINATIOM SERVER
Select deployment type N scvees ara ol

Remote Desktop Services can be configured across multiple servers or on one server.

I'.@." Standard deployment I

A standard deployment allows you to deploy Remote Desktop Services across multiple servers,
O Quick Start

A Quick Start allows you to deploy Remote Desktop Services on one server, and creates a collection
and publishes RemoteApp programs.

) MultiPaint Services

A MultiPoint Services deployment allows you to easily create stations for multiple users using
inexpensive USB hubs or zere client devices.

Confirmation

< Previous | Next = |

eploy Cancel

The Quick Start option is only suitable when deploying a single Remote Desktop Server. Since this lab is
only using a single Remote Desktop Server, this option could have been used as well.

For deployments with more than one Remote Desktop Server, it is best to create a Server Group within
Server Manager and add the Remote Desktop Servers to that group. Server groups allow you to view and
manage a smaller subset of your server pool as a logical unit. To create a Server Group, click the Manage
menu button within Server Manager, followed by the Create Server Group item. You can then add the
desired servers to the new group.

It is also a recommendation to create a separate Organizational Unit (OU) within the Active Directory domain
for the Remote Desktop Servers. You will then be able to manage the Group Policies for all of your Remote
Desktop Servers through a single OU.
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6. On the Deployment Scenario page of the Add Roles and Features Wizard, select Session-based desktop
deployment and click Next>.

DESTINATION SERVER

Select deployment scenario Standard deployment selected

Before You Begin Remate Desktop Sgwices can be configurad to allow users to connect to virtual desktops, RemoteApp
programs, and session-based desktops.
Installation Type

Deployment Ty ) Virtual machine-based desktop deployment

Virtual machine-based desktop deployment allows users to connect to virtual desktop collections

that include published RemoteApp programs and wvirtual desktops.
Role Services

(®) Session-based desktop deployment

RD Connection Broker

RD Web Access

Session-based desktop deplayment allows Users to connect to session collections that include
published Remotelfpp programs and session-based desktops.
RD Session Host

Confirmation

The Remote Desktop Virtualization Host role service provides virtual machine access on Hyper-V over
Remote Desktop connections. We will not be using this component in the lab.

17 of 492



Click the Next> button on the Role Services page of the Add Roles and Features Wizard.

From the RD Connection Broker page of the Add Roles and Features Wizard, click the Right Arrow button to add
the RDS1.lab.loc server to the Selected list, followed by Next>.

= Add Roles and Features Wizard \;‘i-

. . DESTINATION SERVER
Specify RD Connection Broker server Standard daployment selected
Before You Begin Select the servers from the server pool on which to install the RD Connection Broker role service.
Installation Type
Deployment Scenario Computer
o Filter: | |
Role Services

RD Connection Broker Mame IP Address Cperating

o RDS1.tmlab.loc 10.6.10.51 e

£ m 3

1 Computer(s) found 0 Computer(s) selected

< Previous Next > Deploy Cancel

The Remote Desktop Connection Broker role service is used for creating server farms to handle load
balancing and application aggregation.
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9. Onthe RD Web Access page of the Add Roles and Features Wizard, click the Right Arrow button to add the
RDS1.lab.loc server to the Selected list, then click Next>.

DESTINATION SERVER

Specify RD Web Access server Standard deployment selected

Befere You Begin Select a server from the server pool on which to install the RD Web Access role service.
Installation Type [[] Install the RD Web Access role service on the RD Connection Broker server
Deployment Type

Deployment Scenario Server Pool Selected

Role Services Computer

IP Address Operating

RD Connection Broker

RDS1.tmlab.loc 10.6.10.51

<
1 Computer(s) found 0 Computer(s) selected

|<Previuus|| Mext > | | Deploy || Cancel |

The RD Web Access role service is used to enable users to access Remote Desktop connections via a web
browser.
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10. On the RD Session Host page of the Add Roles and Features Wizard, click the Right Arrow button to add the
RDS1.lab.loc server to the Selected list, then click Next>.

DESTINATION SERVER

Specify RD Session Host servers Standard depioyment selected

Before You Begin
Installation Type
Deployment Type
Deployment Scenario
Role Services

RO Connection Broker

RD Web Access

Select the servers from the server pool on which to install the RD Session Host role service. If more than
one server is selected, the RD Session Host role service will be deployed on all of them.

Server Pool Selected

Computer

IP Address Operating

RD51.tmlab.loc 10.6.10.51

<

1 Computer(s) found 0 Computer(s) selected

@

|<Previuus|| Mext > | | Deploy || Cancel
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11.  On the Confirmation page of the Add Roles and Features Wizard, check the Restart the destination server
automatically if required checkbox followed by clicking the Deploy button. The installation process will start and
continue for a few minutes. Once finished, RDS1 will automatically reboot. This process will take a few minutes to

complete.

Confirm selections

Before You Begin
Installation Type
Daployment Type
Deployment Scenario
Role Services

RC Connection Broker
RD Webr Access

RD Session Host

Confirmation

DESTIMATION SERVER
Standard deployment selected

To complete the installation, you must restart the RD Session Host servers, After installation is complete
on the remote computers, the local computer will be restarted.
RD Connection Broker (1 server selected)
RD'S.lab.loc
RD Web Access (1 server selected)
RDS.lab.loc
RD Session Host (1 server selected)
1. The following servers may restart after the role service is installed.

RDS.lablec

o I Restart the destination server automatically if required I e
< Previous | | Next > | I| Deploy |I| Cancel
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12. Once RDS1 begins to restart, it will take approximately 2 minutes before you can reconnect to your Cloud image via
RDP. Once you have reconnected to RDS1, click the Server Manager icon next to the Windows Start button.
The Add Roles and Features Wizard will reappear and provide status on the installation progress. Once the Status
indicates Succeeded for each of the 3 role services, click the Close button. &

DESTINATION SERVER

View progress Standard deployment seleczed

The selected Remote Desktop Services role services are being installed.

Completion

Server Progress Status

RD Connection Broker role service

RDS1.tmlab.loc I Succeeded h

RD Web Access role service

RDS1.tmlab.loc I Succeeded h

RD Session Host role service

RD51.tmlab.loc I Succesded h

|<Ere\.rious|| MNext > | | Close | Cancel |

Note: This will disconnect you from RDS1. Reconnect to your lab station from Thinfinity after 2-5 minutes (just
as you had done at the beginning of this lab).
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Install the Remote Desktop Services Licensing Role

When deploying Remote Desktop Services, consideration for Remote Desktop Services Client Access Licenses (RDSCALS)
must be made. RDSCALs can be purchased from Microsoft in either Per User or Per Device. Use Per User licensing when
individual users will be connecting from various devices and the number of users is generally smaller than the number of devices
available to them for accessing the server.

Use Per Device licensing when many users will be connecting from a fixed number of devices and the number of devices is
generally smaller than the number of users using those devices. Per Device is generally best suited for ThinManager
deployments.

By default, 2 administrative connections are allowed to the server. These connections do not require
licenses from the license pool to be available. To start an administrative session, you must use the latest
version of the Microsoft Remote Desktop Connection client and specify <servername> /admin as the address
of the remote computer. Older versions of the Remote Desktop Connection tool did this via command line
parameters to mstsc.exe.

1. From Server Manager, click the Remote Desktop Services panel item.

=1

@~  Server Manager * Dashboard

8% Dashboard WELCOME TO SERVER MANAGER

i Local Server

#iF All Servers

¥E File and Storage Services P

e s QUICK START

o Configure this local server

Add roles and features

r

I @ Remote Desktop Services I

(U8

Add other servers to manage

WHAT'S NEW o
4 Create a server group
5 Connect this server to cloud services
LEARN MORE

ROLES AND SERVER GROUPS
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2.

From the Overview page of the Remote Desktop Services panel, click the Green Plus above RD Licensing to install

the Remote Desktop Licensing Service.

=

@ ¥ Server Manager * Remote Desktop Services * Overview

GET STARTED WITH REMOTE DESKTOP SERVICES

o Set up a Remote Desktop Sen

i Servers
1] Collections
R > v/ .
. Virtual machine-based deskiop deployment
) QUICK START
e Add RD Virtualization Host servers
e Create virtual desktop collections
LEARN MORE
DEPLOYMENT OVERVIEW
RD Connection Broker server: RD51.tmlab.loc

Managed as : TMLAB\labuser

© ® ®

RD Web Access RD Gateway RD Licensing
| i H
e
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3. From the Server Selection page of the Add RD Licensing Servers wizard, click the Right Arrow button to add
RDS1.lab.loc to the Selected list. Click Next>.

Select a server

This wizard allows you to add RD Licensing servers to your deployment, Select the servers on which
to install the RD Licensing role service.

Server Pool Selected

IP Address Operat

Computer

RDS51.tmlab.loc 10.6.10.51

< | [
1 Computer(s) found 0 Computer(s) selected

o The credentials of the TMLAB\labuser account will be used to add the servers.

| < Previous | | Next = | | Add | | Cancel

4. From the Confirmation page of the Add RD Licensing Servers wizard, click the Add button.

25 0f 492



5. When the installation is complete, the Status will change to Succeeded. Click the Close button.

=

View progress

The role service is being installed on the following servers.

Server Progress

p Lic g role service

Status

RDS1.trnlab.loc . Succeeded -

Review RD Licensing properties for the deployment

< Previous | | Next = |

Close

Cancel
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6. From the Overview panel of Remote Desktop Services, click the Tasks drop down list in the Deployment Overview

frame and select the Edit Deployment Properties item.

[

Server Manager

@ ~  Server Manager * Remote Desktop Services * Overview

GET STARTED WITH REMOTE DESKTOP SERVICES

g aR =

[ @ [1]

Servers

Collections

QUICK START

LEARN MORE

o Set up a Remote Desktop Services deployment

Virtual machine-based desktop deployment

e Add RD Virtualization Host servers

e Create virtual desktop collections

Session-based deskto}
o Add RD Session Hot

e Create session colle

DEPLOYMENT OVERVIEW
RD Connection Broker server; RDS1.tmlab.loc

e DEPLOYMENT SERVERS
Last refreshed on 3/27/2017 7:55:3¢

Managed as : TMLAB\labuser

© ®

RD Web Access

RD Gateway
| g

RD Licensing

(O)

RD Connection Broker
]

@ -

RD Virtualization Host

RD Session Host

| Edit Deployment Properties

erver FOUN Tnstalied Role |

RDST.TMLAB.LOC RD Connectior
RDST.TMLAB.LOC RD Session Ho
RDS1.TMLAB.LOC RD Licensing

RDS1.TMLAB.LOC RD Web Acces
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7. From the Deployment Properties screen, select the RD Licensing panel, then click the Per User radio button. In
addition, enter RDS2.tmlab.loc in the license server field and click the Add... button.

Configure the deployment

Show Al
RD Gateway + RD Licensing

Select the Remote Desktop licensing mode!
() Per Device
(®) Per User

RD Web Access +

Certificates
Specify a license server, and then click Add:

e RDS2.tmlablac

Select the order for the Remote Desktop license servers:
The RD Session Host server or the RD Virtualization Host server sends requests for licenses
to the specified license servers in the order in which you list them.

RDS1.tmlab.loc Move Up

Remaove
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For the purposes of this lab, we will move the licensing server from RDS2 to the top of the list (since it has been
Activated an RD Licensing Server for you), so select RDS2.tmlab.loc from the license server list and click the Move
Up button, followed by the OK button. This should stop that warning message you have probably seeing at the bottom
right of the RDS1 screen regarding Licensing Servers.

Configure the deployment

Show All
RD Gateway RD Licensing
RD Licensing

Select the Remote Desktop licensing mode:
RD Web Access

() Per Device

Certificates
® Per User

Specify a license server, and then click Add:

Select the order for the Remote Desktop license servers:

The RD Session Host servar ar the RD Virtualization Host server sends reques rlicenses
to the specified license servers in the order in which you list them,

RDS1.tmlab.loc

o RDS2.tmlab.loc

Remove
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Create a Session Collection

Session Collections are only available for domain deployments. Collections allow you to group RD Session Host servers and

manage their associated properties and published RemoteApps from a single location. A majority of the session based
properties found in Server 2008 R2 and earlier can now be found at the Collection level.

1.

2.
3.

To create a new Session Collection, click the Create session collections link from the Overview page of the
Remote Desktop Services panel.

) Server Manager

Server Manager * Remote Desktop Services * Overview

GET STARTED WITH REMOTE DESKTOP SERVICES

! servers o Set up a Remote Desktop Services deployment
[ Collections
:i 4 Virtual machine-based desktop deployment Session-based desktop deployment
® . L L — o
o e Add RD Virtualization Host servers o Add RD Session Host servers
e Create virtual desktop collections e e Create session collections
LEARN MORE
%) DEPLOYMENT OVERVIEW DEPLOYMENT SERVERS

From the Before You Begin page of the Create Collection wizard, click Next>.

From the Collection Name page of the Create Collection wizard, enter TMLabApps, then click Next>.

[z Create Collection - O X

Name the collection

Before You Begin A session collection name is displayed to users when they log on to a Remote Desktop Web Access
Server.

Collection Name

RD Session Host Names
TMLabApps

User Groups

User Profile Disks Description (optional):

Create Cancel
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4.

From the RD Session Host page of the Create Collection wizard, click the Right Arrow button to add RDS1.lab.loc
to the Selected list and click Next>.

Specify RD Session Host servers

Before You Begin Select the RD Session Host servers from the server pool to add to this collection.

Collection Name
Server Pool Selected

IP Address Operat

Computer

RDS1.tmlab.loc

<| [ [>

1 Computer(s) found

|<PrE\riuus|| Next = | | Create || Cancel

0 Computer(s) selected
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5.

From the User Groups page of the Create Collection wizard, keep the default selection of TMLAB\Domain Users,
which means that all users in the TMLAB domain will have access to this Session Collection. Click Next>.

Specify user groups
Before You Begin Add the user groups that should have access to connect to the collection.

Callection Name User Groups:

RD Session Host TMLAB\Domain Users Ap——— |

User Profile Disks

< Previous | | Mext = | | Create | | Cancel
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6. From the User Profile Disks page of the Create Collection wizard, uncheck the Enable user profile disks checkbox
and click Next>.

Specify user profile disks

Before You Begin User profile disks store user profile settings and data in a central location for the collection,

Collaction Name | CJ Enable user profile disks |

RL Session Host Location of user profile disks:
User Groups
User Profile Maxirnurm size (in GB):

Confirmation =

and the current user must be a member of the ministrators group on that server.

o The servers in the callection must have full control ;ermiss ions an the user profile disk share,

Next =

7. Click the Create button from the Confirmation page of the Create Collection wizard.
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8.  Once complete, the Status indication should change to Succeeded. Click the Close button. Close Server Manager

as well.

- Create Collection — O *

View Progress

The session collection is being created. Depending on the size of the session collection, this may
take a while to complete.

Activity Progress Status
Create Collection e Succeeded
Add servers I SUcceeded

& RDS1.TMLAB.LOC

Progress

As mentioned previously, many of the properties found in the Remote Desktop Session Host
Configuration in Windows Server 2008 R2 are now found at the Session Collection level.

With Windows Server 2012 or newer, the Remote Control Settings are now found in Group Policy, either
Local or Domain, at Computer Configuration—> Policies—> Administrative Templates—>Windows
Components—>Remote Desktop Services—=>Remote Desktop Session Host—> Connections—> Set rules for
remote control of Remote Desktop user sessions. In addition, each domain user account has Remote
Control settings as well which determine whether their remote sessions are enabled for remote control. If so,
you can also control whether the user requires permission to be remotely controlled and whether the remote
control session provides interactivity or not. These settings can be found on the Remote control tab of the
user properties dialog box within the Active Directory Users and Computers application on the domain
controller.

This completes the section Installation and Configuration of Remote Desktop Services. Continue on to the next section to

learn about installing and configuring a FactoryTalk View Site Edition Client on a Remote Desktop Server.
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Section 2: Installation and Configuration of FactoryTalk View Site Edition Client

To prevent idle time, the FactoryTalk View SE Client has been pre-installed on RDS1. Below, under
the Overview section, there are links to the Lab Appendix where steps to complete the FactoryTalk
View SE Client install and Network Directory configuration are located for your reference. Installing
the Remote Desktop Service Role before installing client applications and performing client
application(s) installation in RD-Install mode are best practices when deploying Remote Desktop
Services applications with ThinManager. After reviewing the Appendix (do not complete as part of
this lab), proceed to Section 3.

&« v Control Panel + Programs » w | Search Control Panel 0

Control Panel H
orirelFanetHome Programs and Features

L‘I Uninstall a program | @ Turn Windows features on or off | View installed updates

System and Securi
4 . Run programs made for previous versions of Windows | How to install a program

Metwork and Internet

Hardware @ Default Programs . . . . -
Change default settings for media or devices | Make a file type always open in a specific program
* Programs Set your default programs

User Accounts . I Il Applicati R Deskt
nsta Ication on Remote Desktop...
Appearance and 9 %’ PP P

Personalization

Cleck, Language, and Region

Ease of Access

Overview

In this section, you will install and configure FactoryTalk View Site Edition Client software on the Remote Desktop Server. To do
this, you will be performing the following tasks:

1. Install FactoryTalk View Site Edition Client in RD-Install Mode — Located in Lab Appendix for your reference

2. Configure the FactoryTalk Directory to Point to a Network Directory — Located in Lab Appendix for your reference
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Section 3: Installation and Configuration of ThinManager

Overview

In this section, you will install ThinManager on the RDS1 virtual machine. While ThinManager is most commonly installed on a
Remote Desktop Server, it does not have to be. In fact, it could be installed on a workstation class machine, like Windows 7
even. Basically, ThinManager does not have to be installed on a Remote Desktop Server in order to use that server as a
source of content.

In this section, you will be performing the following tasks:

1. Installation of ThinManager
Apply FactoryTalk Activation for ThinManager
Apply Traditional Master License for ThinManager

Hwn

Update TermCap Database
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Installation of ThinManager

1. Right click the Windows Start button and click the Control Panel menu item.

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop
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2. From the Control Panel, click the Programs link.

T | » Control Panel v ¢ | ||Search Control Panel

Adjust your computer’s settings View by: Category ~

System and Security ( User Accounts

Review your computer's status @ Change account type
@View event logs

Appearance and Personalization
_ Network and Internet PP
= Change the theme

il C.onnect tothe Intemet Change desktep background
~&2  View network status and tasks . .
Adjust screen resolution

Hardware _ W Clock, Language, and Region
View devices and printers
g Add a language

a device Change input methods

Programs Set the time and date
ﬁ " am Change date, time, or number formats

GEtTp“’g\::_m: ; ﬁ Ease of Access
@ urn indows features on or o LEtWindOWS suggest se‘tting;

Optimize visual display

3. From the Programs page of the Control Panel, click the Install Application on Remote Desktop... link.

v 1 |ﬂ » Control Panel » Programs » v G| | Search Control Panel

Contrel Panel Home
Programs and Features

Uninstall a pregram @Turn Windows features on or off | View installed updates

Systermn and Securi
4 o Run programs made for previous versions of Windows | How to install a program

Metwork and Internet

Default Programs

Change default settings for media or devices

Programs Make a file type always open in a specific program | Set your default programs

Hardware

User Accounts

Appearance and
Personalization

@Ilnstall Application on Remote Desktop... I

Clock, Language, and Region

Ease of Access
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4. Click the Next button of the Install Program From Floppy Disk or CD-ROM wizard.
Install Program From Floppy Disk or CD-ROM -

Inzert the product’s first installation floppy disk or CD-ROM,

and then click Next. The application will be installed in
RD-Install mode.

Cancel

5. Click the Browse... button from the Run Installation Program page of the wizard.

Run Installation Program -
Windows was unable to find the installation program. Click

Back to try again. Click Browse to find the installation
program manually.

Open:
| Browse...

In the Browse dialog, browse to the folder C:\Tools\Installs\11.0.1-ThinManager-Web, select Setup and click Open.

Click Next> to launch the ThinManager installation program.
%

6.

Run Installation Program

Windows was unable to find the installation program. Click

Back to try again. Click Browse to find the installation
program manually.

Open:
2 | 3llz’11.0.1-ThinManager-Web"Setup exe | Browss...

©

< Back Neat = Cancel
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7. Click the Customize button on the installer to set up the installation parameters.

— X
by THINMANAGER

Setup English (United States) v

Customize

Accept the default installation options to install the 32 bit version. Click Next.

X
Ky THINMANAGER
Customize

/| FactoryTalk Activation Manager v4.03.03 (@
4 [m] ThinManager v11.0.1

Fl ThinManager
| ThinManager
ThinServer Service
Start Menu Shortcut
5T T Thinfianager (4]

(D Total: 2652 MB

ThinManager v11 introduced support for FactoryTalk Activation. As this section will demonstrate, traditional

ThinManager Master Licensing is still supported and is the default. In order to utilize FactoryTalk Activation,

you must install FactoryTalk Activation Manager v4.03.03 or later, which has been pre-installed on your
virtual machine to save time.

It should be noted that if you choose to install the x64 version of ThinManager you will be unable to preview
IP cameras from the ThinManager user interface.

On the ThinServer Service Account page of the installation wizard, select Local System account and click the
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Install button.

\O/
bad THINMANAGER
ThinServer Service Account

Specify the account that the Thinserver service should run
as.

For example:
MlocalUser

DamaintDomainUser
Domainlser@Domain.com

o (@ Local System account

) This account:
Password:

Confirm Password:

10. From the End User License Agreements page, click the Accept all button.

11. When the installation has finished click the Close button on the installer, followed by the Finish button on the Admin

installer.
Finish Admin Install -

‘When the installation has ended (successfully or not),

please click the Finish button or the Cancel button. DO
NOT CLICK THE BUTTONS BEFORE INSTALLATION
HAS ENDED!

< Back Cancel
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12. Itis recommended to run the ThinServer service as a local Administrator account (in a domain environment, this
would be a domain account that is a member of the local Administrator group). This account should also have local
Administrator permissions on each Remote Desktop Server managed by ThinManager. In this lab, the
tmlab\tmservice account has already been added to the local Administrators group on RDS1 and RDS2 for you.
Let’s now assign that account to the ThinServer service. Right click the Windows Start button and select Computer
Management.

Programs and Features
Power Options

Event Viewer

Systemn

Device Manager
Network Connections
Disk Management
Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop
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13. From the Computer Management console, expand the Services and Applications branch and select Services.

From the Services list on the right side, scroll down to ThinServer, right click it and choose Properties.

A& Computer Management - [m] X
File Action View Help
e EC BE > e
A Computer Management (Local G Actions
~ [k system Tools ~ . -
() Task Scheduler ThinServer Name Description  Status Startup Type  Log OnAs ~ | Services -
& Event Viewer G Storage Service Provides en... Manual (Trig..  Local System More ..
Stop the semvice &
& Shared Folders e e o &) Storage Tiers Management  Optimizest... Manual Local System S~
: -
& Local Users and Groups . Superfetch Maintains .. Running  Automatic Local System InaEnver
(®) Performance Ch.Sync Host_dcbse This service .. Running  Automatic (D... Local System More ...
! Device Manager ?:“;‘PW"‘ £} System Event Notification S.. Menitorssy... Running  Automatic Local System
v 3 storage inoenver 2. System Events Broker Coordinates... Running  Autematic (T... Local System
W Windows Server Backur, ) Task Scheduler Enablesaus.. Running  Autematic Local System
&7 Disk Management G TCP/IP NetBIOS Helper Provides su.. Running  Manual (Trig.. Local Service
Services and Applications &k Telephony Provides Tel... Manual Network Service
N Intemet Information Sey & Themes Provides us.. Running  Automatic Local System
@ Routing and Remote Ac ThinServer hincerve Automatic Local System
o jservices {6, Tile Data model server Start Automatic  Local System
aij WMI Control € Time Broker st Manual (Trig.. Local Service
3 op .
£ Touch Keyboard and Hand.. Pouse Manual (Trig..  Local System
TP AutoConnect Service — Manual Lacal System
G TP VC Gateway Service N Manual Lacal System
(€4 Update Orchestrator Service. "ot Manual Local System
‘5 UPnP Device Host Al Tasks 3 Manual Local Service
-J;:);UserAccEss Logging Service Retresh Automatic (D... Local System
G User Data Access_dcbd8 res! Manual Local System
:Gh User Data Storage_dch38 Properties Manual Local System
“Gh User Experience Virtualizatio Disabled Local System
Gk User Manager (=1 Automatic (T... Local System
L5 User Profile Service This service ... Running  Automatic Local System
. Virtual Disk Provides m... Manual Local System
) VMware Aliss Manager and .. Alias Mana.. Running  Automatic Local System
% YMware omm... VMware Co... anual ocal System v
ChVMware CAF AMQP C VMware C Manual Local Sy:
<
< > |' Extended { Standard
Opens the properties dialog box for the current selection.

14. From the ThinServer Properties window, select the Log On tab, then the This account radio button. Enter
tmlab\tmservice in the This account textbox and rw in the Password and Confirm Password textboxes. Click the
OK button. Click the OK button to the resulting message boxes.

ThinSemeroerti es (Local Computer)

General LogOn  Recovery Dependencies

Log on as:

O Local System account
e Allow service to interact with desktop

®

Password:

Corfimn passward:

CET 3

g
i
%:—

X
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15. Right click the ThinServer service one more time and select Restart in order to restart the service. Close the
Computer Management console window. If still open, close the Control Panel as well.

-.C')-.Themes Provides us...  Rut

hinServer
Start

Data medel se Rut
e Broker Stop Rut
-Eé;Touch Keyboard ar Pause
Q;TP AutoConnect 5 Resume
ELTPVC Gateway 5ee Restart
&k Update Orchestrat
€L UPRP Device Host All Tasks *
-E,;).;UserAccess Leggir Rt Rur
&k User Data Access ¢
Q;User Data Storage_ Properties
-f.?;User Experience Vir Help
. User Manager e g RUL
& User Manag o R
N T Y- P S T oooios A
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Apply FactoryTalk Activation for ThinManager

A ThinManager license/activation determines how many ThinManager terminals can be concurrently connected to ThinManager
and whether ThinManager is enabled for Redundancy. Redundancy provides 2 installs of ThinManager whose configurations
are automatically synchronized. Redundancy is different from Failover. Failover is included in every ThinManager license
and provides the ability to automatically failover to multiple Remote Desktop Servers without any user intervention required at
the client. Automatic Remote Desktop Server Failover will be demonstrated in Section 5. This lab will demonstrate how to
setup Redundancy. In addition to the ThinManager installation just completed on RDS1, ThinManager has been pre-installed
on RDS2 for you.

Prior to version 11, ThinManager offered 2 Redundancy options: Mirrored and Full. To simplify, ThinManager
now only offers Full Redundancy. If you are an existing Mirrored Redundancy user and are purchasing
additional ThinManager licensing for your system, please contact insidesales@thinmanager.com to discuss
upgrading your existing Mirrored Redundancy licensing to Full Redundancy.

©,
1. From the RDS1 virtual machine, double click the ThinManager shortcut on the desktop .

2. Since we have yet to install a ThinManager license/activation, a message box alerts us. Click the OK button.

ThinManager =

Server RDS1 has no valid terminal connection licenses.

Refer to the User's Manual for details on using FactoryTalk Activations or go to
https://thinmanager.com/licensing/ to obtain a demo code.

As the message box indicates, a fully functional 30 day demo code can be obtained from the ThinManager
website at http://downloads.thinmanager.com.

3. From the ThinManager Admin Console, click the Install ribbon, followed by the License Mode icon.

¥

B]

Edit Manage Install Tools \u‘e Remote View Help
3 H »
5 - & Firmware |-, Boot Loader =7 =7 = =i
== &;Modules @3 Chain Loader _ =
Firmware Licenses License || TermCap || Reports
Package Mode Database
Packages EBoot Files Licensing TermCap || Reports

- L 1
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4.

5.

6.

From the License Mode window, select the radio button for FactoryTalk Activation and click OK.

Select the License Mode in which you want to run ThinManager

License Mode

o ThinManager Master License

0 % FactoryTalk Activation

As previously mentioned, ThinManager v11 adds support for FactoryTalk Activations as an alternative to
traditional Master Licensing. Only one licensing mode can be enabled at a time. When using FactoryTalk
Activation, licenses are downloaded to a machine in the same way as all other FactoryTalk activated
products. Once an activation is downloaded, it must be assigned to a ThinManager server. For more
information, refer to AID1083531 - FactoryTalk Activation with ThinManager. GoldMaster Activations are
supported in this mode as well. For more information, please refer to AID1083532 - ThinManager Support for
GoldMaster Activation.

From the Admin Console, return to the Install tab and this time click the Licenses button.

Edit Manage Install View

i . p—
@ & Firmware mBoot Loader i;f"i i;f"i @ ﬂ"T
o Modules | & Chain Loader -
Firmware Licenses License || TermCap | Reports
Package Mode || Database

Remote View Help

Packages Eoot Files Licensing TermCap | Reports
- a— 1

From the FactoryTalk Activations window, click the Add Activations button.

Activations attached to this ThinManager server

Serial Mumber | Feature | Count |

Add Activations I Remove Activations oK Cancel
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7. With the way the Cloud lab images are hosted in the Amazon Elastic Cloud, we were unable to maintain the
CodeMeter-based ThinManager FactoryTalk Activation once the Cloud lab image was launched, so you will not see
any available activations. Click the Cancel button, then click the Cancel button again.

Add Activations to ThinManager bt
Installed Activations
Choose the Serial Mumber to add activations from

IV Only show ThinManager Activations

Serial Number | Feature | Version Count | Available Count Expiration
L4 3
Enter the number of activations to add to ThinManager

OK

By default, ThinManager terminal connection license packs cannot be split up and applied to separate
installations. If your ThinManager deployment requires a license pack to be split up, please inquire about
ThinManager FLEX licensing, which enables this capability.

With FactoryTalk Activation and ThinManager Redundancy, you will need to assign an activation to both
ThinManager installations. When you purchase a ThinManager license with FactoryTalk Activation, it will
include an install count of 2 for this purpose — one for the Primary ThinManager Server and one for the
Secondary ThinManager Server. Therefore, with a FactoryTalk Activated ThinManager license in a
redundant deployment, you would follow the above steps on the Primary ThinManager Server as well as
the Secondary ThinManager Server.
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Apply Master License for ThinManager

With ThinManager Traditional Master Licensing in a redundant deployment, a single redundant license is automatically
shared between redundant partners.

1. From the ThinManager Admin Console, click the Install ribbon, followed by the License Mode icon.

=<
S Edit Manage Install Tools Ve Remote View Help
- Firmware Boot Loader o = '_"‘
@ 2 - 3 | E
& Modules || & Chain Loader =
Firmware Licenses License || TermCap || Reports
Package Mode | Database
Packages Eoot Files Licensing TermCap || Reports
- T 1

2. From the License Mode window, select the radio button for ThinManager Master License and click OK.

Select the License Mode in which you want to run ThinManager

License Mode

o " ThinManager Master License

" FactoryTalk Activation

3. From the Admin Console, return to the Install tab and this time click the Licenses button.
=5
N Edit Manage Install To View Remote View Help
ini & Firmware mBoot Loader @ Z"I:
o Modules | & Chain Loader -
Firmware Licenses License || TermCap | Reports
Package Mode Database
Packages Eoot Files Licensing TermCap | Reports
- T 1
4. From the Licensing window, click the Install License button.
Master License Mumber I
Celete License
License Mumber | Description | Redundancy | Expiration
 Installation Id
RDS1 (primary) |2AF8—34E6—137?—4E:1—?559—309F Shaw Al |
License Details | Delete Demo Code | Install Demo Code | Show Cld Licenses | Daone |
5. From the Open dialog, navigate to C:\Tools\Installs and select the TMLicense_E1B0-EC84-B530-079A file. Click the

Open button.
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|_|!| » ThisPC » Local Disk (C:) » Tools » Installs »

Organize « Mew folder

Mame
#F Quick access
|| 11.00.00-FTView-DVD

I Deskto -
P | 11.0.1-ThinManager-Web
& Downloads  # || 20.01.01-Studio5000-Web

Decuments e ) TMLicense_E1BO-EC24-B330-079A
[&] Pictures

| | Advanced
|| FTVSE Clients
|| Installs

| | LabFiles

3 This PC

=¥ Network

v D Search Installs 2
=~ @ @
Date modified Type Size
3/4/2018 218 PM File folder
12/11/2018 9:27 AM  File folder
3/472019 2:23 PM File folder
47172019 11:05 AM  LIC File 2KB

File name: | TMLicense_E1B0-EC84-B330-079A

v|  ThinManager License Files |

e | Open | | Cancel |
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Click the OK button from the ensuing confirmation dialog box.

License successfully installed

From the Licensing window, click the Done button.

Master License Number |E150—EC84—5530—0?9A Install License |
Delete License |

License Mumber | Description | Redundancy | Expiration
|EEA31EC3~5D4ESBF9 ¥Lr Redundant License ull 05/04/2020

—Installation Id

RD51 {primary) I 2AF8-34E6-1977-4EF 1-7559-309F Show All |

License Details | Delete Demo Code | Install Demo Code I Show Old Licenses |

Close the ThinManager Admin Console in order for ThinManager to properly recognize the features of the license
and Restart it.

From the Admin Console, click the ThinServer icon in the tree selector, followed by RDS1 from the ThinManager
Servers tree, then the Licenses tab.

. - |

\,/ Edit Manage Install Tools View Remote View Help
[ Firmware Boot Loader = =
| - :

& Modules | @& Chain Loader
Firmware Licenses License || TermCap || Reports
Package Mode || Database

Packages Boot Files Licensing TermCap.
ThinManager Server Licenses -

ThinManager Servers
¥4 RDST

Licenses Used | Available
MultiMonitor License

WinTMC Connection License

Relevance License

TermSecure License

Terminal Connection License

XLr License

License Number
EEA31EC3-SD4ESEFS

Status

2E[iE2 @
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Update TermCap Database

Every version of ThinManager ships with an up-to-date version of the Terminal Capabilities Database (TermCap) at the time of
release. The TermCap Database provides ThinManager with the configuration parameters for each thin client model. At each
terminal connection, the TermCap database is utilized to perform an integrity check. If the configuration does not match the
terminal specifications, ThinManager may reconfigure the terminal to an acceptable set of parameters. The images used in this
lab were built with an up-to-date version of the TermCap, so an update is technically not necessary for this deployment of

ThinManager, but it is worthwhile to become familiar with the process. In the following steps you will apply the latest TermCap
Database to this installation.

1.

2.

From ThinManager, click the Install ribbon followed by the TermCap Database icon.

~ "  Edit Manage

Tools

View

iFirmware mBootLoader @i @

o Modules || & Chain Loader

Firmware Licenses License || TermCap | Reports
Package Mode || Database
Packages Eoot Files Licensing TermCap | Reports
P

From the Open dialog box, browse to C:\Tools\Installs and select the termcap.db.9.0.25 file and click the Open
button.

&« » ThisPC » Local Disk (C:) » Tools » Installs v D

Search Installs 2
Organize v New folder f=> ™ @
Mame Date modified Type Size
7 Quick access
11.00.00-FTView-DVD 3/4/2018 218 PM File folder
[ Desktop - . .
11.0.1-ThinManager-Web 12/11/2018 9:27 AM  File folder
¥ Downloads  # 30.01.01-Studio3000-Web 3/4/2019223PM  Filefolder
Documents | ] termcap.db.8.0.25 2/4/2019 2:33 PM 25 File 4,612 KB
[&] Pictures
Advanced
FTVSE Clients
Installs
Lab Files
3 This PC
=¥ Network
File name: | termcap.db.9.0.25 | TermCap Database vl
| Open | | Cancel |
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3. You should receive a successful confirmation message. Click the OK button.

Install Termcap Database -

Terminal Capabilities database installed successfully

This completes the section Installation and Configuration of FactoryTalk View Site Edition Client on Remote Desktop
Server. Continue to the next section to start exploring the ThinManager fundamentals, Display Servers, Display Clients and
Terminals.
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Section 4: Defining ThinManager Display Servers, Display Clients and Terminals

Overview

In this section, you will create the 3 primary building blocks of ThinManager:
1. Display Servers
2. Display Clients
3. Terminals

In ThinManager, Display Servers are the server sources of content that you want to deliver to your devices. A Display Server
is typically a Remote Desktop Server, but can also be an IP/USB Camera or a VNC Server (like a PanelView Plus or a MacBook
Pro).

Display Clients, not to be confused with the FactoryTalk View SE executable DisplayClient.exe, represent the actual content
you will be delivering to your devices, which are referred to as Terminals in ThinManager. There are 6 types of Display Clients
supported in ThinManager: (1) Remote Desktop Services, (2) Camera, (3) Terminal Shadow, (4) Workstation, (5) VNC and (6)
Virtual Screen. Within this lab, you will have an opportunity to create several of these Display Client types.

You will use Display Servers and Display Clients to setup the content you want to deliver to the devices managed by
ThinManager. This content can be assigned and delivered in 3 ways with ThinManager:

1. By Device
2. By User
3. By Location

While you will experience all 3 content type delivery methods in this lab, you will start with the first one, By Device, in this section.
By Device allows you to assign content to the Terminal Profile, representing the default content that will be delivered to a device
when it is powered on. Terminals are the thin or zero clients, mobile devices and/or PCs that you will be managing with
ThinManager. Each device will have a unique Terminal Profile in ThinManager.

A zero client may look very similar to a thin client physically, but it does not have an operating system. A thin client, on the other
hand, has an operating system - maybe a scaled down version of Linux capable of connecting to a Remote Desktop Server, or
maybe even Windows Embedded. ThinManager treats each of these device types in much the same way in that the same
ThinManager firmware is delivered to either device type. The ThinManager firmware should be viewed as the operating system
for ThinManager thin or zero clients. So, if a device has no operating system like a zero client, or has an operating system like a
thin client, it will receive the ThinManager firmware when it boots up and boot from it. We will refer to the virtual thin client(s) as
a thin client often but it is actually a zero client, since it does not have local storage and therefore no Operating System.
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ThinManager supports 2 types of thin or zero clients:
e  ThinManager Ready
e  ThinManager Compatible

ThinManager Ready terminals have the ThinManager BIOS extension image embedded in them by the manufacturer. When
these terminals are powered on, they know how to find a ThinManager Server right out of the box. Once found, the ThinServer
service delivers the terminal’s firmware and configuration.

ThinManager Compatible terminals do not have the ThinManager BIOS extension image. However, the ThinManager firmware
is hardware compatible with the majority of thin clients on the market. This is because the ThinManager firmware is compiled for
the x86 platform, and the majority of thin clients are x86-based. In order to deliver the ThinManager firmware to these devices,
PXE is utilized. Preboot eXecution Environment (PXE) is an Intel standard whereby an operating system can be delivered over
the network. The virtual thin clients used in this Cloud Lab are examples of ThinManager Compatible terminals.

Functionally, there is no real difference between a ThinManager Ready terminal and a ThinManager compatible terminal.

In this section, you will register your RDS1 virtual machine as a Display Server within ThinManager. With this Display Server
created, you will create a Display Client to deliver a Windows desktop session from RDS1. You will then create a Terminal
Profile to which you will assign the newly created Display Client. Lastly, you will start the virtual thin client and assign the new
terminal profile to it in order to see the results. To do this, you will be performing the following tasks:

1. Create Display Servers
Create a Display Client
Create a Terminal Profile
Configure PXE Server

Assign the Terminal Profile to a Thin Client

o o kWD

Shadow Terminal from ThinManager

ThinManager is primarily composed of 2 components — the ThinServer service and the ThinManager
administrative console (admin console).

The ThinServer service is a Windows based service that is the engine of ThinManager. It delivers the
terminal’s firmware and configuration, and therefore is essential in order for a terminal to boot.

The ThinManager admin console, on the other hand, is not licensed, and is the interface from which you
manage the entire ThinManager environment.

While these 2 components do not have to be co-located or installed on a Remote Desktop Server, they often
are due to the benefits of the Remote Desktop Services architecture.
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Create Display Servers
Register RDS1 and RDS2 as Display Servers in ThinManager.
1. Launch the ThinManager user interface from the desktop of RDS1.

ThinManager

2. Click the Display Servers icon E in the ThinManager tree selector.

The tree selector can be expanded or collapsed using the bar above directly above it.

DS iim2 @

— = e
= T X
3. From the Display Servers tree, right click the RDS Servers branch and select Add Remote Desktop Server. This

will launch the Remote Desktop Server Wizard.

r “ '.I -
L=<
’ © Edit Manage I Install Tools View Remote View He
@ @ 9 §@ Restore Biometric Database e %
%}Backup Biometric Database — |—| )
Restore Backup ) PXE ThinManager
= Synchronize Server  Server List
Packages Configuration M
Status r Summary T Even
=- m Display Servers | Attribute
g RDS Servers
Cameras Add Remaote Desktop Server |

...... W YNC Servers Add Virtual Remote Desktop Server
Add Remote Desktop Server Group

Edit Remote Desktop Server List

4. From the Introduction page of the Remote Desktop Server Wizard, click the Next button.
5. From the Remote Desktop Server Name page of the wizard, type RDST in the Name field.

6. Click the Discover button. If the name is successfully resolved, the IP address of RDS1 should be filled in
automatically.

7. Type tmservice@tmiab.loc in the User Name field.
8. Type rwin the Password field.
9.  Click the Verify button which should confirm that the credentials entered are valid, followed by the OK button.
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10. Click the Finish button.

1.

¥=4 Remote Desktop Server Wizard

Remote Desktop Server Name

Enter the Remate Desktop Server Name and Log In information.

Remoate Desktop Server Name

Name

|RDS1

IP Address [0 s 10 E

Discover

Change Group

Log In Information

tmservice@tmlab.loc
User Name I e

Search

Password |

Domain Il

L5

Finish |

< Back I Next > I

Werify

Password Options

e o

Schedule

Cancel | Help |

RDS1 should now be added to the Remote Desktop Servers group. You may have to click the Display Servers branch

to refresh the Remote Desktop Servers group.

12. Repeat steps 3 through 11, but this time register RDS2.

24 Remote Desktop Server Wizard

Remote Deskiop Server Name

Remote Desktop Server Name

Enter the Remote Desktop Server Name and Log In information.

x|

bt

< Back I Nm>|

Name

P A | 0 . 6 . 10 . 82 Discover |
| Change Group |
Log In Information

User Name Iimservice@tmlabloc Search |
Password I

Domain I Verly |

Password Options
Schedule
Cancel Help
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13. If not already selected, click the RDS Servers branch and note the status of RDS1 and RDS2 on the right-hand side.
It should indicate a Value of OK for each (it may take RDS2 a few seconds to change to OK). This indicates that the IP
address and credentials provided for the Remote Desktop Servers are in fact valid.

=

vy
=]
Edit Manage Install Tools View Remote View Help
Fed ThinManager Server |RDS1 - Remove & Add L Delete Lock —, Find
;"Add ThinManager Server Refresh . e@ Add Group Rename Unlock || Find Ne
F r: Modify
& Disconnect Copy
ThinManager Server Edit Fir
.
= | pRisalncsSens Attribute Value
= RDS1 oK
o RDS2 oK
: 7 RDs2
Cameras
L @ WNC Servers

The credentials entered when configuring a Remote Desktop Server must have Administrative rights on the
Remote Desktop Server. This is required for SmartSession and to populate the User, Sessions and Process
tabs of the details pane, which are available when you click on the Remote Desktop Server of interest.
SmartSession is ThinManager’s load balancing solution. With SmartSession, Remote Desktop Server
sessions will be started on the least loaded Remote Desktop Server based on CPU Utilization, RAM
Utilization and Number of Sessions. Once a session is started on a Remote Desktop Server, the session will
not be moved dynamically. You can learn more about SmartSession in Section 15.

In order for ThinManager to connect to a Remote Desktop Server (like RDS1 in the example above), the
provided Administrative credentials for that Remote Desktop Server in ThinManager should also be used as
the ThinServer service credentials. The ThinServer service credentials on RDS1 are in fact configured as
tmservice@tmlab.loc with password of rw, which are the same credentials entered for the RDS1 Remote
Desktop Server. This domain user also has local Administrator permissions on RDS2.
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Create a Display Client

1. Click the Display Clients [ﬂﬁ icon from the ThinManager tree selector.

2. From the Display Clients tree, right click the Remote Desktop Services branch and select Add Display Client. This
will launch the Display Client Wizard.

vt
Edit Manage Install Tools View Remote View Help
¥i ThinManager Server [RDS1 x| & Remove @Add &3 Delet
lAdd ThinManager Server Refresh &3 Add Group Renal
. Modify
& Disconnect opy
ThinManager Server Edit
 smmany

E-ﬁﬁ Display Clients Attribute

o Rermnote Desktop £ Bemote Daslios Services Display Clie,
5 Carnera 9 p Services Clents
@ Terminal Shadow " Add Display Client Group acal Clisnts
gl Workstation Citrb ICA Protocal Clients
"!_“ WNE Smart Session Clients
F Wirtual Sereen application Link Clients

3. Type Desktop as the Client Name on the Client Name page of the wizard. Click the Next button.

fmi Display Client Wizard b4
Client Name Q’
Erter the Display Client name. ’ ‘

Digplay Client Name

Client Name |Desk‘t0p o

[” Set a Display Name

Type of Digplay Client

| Remote Desktop Services J

Display Client Group

| Change Group
Pemissions

2]

Next = Finish | Cancel | Help |

The Set a Display Name checkbox is new for ThinManager 11 and provides the ability to assign an Alias to
a Display Client that will be shown at the Terminal in the Display Client Selector instead of the Client Name
entered. This feature requires firmware package 8.2 or newer. Firmware packages will be explained in the
Advanced Lab.

58 of 492



N o o &

Click the Next button on the Display Client Options page of the wizard.
Click the Next button on the Remote Desktop Services and Workstation Options page of the wizard.
Click the Next button on the Screen Resolution / Scaling Options page of the wizard.

Select RDS1 from the Available Remote Desktop Servers list and click the Right Arrow button to move it to the
Selected Remote Desktop Servers list. This is the Remote Desktop Server on which this Display Client will run.
Click the Finish button.

et Display Client Wizard -
Display Client Members G’
Select the Remote Desktop Servers for this Digplay Client. » ‘
N
Available Remote Desktop Selected Remote Desktop Servers

o RDS1 (10.6.10.51

RDS2 (10.6.10.52) ﬂ
Q3]
kI -

Edit Server List

< Back | | Cancel Help
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You should see the Desktop Display Client under the Remote Desktop Services branch. You may have to click the
Display Clients node for the branch to refresh.

Edit Manage Install To

|=__‘| — & & Restore Biomel

| Backup Biomet
Restore Backup =

Synchronize
Packages Configuration
El[i]; Display Clients
& L Bamaate De Services

@ Terminal Shadow
: E Workstation
g UNC

- F Virtual Screen

New in ThinManager 11, you can now create Display Client Groups. Display Client Groups provide the
ability to better organize large quantities of content. You can create Display Client Groups much like folders
in Windows Explorer, and then add Display Clients to the Display Client Group. Nested Display Client
Groups are supported as well.
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Create a Terminal Profile

As previously mentioned, each device that you will be managing (thin clients, zero clients, tablets, smart phones or PCs) will
have a unique Terminal Profile created in ThinManager like the one you are about to create.

1. For this Cloud lab, we will be running firmware package 8.1 for our virtual thin client(s). However, in ThinManager
v11, the default firmware package for PXE clients is 8.2. The next couple of steps will enable us to change the
package on a terminal by terminal basis. Select the Manage ribbon followed by the Packages icon.

Remote View

Tools Wiew

Manage Install Help

@ @ Restore Biometric Database @ @ DNS Co
@ Backup Biometric Database ,ﬁ}, Configu

Restore Backup ) PXE ThinManager

= Synchronize Server  Server List @ Langua

Packages Configuration Manage

N oo | e st

2. The Package Manager window enables firmware packages to be assigned in 2 different ways — by terminal model or
on a terminal by terminal basis. We are going to utilize the latter. To enable this capability, check the Allow the
setting of the Package in Terminal Configuration checkbox. Click the OK button.

—Model Specific Default Package

Packages

Manufacturer |ncp |
Model [pc-z0-100 =l
Package ITermmp Model Default ;I

Allow Chain Loader v

o [+ allow the setting of the Padkage in Terminal Configuration

Install Package | e
Edit Packages | [4]4 I Cancel |

3. Click the Terminals icon = from the ThinManager tree selector.
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4. From the Terminals tree, right click the Terminals node and select Add Terminal. This will launch the Terminal
Configuration Wizard.

2]
Edit Manage Install Toals View
| = @& | {4 Restore Biometric Database

| o oy
I—'_'l \il"J p— £, Backup Biometric Database
Restore Backup

Synchronize
Packages Configuration

Hs

o Terminals Attribute
|B Add Terminal | Termi

Add Group Total T

Restart Terminals Termin

]

5. Type VersaView5200 as the Terminal Name on the Terminal Name page of the wizard. Click the Next button.
ted Terminal Configuration Wizard »
Terminal Name

Enter the name for this terminal, select the terminal group to which this terminal belongs, or ’ ‘
choose to copy the corfiguration from another terminal. & N

Terminal Name

o |\u"er5a\u"|ew 5200 Description

This must be a unique name using letters, numbers, hyphens (), and
underscaores () only.

Teminal Group

Copy Settings
[~ Copy Settings from another Teminal

Change Group

Pemissions

| Cancel | Help |

e.\

Clicking the Description button on the Terminal Name page of the wizard will not only allow you to enter a
Description for the terminal, but also allow you to create Custom Variables for the terminal. Custom
Variables were added in ThinManager 8.1. The Custom Variable can be used in the Display Client
command line or by the TermMon ActiveX. This would allow you to create a single Display Client in
ThinManager that utilizes a Custom Variable and it would direct that Display Client to different content
based on the terminal to which it was assigned. For instance, if you have several FactoryTalk View SE
Client configuration files (CLIs) that you need to deploy, you could create a Custom Variable on each
terminal that would include the name of the CLI file to deliver to it. You would then create a single Display
Client that references the path to the CLI files and appends the Custom Variable to it in the command line.
In addition to Terminals, Custom Variables can also be created and assigned to Relevance Users and
Locations.
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6. Accept the defaults of Generic / PXE from the Make / OEM and Model drop down lists, respectively. Select 8.1 from
the Terminal Firmware Package drop down list. Click the Next button.
Terminal Hardware

Select the manufacturer and model of this terminal. ’ ‘
Y

Use this to corfigure the type of hardware for this terminal .

Make / OEM GENERIC |
Model PXE |
OEM Model ~ PXE

Video Chipset  Unknown

Teminal Firmware Package e IB.‘I ;I

Teminal |0 and IP Address

Clear |
Teminal ID Mone
Edit |

< Back

Fsh | Cancel | Help

Click the Next button on the Terminal Options page of the wizard.
Click the Next button on the Terminal Mode Selection page of the wizard.

Select Desktop from the Available Display Clients list and click the Right Arrow button to move it to the Selected
Display Clients list. This is the Display Client that will be delivered to this Terminal. Click the Finish button.

i Terminal Configuration Wizard *

Display Client Selection G
Select the Display Clients to use on this terminal ’ ‘

Available Display Clients Selected Display Clients

Ei Remote Desktop Services
A O

& cone- 4|

Q Teminal Shadow e ﬂ

5 Worlcstation ﬂ

g VNC ﬂ

Edit Display Clients | Civenide |

Back | Hews | Frish | Cancel Help
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10. You should see the VersaView5200 terminal under the Terminals node.

o BB
(<]

Edit Manage Install To
kA ThinkManager Server [RDS1
,"Add ThinManager Server
i}\7’II;i:-:-:unn-&-:t

ThinManager Server

G- M VersaView5200

You can also create Terminal Groups in ThinManager. Terminal Groups provide 2 key capabilities: (1)
terminal organization and (2) property inheritance. With terminal organization, you can create Terminal
Groups much like folders in Windows Explorer, and then add Terminals to the Terminal Group. The other
key benefit of Terminal Groups is that you can assign Terminal properties at the Terminal Group level and
choose to make these settings a Group Setting. By doing so, each Terminal member of the Terminal
Group would receive that setting as defined in the Terminal Group. In both cases, nested Terminal
Groups are support as well. You will learn more about Terminal Groups in Section 13.

Even though you will be using virtual thin clients for this Cloud based training, this hands on lab was based
on the ThinManager MR Demo Kit which includes a VersaView 5200 Dual HD (Catalog #: 6200T-NA)
industrial grade thin client. In addition to the 6200T-NA, the VersaView 5200 family includes four additional
models. The VersaView5200 Single HD Display (Catalog #: 6200T-BA) which has a smaller form factor
and provides a single HD Display output. The VersaView Dual 4K Display (Catalog #: 6200T-KB) has the
same form factor as the 6200T-NA but provides two 4K video outputs (one HDMI and one DisplayPort). For
Control Room applications, the VersaView 5200 Multi 4K Display (Catalog #: 6200T-RC or 6200T-RE) is
available. The 6200T-RC provides three 4K outputs (all DisplayPort), while the 6200T-RE provides seven
4K outputs (3 DisplayPort and 4 mini-DisplayPort).
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Configure PXE Server

Since this Cloud lab is utilizing virtual thin clients, we will need to boot them using PXE; therefore, the ThinManager PXE Server

must be configured.

1. From the ThinManager Admin Console, select the Manage ribbon, followed by the PXE Server icon.
bt
S Edit Manage Install Tools View ote View Help
i =1 @ @ Restore Biometric Database @ @' DMS Configuration
= gBackup Eiometric Database @Ccnfigure Default Terminal
Packages|| Restore Backup F¥E  ThinManager
j= Synchronize Server  Semverlist @ Language ]
Packages Configuration Manage
- + v [
2. From the PXE Server Configuration page of the wizard, check the Enable PXE Server checkbox.

PXE Server Configuration
Enable / Disable PXE Server

=<

The ThinManager PXE Server allows the use of terminals that support Intel
PXE bocting.

o ¥ Enable PXE Server

Finizh Cancel Help
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3. From the Network Interface Configuration page of the wizard, make sue VMWare Virtual Ethernet Adapter for
VMNet8 is selected from the Select Interface to Configure drop down list, and Using standard DHCP server is
selected from the PXE Server Mode list. Click the Finish button.

¥t PKE Server Wizard X

Network Interface Configuration 'ﬁ,
Select the settings for each network interface » ‘

A

Select Interface to Configure o

WMware Vitual Bthemet Adapter for VMnet8 ﬂ
Interface Primary IP Address

Server Mode
(¢ Using standard DHCP server
" Using standard DHCP server on this machine
" Using standard DHCP server with Boot Options (PXE Disabled)
(" Mot using standard DHCP server

IP Address Conflict Detection
P
~

W Alow Mew PXE clierts

<Back | Net> ||

Some notes when configuring this page in your own deployments. Make sure you have selected the correct
network interface in the Select Interface to Configure drop down list. In other words, on which network adapter
should ThinManager listen for PXE requests. The PXE Server Mode selection is not as obvious. PXE, by
definition, requires a DHCP Server. This setting basically tells ThinManager about the DHCP Server to be used
for PXE requests. When a PXE client is booted, it not only needs an IP Address, but it also needs an IP address
for its boot server, as well as a boot filename.

Here is a quick summary of the options:

1. Using standard DHCP server — choose this when you have an existing DHCP server that you want to use
for PXE, but you want ThinManager to provide the additional boot details, like the IP addresses of the
ThinManager Server(s) and the name of the boot file. This is the preferred choice if you are using an existing
DHCP server.

2. Using standard DHCP server on this machine — similar to the first option, except the actual DHCP server
is located on the same machine as ThinManager.

3. Using standard DHCP server with Boot Options (PXE Disabled) — choose this when you have an existing
DHCP server that you want to use, but you do not want ThinManager to provide the additional boot details.
Instead, you will need to specify Option 66 and Option 67 in your DHCP Server to specify these details.

4. Not using standard DHCP server — choose this when you want ThinManager to provide everything — the
client IP address, the boot server IP address(es) and the boot filename. ThinManager will only respond to
DHCP requests associated with PXE, not to standard DHCP requests.
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If you will be using Legacy PXE clients and UEFI PXE clients with your ThinManager deployment, it is
important to note that they require different boot files. This is automatically handled by ThinManager if you
choose options 1, 2 or 4 above. However, if you choose option 3, you will need to apply Vendor Classes in
your DHCP Server for Option 67 in order to deliver the correct boot filename based on the type of thin client
requesting it. Legacy PXE clients use a boot filename of acpboot.bin, while UEFI PXE clients use
tmboot32.bin for x86 UEFI and tmboot64.bin for x64 UEFI.

Through the majority of this Cloud lab, we will be using the PXE Server Mode configured above — namely,
Using standard DHCP server. Again, this means we have an existing DHCP Server that will supply the IP
address to our PXE client, and ThinManager will provide the additional details needed to boot it (i.e.: boot
server IP address(es) and boot filename). In this configuration, we will depend on VMWare Player, which will
host our virtual thin client(s) to provide a NAT’d (Network Address Translation) IP address. This mode
proved to be the most reliable for the virtual thin client(s).
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Assign the Terminal Profile to a Thin Client

1. Minimize the ThinManager Admin Console, and double click the Thin01 virtual machine shortcut on the desktop. It
may take a minute or so to initially launch since your Cloud lab image does not have full connectivity to the Internet.

2]
Thin01

NOTE: Do not use the VMWare Full Screen option, as it has proven to be somewhat unstable in the cloud. It is ok to
maximize the window.

Upon starting, the virtual thin client will recognize that it has no operating system installed and will therefore attempt to
contact a PXE Server. The ThinManager PXE Server will respond to the PXE request and deliver the ThinManager
firmware via TFTP.

Since VMWare Tools cannot be installed within the virtual thin clients, the mouse pointer will get locked within
each virtual machine when one of the virtual thin clients is active. To return the mouse pointer to the host, hit
the CTRL+ALT key sequence.

2. Ifyou receive a message box asking if you moved or copied the virtual machine, click the | Moved It button.

£

Player = I &

Thin01 - WMware Workstation 12 Player x

This virtual machine might have been moved or copied.
In order to configure certain management and
networking features, VMware Player needs to know if
this virtual machine was moved or copied.

If you don't know, answer "I Copied It™,

E I Moved It ] I Copied It Cancel

You may notice that the virtual thin client receives an IP address in the 192.168.x.y subnet. This is because
we have it configured for NAT at this point in the lab.
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Once the Thin01 has received the ThinManager firmware, it will communicate with the ThinManager Server, asking for
a Terminal Profile. ThinManager identifies terminals by their MAC address. Since we have not previously assigned
a Terminal Profile to the MAC address of this terminal, ThinManager will ask which profile to assign to it. Hit the
down arrow key to select the VersaView5200 profile we created previously and hit the Enter key.

This Terminal is Undefined on Server RDS1
Choose the Terminal to Replace or Action

Status : |Name Type

Create new Terminal

ersaliew5200 Terminal

If the Create new Terminal option was selected above, the Terminal Configuration Wizard would be
launched within ThinManager that would facilitate the creation of a new Terminal Profile that would then be
assigned to the terminal being booted.

Additionally, you can control whether a Terminal Profile becomes available in this selection list. By default, a
Terminal Profile becomes available for assignment when its associated terminal is offline. The Allow
replacement at terminal if off line setting can be found on the Terminal Options page of the Terminal
Configuration Wizard.

If your mouse gets locked inside the virtual machine, you can hit the CTRL-ALT keys on your keyboard to
release it. This is happening because we have not (and cannot) installed VMWare Tools inside our virtual
machine.
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The VersaView5200 Terminal Profile will now be delivered to the Thin01, and any default content (Display Clients)
assigned to the VersaView5200 Terminal Profile will be delivered. Since we are starting with a Desktop session and
we have not configured Auto Login, you will be prompted with a login dialog box to start the Windows Remote
Desktop session on RDS1. Enter tmlab\thin01 as the username and rw as the password. Once authenticated, you
should be presented with a Windows Desktop Session on RDS1.

Enter your Windows credentials
to connect to RDS1

Username

0| trmlabithin0 1

Cancel ‘
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Shadow Thin Client from ThinManager

1. Return to the RDS1 lab image, and click the Terminals icon = from the ThinManager tree selector.
2. Expand the Terminals node in the Terminals tree and select the VersaView5200 terminal.

3. Select the Shadow tab from the Details Pane. You should see a shadow of the terminal from within ThinManager.
Notice that the shadow is fully interactive. Also notice that the VersaView5200 terminal icon is green indicating that it
is powered up and ThinManager has connectivity to it. Click the Configuration tab when finished shadowing.

vy
L=}
Edit Manage Install Tools View Remaote View Help
kA ThinManager Server |RDS1 - Remove Add &3 Delete £ Lock —, Find (Ctrl-F)
,"Add ThinManager Server Refresh Add Group 1 Rename Unlock || Find Next (F3)
. Maodify
ﬁ;,\ Disconnect s Copy
ThinManager Server Edit Find

Configurationr Modules r Scheduler Properties r EventLog/ Shadowr Repe

E-= Terminals
i | Versaliew5200

Each ThinManager terminal has a shadowing setting that determines if the terminal can be shadowed or not.
This setting is available by double clicking the terminal to open the Terminal Configuration Wizard and
navigating to the Terminal Options page of the wizard. The available shadowing options are Yes, No, Ask,
Warn, and a checkbox for enabling Interactive Shadow or not. If you choose to experiment with these
settings, remember that a terminal must be restarted for configuration changes to be applied to it. To
perform a terminal restart, right click the terminal and select Restart Terminal.

@Checkpoint Question:https://thinmanager.com/cloudlabs/section04/

This completes the section Defining ThinManager Display Servers, Display Clients and Terminals of the lab. Continue on to
deliver a FactoryTalk View SE application without a Windows desktop and implement automatic Remote Desktop Server failover.
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Section 5: Configuring ThinManager Application Link and Failover for FactoryTalk View SE

Overview

In the last lab section, you successfully delivered a Windows Desktop to the a virtual thin client using ThinManager. Typically,
we go through great lengths to actually prevent access to the Windows Desktop on the plant floor, which is one reason why VDI
is not always the best option for plant floor deployments — since delivering desktops is one of the strengths of VDI. This section
will use ThinManager Application Link to deliver the FactoryTalk View SE Cookie Factory demo to the virtual thin client without a
desktop. In addition, this section will demonstrate how easy it is to configure automatic Remote Desktop Server failover for your
ThinManager terminals. To do this, you will be performing the following tasks:

1. Add Terminal Names to FactoryTalk Directory

Add Windows Linked User Group to FactoryTalk Directory
Create a RemoteApp for FactoryTalk View SE

Create a New ThinManager Display Client with Application Link
Apply New Display Client to Terminal

Add Automatic Remote Desktop Server Failover

N e ok ow N

Allow Remote Start of Unlisted Programs
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Add Terminal Names to FactoryTalk Directory

By default, every Computer connecting to the FactoryTalk Directory must be added as a Computer Account — ThinManager
terminals are no different. This section will add the ThinManager terminal names to the FactoryTalk Directory as Computer
Accounts.

1. Click the Windows Start button from the RDS1 host image — NOT the shadowed Desktop delivered to the thin client or
the thin client itself.

Recently added

p

> Windows PowerShell (x86)

FactoryTalk View SE Cache File Ma... E{ E .>_
s

. i i FactoryTalk FactoryTalk Windows
@ FactoryTalk View Site Edition Client Administratio...  Activation... PowerShell

Expand ~
e
S
Vivhware
Workstation 1.  Wireshark

L

Adobe Reader X1
Mew

CodeMeter

FLASH Programming Tools

Microsoft Office 2016 Tools
MNew

PowerPoint 2016

oD & € | 4
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2. On the Select FactoryTalk Directory dialog, make sure Network is selected and click the OK button.

t the directary you want to uze.

Metwork. e

Qg | Cancel

3. Inthe Explorer view, browse to Network (THIS COMPUTER) - System-> Computers and Groups->Computers,
right click Computers and select New Computer... from the menu.

File View Tools Window Help

A e [E

=-CE Metwork (HMI)
i-l- CookieFactory
@ e FTViewDemo
i-l InstantFizz
& System
-1 Action Groups
[ [ Policies
= 1 Cemputers and Groups

F Computer Groups
HMI

RDS1

L. O RDS2

# &5 Networks and Devices
[ I Users and Groups

# I Connections

.17 Permission Sets

Security...

4. Inthe Computer textbox, enter VersaView5200 and click the OK button.

General  Policy Setting

Computer: |‘u’ersa‘u"|ew52m a | |:|

Description: | |

Member of:
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5.

6.

Repeat the previous 2 steps but this time add ZENPAD
VersaView5200 added to the Computers folder.

rd FactoryTalk Administration Console

Eile VYNiew Tools Window Help

Explorer I
=-[E Metwork (HMI)
-Eﬂ CookieFactory
-iﬂ FTViewDemo
-E@ InstantFizz
= System
Action Groups
8 Policies

=0 Computers and Groups

Computer Groups

&
HI
RDS1

VERSAVIEW5200

ZENPAD
& == Metworks and Devices
=8 Users and Groups

[ Connections

Permission Sets

Keep the FactoryTalk Administration Console open

. When finished, you should have ZENPAD and

for the next section.

75 of 492



Add Windows Linked User Group to FactoryTalk Directory

In addition to adding the terminal name as a Computer Account to the FactoryTalk Directory, you will typically have to add the
Windows user account that is assigned to the terminal, and therefore launching the session, to the FactoryTalk Directory as well.
In this section, you will add a Windows Linked Group to the TMLAB\Domain Users group.

1. In the Explorer view, browse to Network (THIS COMPUTER) - System—>Users and Groups—>User Groups, right
click User Groups and select New | Windows-Linked User Group... from the menu.

File View Tools Window Help

AslE

=-[E Metwork (HMI}
il- CookieFactory
i-l- FTViewDemo
G InstantFizz
E|i System
-1 Action Groups
[ I Policies
= 1 Computers and Groups

i Computer Groups

E|i Computers
LEHMI

RDS51

RDS2

VERSAVIEWS5200

LG ZENPAD

# == Networks and Devices

= [ Users and Groups
User Groups i
Authenti_ e

Windows A Security...

s Administracors
w Engineers

= Maintenance
] Users

[ Connections

.10 Permission Sets
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2. From the New Windows-Linked User Group popup, click the Add button.

General

Click. the Add button ta select one or mare Windows user
groups. When you click the Create button, a new linked
user account will be created for each Windows user group
wou have selected.

Remave. ..

| | Cancel | | Help |

3. By default, this dialog box will show the local computer’s user and groups, but we want to browse the TMLAB domain.
From the Select Groups window, click the Locations... button.

Select this object type:
|Group5 or Built4in securty principals | | Object Types... |

From this location:
|RDS1

Enterthe object names to select (sxamples):

4. From the Locations selection box, expand the Entire Directory item and select the tmlab.loc item. Click the OK
button.

Select the location you want to search.

Location:
1Kl RDS1
= Entire Directory
ii tmlab Joc
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5. Back at the Select Groups window, enter Domain Users in the text box and click the OK button.

Select Groups -

Select thiz object type:

|Gr0ups | | Object Types. .. |

Fram this location:

|tmlab.loc || Locations... |

Enter the object names to select (examples]:

ﬂDomain Users Check Names
o

6. From the New Windows-Linked User Group window, you should now have TMLAB\DOMAIN USERS listed. Click
the OK button.

MNew Windows-Linked User Group -

General

Click. the Add button ta select one or mare Windows user
groups. When you click the Create button, a new linked
user account will be created for each Windows user group
wou have selected.

g TMLABYDOMAIN USERS

£ m >

| Cancel | | Help |

7. Close the FactoryTalk Administration Console.

In your deployments, you will most likely want to be more selective with which Windows user groups to link
and to which FactoryTalk group to assign them. This section utilized the entire Domain Users group to
simplify the lab going forward.
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Create a RemoteApp for FactoryTalk View SE

Remote Desktop Services considers any program configured to run initially - like the one you are about to configure with
ThinManager ApplicationLink in this section - an “Initial Program.” By default, Windows Server 2008R2 and later Remote
Desktop Services requires that each Initial Program be added to the published RemoteApp list, or you will receive an Access
Denied message when the Display Client attempts to launch.

While it is recommended that this default security measure be maintained, it can also be disabled through
Local or Group Policy (from the Group Policy Editor: Default Domain Policy | Computer Configuration |
Policies | Administrative Templates | Windows Components | Remote Desktop Services | Remote Desktop
Session Host | Connections | Allow remote start of unlisted programs).

With Windows Server 2012 or newer, the RemoteApp list is managed through Session Collections for domain deployments. In
this lab we will maintain the default security behavior and maintain the RemoteApp list. A number of RemoteApps have already
been added. In this section, you will add a new one for the FactoryTalk View SE Client application.

1. From the RDS1 image, launch Server Manager by clicking the Server Manager icon from the Windows taskbar.
MAKE SURE YOU CLICK THE SERVER MANAGER ICON ON THE RDS1 IMAGE AND NOT THE SHADOW OF
THE THIN CLIENT.

2. From Server Manager, select the Remote Desktop Services panel item, followed by the TMLabApps panel item
(under Collections).

3. Click the Tasks dropdown list in the RemoteApp Programs frame, followed by the Publish RemoteApp Programs
item.

[ Server Manager

@ ~  Server Manager * Remote Desktop Services * Collections * TMLabApps

PROPERTIES CONNECTIONS

(] Overview " propertis of the collection TASKS ¥ Last refreshed on 4/11/2019 1
i Servers Collection Type Session

[ Collactions Resources Remote Desktop

g |> User Group. TMLAB\Domain Users ServerFODN  User

[

RDS1imlabloc TMLAB\Lab
RDS1.tmlab.loc TMLAB\thir
RDS1.tmlab.loc TMLAB\thir

°g

REMOTEAPP PROGRAMS

Published RemoteApp programs | 0 tota

| Publish RemoteApp Programs

r the users of the collection. Unpublish RemoteApp Programs
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4. From the Publish RemoteApp Programs dialog, scroll down and check the FactoryTalk View Site Edition Client list
item, followed by Next>.

Select RemoteApp programs

Select the RemoteApp programs to publish to the TMLabApps cellection. To add a Remotelpp
program to the list, click Add.

RemoteApp Programs

Confirmation
The RemoteApp programs are populated from RD51.TMLAB.LOC.
[] RemoteApp Program Location ~
[] ThfactoryTalk Administration Consale %SYSTEMDRIVE3a\Program Files (x86)\Cc

[l @Factor}rTalk Diagnostics Counter Monitor 3SYSTEMDRIVEa\Program Files (xB6)\Cc
O f&Factor}rTalk Directory Configuration Wizard ~ %SYSTEMDRIVE3:\Program Files (x86)\Cc

[ [JFactoryTalk Live Data Test Client %SYSTEMDRIVE®:\Program Files (x86)\Cc
[] & FactoryTalk View SE Cache File Management %SYSTEMDRIVE3a\Program Files (x86)\Rc
[ FactoryTalk View Site Edition Client SYSTEMDRIVE%a\Program Files (x86)\Rc
[] gMFTAE Database Update Utility SYSTEMDRIVE:\Program Files (x86)\Cc
[l ﬂlmport RSSecurity Configuration $SYSTEMDRIVE#\Program Files (x86)\Cc
(| ﬁ Internet Information Services (IIS) Manager  %:SYSTEMDRIVEZ:\Windows\system32\in
(| a,iSCSI Initiator HSYSTEMDRIVE3S\Windows\system32\is: +
k4 >

Verify that the program is installed an all the RD Session Host servers in the collection.

|<Previous| Mext > | | Publish || Cancel

5. Click the Publish button on the Confirmation page.
6. Once Status changes to Published, click the Close button.

80 of 492



7. Right click the newly listed RemoteApp and select Edit Properties.

Server Manager * Remote Desktop Services * Collections * TMLabA

an =

g

Overview
Servers

Collections

PROPERTIES
D Properties of the collection
Collection Type Session
Resources RemoteApp Programs

TMLabApps User Group TMLAB\Domain Users

REMOTEAPP PROGRAMS
Last refreshed on 4/11/2019 11:43:12 AM | Published RemoteApp programs | 1 total

. =
Filter 0 I (A) =

RemoteApp Program Name Alias Visible in RD Web Access

FactoryTalk View Site Edition Client DisplayClient Yes

,
Py citropere: |
.
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8. Select the Parameters panel item and then select the Allow any command-line parameters option. Click the OK
button and the close Server Manager.

i Properties = || = -

FactoryTalk View Site Edition Client (RDS1 Collection)

Show A

General + Command-line Parameters
User Assignment  + () Do not allow any command-line parameters

File Type Associati... + ;
Yp 9 ® Allow any command-line parameters

L. By allowing this RemoteApp program to run with any command-line
parameter, your server may be vulnerable te malicicus software.

() Always use the following command-line parameters

|§ oK || Cancel || Apply |

If your RemoteApp requires command line parameters, then selecting Allow any command-line parameters is
less than secure than selecting Always use the following command-line parameters. We have chosen the
less secure option for this lab as you will be creating several ThinManager Display Clients, each of which will
launch a separate FactoryTalk View SE Client configuration file, and therefore require a different command-
line. This option was chosen simply to save time in the lab.
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Create a New ThinManager Display Client with Application Link

1. Return to ThinManager and click the Display Clients icon ﬁ from the ThinManager tree selector.

2. From the Display Clients tree, right click the Remote Desktop Services branch and select Add Display Client. This
will launch the Display Client Wizard.

(= =

‘| Edit | Manage  Install  Tools  View  RemoteView
A ThinManager Server & Remove * O Add
’Add ThinManager Server & Refresh r - @Add Grou
;‘ Disconnect D Copy

ThinManager Server

Eﬁ Display Clients Attribute
Remote Desktop Services Bemote Deskion Cenice

5 Desktop e Add Display Client sC
E RDS1 Add Display Client Group e

E Camera Citrix ICA Protocol Clients
@ Terminal Shadow
5 Workstation

/@ VNC

------ Virtual Screen

Smart Session Clients

Application Link Clients

3. Type FTV_CookieDemo as the Client Name on the Client Name page of the wizard. Click the Next button.

¥t Display Client Wizard st
Client Name 0
Erter the Display Client name. } ‘

— Display Cliernt Name
Cliert Name o [FTV_CookicDemo

™ Set a Display Name

— Type of Display Client

I Remote Desktop Services LI

— Display Client Group

I Change Group |
Permissions |

2,

< Back MNext = Finish Cancel Help
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4. Click the Next button on the Display Client Options page of the wizard.

5. Check the Application Link checkbox on the Remote Desktop Services and Workstation Options page of the
wizard. Click the Next button.

¥ Display Client Wizard -
Remote Desktop Services and Workstation Options 0
Select the options for this Display Client ’ ‘

Connection Options
W Allow Auto-Login
¥ Application Link
[~ SmartSession
I~ Enforce Primary
[ Instant Failover

< Back

| Cancel | Help |

6. From the Screen Resolution / Scaling Options page of the wizard, check the box for Don’t Use Screen Resolution,
and select 1280x1024 from the Resolution drop down list. Click the Next button.

] Display Client Wizard -

Session Resolution / Scaling Options w
Enter scaling options and session resolution f desired setting iz ’ = ‘

different from the screen.

Session Scaling Options

[~ Mairtain Aspect Ratio
[~ Scale Down Only

Session Resolution Options

[ Dont Use Screen Resolution

Resolution eiuam 024 ﬂ | %

< Back Cancel Help
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By default, Remote Desktop Services sessions are started using the screen resolution of the Terminal Profile
where the Display Client is assigned. This setting overrides that behavior for this Display Client. So even if
the screen resolution of the terminal is different, this Display Client will start with a resolution of 1280x1024,
and ThinManager will automatically scale it to fit the screen resolution of the physical display where it is
delivered.

Select RDS1 from the Available Remote Desktop Servers list and click the Right Arrow button to move it to the
Selected Remote Desktop Servers list. This is the Remote Desktop Server on which this Display Client will run.
Click the Next button.

=] Display Client Wizard -
Digplay Client Member=s Q’
Select the Remote Desktop Servers for this Display Client. b ‘
(N
Available Remote Desktop Selected Remote Desktop Servers

o RDS1 (10.6.10.51
RDS2 (10.6.10.52)

[l
A

Edit Server List

3]

= Back | | | Cancel | Help |

From the AppLink page of the wizard, enter the following path for the Program Path and Filename field and
Command Line Options field (you can also copy and paste these paths from the LabPaths.txt file by right clicking
the Notepad icon pinned to the start bar and selecting LabPaths.txt):

Program Path and Filename:

C:\Program Files (x86)\Rockwell Software\RSView
Enterprise\DisplayClient.exe

Command Line Options:

"C:\Lab Files\CookieDemol280.cli"
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9. Make sure to enclose the Command Line Options path in double quotes. Click the Finish button.

Display Client Wizard =
Applink \ O/
Enterthe linked application path. ’ ‘

A

— AppLink Path
Program Path and Filename
o [ Fies (:86]\Rockonell Software RS View Enterpise' DispayClert exe

Browse

Command Line Options
"C:\Lab Files'\CookieDemo1280.cli"

2

Browse

art in the following folder

il

Be sure to enclose with double quotes.

=

< Back New> | Fiish |  Cancel Help
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Apply New Display Client to Terminal

1. Click the Terminals icon = from the ThinManager tree selector.

Edit Manage Install T

| ?_’.I @ 9 {4 Restore Biomel
£, Backup Biomet
Packages|| Restore Backup
Synchronize

Packages Configuration

Click the Next button on the Terminal Name page of the wizard.
Click the Next button on the Terminal Hardware page of the wizard.
Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.

S e

Select FTV_CookieDemo from the Available Display Clients list and click the Right Arrow button to move it to the
Selected Display Clients list. Select Desktop from the Selected Display Clients list and click the Left Arrow button
to move it to the Available Display Clients list. Click the Next button.

¥t Terminal Configuration Wizard x

Display Client Selection \ O /
- =

Select the Display Clients to use on this terminal

Available Display Clierts Selected Display Clients
EIF Remote Desktop Services o 5W_CookieDemo
; Desktop
4l

; FTV_CookieDemo

i ﬂ

E Worlstation

d

Edit Display Clierts Cvenide

1o

< Back Mext = Finish | Cancel | Help |

8. Click the Next button on the Terminal Interface Options page of the wizard.
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Click the Next button on the Hotkey Configuration page of the wizard.

. On the Log In Information page of the wizard, enter thin01@tmlab.loc as the Username and rw as the Password.
The terminal will use these credentials to login to the Remote Desktop Server for those Display Clients applied to it that
have the Allow Auto Login property enabled. Click the Verify button which should confirm that the credentials
entered are valid. Click the Next button.

] Terminal Configuration Wizard -
Log In Information E’
Enter the log in information to log in automatically. Leave the log in ’ ‘
information blank or fill onty some of the fields to force manual log in. A

Windows Log In Information

Usemame o |thinD1 @tmlab Joc Search
Password e |“ Password Options

Domain | e Verify

< Back Finish Cancel Help
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11. From the Video Resolution screen of the wizard, select 1920x1080 as the Screen Resolution, 64K Colors as the
Color Depth and 60Hz as the Refresh Rate. Click the Next button.

] Terminal Configuration YWizard -
Yideo Resolution G’
Select the video resolution for this terminal ' ‘
A

Select Video Resolution

These are the rezolutions supported by the Thin Client model pou
welected.

o Resalution 9 Color Depth e Refresh Rate
|1920:1080 | |e4Colos | |EOH: ~|

< Back Finish | Cancel | Help |

12. Click the Next button on the Module Selection page of the Terminal Configuration Wizard.

13. Click the Next button on the ThinManager Server Monitor List page of the Terminal Configuration Wizard.
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14. From the Monitoring Configuration page of the wizard, select the Custom radio button within the Monitor Interval.
Keep the defaults for Monitor Interval, Monitor Timeout and Monitor Retry. Enter a value of 1 for the Primary Up
Delay Multiplier. This will speed up the Remote Desktop Server failover time in a later section. Click the Finish

button.
Fat Terminal Configuration Wizard -
Moenitoring Configuration @
Select the setting for how often the Remote Desktop Server status is ’ ‘
monitored by this temminal . Y
Connection Monitor Settings
Pre-set Monitor Intervals Custom -
Manitor Interval 5 32 Seconds
Monitor Timeout 1 3: Seconds
Maritor Retry 3 EI:
Primary Up Delay Multiplier e 1 EI:
Primary Up Delay 5 Seconds
Connection Timeout 0 4
< Back | | Cancel | Help |

15. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to restart the terminal.

-

]

Edit Manage Install Tools View Remot

=_ — w1 & Restore Biometric Database B
| & = =)

%’Backup Biometric Database
Packages|| Restore Backup BXE T
Synchronize Server

Packages Configuration

Terminals ~ Configuration

El---lil Terminals Attribute
a@ VersaView5200 sroginal Tdanti

Medify

Rename e
Copy

Delete Ctrl+D =
Go To User

Logoff User

Go To Lecation

a Restart Terminal e

| Firmware Package

You may notice a small red exclamation icon appear in the bottom of the terminal icon. This indicates that a
change has been made to the terminal’s configuration that has not been published to the terminal yet.
Restarting the terminal will republish the terminal’s configuration, including any recent changes.
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If you need to apply a change to a terminal’s configuration, simply right click the terminal of interest from the
Terminals tree and select Restart Terminal. Restarting a terminal simply reapplies the terminal’s
configuration — unless ThinManager automatically detects a configuration change that requires a terminal
reboot, in which case a reboot is performed. Reboot Terminal, available from the Tools ribbon bar, is
equivalent to cycling power to the terminal, and therefore resends the firmware as well as the configuration.

It is important to note that in both of these cases the sessions running on the Remote Desktop Servers are
not restarted by default. You need to perform a Reset Session in this case. To reset a session, return to
the Display Servers tree segment, and select the Remote Desktop Server on which the session of interest is
running. Select the Sessions tab from the Details Pane. A list of all of the sessions running on the selected
Remote Desktop Server will be displayed. Right click the session desired and select Reset Session.

16.

With the VersaView5200 terminal still selected, click on the Shadow tab in the Details Pane of ThinManager. If the
Shadow does not start, click the Configuration tab, then the Shadow tab to reactivate the shadow. The
CookieDemo application utilized was developed as a 1280x1024 application, yet we are delivering it to a 1920x1080
display. While it appears to be stretched, this is due to the fact that we are going from a 4x3 aspect ratio to a 16x9
ratio, but ThinManager’s new session scaling delivers the 1280x1024 session without bars to a 1920x1080 display.

= = o X
Yt

Edit Manage Install Tools View Remote View Help

rm @ 57 (& Restore Biometric Database ﬁ’_i ;) &% DNSs Configuration i: § }3 / @ ? /
= % {23 Backup Biometric Database = {8 Configure Defautt Terminal || 688 &Y

Packages | Restore Backup PXE ThinManager Manage Synchronize Settings | Manage Access Settings
Synchronize Sever Semverlist @ Language Accounts Pass Resolvers Groups

Packages. Configuration Manage Active ry Relevance

< Configuiation | Modules. | scheaule | _Properties. | Eventlog” shadow | Report

=& Terminals
H versaView5200

O CookieDeme1280 - Factony

Rockwvel IMIGHTY|! : 5}
Automation |, 4 w0 .1 o _aw  Asel ™ 3

——= Overiew R"’.'Z‘l;’_ Dep: Cooling Materials  Alarms  System Dashboard  TMLABITHINOT (=]

sio1 " swoz i swos Il swoa |
FLOUR SUGAR UGAR_BROWN|| OAT_FLOUR

176.4 kg 226.1 kg 385.4 kg 668.3 kg

28 [iE2ead:
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17. If you click the red “X” in the top right corner of FactoryTalk View SE application (either from the Shadow or at the
virtual thin client), it will close, leaving an empty black screen without a desktop.

Once the application closes, you will see the desktop background with no Start menu bar for about 30
seconds before you are automatically logged out. When using AppLink, the user does not have access to
any other programs or the desktop when connecting and once that application terminates, the user is
automatically logged off. The logoff delay is due to the FactoryTalk View Site Edition client continuing to shut
down in the background after the display is closed.

If you hit the CTRL+ALT+DEL keyboard sequence from the virtual thin client (by clicking the icon in the
taskbar of VMWare Player) while the empty black screen is active, you will be presented with the Task
Manager, from which Windows File Explorer could certainly be launched. With ThinManager, this is easily
rectified by adding the Key Block Module to your terminal(s), which is a simple way to block common
keyboard sequences like CTRL+ALT+DEL, CTRL+ESC, etc. You will use the Key Block Module in Section
12.

A module is a small driver that can be applied to a terminal to provide additional capabilities. For example,
ThinManager includes 15 unique Touch Screen Modules, a Redundant Ethernet Module for thin clients with
dual Ethernet ports (provides automatic failover of network interfaces connected to the thin client) as well as
a MultiSession Screen Saver Module (each Display Client applied to a thin client is automatically cycled on a
configurable time basis as a screen saver) — just to name a few. Modules are added to a terminal using the
Terminal Configuration Wizard and will be explored in more detail, as mentioned above, in Section 12.
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Add Automatic Remote Desktop Server Failover
1. From the RDS1 image, select the Terminals tree, expand the VersaView5200 terminal. Double click the
FTV_CookieDemo Display Client under the VersaView5200 terminal to launch the Display Client Wizard.

B
Edit Manage Install To
= —= “ & Restore Biome
B @S .
., Backup Biomel
Packages|| Restore Backup
Synchronize

Packages Configuration

EI!E! Terminals

ersalfiew
5 FTV_CookieDemo

2. Click the Next button on the Client Name page of the wizard.

3. Click the Next button on the Display Client Options page of the wizard.

4.  Check the Enforce Primary checkbox on the Remote Desktop Services and Workstation Options page of the
wizard. Click the Next button.

Pt Display Client Wizard -
Remote Deskiop Services and Workstation Options w
Select the options for this Display Client } ‘

Connection Options
v Allow Auto-Login
¥ Application Link
[~ SmartSession
o [¥ Enforce Primary
[ Instant Failover

< Back Finish | Cancel | Help |

5. Click the Next button on the Screen Resolution / Scaling Options page of the wizard.
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Select RDS2 from the Available Remote Desktop Servers list and click the Right Arrow button to move it to the
Selected Remote Desktop Servers list. Click the Finish button.

] Display Client Wizard -
Display Client Members E’
Select the Remote Desktop Servers forthis Display Client. ’ = ‘

Awvailable Remote Desktop Selected Remote Desktop Servers

ROS1{10.6.10.51)
|
hd

Edit Server List

3]

< Back MNext = Finish | Cancel | Help |

By adding more than 1 Remote Desktop Server to the Selected Remote Desktop Servers list, you have
added automatic Remote Desktop Server failover for this Display Client. The order of the servers listed
determines the order of failover. In this case, RDS1 would be the primary and RDS2 would be the
secondary. There is no limit to how many Remote Desktop Servers you can add, the terminal will just keep
failing to the next available server in the list.

Right click the VersaView5200 terminal and select Restart Terminal to apply the changes. Click Yes on the
confirmation dialog box. If you expand the VersaView5200 terminal, and then expand the FTV_CookieDemo Display
Client, you will now see both RDS1 and RDS2 are listed. The green lightning bolt next to RDS1 indicates that the
session being delivered to the terminal is running on RDS1. Notice that RDS2 has a red lightning bolt next to it.

]

-

Edit Manage Install

! —F @l & Restore Bior
| & =
= Backup Bion

Packages|| Restore Backup

Synchronize
Fackages Configuration
= Terminals
B 8 -
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8.

To force a failover to occur, we can manually disable the RDS1 Remote Desktop Server from ThinManager. This will
disconnect all Remote Desktop Server sessions connected to RDS1. From the Terminals tree, expand the
VersaView5200 terminal, and then expand the FTV_CookieDemo Display Client. Select the RDS1 Remote Desktop

Server under the FTV_CookieDemo Display Client. With RDS1 selected, click the Tools ribbon, followed by the
Disable icon.

e -
= 2

Edit Manage Install Tools View Remote View

Reboot Server Calibrate Touchscreen ¢ 7 Enable

Power On Send Message % Disable
Restart Reboot
Power Off

Power Terminal Operations Enable/Disable

I, contiguration | Bropert
E- = Terminals Attribute
- E VersaViews200

[H-Fed FTV_CookieDemo

& [

‘- [# RDS2

Remote Desktop Server 1]

Server Name
IP Address

Remote Desktop Server (

Connection Types Supported

If you quickly shadow VersaView5200 (or look at your demo kit) you will see the new FactoryTalk View SE session
launching on RDS2. To shadow, simply select VersaView5200 from the Terminals tree and then click the Shadow
tab from the Details Pane. With the RDS1 Remote Desktop Server disabled, its icon has changed from a green

lightning bolt to a red lightning bolt with an X, while the RDS2 Remote Desktop Server has changed from a red
lightning bolt to green.

= ThinManager v11.0 - RDS1 = m] X

bt

Edit Manage Install Tools View Remote View Help

(] ¥ calibrate Touchscreen Enable \V;;

@ W 0 42 Send Message &) Disable

Restart Reboot Clear

& Power Off
Power Terminal Operations Enable/Disable Event Log

 Termina 17 [ Modules. | schedule | Properties. | Eventlog” Shadow [, Report.| v

5.8 Terminals
5] VersaViews200
E-£ FTV_CookieDemo

% rost
% RDS2
@
m Performance & Visibility
| (l{)'
FactoryTalk View
Site.Eéitiiho'r:
Automarion
2= [ ea:
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10. To re-enable RDS1, select RDS1 from the Terminals tree and then click the Enable button in the Tools ribbon.
Notice that the green lightning bolt returns to RDS1, while RDS2 returns to red. The active session on the terminal has
returned to the primary, RDS1. This is because we checked the Enforce Primary option of the Display Client Wizard
in a previous step.
= 2]
Edit Manage Install Tools View Remote View

Reboot Server Calibrate Touchscres: ;; Enable

Power On Send Message £,/ Disable

Power Off

Restart Reboot

Power Terminal Operations Enable/Disable

= Terminals Attribute
- [ VersaView5200

=-Fe@ FTV_CookieDemo

%

i [# RDS2

Remote Desktop Server I

Server Mame
IP Address

Connection Types Supported

i b o

There are actually 2 types of automatic Remote Desktop Server failover supported by ThinManager. The
one demonstrated above is called Standard Failover. With Standard Failover, the failover session is
started on-demand. The other type is called Instant Failover, which differs by keeping sessions running on
each Remote Desktop Server — the active one, and a hot standby one. Instant Failover is a great option for
deployments that cannot be without visualization for any length of time. Otherwise, Standard Failover is
perfectly suitable. To enable Instant Failover in our example above, we would have additionally checked
the Instant Failover checkbox in Step 4 above.

96 of 492



Allow Remote Start of Unlisted Programs

As described previously, Remote Desktop Services considers any program configured to run initially - like the ones used with
ThinManager ApplicationLink - an “Initial Program.” By default, Windows Server 2008R2 and later Remote Desktop Services
requires that each Initial Program be added to the published RemoteApp list, or you will receive an Access Denied message
when the Display Client attempts to launch. Previously in this section, the FactoryTalk View SE Client was added to the
RemoteApp list. In this lab, we are going to disable this default behavior via Group Policy, resulting in the ability to launch any
initial program through Remote Desktop Services without having to maintain the RemoteApp list. Through Group Policy, we
can make this change on the Domain Controller and update both RDS1 and RDS2 to receive the policy change.

1. Minimize the ThinManager Admin Console if it is maximized and double click the dc.tmlab.loc shortcut on the
desktop to launch a remote desktop session on the DC virtual image.

o

dctmlab.loc

2. If you are prompted to enter login credentials, make sure the username is tmlab\labuser and enter a password of rw.

Windows Security x

Enter your credentials

These credentials will be used to connect to de.tmlab.loc.
9 labuser

tmlab\labuser

I:l Remember me

]
[4+]
(]
=
=]
=

OK Cancel

Note: If you cannot connect to DC via the shortcut, you may need to restart RDS1 from the Windows Desktop
(Start > Power > Restart).
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3. Click the Windows Start button.

4. From the Windows Start Menu, click the Group Policy Management icon.

Windows Active Directory
Server Manager PowerShell Users and...

L F

Group Policy
Task Manager Management

Control Panel Intemet Explorer

A Rockwell
Automation

Administrative
Tools
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5. From the Group Policy Editor, right click the Default Domain Policy item and click Edit...

[

E & (@ File Edit View VM
Action

Tabs Help Al

=L File View Window Help
@ XoH

L Group Policy Management
4 A% Forest: tmlab.loc
4 [Z4 Domains

4_c59 tmlab.loc
] Default Domain P
2| Domain Controlle Edit... owing stes
=+ Group Policy Obje
% WMI Filters

[ E Starter GPOs
b [ Sites
fi Group Policy Modeling

Display links in this

Enforced

Link Enabled

ion

- =

lab loc

Save Report...

View ’
¢ Group Policy Results MNew Window from Here
Delete

Rename

Refresh

Help

6. From the Group Policy Management Editor, navigate to Default Domain Policy [DC.TMLAB.LOC] Policy >
Computer Configuration - Policies > Administrative Templates > Windows Components - Remote
Desktop Services > Remote Desktop Session Host > Connections. Double click the Allow remote start of
unlisted programs setting on the right-hand side.

a ‘Group Policy Management Editor - -
Flle Action View Help
== = HmE T
| Game Explorer ~ [ER—
“I HomeGiroup
b 1 Internet Explorer Allow remote start of unlisted Setting Stafe) Comment
2 It : ons programs Automatic reconnection Not configured Mo
Internet Information Services
- e, Allow users to connect remotely by using Remote Desktop S...  Not configured Mo
b [ Location and Sensors Edit policy settin
Maintenance scheduler folicy sefting. Deny logoff of an administrator logged into the console ses... Not configured Mo
| NetMieeting Requirements: Configure keep-alive connection interval Not configured Mo
1 Network Access Protection At least Windows Server 2008 Limit number of connections Not configured Mo
| Network Projector Descrition: Suspend user sign-in to complete app registration Not configured No
“| OneDrive Tﬁi‘:sh‘:;‘smmg alows yauto Set rules for remote control of Remote Desktop Services use...  Not configured No
=1 Online Assistance <pecify whether remote users can Select network detection on the server Not configured No
| Passward Synchronization start any program on the RD Select RDP transport protocols Not configured No
| Portable Operating System Session Host server when they Restrict Remote Desktop Services users to a single Remote D... Mot configured No
start 2 Remote Desktop Services
| Presentation Settings (Allow remote start of unlisted programs Nt configured No
session, or whether they can only
4 [ Remote Desktop Services start programs that are listed in Turn off Fair Share CPU Scheduling Nt configured No
1 RD Licensing the RemoteApp programs lst.
b (] Remote Desktop Connection Client
4[] Remote Desktop Session Host You can control which programs
) Application Compatibilty n an RD Session Host server can
| Aep! P be started remotely by using the
“1 Connections Remctefpp Manager on Windows
| Device and Resource Redirection = || Server 2008 R2 and Windows
| Licensing Server 2008. If you are using
Printer Redirection Windows Server 2012 R2, you can
3 Profiles configure this in the Collection
D e ection Brok propeties sheet by using Server
| RD Connection Broker Manager.
b (] Remote Session Environment
71 Security By defaut, only programs in the
| Session Time Limits RemoteApp Programs list can be
Temporany foldurs started when a user starts 3
ssreene Remote Desktop Services session.
| RSS Feeds
7 Security Center If you enable this policy setting,
| Serverfor IS remote users can start any
Shutdown Options program on the RD Session Host
<] smart Card server when they start a Remote
- Desktop Senvices session.
= Sound Recorder For example, a remote user can do
71 Sync your settings this by specifying the program's
b (] Tablet PC ececutsble path at connection
| Task Scheduler || time by using the Remote Desktop
< ] "\ Extended  Standard
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7. From the ensuing policy setting dialog box, click the Enabled option button followed by the OK button. Close the
Group Policy Management Editor and the Group Policy Management window.

A Allow remote start of unlisted programs \;‘i-

E} Allow remote start of unlisted programs

| Previous Setting | | Mext Setting |
) Mot Configured Comment: A
Enabled o
O Disabled -
Supported on: [ At |eact Windows Server 2008 ~
b
Opticns: Help:
This policy setting allows you to specify whether remote users ~

can start any program on the RD Session Host server when they
start a Remote Desktop Services session, or whether they can
only start programs that are listed in the Remotefpp programs
list,

You can control which programs on an RD Session Host server
can be started remetely by using the Remotelpp Manager on
Windows Server 2008 R2 and Windows Server 2008, f you are
using Windows Server 2012 R2, you can configure this in the
Collection properties sheet by using Server Manager.

By default, only programs in the Remotefpp Programs list can
be started when a user starts a Remote Desktop Services session,

If you enable this policy setting, remote users can start any
program on the RD Session Host server when they start a Remote
Desktop Services session,

For example, a remote user can do this by specifying the
program's executable path at connection time by using the
Remote Desktop Connection client.

w

) e (R

8. Close the remote desktop session on dec.tmlab.loc. Click OK to the confirmation dialog box.

dctmlab.loc

9. The Group Policy does not take effect immediately on the member Remote Desktop Servers. The final steps of this

section will force the update to occur. To apply the change to RDS2, double click the rds2.tmlab.loc shortcut on the
RDS1 desktop.

rdsZ.tmlab.lc
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10. If you are presented with a login dialog box, make sure the username is tmlab\labuser and enter a password of rw.

Windows Security =

Enter your credentials

These credentials will be used to connect to rds2.tmlab.loc.
9 labuser

tmlab\labuser

I:l Remember me

More choico

QK Cancel

Note: If you cannot connect to RDS2 via the shortcut, you may need to restart RDS1 from the Windows
Desktop (Start > Power > Restart).
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11. From RDS2, right click the Windows Start Button and click Command Prompt (Admin).

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management

Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

12.  From the Administrator: Command Prompt window, enter gpupdate /force followed by the ENTER key.

B Administrator; Command Prompt

icrosoft Windows [Uersion 6.3.96881
(c> 2813 Microszoft Corporation. All rights reserved.

sWindowsssysten3f >gpupdate Aforce

13. Once the updated policy has been applied, close the Administrator: Command Prompt window.
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| Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.96881
(c> 2813 Microsoft Corporation. All rights reserved.

UWindowsssystem32 >gpupdate ~force
pdating policy...

omputer Policy update has completed successfully.
ser Policy update has completed successfully.

Nindowsssystem32

14. Close the remote desktop session on rds2.tmlab.loc. Click the OK button if you receive a confirmation dialog box.

rds2.tmlab.loc

15. Repeat steps 11 - 13 from above on RDS1.

@Checkpoint Question: https://thinmanager.com/cloudlabs/section05/

This completes the section Configuring ThinManager Application Link and Failover for FactoryTalk View SE of the lab.
Continue on to see how easy it is to replace a failed terminal with ThinManager.
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Section 6: Terminal Replacement in under 2 Minutes

Overview

While industrial grade terminals like the VersaView 5200 do not fail often (since it has no moving parts), it can be replaced in
under 2 minutes when it does. Replacement starts by disconnecting the failed terminal and connecting the new terminal in its
place. When the new terminal is powered up for the 15t time, ThinManager will recognize that it has not been associated with a
ThinManager Terminal Profile previously and prompt you to assign one to it. One of the available terminal configurations will be
the configuration for the failed terminal, since it is no longer in service. Once that terminal configuration is selected,
ThinManager will create an association between the Terminal and Terminal Profile based on the MAC address of the terminal,
and will therefore not prompt for this assignment on subsequent reboots of the terminal. Once assigned, the new terminal will
essentially assume the identity of the failed terminal and even reconnect to the failed terminal’s sessions (Remote Desktop
Server, VDI, etc.), which typically are configured to run uninterrupted on the server during this process.

This lab section is composed of the following tasks:
1. Power Down the Virtual Thin Client

2. Reassign the VersaView5200 Terminal Profile
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Power Down the Virtual Thin Client

1. Click the Terminals icon “—— from the ThinManager tree selector.
2. Under the Terminals node, select the VersaView5200 terminal.

3. Select the Tools ribbon, and then click the Power Off icon. Click the Yes button on the confirmation dialog box. This
will remotely power down the virtual thin client.

J = | =

Edit Manage Install Tools Vii

@ @ Reboot Server HCalibrateTouch!
Power On ;,;P Send Message
Restart Reboot
) Power Off

Power Terminal Qperatii

=B Terminals Attrib
AR VersaView5200 d

Te

Te

4. To confirm, the VersaView5200 terminal icon in the Terminals tree should be Red before continuing. The Thin01
virtual thin client will automatically close upon powering off.

)
' Edit  Mamage Install |
Reboot Server || &% C
= W Power On od 5
Restart Reboot
Power Off
Power Tel

VersaView3200
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Reassign the VersaView5200 Terminal Profile

1. Double click the Thin02 shortcut from the RDS1 desktop. Since we are using virtual thin clients, you should think of
this step as removing a failed physical thin client with a replacement thin client — as the

>

Thin02

2. If you receive a message box asking if you moved or copied the virtual machine, click the | Moved It button.
L

Player = I 4

Thin01 - VWiware Workstation 12 Player

9 This virtual machine might have been moved or copied.
| |

— In order to configure certain management and
networking features, VMware Player needs to know if
this virtual machine was moved or copied.

If you don't know, answer "I Copied It™,

E I Moved It i 1 Copied It Cancel
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Upon powering up, the ThinManager firmware should get delivered to the replacement terminal. Because
ThinManager does not have an existing terminal configuration that matches the MAC address of the replacement unit,
you will be prompted to either Create new Terminal or select an existing terminal configuration that is currently not
active, VersaView5200. Select VersaView5200 from the list using the Down Arrow of your keyboard and hit Enter.

This Terminal is Undefined on Server RDS1
Choose the Terminal to Replace or Action

Status : |Name Type

Create new Terminal

ersaliew5200 Terminal

If this was an actual ThinManager Ready terminal, like the VersaView 5200, you would have the option of
assigning a static IP address to the terminal (or using DHCP). ThinManager Compatible terminals use PXE
which is inherently dependent on DHCP.
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4. You have now successfully replaced your thin client. Notice when the replacement unit received the VersaView5200
terminal profile it was automatically reconnected to the Remote Desktop Server sessions that were being delivered to

the replacement unit - literally, a bumpless transfer.

38 FTV_CookieDemo

Rockuell
Automation | a0 v .28 210 5]l

Overvie e Deposito Ove ooling ateria Ala e Dashboard %
ecipe
SILO 1 SILO 2 SILO 3 SILO 4
FLOUR SUGAR UGAR_BR OAT_FLOUR
646.1 kg 862.0 kg 276.8 kg 466.9 kg
TANK 1 TANK 2 TANK 3 _ (] ] —
SALT VANILLA BAKING_SODA )
ZSLZKg 2 1€ ka Case Packer Tray Wrapper Tray Loader
Mixer Depositor —
—f- &l = 1 3
P ESS - - T » = N
. . S
OVEN Batch ID: M1Mix--4512
= : Cooling Tunnel| " © \ ]
ST T ) Wl — — S— X N
[ User TMUABNTHINGY ha: been logged in. ] [Ciear] [Cieacal]]

@Checkpoint Question: https://thinmanager.com/cloudlabs/section06/

This completes the section Terminal Replacement in Under 2 Minutes of the lab. Continue on to deliver additional content and

visualize it using tiling mode.
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Section 7: Deploying Additional Content Using MultiSession and Tiling

Overview

To this point, we have only delivered a single ThinManager Display Client to VersaView5200. First, the Desktop Display Client,
then the FTV_CookieDemo Display Client. This lab will focus on applying multiple Display Clients as well as the options to
visualize and switch between them from a ThinManager-managed Terminal. When more than one Display Client is applied to a
terminal, it is referred to as MultiSession. The Display Clients applied to a terminal can be run from the same Remote Desktop
Server, or from multiple Remote Desktop Servers — even on different networks. In addition to Remote Desktop Services Display
Clients, IP Cameras, VNC and Terminal Shadow Display Clients can be delivered with MultiSession. This makes it possible to
deliver a very diverse set of content to a single terminal, creating composite applications. The Display Clients can be visualized
as tiles on a display so that multiple Display Clients can be monitored at the same time and/or spread out across multiple
monitors — or a combination. This lab section is composed of the following tasks:

1. Create InstantFizz Remote Desktop Services Display Client
Create Excel Remote Desktop Services Display Client
Create SuperJuice VNC Display Client

Create Camera Display Client

Apply Display Clients to Terminal and Enable Tiling
FactoryTalk View SE Client Licensing Benefits

S L

Remove Tiled Display Clients
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Create InstantFizz Remote Desktop Services Display Client

We are going to copy the FTV_CookieDemo Display Client to create another View SE Display Client, but this time to launch a
different View SE application. We won’t need Automatic Remote Desktop Failover, so we will disable this from the copied
terminal profile.

1. From ThinManager, click the Display Clients icon ﬁ from the ThinManager tree selector.

2. From the Display Clients tree, expand the Remote Desktop Services branch and right click the FTV_CookieDemo
item and select Copy.

| }‘2{ | °
h © Edit Manage Install Tools View Remo
Reboot Server * Calibrate Touchscreen
Power On Send Message
Restart Reboot
Power Off
Power Terminal Operations Enab

A Configuration

Attribute

- Disply Clients
Eﬁ Remote Desktop Services
. [-Eil Desktop

g FTV_CookieDemo

Dizplay Client

Digplay Client Mar

Clicet T

E E Camera Medify
@ Terminal Shadow Rename
EWDrkstation [2 tto be
'!_4 VNC Delete b to be

Always maintain a

Connect at boot-L

- F Virtual Screen ‘

Nizrarree Fir Hhe

3. Type FTV_InstantFizz in the Enter new Display Client Name text box and click the OK button.

New Display Client

o Enter new Dizplay Client Mame

IFTV_I hstantFizz
9 Cancel |
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4. Double click the FTV_InstantFizz Display Client item.

DE

Edit Manage Install Toc
7 &/ Reboot Server m?f' Calibri

Co
- \2) Power On 4/ send 1

Restart Reboot
W2 Power Off

Power

Display Clients

E|- Display Clients
[—j- Remote Desktop Services

? Desktop

------ Terminal Shadow
------ Workstation

5. From the Client Name page of the wizard, click the Next button.
6. From the Display Client Options page of the wizard, click the Next button.

7. From the Remote Desktop Services and Workstation Options page of the wizard, uncheck the Enforce Primary
checkbox and click the Next button.

Remote Desktop Services and Workstation Options
Select the options for this Display Client

—Connection Options
v Alow Auto-Login
¥ Application Link
" SmartSession

o [ Erforce Primary
[~ Instant Failover

111 of 492



8. From the Screen Resolution / Scaling Options page of the wizard, change the Resolution to 1920x1080 and click
the Next button.

Enter scaling options and session resolution if desired setting is
different from the screen.

Session Resolution / Scaling Options g

—Session Scaling Options

[~ Maintain Aspect Fatio
™ Scale Down Only

— Session Resolution Options
¥ Dont Use Screen Resolution

Resohiion OI—_I a0 x[

9. From the Display Client Members page of the wizard, select RDS2 from the Selected list and click the Left arrow
button to remove it. Click the Next button.

Dizplay Client Members
Select the Remote Desktop Servers forthis Display Client.

Available Remote Desktop Selected Remote Desktop Servers

112 of 492



. From the AppLink page of the wizard, replace CookieDemo1280 in the Command Line Options path with
InstantFizz1920 like below (you can also copy and paste this path from the LabPaths.txt file by right clicking the

Notepad icon pinned to the start bar and selecting LabPaths.txt):

"C:\Lab Files\InstantFizz1920.cli"

Fmt Display Client Wizard b4

Applink
=<

Enter the linked application path.

— AppLink Path

Program Path and Filename

IIITI Files {«<8&)"\Rockwell Software \RSView Erterprise’\DisplayClient.exe
Browse

Command Line Options
"C:\Lab Files\InstantFizz1320.cli;

oD

Browse

art in the following folder

el

Be sure to enclose with double quotes.

24

<Back | mews | Fish |  Cancsl Help

. Click the Finish button.

Notice that we did not have to publish another Remote Desktop Services RemoteApp for this Display Client
since we selected the option for allowing any command line parameters when we published the FactoryTalk

View SE RemoteApp in Section 5.
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Create Excel Remote Desktop Services Display Client

We are going to copy the FTV_InstantFizz Display Client to create another Remote Desktop Services Display Client.

1. From the Display Clients tree, expand the Remote Desktop Services branch and right click the FTV_InstantFizz
item and select Copy.

Edit Manage Install Toals View

= | ./ Reboot Server || B Calibrate Touchscreen
< W

Restart Reboot
W) Power Off

W) Power On 2« 5end Message

Power Terminal Operations

A Configur

Attribute

Display Clients

Ei Display Clients
[—ji Remote Desktop Services

? Desktop Display Clie
FTV_CookieDemo Client Type
FTV_InstantFizz
----- a Camera Modify m
------ Terminal Shadow Rename clien
...... Waorkstation r2 clien
...... & VT Delete s Ma
----- i Virtual Screen Canrect al
‘ | Dizconnes

2.

o Enter new Display Client Mame

E¥C_OEECal:

3. Double click the EXC_OEECalc Display Client item.

Edit  Manage  Install | T

¢ v

Restart Reboot

(.’ Reboot Server || 5% calit
o Power On & Semnt

) Power Off

Termi

Display Clients

Ei Display Clients

[—ji Remote Desktop Services
Bl

G- FTV InstantFizz

----- a Camera

------ Terminal Shadow
------ Waorkstation
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N o o B~

From the Client Name page of the wizard, click the Next button.
From the Display Client Options page of the wizard, click the Next button.
From the Remote Desktop Services and Workstation Options page of the wizard, click the Next button.

From the Screen Resolution / Scaling Options page of the wizard, change the Resolution from 1920x1080 to
1280x800 and click the Next button.

] Display Client Wizard -

Session Resolution / Scaling Options

Enter scaling options and session resolution if desired setting is ’ ‘
AR

different from the screen.

Session Scaling Options

[ Maintain Aspect Ratio
™ Scale Down Crly

Session Resolution Options

[+ Dont Use Screen Resalution

RESO|LﬂiOnoI1ZS‘D’(gDD j | x|

< Back Finish Cancel Help
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8. From the Display Client Members page of the wizard, click the Next button.

9. From the AppLink page of the wizard, replace the Program Path and Filename and the Command Line Options
paths with the ones below (you can also copy and paste this path from the LabPaths.txt file by right clicking the
Notepad icon pinned to the start bar and selecting LabPaths.txt):

Program Path and Filename:
C:\Program Files (x86)\Microsoft Office\Officel6\EXCEL.EXE

Command Line Options:

"C:\Lab Files\OEECalc.xls"

Fmt Display Client Wizard b4
Applink \ O/
Enter the linked application path. ’ -

— AppLink Path
Program Path and Filename
IIITI Files {«<8&)\Microsoft OfficeOffice TENEXCEL.EXE

Browse

Command Line Options
"'C:\Lab Files\OEECalc s

@

Browse

art in the following folder

el

Be sure to enclose with double quotes.

<Back | Mews | [ Cancel Help

10. Click the Finish button.
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Create SuperJuice VNC Display Client

An instance of the FactoryTalk View ME Runtime is running on the HMI image. In addition, a VNC Server was installed and
running. Together, they will simulate a PanelView Plus for the purposes of this lab. As a sidebar, only one instance of the ME
Runtime can be hosted on a single machine, even if it is a Remote Desktop Server.

1. Click the Display Servers icon E in the ThinManager tree selector.

2. From the Display Servers tree, right click the VNC Servers branch and select Add VNC Server. This will launch the
VNC Server Configuration Wizard.

(o .

e Edit Manage Install Tools View Remc
@ @ {.& Restare Biometric Database

%‘; Backup Biometric Database
Restore Backup PXE
= Synchronize Sapver

Packages Configuration

- Summary

Attribute

=- lay Sersers
RDS Servers

Cameras

Dizp

Add WMC Server Group
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3. From the VNC Server Name page of the wizard, enter HM! in the VNC Server Name text box. Enter 10.6.10.50 in the
VNC Server IP Address text box. Keep 5900 as the Port, and enter rw in the Password field. Click the Finish

button.
(=] VNC Server Configuration Wizard -
VMC Server Name G
Enter Mame and Metwork Corfiguration ’ =
— VNC Server Name

VNC Server Name OIHW

Change Group |

— Metworl: Config

VNCSewerIPMdregl w. & .10 .50
Port elm
Password olﬂ

Cancel | Hep |
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5. Expand the Display Clients tree, right click the VNC branch and select Add Display Client.

=
‘' Edit  Manage  Install | Tools | View
Reboot Server || % Calibrate Touchscreen
A
) Power On < 3end Message
Restart Reboot
2 Power Off
Power Terminal Operations
Display Chents - Summa
Eﬁ Display Clients Attribute
Ei Remote Desktop Services
? Desktop Total VMC

B EXC_OEECalc
? FTV_CeckieDemo
? FTV_InstantFizz
----- E Camera

------ Terminal Shadow

------ Workstation

r i Virtua Add Display Client
Add Display Client Group

6. From the Client Name page of the wizard, enter FTV_SuperJuice as the Client Name. Click the Next button.

Display Client Wizard it
Client Name E’
Enter the Display Client name. ’ ‘

— Display Client Name
Client Name o IFI'V_SuperJuice

I Set a Display Name

— Type of Display Client
[vnc =l

— Display Client Group

I Change Group |
Permissions |

< Back Mext = Finish Cancel Help
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7. From the Display Client Options page of the wizard, click the Next button.

8. From the VNC Display Client page of the wizard, uncheck the All VNC Servers Available checkbox and then click
Add button.

VNC Display Client
Select the VNC Servers to be included

I~ All VNC Servers Avaiable |

—WNC Display Client Options
¥ Interactive Shadow

9. Select HMI from the Terminals tree and click the OK button.

El- Temminalz
- Hil
Cancel |
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10. Back on the VNC Display Client page, keep the check for Interactive Shadow and click the Finish button.

VNC Display Client
Select the WNC Servers to be included

— Select VMC Servers
[~ Al VNC Servers Available
HMI

— VNC Digplay Client Options

¥ Interactive Shadow h
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Create Camera Display Client

We will now configure a Display Client to access the IP Camera’s video stream located at your lab station using Real Time
Steaming Protocol (RTSP).

1. Click the Display Servers icon E in the ThinManager tree selector.

2. From the Display Servers tree, right click the Cameras branch and select Add Camera. This will launch the Camera
Configuration Wizard.

=

‘' Edit [ Manage | Install  Tools  View

@ @ ﬁRestoreBiometricDatabase E
@ Backup Biometric Database H

Restore Backup

synchronize 5
A Summan
El_i Display Servers Attribute
RDS Servers _m
m Tntal Cam
- @ WHC Sens Add Camera llcam
19 Add Camera Group

Packages Configuration
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3. From the Camera Name page of the wizard, enter/select the following and then click the Next button.
e Camera Name = Axis
e IP Address = 131.173.8.23
e Port=80
e  Streaming Protocol = Legacy Motion JPEG
e  Make = Generic
e  Model = Default

Camera Name ’@‘

Enter the camera name and network location
A

—Camera Name
Camera Name OIMS
Change Group |
—Camera Metwork Setup
Type IIF‘ Camera vI
- |131.173. )
Part IBD
r—Camera Connection
Streaming Protocol ILeQEC'.-' Mation JPEG j
Make IGeneric LI
Model | Defaut -]
< Back Nexdt > Frish | Cancel | Hep |

This is a public facing IP camera located at Osnabriick University in Lower Saxony, Germany. The camera is
focused on a Foucault pendulum, a device named after the French physicist Léon Foucault. It was created to
demonstrate the Earth’s rotation. While the camera performs reasonably well over the Internet, it will be a bit
sluggish in our virtual thin client, but still effectively shows the concept.
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4. From the Camera Authentication page of the wizard, leave the Camera Authentication frame blank and enter
mjpg/video.mjpg in the Custom URL field (or copy and paste from the LabPaths shortcut on your Desktop) and click

the Finish button.

Camera Authentication ’E"

Enter the camera usemame and password —

—Camera Authentication

Usemame I

Password I

Verify Password I

—Custom URL

http://131.173.8.23:80/

o Imjpgr’video.mjpg

<ok | mews | Cancel | Hep |

5. Click the Display Clients ﬁ icon from the ThinManager tree selector.
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6. Expand the Display Clients tree, right click the Camera branch and select Add Display Client.

Loy )
~—_  Edit Manage Install [ Tools l View Ren
Reboot Server || &% Calibrate Touchscreen
s
2 Power On +« 5end Message
Restart Reboot
& Power Off
Power Terminal Operations En

Display Clients - Summary

Eﬁ Display Clients Attribute
[—]i Remote Desktop Services IP Camera D)

? Desktop Total IP Camer
{8 EXC_OEECalc
? FTV_CookieDemo
FTV_InstantFizz

------ Terminal | Add Display Client
______ Workstati Add Display Client Group
BI-/@ UNC

7. From the Client Name page of the wizard, enter IPC_Video as the Client Name. Click the Next button.

Display Client Wizard it
Client Name E’
Enter the Display Client name. ’ ‘

— Display Client Name
Client Name |IPC_Video

[ Set a Display Name

— Type of Display Client
ICarnela LI

— Display Client Group

I Change Group |
Permissions |

Create at least one camera overay

(2,

< Back I Mext = I Finish Cancel Help
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8. From the Display Client Options page of the wizard, click the Next button.

9. From the Overlay Layout page of the wizard, select 1x1 from the Choose Camera Layout drop down list and select
1920x1080 from the Display Size drop down list. Click the Next button.

Overlay Layout G
Select the size and location of the camera overlays ’ . ‘

Choose Camera Layout o |1x1 LI

Add Owerlay |
Fiemaove O verlayl

Dizplay Size I 1920«1080 - l e

Create at least one camera overlay

Firizh I Cancel | Help I

10. From the Overlay Cameras page of the wizard, un-check the All Cameras Available checkbox and click the Add
button.

Overlay Cameras
Select the cameras availlable in the overlay

Overlay Mame Dwerlay_

— Position / Size
Left Top

|n 0

Cameras to show
d [ &l Cameras Available

CTRTT

Delete

Set [nitial Carnera |
Overlay Options |
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11. From the Select Camera or Group window, select the Axis item and click the OK button.

=1 Cameraz
- Az

12. Back at the Overlay Cameras page of the wizard, click the Overlay Options button.

Overlay Cameras
Select the cameras available in the overay

o o |:|

— Position / Size
Left Top Height
|n i |mau

r—Cameras to show
[ All Cameras Available
Podis

Add |
Delete |
Set [nitial Carnera |

Mest
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13. From the Overlay Options window, check the Scale checkbox and click the OK button followed by the Finish button.

Overlay Options -

General Options e
¥ Enable Overlay
W Interactive Cancel
¥ Scale
[~ Crop

I™ Show Complete Camera Marne

Border Size Medium -

Title Options
Title Position Top hd
Title Size Marmal -
Cycling Options
u

Cycle Time [secs) a

ThinManager also supports USB Cameras as sources of content. A camera’s video stream can be delivered
as its own Display Client, or as an overlay to an existing Display Client. ThinManager supports real time
streaming protocols (RTSP) like H.264. RTSP can be decoded by the terminal’s CPU or for certain Intel
graphics chipsets, by the on-board graphics, reducing the load on the terminal's CPU. The VersaView 5200
supports RTSP decoding by the on-board graphics chipset.
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Apply Display Clients to Terminal and Enable Tiling

1.

N e g o

Click the Terminals icon = from the ThinManager tree selector.

From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.
Click the Next button on the Terminal Name page of the wizard.

Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.

Select FTV_InstantFizz from the Available Display Clients list and click the Right Arrow button to move it to the
Selected Display Clients list.
¥ed Terminal Configuration Wizard b4

Display Client Selection 6’
Select the Display Clients to use on this terminal ’ ‘

Awvailable Display Clients Selected Display Clients

|_——_|F Remote Desktop Services ol ;FW_CUDHBDBFHU

; Desktop

£ EXC_OEECalc ﬂ

; FTV_CookieDemo e ﬂ

k-

[H- Camera ﬂ ﬂ
------ Teminal Shadow

------ E Waorkstation

Eﬂ""'!_"‘ VNG
----- E Virtual Screen A

Edit Display Clients Crvemide

< Back MNexd = Finish Cancel Help
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8. Repeat the previous step for the FTV_SuperJuice, EXC_OEECalc, IPC_Video and Desktop Display Clients. Click
the Next button.

fmt Terminal Configuration Wizard *

Display Client Selection 0
Select the Display Clients to use on this terminal ’ -

Selected Display Clients

~ ; FTV_CookieDemo
; FTV_InstantFizz
'!_"l FTV_SuperJuice

[—]E Camera
gl IPC_Video

------ Teminal Shadow

------ Workstation

'@ VNC

{3 FTV Superdiice ¥

Edit Display Clierts | Cvenide |

9. On the Terminal Interface Options page of the wizard, make sure Show Selector on Terminal, Enable Tiling and
Screen Edge Display Client Selection are checked. Click the Selector Options button.

Vot Terminal Configuration Wizard -
T - 11 f crl‘ @
Select the display client selector and main menu options that will be available ’ ‘
on the terminal. =
i~ Display Client Selection Options 0
¥V Show Selector on Terminal Selector Options

¥ Enable Tiling Tiling Options

V¥ Screen Edge Display Client Selection

™ Allow Display Clients to move to/from screen

i~ PIN Pad Options

PIN Pad Options I

< Back Next > Finish Cancel Help
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10. Click on the Selector Options button. Uncheck Auto-hide Selector and click the OK button.

Display Client Selector Options °

[ Auto-hide Selectar o

[ Tile an Selector activation Cancel
Selector Menu Size Harmnal -

11. Back on the Terminal Interface Options page of the wizard, click the Tiling Options button.

DX Terminal Configuration Wizard -

T - 11 'y r\rn' 0
Select the display client selector and main menu options that will be available ’ ‘
on the terminal. s

i~ Display Client Selection Options

v Show Selector on Terminal Selector Options

[V Enable Tiling Tiling Options

[V Screen Edge Display Client Selection

[ Allow Display Clients to move to/from screen

i~ PIN Pad Options

PIN Pad Options

< Back | Next > I Finish | Cancel I Help I

12. Make sure Show Grid is checked, and also check Tile Display Clients at startup. Click the OK button.

Tile Options o -

¥ Shaw Grid

|sn

Cancel

Tile Inactivity Time [zecz)
[+ Tilz Display Clisnts at starbup
[ Inchude Main Menu as tile

[ Tile Interactive

13. Click the Next button when you return to the Terminal Interface Options page of the wizard.
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From the Hotkey Configuration page of the wizard, make sure Enable Display Client Hotkeys and Enable Tiling
Hotkey are both checked. Click the Mouse Button Mapping button.

] Terminal Configuration Wizard -
Hotkey Configuration G’
Configure the hotkeys to apply to this teminal ’ = ‘

Teminal Hotkeys

- [ Cosssriiy |
¥ Enable Display Client Hotkeys Change Hotkeys

[¥ Enable Tiling Hotkey Change Hotkey

I Enable Swap Hotkey

I Enable Fullscreen Hothkey

Mouse Button Mapping i

< Back | Mext > | Finigh | Cancel | Help |

From the Mouse Button Mapping dialog box, select Tile from the Button 3 (Right Mouse) drop down list. Click the
OK button followed by the Next button.

Mouse Button Mapping -
Mouse Button Action
Button 1 (Left Mouse) |Defau|t j -
Button 2 (Middle Mouse) |Defau|t ﬂ
Button 3 (Right Mouse) o |T||e j
Button 4 (Scrall Wheel Up) [Defauit =l =
Button 5 {Scroll Wheel Down) |Defau|t j
Button & |Default j
Button 7 [Defauit -l
Button 8 |Default j
Button 9 |Defau|t j .
o :
Cancel |

ThinManager 9 introduced more mouse button mapping options, including all mouse button types to a
number of new mouse button actions like Swap and Full Screen, both of which are applicable to Virtual
Screens, which will be introduced in the next section.
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16. From the Log In Information page of the wizard, click the Next button.
17. From the Video Resolution page of the wizard, click the Next button.

18. From the Module Selection page of the wizard, click the Add... button.

Select the modules that load on this terminal at boot up.

Module Selection g

Installed Modules

Module

Maove Up | Move Daown |

Add.. | Configure... | Femove |

Cancel | Hep |

19. From the Attach Module to Terminal dialog box, scroll down and select the RDP Experience Module and click the
OK button.

Module Type All Modules LI
Show Advanced Modules [

Key Block Module ~
Key Block Single Key Module

K.eyboard Configuration Module

Local Printer Module

Locate Pointer Module

MicroTouch Touch Screen Driver
tonitar Configuration Module
Mouge Configuration b odule
MultiSezsion Screen Saver Module
creen Keyboard Canfiguration kodule
it TouchSet Touch Screen Driver

Cancel |
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20. Back on the Module Selection page of the wizard, select the RDP Experience Module and click the Configure

21.

button.

Module Selection
Select the modules that load on this terminal at boot up.

Installed Modules

e

ROP Experience Module

From the Module Properties dialog box, select 3 from the Duplicate Server Connect Delay (seconds). Click the
Done button.

Allow Deskiop Background IYES
Show Window Contents while Dragging IYES
Allow Menu and Window Animatian |YE5
Hllaw Themes [ves
Al Fant Smoothing IND

Duplicate Server Connect Delay [zeconds] | 3

Enable Metwork Level Authentication IYES

Lof Led Lol Lo L L] Lef e

Use Hardware Scaling ‘when Available IYES

Set to Default | o
Cancel |
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22.

Back on the Module Selection page of the wizard, click the Finish button.

] Terminal Configuration Wizard -

Module Selection 6’
Select the modules that load on this terminal at boot up. ’ ‘

Installed Modules

Maodule

RDP Experience Module h

The RDP Experience Module enables configuration of how the RDP session is rendered at the terminal,
including if the Desktop Background or Themes are delivered, if Network Level Authentication (NLA) is
enabled, etc. Itis typically used with MultiSession because it also staggers the starting of the sessions on
the Remote Desktop Server. Without staggering the starting of the sessions, the Remote Desktop Server
can respond with a warning message that it is busy.
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23.

24.

Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.

Shadowing the VersaView5200 should show the 6 Display Clients in a 2x3 grid referred to as Tile Mode. If you see
an Activation window in Microsoft Excel, just ignore it.

|“ © ) min Supevjutce

FIGHGY

In addition to using Tile Mode to switch between the Display Clients, the Display Client Selector at the top
of the terminal can be used. To use the Display Client Selector, click and hold the selector to expand the
menu. While still holding the mouse button, point to the desired Display Client and release the mouse
button to select it. You can also return to Tile Mode from the Display Client Selector.

You may also notice when dragging your mouse back to the lab manual that the Display Client will change.
This is due to the Screen Edge Selection feature that we enabled. Dragging the mouse to either edge of
the screen will select the next Display Client automatically.

25.

By default, the hotkeys CTRL-PAGE UP and CTRL-PAGE DOWN will also cycle through the Display Clients. We also
enabled the Screen Edge Selector which allows you to move the pointer to the edge of the screen and shift the next
Display Client into view. Experiment with each of these. Similarly, the hotkey CTRL-t will return to Tile Mode.

You can deploy up to 25 (a 5x5 Grid) Display Clients using Tiling Mode to a single monitor. If you are not
using Tiling Mode, there is no limit to the number of Display Clients that can be applied to a single monitor.
All of the processing required for this content is not occurring at the terminal, but at the server.
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FactoryTalk View SE Client Licensing Benefits

The FactoryTalk View Site Edition Client consumes one SE Client license for each unique session running on a Remote Desktop
Server that launches DisplayClient.exe in a distributed architecture. With the release of ThinManager 11.0 and FactoryTalk
View SE 11.0, a single FactoryTalk View SE Client license is all that is required per ThinManager-managed Terminal. This
enables you to deliver an unlimited number of sessions (either for ThinManager MultiSession and/or Failover) and consume only
1 SE Client license. The required versions of software for this to work are FactoryTalk View SE Client 11.00.00 or higher and
ThinManager 11.0 or higher. This functionally also requires ThinManager to be at Firmware Package 8.1.11 or higher.

The VersaView5200 terminal is currently hosting (6) different pieces of content, utilizing the Tiling and MultiSession features.
Two of the sessions are unique FactoryTalk View SE Client sessions — FTV_CookieDemo and FTV_InstantFizz.
FTV_CookieDemo is configured for Failover, so at most, we could launch up to 3 FactoryTalk View SE client sessions for this
one terminal. We will open the FactoryTalk Activation Manager to review how the terminal only requires (1) FT View SE Client
license for the (2) FT View SE Client sessions.

1. From the Start Menu click the FactoryTalk Activation Manager icon.

= Recently added

2 Windows PowerShell (x86)

FactoryTalk View SE Cache File Ma... w E >_
ok i

FactoryTalk FactoryTalk Windows
(W) FactoryTalk View Site Edition Client | Administration | | Activation.. | PowerShell

Expand
)
e
Vivbware
Workstation 1...  Wireshark

A

S

,_ Adobe Reader Xl
- New

CodeMeter
New

Excel 2016
New

FLASH Programming Tools
New

Microsoft Office 2016 Tools
New

PowerPoint 2016
New

o B € |m &
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2. Once it launches, click the Find Available Activations button.

FactoryTalk Activation Manager

Home

Manage Activations Advanced

Welcome to FactoryTalk Activation!

You are steps away from using your Rockwell Automation product. All you have to
do is activate your Rockwell product using FactoryTalk Activation.

Ready to get started?

To activate your Rockwell
product, click one of the
following buttons:

Want to learn more?

To learn more about FactoryTalk
Activation before you get
started, click the following

button:

Find Available Activations

Learn More...

Get New Activations

Rockwell Automation

3. Here you will see all the FactoryTalk Activations for the local server. Find the FactoryTalk View SE Client item in the
list and notice that only 1 of the 10 SE Client licenses is currently in use despite running 2 separate sessions of the
FactoryTalk View SE Client on the virtual thin client.

FactoryTalk Activation' Manager

Home Manage Activations Advanced
Select the location that will provide your activations or add a new activation location: Update Activation Search Path
1> Find Available [ [ Path to Activations
b [cusasputien
Get New Activations
Bormow Activations
Return Activations
Rehost Activations
Avallable activations:
Renew Activations Product Seral #  Expies  Activation Feature Location  Total Boowed | roduct
Version Use Version
FT V¥ Studio for FTV Enterprise 2529J00933 5/4/2020  RSV.STUDIO | 1.00 RDS1 1 0 0 11.00.00
FT V Studio for FTV Enterprise 252900934 5/4/2020  RSV.STUDIO  1.00 RDS1 1 0 11.00.00
FT View SE Client 2524000645 5/4/2020  RSVSECLIRW 100 RDS1 10 1 0 11.00.00
RSLogix 5000 Pro (English) 202204203 51412020  RSSK_700 EXE 1.0 RDS1 3 0 0 320000
T 959000026 §/4/2020  TM.FTAA 11.00 RDS1 1 0 0 11.00.00
yo Client License ~ 3959J00028 5/4/2020  TM CLIXLRRED 11.00 RDS1 10 0 0 11.00.00
Leam mare...
Ro Aut tion Refresh Activations

4.  Close out of the FactoryTalk Activation Manager.
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Remove Tiled Display Clients

1. Click the Terminals icon —— from the ThinManager tree selector.

2. From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.

3. Click the Next button on the Terminal Name page of the wizard.

4.  Click the Next button on the Terminal Hardware page of the wizard.

5. Click the Next button on the Terminal Options page of the wizard.

6. Click the Next button on the Terminal Mode Selection page of the wizard.

7.  Remove the FTV_InstantFizz, FTV_SuperJuice, EXC_OEECalc, IPC_Video and Desktop Display Clients from the
Selected Display Clients list. The FTV_CookieDemo should be the only Selected Display Client. Click the Finish
button.
¥t Terminal Configuration Wizard >

Display Cli Selection

S:;-:i tl:tDispla?éients to use on this terminal g

Awvailable Display Clients Selected Display Clients

g Remoate Desktop Services o ;FI'V_CookiEDemo

5 Camera

------ m)l Terminal Shadow ﬂ

------ E Workstation ﬂ

’;‘ WNC

i F Virtual Screen ﬂ

[+

Edit Display Clients Cvenide

< Back | Mexd > | Cancel | Help |

8. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.

@Checkpoint Question: https://thinmanager.com/cloudlabs/section07/

This completes the section Deploying Additional Content Using MultiSesion and Tiling of the lab. Continue on to explore
MultiMonitor and its evolution, Virtual Screening.
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Section 8: MultiMonitor, Virtual Screens and Session Scaling

Overview

ThinManager v11 supports up to 7 physical displays connected to a single ThinManager-managed thin client. In addition,
ThinManager v9 introduced the concept of a Virtual Screen Display Client. The Virtual Screen Display Client is similar to the
Tiling concept but enables you to determine the layout of the content in completely configurable areas, to which you can assign
Display Clients. You can also overlay Virtual Screens to create a picture-in-picture effect with the ability to swap content
infout. Prior to ThinManager 9, the concept of overlays was supported, but only for IP cameras. Now, any type of Display
Client can be applied to a Virtual Screen, and it can be automatically scaled to the size of the Virtual Screen. This section will
introduce you to MultiMonitor and Virtual Screens and will be composed of the following tasks:

1. Split Content across Multiple Monitors
Create Virtual Screen Display Client
Apply Virtual Screen to Terminal

B wn

Add Virtual Screen Swapping
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Split Content across Multiple Monitors

Instead of applying multiple Display Clients to a single monitor, we will split the content across 2 monitors using ThinManager’s
MultiMonitor.

1. If not already there, return to ThinManager on RDS1.

2. Click the Terminals tree selector icon.

3. From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.

[ E

~_~"  Edit Manage Install To
@ @ {.& Restore Biomei
£, Backup Biomet

Packages|| Restore Backup

= Synchronize

Packages Configuration

4.  Click the Next button on the Terminal Name page of the wizard.
5. Click the Next button on the Terminal Hardware page of the wizard.

6. Click the Next button on the Terminal Options page of the wizard.
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7.

From the Terminal Mode Selection page of the wizard, check Enable MultiMonitor. Click the Next button.

k=4 Terminal Configuration Wizard X

Terminal Mode Selection @'
Select the operating modes for this terminal } - ‘

Teminal Mode

[ Enable Relevance User Services

[ Enable Relevance Location Services

o [v Enable MuttiMonitar

[~ Enable MuttiStation

< Back Finish | Cancel | Help |

From the MultiMonitor Video Settings page of the wizard, make sure the following is selected: 2 Monitors radio
button, 64K Colors Color Depth, 1920x1080 Resolution for each monitor, 60Hz Refresh Rate for each monitor,
Video Port 1 for Monitor 1, and Video Port 2 for Monitor 2. Click the Next button.

tmt Terminal Configuration Wizard b4

MultiMonitor Video Settings ﬁ,‘
Select the number of monitors and a video mods for each monitor. » = ‘

Number of Monitors 2 hd

Moritor Video Modes

Color Depth 64K Colors -

Video

Resolution Refresh Rate Port
Maritar 1 |'|5'2D’('I 0z0 ﬂ |EDH2 j 1
Moritor 2 | 15201080 | [sHz ] D -

Use Session Size Limits for Server 2012 -
Main Menu Options

< Back

Finizh | Cancel | Help |

The Use Session Size Limits for drop down list allows you to specify either Server 2012 or Server 2008 R2
session size limits. Prior to Windows Server 2012, the maximum screen resolution for an RDP session was
4096 x 2048. Windows Server 2012 has increased this maximum to 8192 x 8192.

From the Monitor Layout wizard, accept the defaults. This is where you tell ThinManager how your monitors are
physically oriented via the Monitor Layout section, as well as how to treat each individual monitor via the Screen
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Layout section. Click the Next button.

Screens are treated individually by default, which is referred to as Screening. Or the screens can be combined
logically, which is referred to as Spanning.

¥=4 Terminal Configuration Wizard X ‘
Monitor Layout 0
Select the physical monitor layout and the layout of the temminal server sessions. ’ I ‘
Choose your monitor layout j
=
Main Monitor
" At Mouse %1 2
-
Choose your screen layout —A— —B—
<Back f[ Net> Finish Cancel Help
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10. Select FTV_CookieDemo from the Available Display Clients list and click the Right Arrow button for Screen A to
move it to the Selected Display Clients list. Repeat this step to move the FTV_InstantFizz Display Client to Screen
A as well. Select FTV_SuperJuice from the Available Display Clients list and click the Right Arrow button for
Screen B to move it to the Selected Display Clients list. Repeat this step to move the IPC_Video Display Client to

1.

Screen B as well. Click the Next button.

Display Client Selection

Select the Display Clients to put on each screen or station

=<

—A— r—B—

Screen A

EMIFTV_CookicDemo
? FTV_Instant Fizz

»
4

Available Digplay Clierts

i Remote Desktop Services

E Camera

Q Teminal Shadow =
o Workstation

,E VNG

i Virtual Screen

Screen B

_‘E FTV_SuperJuice
g IPC_Vvideo

Edt Display Clierts |

|i

Down

Frish | Cancel |

Hep |

On the Screen Options page of the wizard, click the Screen Options button for Screen A.

Screen Options G
Set the options for each screen or station. ’ ‘
(N
— Screen A Options
Main Maonitar I'I j‘
— Screen B Options
Main Monitor |2 'l Screen Options |
< Back Mext = Finish Cancel Help
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12. Make sure Show Display Client Selector, Enable Tiling, Allow Display Clients to move to/from screen and
Screen Specific Mouse Button Mapping checkboxes are checked. Click the Selector Options button.

2 gDisplav Clients to move toffrom screen e Ok |

v i i H

2 Display Client Selector i i — |
v e:le Tiling Tiling Options |

I oen Spedfic Mouse Button Mapping Mouse Button Mapping |

I Use Microsoft Extended Desktop

IMain Desktop Maonitor I 1 vl

MultiStation Options
¥ station has a keyhoard
¥ station has a mouse

I™ screen Edge Display Client Selection

13. From the Display Client Selector Options popup, uncheck Auto-hide Selector and click the OK button.

r@
[ Tile on Selector activation Cancel |
Selector Menu Size INormaI 'l

| Aallow Display Clients to move to/from screen K |

v Show Display Client Selector Selector Options |
ol =5 z Cancel |

¥ Enable Tiing

¥ Screen Spedfic Mouse Button Mapping Mouse Button Mapping I
™ Use Microsoft Extended Deskbop

IMain Deskbop Monitar I 1 vl

MultiStation Options
¥ station has a keyvboard
¥ station has a mouse

I™ Screen Edge Display Client Selection

15. From the Tile Options popup, check the Tile Display Clients and startup check box. Click the OK button on the Tile
Options popup.
Tile Inactivity Time (secs) 50 Cancel |

W Tile Display Clients at startup

cndude Main Menu as tile
Tile Interactive
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16. Click the Mouse Button Mapping button on the Screen Options popup.

¥ Allow Display Clients to move to/from screen OK |
2 ) ) )
¥ show Display Client Selector Selector Options | Cancel |

¥ Enable Tiling Tiling Options |

¥ Screen Spedific Mouse Button Mapping

™ Use Microsoft Extended Deskbop

MMain Deskkop Monitar |1 vl

MultiStation Options
¥ station has a keyvboard
¥ Station has a mouse

I screen Edge Display Client Selection

17. From the Mouse Button Mapping dialog box, select Tile from the Button 3 (Right Mouse) drop down list. Click the
OK button.

Mouse Button Action
Button 1 (Left Mouse) IDefauIt LI "
Button 2 (Middle Mouse) IDefauIt LI
Button 3 (Right Mouse) I'I'lle LI
Button 4 (Scroll Wheel Up) IDefauIt LI
Button 5 (Scroll Wheel Down) IDefﬁult LI
Button 6 IDefauIt ;I
Button 7 IDefauIt ;I
Button 3 [Defauit |
Button 9 IDefauIt ;I v
OK I Cancel |
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18. Click the OK button on the Screen Options popup.
19. Back on the Screen Options page of the wizard, click the Screen Options button for Screen B.

=

b
Screen Options
Set the options for each screen or station. M
— Screen A Options
Main Monitor I'I 'l Screen Options |
— Screen B Options
Main Maonitar |2 vl
<Back | MNew> | Fsh | Cancel | Hep |

20. Make sure Show Screen Specific Mouse Button Mapping checkboxes are checked. Click the Selector Options

button.

v gDisplay Clients to move toffrom screen a oK |

I Display Client Selector

2 la:le Tiling Tiling Options |
2 een Spedfic Mouse Button Mapping Mouse Button Mapping |

I Use Microsoft Extended Desktop

Main Desktop Manitar |1 vl

MultiStation Options
¥ station has a keyboard
¥ station has a mouse

[T Screen Edge Display Client Selection

21. From the Display Client Selector Options popup, uncheck Auto-hide Selector and click the OK button.

[~ Tile on Selector activation Cancel |
Selector Menu Size INormaI 'l
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22. Back on the Screen Options popup, now click the Tiling Options button.

¥ Allow Display Clients to move to/from screen OK |

v . ; )
¥ Show Display Client Selector Selector Options p— I

¥ Enable Tiling

¥ Screen Spedfic Mouse Button Mapping Mouse Button Mapping I

™ Use Microsoft Extended Deskbop

MMain Deskkop Monitar |1 vl

MultiStation Options
¥ station has a keyvboard

¥ Station has a mouse

I screen Edge Display Client Selection

23. From the Tile Options popup, check the Tile Display Clients and startup check box. Click the OK button on the Tile
Options popup.

Tile Inactivity Time (secs) I &0 Cancel

[V Tile Display Clients at startup

&dude Main Menu as tile
Tile Interactive

24. Click the Mouse Button Mapping button on the Screen Options popup.

3

¥ Allow Display Clients to move to/from screen oK |
v ] ) )
¥ show Display Client Selector Selector Options | ] |

¥ Enable Tiing Tiling Options |

¥ Screen Spedfic Mouse Button Mapping

™ Use Microsoft Extended Deskbop

IMain Deskkop Monitar I:l vl

MultiStation Options
¥ station has a keyvboard
¥ station has a mouse

I™ screen Edge Display Client Selection

148 of 492



25. From the Mouse Button Mapping dialog box, select Tile from the Button 3 (Right Mouse) drop down list. Click the
OK button.

Maouse Button Mapping *

Mouse Button Action

Button 1 (Left Mouse) |Defau|t ﬂ ~
Button 2 (Middle Mouse) |Default ﬂ
Button 3 (Right Mouse) o |T|Ie ﬂ
Button 4 (Scroll Wheel Up) [Defauit =l
Button 5 (Scroll Wheel Down) |Defau|t j
Button 6 |Defau|t ﬂ
Button 7 [Defauit =l
Button 8 [Defauit =l
Button 9 |Defau|t ﬂ 9

)

oK | Cancel |

26. Click the OK button on the Screen Options popup.
27. Click the Finish button.

28. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.

29. To see the results, select the VersaView5200 terminal and then click the Shadow tab in the Details Pane.

25 @2
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30. Experiment with the Display Client Selector of each monitor while Shadowing. You can move Display Clients from
one monitor to the other and back again. This behavior is fully configurable.

31. You can also shadow an individual monitor, as opposed to both at the same time. Expand the VersaViewV5200
terminal and select Screen A. Now click the Shadow tab in the Details Pane to shadow just Screen A.

e fE2oad

2 o ok € m 4=

MultiMonitor combined with Tiling and/or Virtual Screens are extremely powerful tools that really elevate
the user experience at the terminal. They are especially valuable in Control Room settings, or anywhere
centralized monitoring is desired. As previously mentioned, some thin clients can support up to 7 monitors.
ThinManager also includes a Shared Keyboard and Mouse Module that can be applied to a group of thin
clients. The Shared Keyboard and Mouse Module allows you to control several thin clients using a single
keyboard and mouse. As an example, you could have three 7 monitor thin clients in your Control Room
driving a total of 21 displays all being controlled by a single keyboard and mouse. The Virtual Screen
section will show you an evolution of this MultiMonitor concept and really take content visualization to the
next level.
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Create Virtual Screen Display Client

1. Click the Display Clients ﬁ icon from the ThinManager tree selector.

2. Right click the Virtual Screen branch and select the Add Display Client item.

S Edit Manage Install Tools View Remote ¥
@ @ @ Restore Biometric Database @
g Backup Biometric Database

Packages|| Restore Backup PXE Thir

= Synchronize Seryer  Se
Packages Configuration
Ei Display Clients Attribute
i Remote Desktop Services Virtual Screen Dis|
gl Camera Total Virtual Screen €

.Q Terminal Shadow
5 Workstation
- ‘@ VNC

1 i Virtual Screen
e Add Display Client

Add Display Client Group

3. From the Client Name page of the wizard, enter Overview as the Client Name. Click the Next button.

Client Name ﬂ

Enterthe Display Client name.
R

— Display Cliert Name:

Client Name IO\renﬂ'ew

[ Set a Display Name

— Type of Display Client

I"u"lrtual Screen j

— Diisplay Cliert Group

I Change Group |
Pemnissions |

< Back Mext = Finish Cancel Help
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From the Display Client Options page of the wizard, click the Next button.

From the Select or Create the Virtual Screen Layout page of the wizard, select 1920x1080 from the Screen
Resolution drop down list and then click the Add button.

(=] Display Client Wizard -
Select or Create the Virtual Screen Layout 0
Select a pre-corfigured virual screen layout or create a custom } ‘
Izyout (D

Choose Layout ICLIstom .I
Screen Resolution |192{k10870 vl

Remove |
Sei Order

<Back | Hewr | Fsh | Cancel | Hee |

From the Custom Overlay dialog box, enter Main as the Overlay Name, keep 0 in the Left field, keep 0 in the Top
field, 1280 in the Width field and 1080 in the Height field. Click the OK button.

Custom Overlay o -
Overlay Name oIMa'”

Cancel

Position / i
Left Top W\dth Height
ID D 1 280 1080

Back at the Select or Create the Virtual Screen Layout page of the wizard, click the Add button again to add another
overlay.

(=] Display Client Wizard -
Select or Create the Virtual Screen Layout 0
Select & pre-corfigured virual screen layout or create a custom } ‘
Izyout (D

Choose Layout ICLIstom .I
Screen Resolution |192{k10870 vl

< Back Next > Finish Cancel Help
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From the Custom Overlay dialog box, enter Side1 as the Overlay Name, 1280 in the Left field, 0 in the Top field, 640

8.
in the Width field and 360 in the Height field. Click the OK button.
Custom Overlay e-
Overlay Name oIS\de1
Cancel
vy 2 - widh Heigh
W |n— 640 360
9. Back at the Select or Create the Virtual Screen Layout page of the wizard, click the Add button again to add another
overlay.
(=] Display Client Wizard -
SEIE%E} E:::lcen::;ul\er:l\:‘il::a?g:'zz: II;::L‘leunlr creste a custom E

Choose Layout ICuslom 'I
Screen Resolution |1320x1 080 vl

Femove |
Set Dider |

¢ Back | Mext » | Finish I Cancel | Help |

10. From the Custom Overlay dialog box, enter Side2 as the Overlay Name, 1280 in the Left field, 360 in the Top field,
640 in the Width field and 360 in the Height field. Click the OK button.
Custom Overlay e -

Dverlay Name oIS\dez
Cancel

Position i =
Left Top “width Height
1260 360 B40 360
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11. Back at the Select or Create the Virtual Screen Layout page of the wizard, click the Add button again to add another

overlay.
(=] Display Client Wizard -
Select or Create the Virtual Screen Layout 0
Select a pre-corfigured virual screen layout or create a custom } ‘
Izyout (D

Choose Layout ICLIstom .I
Screen Resolution |192{k10870 vl

<Back | Net> | Fsh | Cancel | Hee |

12. From the Custom Overlay dialog box, enter Side3 as the Overlay Name, 1280 in the Left field, 720 in the Top field,
640 in the Width field and 360 in the Height field. Click the OK button, followed by the Next button.

Custom Overlay @ -
Dverlay Name 0'5‘d93 2

Position i =
Left Top width Height
1280 720 640 360

13. We will now assign content to each of the Virtual Screens created, starting with the Main Virtual Screen. Click the Add
button in the Selected Display Clients frame.

: Cancel

(=] Display Client Wizard -
Virtual Screen Configuration 0
Select the options for this Vitual Screen } ‘

- - E

r~ Posttion / Size
Left Top Width Height

[ 0 1280 |1uan

i~ Selected Display Clients

|
Delete |

Teminal Overide |
Screen Options |

< Back Next > Finish Cancel Help
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14. Select the FTV_CookieDemo item from the list and click the OK button.

|_——_|- Remote Desktop Services

: £ FTV_Studio

? LG¥_CookieDemao

Eﬂ---a Camera
oK I Cancel |

Eﬂ---@ Terminal Shadow
------ Workstation
15. Back at the Virtual Screen Configuration page of the wizard, click the Next button.

Eﬂ""! WNC

Virtual Screen Configuration G
Select the options forthis Vitual Screen ’ I ‘
- o E
- Posttion / Size
Left Top Width Height
o 0 1280 [1020
i~ Selected Display Clients
RIFTV_CookieDemo M|
Delete
Sereen Options |
<Back |7 Weds ¢ Fish | Cancel | Hep |

16. Now for the Side1 Virtual Screen, click the Add button.

Virtual Screen Configuration G
Select the options forthis Vitual Screen ’ .‘
- - E
i~ Postion / Size
Left Top Width Height
1280 0 640 [ss0

r~ Selected Display Clients

Screen Options |

<Back | Nes | Frish | Concel | Hep |

17. Select the FTV_InstantFizz item from the list and click the OK button.
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18.

19.

20. Select the FTV_Superduice item from the list and click the OK button.

=E - Remote Desktop Services

? FTV Stl..ldlo

------ 3 LG¥_CookieDemao

[H- a Camera
Eﬂ---@ Terminal Shadow
------ Workstation

Eﬂ""! WNC

Cancel

ox__| I

Select the options for this Vitual Screen

Back at the Virtual Screen Configuration page of the wizard, click the Next button.

Virtual Screen Configuration g

o b E

r~ Position / Size
Left Top Width Height
|1230 0 640 |3<;D

— Selected Display Clierts

? FTV_InstantFizz

Delete

Screen Options

<Back Fiish | Cancel | Help

Virtual Screen Configuration G
Select the options for this Vitual Screen ’ I ‘

Now for the Side2 Virtual Screen, click the Add button.

- . E

r— Position / Size
Left Top Width Height
1280 360 640 |3en

i~ Selected Display Clients

LA

Delete

Screen Options |

<Back | Nea> | Fish | Cancel | Help
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- Remote Desktop Services

a Camera

Q Terminal Shadow

5 Workstation

-! FTV_SuperJuice

oK I Cancel |

21. Back at the Virtual Screen Configuration page of the wizard, click the Next button.

=

Virtual Screen Configuration g

Select the options forthis Vitual Screen

- - E

- Posttion / Size
Left Top Width Height

|12&0 360 640 |360

i~ Selected Display Clients

‘! FTV_Superluice Add |

Delete

Sereen Options |

<Back |[f Weds ¢ Fish | Cancel | Hep |

22. Now for the Side3 Virtual Screen, click the Add button.

Select the options forthis Vitual Screen

- a E

Virtual Screen Configuration g

i Position / Size
Left Top Width Height
1280 720 640 |360

r~ Selected Display Clients

Screen Options |

<Back | Wews | Frish | Concel | Hep |

23. Select the IPC_Video item from the list and click the OK button.
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24.

- Remote Desktop Services

Camera

Cancel

o | I

Virtual Screen Configuration
Select the options for this Vitual Screen

bt

Back at the Virtual Screen Configuration page of the wizard, click the Finish button.

o . E

- Position / Size
Left

Top Width

Height

|1230 720 640

|360

r— Selected Display Clients

g3l 1PC_Video

Delete

Screen Options: |

< Back | Hest > |
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Apply Virtual Screen to Terminal

1. Click the Terminals tree selector icon.

2. Double click the VersaView5200 terminal.

[z E

S Edit Manage Install To
@ @ @ Restore Biomel
g Eackup Biomet

Packages|| Restore Backup

= Synchronize

Packages Configuration
B3 Tam

mina
LWV ersaView5200

Click the Next button on the Terminal Name page of the wizard.
Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

IR .

From the Terminal Mode Selection page of the wizard, un-check Enable MultiMonitor.

Terminal Mode Selection
=

Select the operating modes for this temminal
Y

— Teminal Mode

I~ Enable Relevance User Services

[ Enable Relevance Location Services

™ Enable MultiStation

< Back Mext = Finish Cancel Help
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7.

From the Display Client Selection page of wizard, remove all of the Display Clients from the Selected Display
Clients list. Select the Overview Display Client from the Available Display Clients list and click the Right Arrow
button to move it to the Selected Display Clients list. Click the Finish button.

tmi Terminal Configuration Wizard *

Display Client Selection \ O /
= =

Select the Display Clients to use on this terminal

Available Display Clients Selected Display Clients

5 Remote Desktop Services o SOver\riew
5 Camera
| 4

@ Teminal Shadow

gyl Workstation ﬂ
Rl

G- g VNG
EE Wirtual Screen

o E Qverview j

Edit Digplay Clierts Crvemide

< Back | Nend > | Cancel | Help |

Right click the VersaView5200 terminal and select the Restart Terminal item. Click the Yes button to confirm.

Like MultiMonitor Display Clients, Virtual Screen Display Clients can be configured to be moveable from
one Virtual Screen to another. You can also enable Tiling within a Virtual Screen. In addition, you can
select any of the Virtual Screens to go Full Screen from their respective Display Client Selector, and then
return to Virtual Screen mode. Virtual Screening allows you to take the concept of digital signage to the
plant floor and deliver a wide range of content in virtually an unlimited number of ways.

ThinManager 8.1 added support for 4K monitors. For thin clients with the graphics horsepower to drive a 4K
display (3840x2160), you can, for example, carve up the 4K display into 4 separate 1920x1080 quadrants
and treat them as individual displays within ThinManager using Virtual Screening.
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Add Virtual Screen Swapping

1.

2R

From the Terminals tree, expand the VersaView5200 terminal and then double click the Overview Virtual Screen
Display Client to launch the Display Client Wizard.

[z E—

S Edit Manage Install Too
@ @ % & Restore Biometr
gBackup Biometr

Packages|| Restore Backup

Synchronize

Packages Configuration

E‘,@ Terminals

From the Client Name page of the wizard, click the Next button.

From the Display Client Options page of the wizard, click the Next button.

From the Select or Create the Virtual Screen Layout page of the wizard, click the Next button.
From the Main Virtual Screen Configuration page of the wizard, click the Next button.

From the Side1 Virtual Screen Configuration page of the wizard, click the Screen Options button.

= Display Client Wizard -
Virtual Screen Configuration G
Select the options for this Virual Screen } — ‘

- - E

i~ Position / Size
Lsft Top Width Height

|1290 0 640 I3€ﬂ

i~ Selected Display Clients

5 FTV_Instart Fizz Add
Delete

Teminal Cvemide
I { Screen Options II

< Back Next > Fnsh | Cancel | hep |
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From the Virtual Screen Options dialog, check the Virtual Screen Specific Mouse Button Mapping checkbox, and
select Main from the Swap Destination drop down list. Click the Mouse Button Mapping button.

[~ allow Display Clients to move to/from screen

¥ show Display Client Selector Selector Options

able Tiling Tili ions

¥ Wirtual Screen Specific Mouse Button Mapping

— Virtual Screen Display Options
¥ Show Virtual Screen Border
I virtual Screen Always Visible
™ Hide Virtual Screen at Startup
I virtual Screen is view only

¥ Allow Full-screen
Show Messages IUse Terminal Setting ;I

—Swap Oplions
Swap Destination e IMain LI
I Swap on empty Virtual Screen
¥ Show "Swap™ in Selector Menu

[ Enable Single-swap mode

O | Cancel |

From the Mouse Button Mapping dialog, select Swap from the Button 3 (Right Mouse) drop down list. Click the OK
button twice, followed by the Next button.

Mouse Button Action
Button 1 {Left Mouse) IDefau\t ;I -
Button 2 {Middle Mouse) IDefau\t ;I
Button 3 (Right Mouse) °|5wap ;I
Button 4 (Scroll Wheel Up) IDefau\t ;I
Button 5 {Scroll Wheel Down) IDefau\t LI
Button & IDefau\t ;I
Button 7 [Defaut |
Button 8 [Defauit ~|
Button 9 [oefauit =] -
@
Cancel
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9. Back at the Side 2 Virtual Screen Configuration page of the wizard, click the Screen Options button.

Select the options for this Virual Screen

- . E

Virtual Screen Configuration g

i~ Position / Size
Lsft Top Width Height
[1280 360 640 [ss0

i~ Selected Display Clients

‘E FTV_Superduice Add
Delete

Teminal Cvemide

<Back | Nex» | Fnsh | Cancel | hep |

10. From the Virtual Screen Options dialog, check the Virtual Screen Specific Mouse Button Mapping checkbox, and
select Main from the Swap Destination drop down list. Click the Mouse Button Mapping button.

I Allow Display Clients to move to/from screen

¥ Show Display Client Selector Selector Options

Or\able Tiling Tili ions

v Wirtual Screen Specific Mouse Button Mapping

—Virtual Screen Display Options
¥ Show Virtual Screen Border
I virtual Screen Always Visible
I Hide Virtual Screen at Startup
I virtual Screen is view only

¥ Allow Full-screen
Show Messages IUse Terminal Setting LI

—Swap Options
Swap Destination e IMain ;I
v Swap on empty Virtual Screen

V¥ Show "Swap” in Selector Menu

™ Enable Single-swap mode

oK Cancel
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11.  From the Mouse Button Mapping dialog, select Swap from the Button 3 (Right Mouse) drop down list. Click the OK
button twice, followed by the Next button.

Mouse Button Action
Button 1 {Left Mouse) IDefau\t ;I -
Button 2 (Middle Mouse) IDefau\t ;I
Button 3 (Right Mouse) °|Swap j
Button 4 (Scroll Wheel Up) IDefau\t ;I
Button 5 {Scroll Wheel Down) IDefau\t LI
Button & [Defait ~|
Button 7 |Defaut =l
Button 8 IDefau\t LI
Button 9 IDefau\t ;I »
==

12. Back at the Side 3 Virtual Screen Configuration page of the wizard, click the Screen Options button.

Select the options for this Vidual Screen

o . E

Virtual Screen Configuration g

i~ Pasition / Size
Left Top Width Height
[1220 720 540 [ss0

r Selected Display Clients

&gl FC_Video Add

Delete

Teminal Cveride

<« Back Meuxt » Finish Cancel Help

164 of 492



13. From the Virtual Screen Options dialog, check the Virtual Screen Specific Mouse Button Mapping checkbox, and
select Main from the Swap Destination drop down list. Click the Mouse Button Mapping button.

Virtual Screen Options e

™ Allow Display Clients to move to/from screen

I¥ Show Display Client Selector Selector Options
onable Tiling

W virtual Screen Spedfic Mouse Button Mapping

Virtual Screen Digplay Options
I¥ Show Virtual Screen Border
I vVirtual Screen Always Visible
™ Hide Virtual Screen at Startup
™ Virtual Screen is view only

¥ Allow Full-screen

Show Messages Use Terminal Setting hd
Swap Options

Swap Destination e ,h‘

I¥ Swap on empty Virtual Screen
I¥ Show “Swap®in Selector Menu
™ Enable Single-swap mode

O | Cancel |

14. From the Mouse Button Mapping dialog, select Swap from the Button 3 (Right Mouse) drop down list. Click the OK
button twice, followed by the Finish button.

Mouse Button Mapping -
Mouse Button Action
Button 1 {Left Mouse) ‘Defau\t ﬂ -
Button 2 {Middle Mouse) ‘Defau\t j
Button 3 (Right Mouse) o ‘Swap j
Button 4 (Scroll Wheel Up) [Default =] =
Button 5 {Scroll Wheel Down) ‘Defau\t j
Button & ‘Defau\t j
Button 7 [Defauit =]
Button 8 [Defauit =l
Button [Defauit =l -

15. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.

16. Select the Shadow tab to see the results. Right click on any of the 3 side virtual screens to test the swapping capability.

@Checkpoint Question: https://thinmanager.com/cloudlabs/section08/

This completes the section Virtual Screens and Session Scaling of the lab. Please continue on to Relevance User Services
to explore user based content delivery.
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Section 9: Relevance User Services - User Based Content Delivery

Overview

Up to this point in the lab, you have assigned default content to the Terminal’s Profile. In other words, the content is owned by
the terminal and is the same regardless of who is physically at the terminal. You can control a user’s access within each
application at the terminal by requiring them to login within the application and then customizing their experience there — but this
is completely separate from ThinManager. This lab section will demonstrate how you can customize the actual content that a
user receives at a Terminal in addition to the default content that is assigned to the Terminal Profile. For instance, you may
want to deliver additional content to a Maintenance user that logs into the terminal using ThinManager security, such as the
Maintenance Work Order System, or possibly Logix Designer.

This lab section is composed of the following tasks:
1. Create a View Studio Display Client
Create an Engineer User Group
Create an Engineer User
Enable User Services for Terminal
Login as Engineer User
Add RF IDeas Badge Reader
Configure ThinManager to Cache Password

Add Multifactor Authentication with a PIN and Password Storage

© ®° N o g Bk ow D

Authentication Pass Through

—
e

Remove Tiled Display Clients
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Create View Studio Display Client

1. From ThinManager, click the Display Clients icon ﬁ from the ThinManager tree selector.

2. From the Display Clients tree, expand the Remote Desktop Services branch and right click the FTV_CookieDemo
item and select Copy.

J = | s

Edit [ Manage ] Install  Tools  Wiew

R
@ @ {.& Restore Biometric Database E
PX

%": Backup Biometric Database
Restore Backup
Synchronize Seny

Packages Configuration

A Configurat

Eﬁ Display Clients Attribute

[—]i Remote Desktop Services
5 Desktop
FH-Fil EXC_OEECalc

-- FTV_CookieDemo

Dizplay Clienl

Client Type

FTV_InstantFizz
Eﬂ---E Camera Rename =hit b
------ Terminal Shadow ent 03
------ Workstation Delete airit
- leC Conrect at b
Eﬂ---i Virtual Screen Disconnect it

Type FTV_Studio in the Enter new Display Client Name text box and click the OK button.
Double click the new FTV_Studio Display Client item.
Click the Next button on the Client Name page of the wizard.

IR S

Click the Next button on the Display Client Options page of the wizard.
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7. From the Remote Desktop Services and Workstation Options page of the wizard, uncheck the Enforce Primary
checkbox and click the Next button.

=} Display Client Wizard -
Remote Deskiop Services and Workstation Options (p,
Select the options for this Display Cliert ’ - ‘

Connection Options
W Alow Auto-Login
v Application Link
[ SmartSession
o [~ Erforce Primary
[ Instant Failover

< Back

Finish | Cancel | Help |

8. From the Screen Resolution / Scaling Options page of the wizard, change the Resolution to 1280x800. Click the

Next button.
=] Display Client Wizard -
Session Resolution / Scaling Options 6’
Enter scaling options and session resolution if desired setting is ’ = ‘

different from the screen.

Session Scaling Options

[~ Mairtain Aspect Ratio
[ Scale Down Cnly

Session Resolution Options

[+ Dont Use Screen Resolution

Resolmionohzgﬂxﬂﬂl} j | X |

Cancel | Help |

We are assigning the 1280x800 resolution here so that the Display Client will scale nicely on the Asus
ZenPad in the next section.

9. From the Display Client Members page of the wizard, remove RDS2 from the Selected Remote Desktop Servers
list, leaving just RDS1, click Next.
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Display Client Members
= =<

Select the Remote Desktop Servers forthis Display Client.
R

Awvailable Remote Desktop Servers Selected Remote Desktop Servers

RD52 (10.6.10.52) o RDS1(10.6.10.51)
-
2
ﬂ J
w

Edit Server List

Finish Cancel Help
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10.

From the AppLink page of the wizard, replace the Program Path and Filename and Command Line Options with
the ones below (you can also copy and paste this path from the LabPaths.txt file by right clicking the Notepad icon
pinned to the start bar and selecting LabPaths.txt):

Program Path and Filename:

C:\Program Files (x86)\Rockwell Software\RSView Enterprise\VStudio.exe

Command Line Options:

/o /type:sed /app:CookieFactory /lang:1033
Click the Finish button.

¥z Display Client Wizard X
Applink \ O /
Enter the linked application path. ’ ‘
AR
Applink Path

Program Path and Filename

|n:|gmrn Files (x86)\Rockwell Software \RSView Enterprise"VStudio exe
Browse

Command Line Options

|,-’0 Aype:sed /app:CookieFactory Aang:1033

Start in the following folder

Browse

[ &= |
Browse
== |

< Back | Cancel Help
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Create an Engineer User Group

1. Click the Users icon 3‘ in the ThinManager tree selector.

2. From the Relevance Users tree, right click the Relevance Users node and select Add User Group. This will launch
the Relevance User Configuration Wizard.

7 Edit Manage Install Tools View

‘s Reboot Server -".‘f”'CaIibrateTouchscreen

v @
L~ W Power On &/ Send Message

Restart Reboot
& Power Off

Power Terminal Operations

A Summal
....... [attrinnre
Add User
I Add User Greup I ™
Madify Lon
Rename
Copy
Delete Ctrl+D
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3. From the Relevance User Group Information page of the wizard, enter Engineer as the User Name in the Group
Name frame. Click the Next button.

I‘;’I

Relevance User Configuration Wizard -

Relevance User Group Information

Erter the Relevance User Group name. » ‘
£

[~ AD Synchronization Group
Group Name

User Name o |Engineer

Password |

Verfy Password |

Customize | Password Cptions | Group Setting [

Group

Change Group

Permissions

Finish | Cancel | Help |

ThinManager 8 included much tighter integration with Active Directory. For example, a Relevance User
Group can be automatically synchronized with an Active Directory group. In doing so, ThinManager would
automatically create Relevance Users for each member of the synchronized Active Directory group. It
should be noted that only 1 AD Security Group can be used to synchronize with Active Directory in
ThinManager. This limitation is because an Active Directory user can be a member of multiple Active
Directory groups, but ThinManager does not support this membership model (i.e.: a Relevance User can
only belong to one Relevance User Group). ThinManager can also synchronize with an Organizational Unit
and automatically create the associated Relevance users.
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From the Display Client Selection page of the wizard, check the Group Setting checkbox. Select Yes from the Add
User-specific Display Clients radio button group. Click the Next button.

rat Relevance User Configuration Wizard -
Display Client Selection 0
Select "Yes" to specify Display Clients for users in this group. ’ = ‘

o Group Setting [+

Add User-specific Display Clients?

]2

" No

Answer "Yes" here if you want to select userspecific Display Clients in
addtion to the Display Clients that are in the terminal configuration.

Any userspecfic clients will be added to the clients specified in the terminal
configuration.

< Back Finish | Cancel | Help |

Clicking the Group Setting checkbox will pass the setting onto members of the group.
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5. Select FTV_Studio from the Available Display Clients list and click the Right Arrow button to move it to the
Selected Display Clients list. Click the Group Setting checkbox and then click the Next button.

fmd Relevance User Configuration Wizard

Display Client Specification \ O
= (=

Select the Display Clients to which users in this group can connect.
Group Setting v e

A
[

Selected Display Clients

Bl FTV_Studio

Available Display Clients

Eﬂ Remote Desktop Services "
; Desktop

38 EXC_OEECale

; FTV_CookieDema

; FTV_InstantFizz

£ FTV_Studo
EEI---E Camera

------ Teminal Shadow

------ E Workstation

- VNC w

Edit Digplay Clients Crvemide

o ®

< Back Finish | Cancel | Help |

e

6. From the Windows Log In Information page of the wizard, click the Next button.
7. From the Terminal Interface Options page of the wizard, note that you can override the default Terminal settings by
making changes here. Leave the default settings in place. Click the Next button.

8. From the Terminal Hotkey Options page of the wizard, click the Next button.
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9. From the User Group Options page of the wizard, click the Activate Display Client at Log In checkbox, as well as
its Group Setting checkbox. This setting will pull the user’s configured Display Clients to the foreground at the
Terminal when they login. Click the Finish button.

User Group Options
Select options for users in this group

—Log In / Log Out Options Group Setting

Inactivity Timeout I-IZ{I seconds r
r

Reset Sessions at Logout I~
Activate Display Client at Log In v I3

Group Settin
r— User Schedule E ol

[~ Set Schedule Schedule |

— Terminal Effects
|¥ Enable Terminal Effects

Group Setting [

Group Setting [

— Shadowing
Alow terminal to be shadowed

¥ Allow Interactive Shadow
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Create an Engineer User
1. Expand the Relevance Users node.

2. Right click the newly created Engineer User Group and select Add User. This will launch the Relevance User
Configuration wizard.

)0
\_/ Edit Manage Install Tools View Re

m m (& Restore Biometric Database
e

@Backup Biometric Database —
Restore Backup ) PXE
= Synchronize Samn

Packages Configuration

= Relevance Users

¥ Ergiee

Add User Group
Modify
Rename

Copy
Delete

Activate User

3. From the Relevance User Information page of the wizard, check the Active Directory User checkbox if it is not
already checked. Click the Search button.

Relevance User Information
P’

Enter Relevance usemame, password and permission information.

v Active Directory User

 Relevance User Information
AD User Name I

2]

Customize FPazzword Options |

—(Group

I Change Group |

—Copy Settings

[~ Copy Settings from ancther User Copy Fram |
Permissions |

< Back | et > | Finish |
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4. From the Search for AD User dialog box, click the Search button.

Recurse Security Groups r

Contains ;I I

| User Principal Name

5. Select Ed from the user list and then click the OK button.

Locations ...

..

Name I User Principal Name I

Admigigkrator
Ed ed@tmlab.loc
Gue:

krbtgt

labuser labuser@tmlab. loc
loc01 locO1@tmlab.loc
loc02 locoz@tmlab.loc
loc03 locO3@tmlab.loc
locO4 loco4@tmlab.loc
loc0S locOS@tmlab.loc
Mike mike@tmlab. loc

nsrar nsrar@bmlah lne

Recurse vV

Filter |Contains LI I

By linking to an Active Directory User, this Relevance user’s credentials will reside in Active Directory, not
within ThinManager. You can also create non-linked Active Directory users in ThinManager, in which case
their credentials would reside in ThinManager.
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6. Back at the Relevance User Information page of the wizard, click the Next button.

=] Relevance User Configuration Wizard

Relevance User Information
Enter Relevance usemame, password and permission infomation.

[+ Active Dirsctory Ussr
Relevance User Information

AD User Name |Ed

Search

Customize |
Group
Change Group
Copy Settings

T

[~ Copy Settings from ancther User

Permissions

Finish | Cancel |

=

Help |

7. From the Active Directory Password page of the wizard click the Next button.

Note that you can choose to store the Active Directory password for this user within ThinManager. This is
sometimes done when using badge readers or fingerprint scanners so the user can either scan his/her badge or
scan his/her fingerprint only to login (i.e.: no password entry is required). If the Active Directory password were to
change outside of ThinManager, the user would be prompted to enter the new password upon their next login
attempt, which would then result in ThinManager storing the updated password.

You can also allow ThinManager to automatically rotate the user’s Active Directory password based on pre-
defined criteria, in which case, only ThinManager would know the active password. Many times end users choose
to have their terminals automatically login to the Remote Desktop Servers with a service account, and then
security is managed within the application delivered. Prior to ThinManager 8, a service account with a non-

expiring password would have to be created in this scenario.

8. From the Card / Badge Information page of the wizard, click the Next button. We will incorporate an RF IDeas badge

reader shortly.

9. From the Relevance Resolver Selection page of the wizard, click the Next button.
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10. From the Display Client Selection page of the wizard, notice that the selection is disabled. This is because we chose
Group Setting for this setting on the User Group. Click the Next button.

v Relevance User Configuration Wizard -
Display Client Selection 0
Select "Yes" to specify Display Clients for this user. ’ ‘
A

Add User-specific Display Clients?
i+
@)

Answer "Yes" here if you want to select userspecific Display Clients in
addtion to the Display Clients that are in the terminal configuration.

Any userspecfic clients will be added to the clients specified in the terminal
configuration.

Finizh | Cancel | Help |

11. From the Display Client Specification page of the wizard, notice that the selection is disabled here as well. Click the
Finish button.

¥t Relevance User Configuration Wizard e
Display Client Specification Q’
Select the Display Clierts to which this user can connect. ’ ‘
A
Awvailable Display Clients Selected Display Clients
F Remote Desktop Services ?W_Studio

5 Camera

@ Teminal Shadow J
E Waorkstation J

-/ VNC J

Edit Display Clients

< Back Mext > Cancel Help
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Enable User Services for Terminal

1. Click the Terminals icon “—— from the ThinManager tree selector.

2. Under the Terminals node, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.
3. Click the Next button on the Terminal Name page of the wizard.
4.  Click the Next button on the Terminal Hardware page of the wizard.
5. Click the Next button on the Terminal Options page of the wizard.
6. From the Terminal Mode Selection page of the wizard, check Enable Relevance User Services. Click the Next
button.
Vit Terminal Configuration Wizard *
Ta"SieIn:ct m:—:?;zges for this terminal g

Teminal Mode

o [¥ Enable Relevance User Services
I” Enable Relevance Location Services
I~ Enable MutiMenitor

-

< Back Finish Cancel Help
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7.

From the Display Client Selection page of the wizard, remove the Overview Display Client from the Select Display
Clients listbox and add the FTV_CookieDemo Display Client.

tmi Terminal Configuration Wizard Y
Display Client Selection (.’
Select the Display Clients to use on this terminal ’ ‘
A
Awvailable Display Clients Selected Display Clients
Eg Remote Desktop Services ~ o ;FI'V_CookiBDemo

; Desktop
8l EXC_OEECalc -~
; FTV_CookieDemo

; FTV_InstantFizz ﬂ

£ FTV_Studio hd
EJ---E Camera
------ m) Terminal Shadow

------ E Worlstation

G- WNC v

Edit Display Clients Cvemide

< Back | e > | Cancel | Help |

Right click VersaView5200 and select Restart Terminal to apply the change.

When deploying Relevance Users for the first time, Enabling Relevance User Services at the Terminal is a
commonly missed step. Without Enabling Relevance User Services at the terminals where you want to
enable Relevance User logins, the Login option will not be available from the Main Menu. If you would like
to Enable Relevance User Services for all of your terminals, you can create a Terminal Group, enable it
there, and check the Group Setting checkbox. Each Terminal member of the Terminal Group would then
have it enabled. Again, Terminal Groups will be explored in Section 13.
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Login as Engineer User

Hwn

From the Terminals icon =~ in the ThinManager tree selector, select VersaView5200.
Click the Shadow tab from the Details Pane.
Hit CTRL-m to access the Main Menu.

From the Main Menu, click the Log In button.

[ =

Edit  Manage  Install | Tools | View  RemoteView  Help
@ @ Reboot Server || B Calibrate Touchscreen Enable @
Power On 5 Send Message 4 Disable
Restart Reboot Clear
& Power OFF
Power Terminal Operations | Enable/Disable || Event Log

Configuiation. | Modules | Scneauie | Properties | Event Log” shadow [ Report |
= Terminals

[ VersaViews200

4 FTV_CookieDemo

i N ENL

| Abou | Cancel

From the Log In popup, enter Ed as the User Name.
From the Password popup, enter rw as the Password.

Once logged in, the View Studio Display Client should be launched. Notice that there are now 2 Display Clients
listed under the VersaView5200 Terminal in the Terminals tree. Also notice that the VersaView5200 Terminal label
now indicates that (Ed) is logged in there.

(o=

e’ Edit Manage Install Toc
@ Q Reboot Server E Calibr

Power On L7 Send
Restart Reboot
W Power Off
Power Termini

= '@ Terminals
B- @ VersaVliew5200 (Ed)

FTV_CookieDemo

FTV_Studio
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8. Click and hold the Display Client Selector within the Shadow and hover over the FTV_CookieDemo Display Client
to activate it.

ThinManager v11.0 - RDS1

Power Terminal Operations Enable/Disable | Event Log

[ Termin < Modules. | schedule | Properties. | Eventlog” Shadow | Report o

9. Click and hold the Display Client Selector again and hover over the FTV_Studio Display Client to activate it. Tiling
is also available. This can be controlled within the VersaView5200 Terminal Profile or overridden through the User
Configuration Wizard.

10. Click the Display Client Selector once more and this time select Main Menu.

11. From the Main Menu, click the Log Off button. Ed will be logged off, and the FTV_Studio Display Client will be
removed.

There is an Inactivity Timeout setting available either at the User Group level or at the User object itself that
will automatically logoff the Relevance User after a period of inactivity. The default is 120 seconds. It can be
found on the last page of the User Configuration Wizard.

If Ed were to leave VersaView5200 and log into another Terminal (either thin client, PC or mobile device), his
content would follow him. You can control what happens to a Disconnected session with the Session
Collection in Windows Server 2012 or newer.

If you would prefer Ed to only receive content at a specific Terminal, you can use ThinManager Access
Groups (introduced in Section 10) to apply permissions to specific Display Clients. Access Groups can be
configured from the Manage ribbon. Once an Access Group is created, it can then be associated with a
Relevance User Group. The same Access Group can then be applied as a Permission on the Display
Client(s) that you want to restrict or provide access to. When you apply these restricted Display Clients to a
Terminal, they will only become visible when a user assigned to that Access Group logs into the Terminal.
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ThinManager ships with the TermMon ActiveX control that can be utilized by any ActiveX container, like
FactoryTalk View SE. The ActiveX extends most of the ThinManager feature set to the ActiveX container, so
you can then programmatically control many elements of ThinManager right from FactoryTalk View SE. As
an example, you can trigger a Touchscreen Calibration to launch from a button within FactoryTalk View SE
using the ActiveX control. You can also respond to ThinManager events from within FactoryTalk View SE.
You can experience the TermMon ActiveX control in Section 18. More details on the ActiveX control can be
found at: http://www.thinmanager.com/kb/index.php/TermMon_ActiveX Control
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Add RF IDeas Badge Reader

An RF IDeas Badge Reader could be connected to a physical thin client via USB. Since we are using a virtual thin client, we will
be unable to test the results of this section, but will still go through the steps to add the module.

© ®©® N o g bk w N =

—
e

From the Terminals icon —— in the ThinManager tree selector, double click the VersaView5200 terminal profile.
Click the Next button on the Terminal Name page of the wizard.

Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.

Click the Next button on the Display Client Selection page of the wizard.

Click the Next button on the Terminal Interface Options page of the wizard.

Click the Next button on the Hotkey Configuration page of the wizard.

Click the Next button from the Log In Information page of the wizard.

Click the Next button from the Video Resolution page of the wizard.
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11. From the Module Selection page of the wizard, click the Add... button.

Pt Terminal Configuration Wizard -

Module Selection Q
Select the modules that load on this terminal at boot up. ’ = ‘

Installed Modules

Module
RDP Experience Module

I I

< Back | Meat > | Finish | Cancel | Help |

12.  From Attach Module to Terminal dialog box, select the RF Ideas pcProx USB Module and click the OK button.
Attach Module to Terminal -

Module Type |A|I Maodules ﬂ
Showe Advanced Modules [

Orn-Screen Keyboard Configuration b odule ~

Parlit TauchSet Taouch Screen Driver

Pentdount Touch Screen Driver

RODP Experience Module

ROP Port Module

ROP Serial Port Redirection Module

ROP Session IP Module

Fedundant Ethemet Module

RF |deas peProx Module 1
) Moduls

RFldeas pcProx Sonar b odule

Screen Saver Module

Second Metwork Madule e v

Cancel |

The release of ThinManager 11 includes the new USB ID Reader Module, which enables ThinManager to support
generic Badge Reader modules that act as a keyboard emulator.
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13. Select the RF Ideas pcProx USB Module from the Installed Modules list and click the Configure button.

Module Selection '@
Select the modules that load on this terminal at boot up. ’ . ‘
Installed Maodules
Module

ROP Experence Module
RF ldeas pcProx USE Module

Move Up | Move Down |

| e |

<Back | Nei> | Fnsh | Cancel | Hep |

14. From the Module Properties dialog box, select RDR-80582AK0 from the Model drop down list and click the Done
button.

todel I RDR-805824K0 ~ l

Mode | TermSecure

Bitz ir (D Mumber (A0 Only) I‘I B

Bitz in Facility Cada [AKD Only)
Zera Pad Facility Code and D [&K0 Only)

Allovs Manual TemSecurs Logon

Frompt for TermSecure Passwond

Set to Default |

[z

{nD
[vES
{no

Expoze Card |D to Termbdon Active Caontral IND

Cancel
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15. Back at the Module Selection page of the wizard, click the Finish button.
16. Right click VersaView5200 and select Restart Terminal to apply the change.

17. We want ThinManager to prompt us to assign new badges to users. To enable this option, click the View ribbon,
followed by the Options icon.

— ¥
L=} Q

Edit Manage Install Tools View Remote View Help
Status Bar i —] |:| Disable Tab Reordering -
: al=s i
[] show Connected Only i - [] pisable Tab Tear-Off £
P . Application  Tabs Select Print
< QOptions - - Reports
Interface Theme Reports Print

18. From the Options window, check the Display “Create New User” dialog for unknown users and click the OK
button.
Options >
General Options

Iv¥ Display "Create Mew Terminal™ dialog for unknown terminals,

o |v¥ Display "Create Mew User” dialog for unknown users.

Iron Options

[~ Minimize to the System Tray.

License Options

Warn if license will expire 10 day(s).

A value @ables
Cancel

19. At this point, if you had a badge reader, you would take the badge and tap it on the RF IDeas badge reader.
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20. Ifthis was a new badge to ThinManager, you would be presented with the option to assign it to a user. NOTE: Since
you do not have a badge reader in the Cloud lab, you will not see this window appear.

User Replacement
Aszsign this card numberto an existing user or create a new user

New Card Number : 54085

Click "As=ign Card Mumber to Existing User” to replace the cand number of an
existing user. To create a new user click "Next".

Assign Card Mumber to Exsting User

TemSecure Userto replace:
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Configure ThinManager to Cache Password

In the next steps you will configure ThinManager to cache Ed’s password, so he does not have to enter it for a configurable
amount of time after initial login.

1. Click the Users icon 8-' in the ThinManager tree selector.

2. Expand the Engineer group and double click the icon for Ed.

=
~—_  Edit Manage Install Tools

Status Bar == ]
L [

D Show Connected Only

Application Tabs
Z Options PR - -

Interface

(= Relevance Users

m Engineer
=2H0

3. Click the PIN Options button on the Relevance User Information page of the wizard.

¥=i Relevance User Configuration Wizard X
Relevance User Information E
Enter Relevance usemame, password and permission information. ’
A
v Active Directory User
— Relevance User Information
AD User Name Ed
Search |
Customize |
Pazsword Options |I PIN Options I
—Group
IEngineer Change Group |
—Copy Settings
[ Copy Settings from another User Capy Fram |
Permissions |
< Back Mext = Finish Cancel Help
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4.

From the PIN Maintenance Options popup, click the Change button next to Cache authorization is disabled.
PIN Maintenance Options X

PIM Options
Minimum FIN Length
Maximum PIN Length

—
—

I Use a temporary PIN
P—
Cache authorization is disabled

PIM Maintenance

Require User to change PIN every a days

Require User to change PIM at next login -

User PIN
PIN |

Verify PIM |

oK | Cancel |

Enable password caching for 1 minute by entering a 7 in the input field next to the Cache authorization for item. Click
OK.

Authorization Cache *

Cache authorization for o 1 minutes

Clear Authorization Cache for this user Clear
9 oK | Cancel |

Click OK on the PIN Maintenance Options popup, followed by the Finish button.

As previously mentioned, you could also configure ThinManager to permanently store a user’s password, so
that they only provide a single factor (i.e.: badge, fingerprint scan) to authenticate. Furthermore,
ThinManager can be configured to automatically rotate the password at a configurable interval to comply with
password change policy.

10.
1.

12.

Return to the shadow of the VersaView5200 terminal, hit CTRL-m on the keyboard to open the Main Menu.
Click the Log In button.

Enter ed as the User Name with a Password of rw as before to login as Ed.

Hit CTRL-m on the keyboard to open the Main Menu again, and click the Log Off button.

Once Ed has been logged off, hit CTRL-m on the keyboard one more time to return to the Main Menu and click the
Log In button.

This time you will notice that you only have to enter ed as the username since the password has been cached by
ThinManager for 1 minute. Password caching is generally used with badging and/or fingerprint scanning. Log Off Ed.
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Add Multifactor Authentication with a PIN and Password Storage

As part of ThinManager 10, a permanent or temporary PIN can be assigned to Relevance Users as an additional option for
authenticating.

In the next steps you will configure ThinManager to store the Active Directory password for Ed so that a password will not be
required, and instead you will assign a PIN to Ed’s user account and require the PIN to authenticate.

1. Click the Users icon ““* in the ThinManager tree selector.

2. Expand the Engineer group and double click the icon for Ed.
o B
Edit Manage Install Tools

Status Bar = [
[] show Cannected Only : L [

Y Options kpplifation Ta'bs
Interface
I
= Relevance Users
m Engineer
ER¥eil 2
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3. Click the PIN Options button on the Relevance User Information page of the wizard.

] Relevance User Configuration Wizard .
Relevance Uszer Information (..’
Enter Relevance uzername, password and permizzion information. ’ = ‘

[V active Directory User
Relevance User Information

AD User Mame |Ed

Search

Cuistomize
T o

Engineer Change Group
Copy Settings

[ Copy Settings from another User
Permissions

Group

| Mext > | Finish | Cancel | Help

4.  Click the Change button within the PIN Options frame.
PIN Maintenance Options bt

PIMN Options

Minimum PIN Length 4
Maximum PIN Length 4

[~ Use a temporary PIN

Cache authorization for 1 minute Change

PIN Maintenance
Require User to change PIM every 0 days
Require User to change PIN at next login I

User PIN

PIN
Verify PIM

Cancel |

5. Enter a 0for the Cache authorization for textbox and click the Clear button next to the Clear Authorization Cache
for this user to reset the cache. Confirm the Clear User Authorization Cache prompt and click OK.

Authorization Cache b4

Cache autharization for o a mino
Clear Authorization Cache for this uﬂ

oK | Cancel |

6. Enter 1234 in the PIN field within the User PIN frame and re-enter in the Verify PIN field. Click the OK button,
followed by the Next button.
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PIN Maintenance Options X

—PIMN Options

Minirmurn PIN Length I 4
Maximum PIN Length I 4

[~ Usea temporary PIN

Cache authorization is disabled Change |
—PIN Maintenance

Require User to change PIN every I a days

Require User to change PIN at next login r

—User PIN

PIN I pre—
Verify PIN | e e

oK I Cancel |

7. From the Active Directory Password page of the wizard, check the Allow ThinManager to store password
checkbox, and enter rw as the password. Click the Verify button which should confirm that the credentials entered are
valid. Click Next.

=4 Relevance User Configuration Wizard X
Active Directory Password 0
Password Maintenance Options ’ ‘
A
Active Directory Password
dp Allow ThinManager to store password e
Password e I“ Verfy |
Re-Sync Account |
—Password Maintenance
[ AMllow ThinManager to rotate password
¥ Use System D efaults
Minimum Password Length IZI}
Maximum Password Length IEI}
Rotate Password eveny ID days
— Authorization Caching
Cache authorization is disabled Changs |
< Back Mext > Finish Cancel Help
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8.  On the Card/Badge Information page of the wizard, uncheck the Prompt for Password checkbox under the Manual
Login frame, and check the Prompt for PIN checkbox. Click the Finish button.

Card / Badge Information \ O/
=<

Enter card/badge information if user has one.

—Card / Badge Login
[~ This user will use a card or badge to log in

Enter Card/Badge |0 number

[~ Prompt for Password
I™ Prompt for PIN

— Biometric Login

% {ﬂ? Enrall Fingerprint |

[~ Prompt for Password
I™ Prompt for PIN

— Manual Login
[~ Prompt for Password
¥ Prompt for PIN

cBack | Net> | Finsh | Cancel | Hep |

9. Return to the shadow of VersaView5200 and hit CTRL-m again to open the Main Menu.
10. Click the Log In button.
11. Enter ed as the User Name.

12. Using the keyboard, enter Ed’s PIN — 1234, to complete the login process. As before, the FTV_Studio Display Client
should be delivered.

13. Once finished experimenting Log Off so that Ed is no longer logged in.

In the example above, we set a permanent PIN for Ed. We could have just as easily required a temporary
PIN that Ed would create for himself at the terminal. We could also require him to change this PIN on a
scheduled interval.
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Authentication Pass Through

With ThinManager 10 and FactoryTalk View 10 or higher, a Relevance User login can be automatically passed into running
sessions of FactoryTalk View SE. This is accomplished by seamlessly and securely passing a security token from ThinManager
to those instances of FactoryTalk View SE being delivered to the ThinManager-managed terminal where the login occurred.
There is no longer a need to hard-code passwords and/or write VBA code to pass login credentials from ThinManager to
FactoryTalk View SE.

In the next steps you will configure ThinManager to deliver (2) separate FactoryTalk View SE Display Clients to the virtual thin
clientin tile mode. The tmlab\thin01 user will automatically establish the two sessions, as this is the domain user that is
assigned to the VersaView5200 terminal profile. Next you will badge in with Ed’s badge and see the results of the built-in
Authentication Pass Through feature.

1. From the Terminals icon ‘= in the ThinManager tree selector, double click the VersaView5200 terminal profile.
h':i =
Edit Manage Install To

! = @&l & Restore Biome

= \E’ r— £, Backup Biomet

Packages|| Restore Backup )
Synchronize

Packages Configuration

Click the Next button on the Terminal Name page of the wizard.
Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

o B~ N

Click the Next button on the Terminal Mode Selection page of the wizard.
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6. From the Display Client Selection page of the wizard, select FTV_InstantFizz from the Available Display Clients
list and click the Right Arrow button to move it to the Selected Display Clients list, click the Finish button.

fmd Terminal Configuration Wizard Y
Display Client Selection E
Select the Display Clients to use on this terminal ’ ‘
AR
Awvailable Display Clients Selected Display Clients
I_——_|i Remote Desktop Services ~ ﬁﬂ"u’_&olﬂe Demao

5 FTV_InstantFizz
4]

5 FTV_InstantFizz

5 FTV_Studio
G- gl Camera

------ Terminal Shadow
...... Waoarkstation

G- VNC v

Edit Display Clients | Cvemide |

cBack | MNet> | Finsh | Cencel | Hep |

7. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.
8. Shadow the VersaView5200 terminal and confirm that user tmlab\thin01 is signed-in to both FactoryTalk View SE

2l ©

[

client sessions.

Mot Depostor Oven Cooing Meteriais  Alarms
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9. From the shadow, hit CTRL-m on the keyboard to open the Main Menu.
10. Click the Log In button.

11. Enter ed as the User Name and 1234 as the PIN. Verify that tml1ab\ed user automatically logged into both
FactoryTalk View SE display clients, and that the FTV_Studio client is delivered in tile mode.

e = il

e well | FactoryTalk’
MICHYERS) [ o —— 5 ViewSE
. EEEEQY T ——
-

.....

12. Hit CTRL-m on the keyboard again to open the Main Menu.
13. Click the Log Off button.
14. Verify that the tmlab\thin01 user is logged back into the tiled FactoryTalk View SE display clients.
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Remove Tiled Display Clients

1. Click the Terminals icon = from the ThinManager tree selector.

2. From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.
3. Click the Next button on the Terminal Name page of the wizard.
4.  Click the Next button on the Terminal Hardware page of the wizard.
5. Click the Next button on the Terminal Options page of the wizard.
6. Click the Next button on the Terminal Mode Selection page of the wizard.
7. Remove the FTV_InstantFizz Display Client from the Selected Display Clients list. The FTV_CookieDemo should
be the only Selected Display Client. Click the Finish button.
¥t Terminal Configuration Wizard *
msp;:lic?ti::Dif;a?gi:;s to use on this terminal g
Available Display Clients Selected Display Clients
ﬂ Remote Deskiop Services o ?FI'\-"_CookieDemo
5 Camera
[ Teminal Shadow ﬂ
E ‘Worlstation ﬂ
7@ VNC
o F Virtual Screen ﬂ ﬂ

Edit Display Clients COvemide

< Back | Next > | Finish | Cancel | Help |

8. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.

@Checkpoint Question: https://thinmanager.com/cloudlabs/section09/

This completes the User Based Content Delivery section of the lab. Continue on to deliver location based content with
Relevance Location Services.
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Section 10: Relevance Location Services — Location Based Content Delivery

Overview

So far we have assigned and delivered content to a terminal, as well as content to a user. The next level of the content delivery
model is Location. When talking about mobility on the plant floor, providing access anywhere to applications that control moving
processes may cause more problems than solve. ThinManager Relevance provides the tools to safely provide access to these
applications because you can define a Location and associate Display Client(s) with that Location. When a mobile device
leaves a specified Location, the content associated with that Location will be no longer delivered to the mobile device. Different
users may receive different content from the same Location based on their Access Groups in ThinManager.

So how does ThinManager determine a mobile device’s location? By using Location Resolver technologies like:
1. Quick Response Codes (QR Codes)
2. Bluetooth Beacons
3. Wireless Access Points
4.  Global Positioning Systems (GPS)

Relevance supports iOS, Android and Windows mobile devices. For iOS devices, ThinManager offers the iTMC application
which is available through the App Store. For Android devices, ThinManager offers the aTMC application which is available
through the Google Play Store. And for Windows tablets, ThinManager offers WinTMC, which is a Windows based application
that essentially emulates a ThinManager terminal. In order to leverage all of the available Location Resolver technologies on a
Windows Tablet, it is recommended that Windows 10 be utilized.

Location Resolvers can be easily registered through iTMC, aTMC or WinTMC. In this section you will register a QR Code to
represent a location of a Logix PLC.

Once you have registered your Location Resolvers, you can then assign them to Locations created within ThinManager, and
in turn, specific Display Clients can be associated with that Location.

As an example, let's say we would like to apply laminated QR Codes to all of our process automation assets, so that our
Maintenance staff could walk up to an instrument with their mobile device, scan a QR Code, and instantly receive a series of
documents and/or or applications that are assigned to that instrument. To do so, we would first need to register each QR Code
from the mobile device (using a ThinManager client application). Within ThinManager, we would create the Display Clients
necessary for the desired documentation. This might include a series of Display Clients for Adobe Reader that open specific
user manuals and/or standard operating procedures located on a file share. With the Display Clients created, we would then
create a new Location in ThinManager, assign the Display Clients to it, and then associate the new QR Code Resolver to the
Location.
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We can also assign a default Location to a Terminal, which would enable a mobile device to interact with that Terminal in some
very unique ways. Instead of applying Display Clients to a Terminal like we have throughout the lab so far, we would assign
the Display Client(s) to the Location and then assign the Location to the Terminal. This extra level of indirection creates some
very interesting possibilities. For instance, we could allow a user to scan a QR Code at the terminal that would actually
Transfer, or redirect, the content from the terminal to the mobile device. We could also confine access to this content by
applying a Bluetooth Beacon to “geo-fence” the user. When the user walks outside of the range established for the Bluetooth
Beacon, the content would automatically be removed from the device, as it would be returned to the terminal. In this example,
the Transfer is considered a Resolver Action. ThinManager Relevance supports 5 Resolver Actions:

1. Forced Transfer
Manual Transfer
Clone

View Only Shadow
Shadow

o B~ L n

The Forced Transfer re-directs Display Client(s) from a terminal to a mobile device without requiring approval at the terminal.
Manual Transfer, on the other hand, would require a user’s acknowledgement at the terminal to approve the Transfer request.
Clone would spin up new, independent sessions of the Display Clients assigned to the terminal, while View Only Shadow and
Shadow would do just what you would expect.
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This lab section is composed of the following tasks:

1.

© o N o g B w D

-~ s s
@ »p =~ o

Install iTMC on Your Mobile Device (i0S Users)
Install aTMC on Your Mobile Device (Android Users)
Create Terminal Shadow Display Client

Create Terminal Profile for Mobile Device

Assign Terminal Profile to Mobile Device

Create Public Display Server

Reassign Display Client to Public Display Server
Login as Engineer User

Create Logix Designer Display Client

Register QR Code Location Resolver from Mobile Device

. Create Engineer Access Group

Create Relevance Location for Logix PLC

Resolve to Location from Mobile Device

QR Codes are essentially more robust alphanumeric versions of barcodes. QR Codes can be generated and
printed from several websites. Bluetooth Beacons are essentially proximity sensors for mobile devices.

They offer a tunable signal strength, and hence range, from 0 to approximately 50 meters. ThinManager 8
introduced support for the iBeacon, which utilizes Apple’s Bluetooth beacon protocol. There are numerous
iBeacons available in various forms. Wireless Access Points expose a unique identifier called a BSSID
which ThinManager can use to determine on which Access Point a mobile device is connected. GPS offers
accurate location resolution down to 5 feet, but is only for outdoor applications.

Fencing (or geo-fencing) is defined as combining resolvers to limit access to specific Display Clients based
on Location. For instance, a Bluetooth Beacon can be used to geo-fence in a QR Code so that a mobile
device must be within range of the Bluetooth Beacon when they scan the QR Code to actually resolve to the
associated Location and receive its content. Once the mobile device is outside the range of the Bluetooth
Beacon, the Display Clients associated with the Location would not be delivered to the mobile device.
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Install iTMC on Your Mobile Device (iOS Users)

If you will be using an iOS mobile device, you will need to install iTMC in order to complete the mobility portions of this lab. If you
have an Android mobile device, you may skip to Install aTMC on Your Mobile Device (Android Users) below.

1. Launch the App Store from your iOS device.

iPad 7,
m e

FaceTime Calendar. Camera

a%n

-
II

Contacts

n

Photo Booth - - 5 t 7 . Reminders

=

.’- App Store 2 . iBooks

5720

Messages Safari
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2. Inthe Search field, enter iTMC for ThinManager Platform. Touch the Download icon.

&l 70% (e

iPad Only ™  Any Price~  All Categories™ By Relevance~ All Ages~™ 1 Q itmc for thi.. @

iTMC for ThinManager
Platform Cl} e

Automation Control Prod...

3. Once the download is complete, touch the OPEN button.

iPad = 9:31 AM

iPad Only >  Any Price™  All Categories™ By Relevance

iTMC for

ThinManager Pla...

Automation Control...
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4. LaunchiTMC. Ifit requests to access to your location while using the app, touch the Allow button.

Main

Allow “iTMC 8" to access
your location while you use
the app?

Needed for Relevance Services

Don't Allow i Allow |
J_j\

Add New ThinManager Server

iOS treats Bluetooth beacons as Location Services devices, so if you intend to use beacons with an iOS
device, you will need to enable Location Services for iTMC.
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5. Enter the public IP address of your RDS1 server and touch the OK button.

Add New ThinManager Server

Enter the Primary ThinServer
Name or IP Address

1021314561 718]191)0
-1/ 1P isl&jel”

— I
#e= , ? ! &

ABC © 0 space return
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6.

Enter a Description for this connection and touch the Save button.

Cancel Add ThinManager Server Save

DESCRIPTION @
DemoKit o

PRIMARY THINMANAGER SERVER IP

N M ae

SECONDARY THINMANAGER SERVER IP
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Install aTMC on Your Mobile Device (Android Users)
If you will be using an Android mobile device, you will need to install aTMC in order to complete the mobility portions of this lab.

1. Ensure you mobile device has an Internet connection and open Chrome.
3 =M 539PM

;ée
Msus

MyASUS
Service Center

Bi

AudioWizard  Power & Boost  SuperNote

ORI

ZenPad Gallery ~ Camera Play Store
Care

)

208 of 492



2. From Chrome, enter the following URL: downloads.thinmanager.com. Touch on the aTMC download link (1.0.6.apk in
the screen shot below, but you may see a newer version which is ok).

3 = M 5:40PM
¥4 ThinManager Downloads
< & o tps://downloads.thinmanager.com/\ vy & @
TM 9.0 Service Pack 4 8/15/2017 106 MB - mds: dbe750056c077745197246dbc675a94

Release Notes

Firmware Packages

Firmware Package 8.1.4 8/8/2017 08B

Firmware Package 8.0.4 7/29/2016 MB

Firmware Package 7.1.6 4/7/2016 IR o

Firmware Package 6.0.16 4/18/2014 - WtErmlJaCk-t'Ll‘J.‘l6.;;!:5;
VFirmware Package 5.0.5 3/10/20147 '9";937‘5‘:57 5.pkg

20.7 MB - md5: 5d6deb9219el

TermMon ActiveX Control

TermMon Demo Application 7.0.5.zip
1 5 53501 135bae

22.1KB - mdS: 6a27

TermMon Demo Application 7.0.5 4/25/2016
Usage Information

TermMon ActiveX Control 7.3.0 4/25/2016 94 KB - mdS

Usage Information

ThinManager Clients

iTMC 8.0.809 1/31/2017 iTMC 8 on the App Store on iTunes
WinTMC_312_Install.msi
25.2 MB - mdS: 5931 6331d10b4b3: e3
WIinTMC 3.1.2 (Windows 8 and Newer) 11/4/2016 Reloase Nates
Prerequisite Information

WinTMC 3.1.2 (Windows 7 and Older) 11/4/2016
Release Notes
Prerequisite Information
1.0.6.apk
aTMC 1.0.6 10/26/2016 ZaNe

aTMC on the Google Play Store

TermCap Database

TermCap 9.0.11 8/22/2017

4.4 MB - mds: c71
Touchscreen Calibration

Touch Screen Calibration Program 4/5/2007

CalTouchS:

0018

aTMC can also be downloaded from the Google Play Store.
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3. Once aTMC is downloaded, install it.
2 %+ IR 5:47PM

. aTMC

Do you want to install this application? It will get
access to:
A take pictures and videos

9 approximate location (network-based)
precise location (GPS and network-based)

Install
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4. Once aTMC is installed, launch it. Give this connection a ThinServer Name (DemoKit in the screen shot below), and
then enter the public IP address of your assigned Cloud server. You can find the Public IP Address of your RDS1
server on the Desktop Wallpaper of RDS1 in the top right corner. Touch the Next button.

3 %0 10228 AM
ADD NEW THINSERVER

ThinServer Name

pemokit&h .. . . .
Primary

Y 2 I
Secondary

5.  Click the Add button.

3 I3 1028 AM

ADD NEW THINSERVER
ThinServer Name

Primary

Secondary

CANCEL
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Create Terminal Profile for Mobile Device

1. Click the Terminals icon = from the ThinManager tree selector.

2. From the Terminals tree, right click the Terminals node and select Add Terminal. This will launch the Terminal
Configuration Wizard.

J ﬂ | s

S Edit Manage Install Tools m

Status Bar = |:| Disi

|:| Show Connected Only I—I |:| Diisi
Z Options Applifation Tavbs

Interface Theme

e —

[attrib

- = Versa‘u’ina Add Terminal E

Add Group Tol

Restart Terminals Ter

| | Lor

3. Type ZenPad as the Terminal Name on the Terminal Name page of the wizard. Click the Next button.
=4 Terminal Configuration Wizard X
Terminal Name @

Enter the name for this temminal, select the terminal group to which this terminal belongs, or ’ ‘

choose to copy the corfiguration from another terminal. AR

Teminal Name

6 |Zer| Pad Description |

This must be a unique name using letters, numbers, hyphens {-), and
underscaores () only.

— Terminal Group

I Change Group |
—Copy Settings
[ Copy Settings from another Terminal Copy From |
Pemissions |
¢ Back Next > Fiish | Cancel Help
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4. Select Generic from the Make/OEM drop down list and Android Device from the Model drop down list. Click the
Next button.

Fmd Terminal Configuration Wizard

Teminal Hardware "2‘

X

Select the manufacturer and model of this teminal.

Use this to corfigure the type of hardware for this teminal.

Make / OEM [GENERIC =]

Madel |;'-\ndr0id Device j

OEM Model  Android
Video Chipset  UNMKNOWRMN

Teminal Firmware Package Madel Defautt J

Teminal will un Package 8.2

Clear
Teminal ID Mone
Edit

Teminal 1D and IP Address

< Back | Cancel | Help |

If you are using an iOS device in the lab, you would select Apple as the Make / OEM and iOS Device as the
Model.
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5. Click the Next button on the Terminal Options page of the wizard.

6. Check the Use Display Clients, Enable Relevance User Services, and Enable Relevance Location Services
checkboxes on the Terminal Mode Selection page of the wizard. Click the Next button.

R‘;-"l

Terminal Configuration Wizard -

Terminal Mede Selection 6’
Select the operating modes for this terminal ’ ‘

Teminal Mode

017 Enable Relevance User Services
917 Enable Relevance Location Services
-
-

< Back Cancel Help
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Click the Next button from the Display Client Selection page of the wizard.
Click the Next button on the Terminal Interface Options page of the wizard.

Check the Enable QR Code Location Ids and Enable Bluetooth Locations checkboxes from the Relevance
Options page of the wizard. Click the Next button.

] Terminal Configuration Wizard -
Relevance Options 6’
Select the types of Relevance Resolvers to use on thiz client. Optionally ' ‘
choose an assigned location for this client AR

Aszsigned Location

Change
Clear

COptions
Enabled Resolver Types

[+ Enable QR Code Location Ids
[¥ Enable Blustooth Locations
[ Enable GPS Locations

[~ Enable Wi-Fi Locations

-
[~ Mlow selection of Location manually
-

I™ Canfim befors erterng a location

Resolver Update Interval 3000 ms

@

< Back

Finish | Cancel Help
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10. From the Log In Information page of the wizard, enter tab01@tmlab.loc as the Username and rw as the Password.
Click the Verify button to validate these credentials, and then click the Next button.

Log In Information
Enter the log in information to log in automatically. Leave the log in
information blank or fill onty some of the fields to force manual log in.

Windows Log In Information
Usemame O'Itabﬂ‘l @tmlab loc Search |
Password e'l“ Password Dptionsl

©_wv |

Domain

11. From the Video Resolution screen of the wizard, select 1280x800 as the Resolution, and keep other default settings.

Click the Finish button.

Video Resolution
Select the video regolution for this teminal.

 Select Video Resolution

These are the resolutions supported by the Thin Client model you
selected.

Resolution Color Depth Refresh Rate

O =] [swcios <] [0 <
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Assign Terminal Profile to Mobile Device

Unlike a thin client like the VersaView 5200, we are not going to deliver ThinManager firmware to a tablet, which already has its
own OS. Instead, we will use the aTMC app to essentially emulate a ThinManager thin client.

1. Launch aTMC from your mobile device.
iwa R N

Can't access
location

SUN, MAR 31 @0

&
Mnsus

MyASUS Service Cen...

7z

SuperNote
=

2. Touch the DemoKit ThinServer to connect to it.

3 o: I} 3:52PM

€ 40D THINSERVER

' DemoKit
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3.

4.

Since we have not assigned a Terminal Profile to the ZenPad yet, aTMC will prompt us to assign one of the available
profiles to it. Touch the ZenPad profile that we created in the previous steps.

Select Terminal to Replace:

-‘ Create new Terminal

If you receive a prompt to allow aTMC access to the device’s location, touch the Allow button.

3 =3 1029 AM

Q Allow aTMC to access this device's location?
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5.

The ZenPad Terminal Profile will be delivered to the tablet. Since we did not assign any Display Clients to the

terminal profile, we will receive a blank screen.
MAQaA 3 =} 10:29AM

ZenPad E## SCANID SCAN LOGIN

No Display Clients enabled:
Login using Relevance

219 of 492



Create Public Display Server

The Display Servers we created earlier in the lab utilized private IP addresses (10.6.10.51 for RDS1 and 10.6.10.52 for RDS2),
which will not be reachable from your remote tablet. Therefore, we will create an additional Display Server that utilizes the public
IP address of RDS1 so your tablet can connect to it. This method is fine for testing and lab purposes, but if you need remote
access to your Remote Desktop Servers, a Virtual Private Network (VPN) or Remote Desktop Gateway is recommended.

1. Click the Display Servers icon E in the ThinManager tree selector.

The tree selector can be expanded or collapsed using the bar above directly above it.

2. From the Display Servers tree, expand the RDS Servers branch, right click RDS1 and click Copy.

" | Edit Manage Install Toals Viev
Bt ThinManager Server |RDS1 = | & Remov

’Add ThinManager Server &' Refresl

"* Disconnect
ThinManager Server

Display Servers

= i Display Servers

E| = RDS Servers

H ros2
RDS1
Cameras Modify
-B8) Auis Bename
7@ VNC Se Copy
L@ HMI Delete

Restart Terminals

3. From the New Display Server input box, enter RDS1P and click the OK button.

Enter new Remote Desktop Server Mame

160 o= |

RDS1P
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Double click the newly created Display Server RDS1P.

Mz B
~_~" | Edit Manage Install Tools 3

P ThinManager Servar & Ret
’Add ThinManager Server & Ret
ﬁ* Disconnect
ThinManager Server
= I Display Servers
RDS Servers

From the Introduction page of the wizard, click the Next button.

From the Remote Desktop Server Name page of the wizard, change the IP address from 10.6.10.51 to the public IP
address of your RDS1 image. In addition, delete the User Name, Password and Verify Password entries. Click the
Finish button.

Remote Desktop Server Name G
Erter the Remote Desktop Server Name and Log In information. ’. ‘

—Remote Desktop Server Name
Name [RDs1P

IP Address o I - Discover

I Change Group

—Log In Information

gL

User Name I Search
Password I
Verfy Passwol I
Domain I
Schedule |
< Back Cancel Help
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Reassign Display Client to Public Display Server

When we created the FTV_Studio Display Client in the previous section, we assigned the RDS1 Display Server to it, which
has a private IP address of 10.6.10.51. This IP address will not be reachable by your remote tablet, so we will temporarily
reassign it to RDS1P.

1. From ThinManager, click the Display Clients icon ﬁ from the ThinManager tree selector.

2. From the Display Clients tree, expand the Remote Desktop Services branch and double click the FTV_Studio
Display Client.
Mo

S| Edit Manage Install Tools |

A ThinManager Server | RDS1 = | i@ Re

IAdd ThinManager Server Re

&ﬁ‘ Disconnect

ThinManager Server

Elﬁ Display Clients
[—]F Remote Desktop Services
; Desktop
5 EXC_OEECalc
; FTV_CoockieDemo

E FTV InstantFizs

Eﬂ---@ Terminal Shadow
------ Workstation
B-@ VNC

Eﬂ---i Virtual Screen

Click the Next button from the Client Name page of the wizard.
Click the Next button from the Display Client Options page of the wizard.

Click the Next button from the Remote Desktop Services and Workstation Options page of the wizard.

I

Click the Next button from the Session Resolution / Scaling Options page of the wizard.
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7. From the Display Client Members page of the wizard, remote RDS2 from the Selected Remote Desktop Servers list
box and add RDS1P instead. Click the Finish button.

Display Client Members
2 =<

Select the Remote Desktop Servers forthis Display Client.

Available Remote Desktop Servers Selected Remote Desktop Servers
ROST 1061510 RDS1P # -
RDS2 (10.6.1.52) -~ |
i1
4 hd

Edit Server List |

< Back Ned> | [[ Cancel Help
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Login as Engineer User
1. From the aTMC application, touch the LOGIN button in the top right corner.

MAOQA 3 %3 1029 AM

ZenPad ¥ SCANID SCAN LOGIN

No Display Clients enabled:
Login using Relevance

2. Enter ed as the username and touch the Ok button.

3 7¢I} 10:29 AM

Enter username

ed @ _

2

CANCEL OK

u we Dr re rd D.C. except excellent exactly 're edit expect example °

)
@
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3. Enter 1234 as the PIN.

3 73 425PM

Enter PIN For Ed

4. Upon successful authentication, you should receive the FTV_Studio Display Client. This is the same session that
was delivered to the virtual thin client in the previous section. In fact, it is configured to just pick up right where Ed left

MAQaA 3 = 4} 1029 AM

ZenPad FTV_STUDIO B SCANID SCAN LOGOFF }

5. If you perform a 3 finger hold down, aTMC will go Full Screen, and the FTV_Studio session should scale perfectly to
the ZenPad display.

Other tablet gestures are supported as well. Pinch and zoom works as expected. Once zoomed in, you can
pan around the screen using two fingers on the tablet. You can also perform a 2 finger hold down, which will
toggle the on screen keyboard.
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Create Logix Designer Display Client

In these last sections of the lab, we are going to set ThinManager up to deliver Logix Designer to the ZenPad just by simply
scanning a QR Code. The first step is to create the Display Client for Logix Designer.

1. From ThinManager, click the Display Clients icon ﬁ from the ThinManager tree selector.

2. From the Display Clients tree, expand the Remote Desktop Services branch and right click the FTV_Studio item
and select Copy.

o .

et Edit Manage Install Tools Vie
@ @ & Restore Biometric Databas
g; Backup Biometric Databas

Packages|| Restore Backup

Synchronize

Packages Configuration

Eﬁ Display Clients
[—]i Remote Desktop Services
5 Desktop

£l EXC_OEECalc

5 FTV_CocokieDemao
5 FTV_InstantFizz

1 v sua

gy Camera Rlodity e
. Q Terminal Shadow Renarne he
------ Workstation Copy

nc
G-/@ YNC Delete
: iw
|'__‘|i Virtual Screen
. Col
Overview ‘
S Dis

3. Type LGX_CookieDemo in the Enter new Display Client Name text box and click the OK button.

MNew Display Client -

o Enter new Dizplay Client Hame

|LG¥_CookieDema
e Cancel |
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4. Double click the new LGX_CookieDemo Display Client item.

<y

™ " Edit Manage Install To
Status Bar I::m :]
D Show Connected Only - I—

Application Tab
& Options - -

Interface

Eﬁ Display Clients

[—]F Remote Desktop Services

; Desktop

(-l EXC_OEECalc

; FTV_CookieDemo

; FTV_InstantFizz
FT. dig

Eﬂ---@ Terminal Shadow
------ ‘Woarkstation
[-/@ VNC

Eﬂ---i Virtual Screen

From the Client Name page of the wizard, click the Next button.
From the Display Client Options page of the wizard, click the Next button.
From the Remote Desktop Services and Workstation Options page of the wizard, click the Next button.

From the Screen Resolution / Scaling Options page of the wizard, click the Next button.

© ® N o o

From the Display Client Members page of the wizard, click the Next button.
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10. From the AppLink page of the wizard, replace the Program Path and Filename and the Command Line Options
paths with the ones below (you can also copy and paste this path from the LabPaths.txt file by right clicking the
Notepad icon pinned to the start bar and selecting LabPaths.txt):

Program Path and Filename:
C:\Program Files (x86)\Rockwell Software\Studio 5000\Logix
Designer\ENU\v30\Bin\LogixDesigner.Exe

Command Line Options:

"C:\Lab Files\CookieLine V30 Emulate.ACD"

¥t Display Client Wizard ®
Applink \ O/
Enter the linked application path. ’ ‘

— Applink Path
Program Path and Filename

Ilﬁware\Studio B000Logix Designer\EN U w304Bin"\LogixDesigner. Exe

Browse

Command Line Options
"CMLab Files\CookieLine_%30_Emulate ACD"

o

Browse

art in the following folder

A1

Be sure to enclose with double quotes.

<Back | wews | [ Cancel Help

11. Click the Finish button.
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Register QR Code Location Resolver from Mobile Device
1. From aTMC, touch the Back button to return to the aTMC Main Menu. Touch Yes on the confirmation dialog.

3 2 43 10:229 AM

OAQaA

ZenPad FTV_STUDIO SCANID SCAN LOGOFF

2. From the aTMC Main Menu, touch the Settings button (3 vertical dots below the DemoKit button), followed by the

Manage ThinServer button.
3 o W} 3:54PM

© Aop THINSERVER

s DemoKit

Manage ThinServer

Remove ThinServer
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3.

4.

From the aTMC Settings window, touch the Register QR Code button.

ma@ 3 C M3 1235PM
Settings

RELEVANCE RESOLVERS

Register QR Code

Register Bluetooth Beacon

Register WiFi Access Point
CAMERA

Set Camera Location
DEBUGGING

Debug Logging: Disabled

i ) )

If you receive a prompt requesting permission for aTMC to take pictures and record video, touch the Allow button.

3 = 3 1030AM

[2) Allow aTMC to take pictures and record video?
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A camera window will appear. Point the Tablet camera at the QR Code below.

Once the QR Code is scanned by aTMC, you must give it a name. Touch the USE DATA AS NAME button which will
use the data embedded in the QR Code as the name of the new Location Resolver (LGX_CookieDemo).

3 o' I} 3:55PM

ENTER IDENTIFIER NAME

Data: LGX_CookieDemo

entervome: |

CANCEL | USE DATA AS NAME OK
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You should receive a successful confirmation dialog. Touch the OK button, followed by the Back button to return to
the Main Menu.

To confirm the creation of the Location Resolver, return to ThinManager on RDS1, click the Manage ribbon, followed
by the Manage Resolvers icon. You should see a new QR Code resolver named LGX_CookieDemo in the Resolver
Management window. Click the OK button.

- F
()
- Edit | Manage | Install  Tools  View  RemoteView  Help

@ @ @ 3 Restore Biometric Database g-., . [ NS Configuration ‘%& 5‘ / ? ? /

£ Backup Biometric Database {8 Configure Default Terminal

Packages|| Restore Backup PXE ThinManager Manage Synchronize Settings | Manage Access Settings

g Synchronize Sever Serverlist @) Language Accounts Passwords Resolvers Groups
Packages C Manage Active Directory Relevance
Display Clients Configuration |.__semer Rank. | Eventlog, |
B[l Display Clients Attribute Value
EJ- gl Remote Desktop Services Display Client Configuration
‘ 5 Desktop Display Client Name LGX_CookieDemo
£l EXC_OEECalc Client Type Remote Desktop Services

{4l FTV_CaokieDemo

o (B T
B PV Studio Allow client to be Tied ES
B0 LGX CookisDemo

Alow dlent to be moved VES
E-ggl Camerz Indude Camera Overlays NO
Fr)- (il Terminal Shadow
= e Vs vt o RebwMemgemet X

sl Workstation u - o es
ways maintain a connection

& WNe v I T add |
M Virtual Screen Connect at boot-up YES 216X _CookieDemo QR Code I

Discormect in the background No Deete

Edit
Remote Desktop Services and Workst... —I
Protocol for connections of this dient RDP Search

Allow Auto-ogin YES
Enforce Primary Server NO
Instant Failover NO
TerminalServers RDS1

SmartSession

SmartSession

Linked Application
Linked Application Path C:\Proaram Files (x86)\Rockwell Software\Studio 5000\Logix Desi...
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Create Engineer Access Group

We would like to restrict access to the new Location Resolver just created and its associated content. To do so, we will create a
new Access Group and assign it to a Location in the following steps.

1. Click the Manage ribbon, followed by the Access Groups icon.

vt g
Edit Manage Install Tools View Remote View Help
=_ =% G | L& Restore Biometric Database B[ ! = ¢ DNS Configuration g "}" / @ %, ./f?
= '\ﬁ = § Backup Biometric Database L] (M) Configure Default Terminal (11} L \“
Packages | Restore Backup PXE ThinManager ., Manage Synchronize Settings Manage Access Settings
Ssynchronize server  Server List @ Language Accounts Passwords Resolvers Groups

Packages Configuration Manage Active Directory Relevance

2. From the Access Groups popup, click the Add button.

Access Groups -
Unrestricted ok
Al Users

Al Terminals
Al Locations

Edit

Delete
Calc Permissions

3. Click the Select Windows Security Group button.

Access Group -
Enter Group Mame | ak |

i elsct Windows Secunty Group Cancel
Edit Members

The Select Windows Security Group provides the ability to link an Access Group to a Widows Security
Group. Therefore, you could manage access to ThinManager resources (Terminals, Display Clients, etc.)
through Windows Security Groups as well. You could also use the TermMon ActiveX within an ActiveX
container, like View SE, to detect when a ThinManager logon event occurs and then to determine that user's
Windows Security Group membership to determine their appropriate access within the application. You can
learn more about the TermMon ActiveX in Section 18.
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4. From the Select Security Group to Add window, expand the Users item and select the Engineer group.

- Allowed RODC Password Replication Group
4] Cert Publishers
loneable Domain Controllers
- Denied RODC Password Replication Group
|- DHCP Administrators
- DHCP Users
] DnsAdming
nsUpdateProxy
+]- Domain Admins
- Domiain Computers
il Domain Contrallers
- Domiain Guests
- Domiain Users

(- Enterprise Admins
oK Cancel

5. From the Access Group window, click the OK button.

Enter Group Mare IEngineer

Select windows Security Group | Cancel

Edit bMembers |

6. From the Access Groups window, click the OK button.

Unrestricted
All Users
All Terminals
Al Locations
Engineer

Edit

Add |
Delete |

Calc Permissions |
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Create Relevance Location for Logix PLC

9

1. Click the Locations icon in the tree selector.

2.

Manage Install Tools Wi

. @ Restore Biometric Databz
B[S

@ Eackup Biometric Databa
Restore Backup .
= Synchronize

Packages Configuration

va

Att

Add Location

Copy

3. From the Location Name page of the Location Configuration Wizard, enter LGX_CookieDemo as the Location
Name. Click the Next button.

Location Name
Enter Name for this location

cation Name
|LGX_Caokie Demo

This must be a unigue name using letters, numbers, hyphens (),
and underscores {_) only.

Description

— Location Group

—Copy Settings

I Change Group |

r Copy Settings from another Location Copy From

Pemissions |
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6.

From the Location Options page of the wizard, click the Next button.

From the Display Client Selection page of the wizard, select the LGX_CookieDemo Display Client and click the
Right arrow button to move it to the Selected Display Clients list, click Next.
fmd Location Configuration Wizard

>
Display Client Selection

Select the display clients to use at this location

Available Display Clients Selected Display Clients

Elﬂ Remoate Desktop Services ~ o ?LGX_CookieDemo
; Desktop

; EXC_OEECalc ﬂ
; FTV_CookieDemo ﬂ

; FTV_InstantFizz

; FTV_5tudio ﬂ j
; LGX_CookieDemo

EI"'Q Camera

E]---@ Teminal Shadow
...... sl Workstation

Edit Digplay Clients

Ovemde

)

< Back

=
]
W

Cancel | Help |

From the Windows Log In information, enter locO1@tmlab.loc as the Username and rw as the Password. Click the
Verify button to confirm the credentials are valid. Click the Next button.

et

Location Configuration Wizard -
Windows Log In information
Enter Windows usemame and password information.

Windows Log In Information

Uszemame 8iloc 01 @&tmilab Joc Search

Password 1"

Domain | o Veerify
Password Options

< Back

Cancel

Help
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7. From the Relevance Resolver Location page of the wizard, click the Add button.

Relevance Resclver Selection
Aszsign Relevance Resolvers to this location

Delete

<Back | Hews | Finsh |

8. From the Choose a Relevance Resolver popup, select LGX_CookieDemo from the Resolver Name dropdown list,
and Clone from the Choose Action dropdown list. Click the Permissions button.

Only Show Unassigned Resolvers [
Resolver Name o ILGX_CookieDemo

Resolver Description

Resolver Type QR Code

Choose Action e ICIone
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9.

From the Permissions window, remove Unrestricted from the Member Of list, and move Engineer to the Member Of
list. Click the OK button twice, followed by the Finish button.

Permissions

TermSecure Access Groups

Awailable bember Of
Al Teminals : Engineer
Al Uszers

Unrestrictad
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Resolve to Location from Mobile Device

1. Returnto aTMC. You may have to power the ZenPad back on. If so, you may also have to reconnect aTMC to the

DemoKit server listed.
3 o: I} 3:52PM

€ 0D THINSERVER

‘ DemoKit

D () a

2. Ifnot already logged in as Ed, touch the LOGIN button and enter a username of ed and a PIN of 1234.
AoDma 3 240 9:41AM

ZenPad L= SCANID  SCAN | LOGIN

No Display Clients enabled:

Login using Relevance

If aTMC does not show a LOGIN button, please restart the aTMC app.
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3. Once logged in as Ed, touch the SCANID button in the top right corner.

MAQA 3 =43 10:29 AM

ZenPad FTV_STUDIO #8¥  SCANID SCAN LOGOFF

D FactoyTol Ve S - Viw Sk Edtion Clebaork Dt [Oemo Mode]

Fie Vi

There is also a SCAN button available to the right of SCANID that enables the scanning of barcodes within
the delivered applications.
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The camera window will open within aTMC. Scan the QR Code below (this is the same QR Code we registered
earlier).

o0
o232

Since Ed is a member of the Engineer Security Group, he is permitted to resolve to the location represented by the
QR Code above (which could be laminated and placed on the actual PLC panel). As a result, the Logix Designer
Display Client should be delivered with the associated ACD file automatically opened. If not automatically activated,
touch the LGX_CookieDemo tab at the top of aTMC.

MAQaA 3 73 10:33AM

LGX_CookieDemo LGX_COOKIEDEMO FTV_STUDIO LEAVE SCANID SCAN LOGOFF @
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6. To verify the permissions required, touch the LEAVE button followed by the LOGOFF button and then attempt to re-
scan the QR Code above. You should receive the following error message.

3 7400 10:33AM

Relevance Error

Relevance Identifier not associated with any permitted action.

OK

@Checkpoint Question: https://thinmanager.com/cloudlabs/section10/

This completes the Location Based Content Delivery section of the lab. Please continue on to learn about ThinManager
Redundancy and Firewall Configuration.
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https://thinmanager.com/cloudlabs/section10/

Section 11: ThinManager Redundancy and Firewall Configuration

Overview

With ThinManager installed on both RDS1 and RDS2 servers, we can now enable automatic synchronization to provide
ThinManager redundancy. With redundancy enabled, we will be able to utilize Windows Firewalls to demonstrate how the
ThinManager firmware and terminal profiles are delivered over the network. On RDS1, we will turn on Windows Firewalls and
open the necessary ports required by ThinManager to communicate. After learning about ThinManager redundancy and firewall
configurations, we will disable the secondary ThinManager server for the remainder of the lab sections.

In this section, you will be performing the following tasks:
1. Configure Automatic Synchronization

Add Remote ThinManager Server

Disable Automatic Synchronization

Turn On Windows Firewall on RDS1

Configure Windows Firewall on RDS1

2R

Disable Secondary ThinManager Server
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Configure Automatic Synchronization

As previously mentioned, automatic synchronization is generally used in Redundant deployments. It automatically synchronizes
the ThinManager configurations between two ThinManager installations so that either ThinManager installation can boot
terminals and deliver terminal profiles. In the subsequent steps, you will configure RDS1 and RDS2 to be synchronization
partners.

1. From ThinManager, click the Manage ribbon followed by the ThinManager Server List icon.

" Edit | Manage | Install  Tools  View  Remate Help
@ @ @ Restore Biometric Database @ @ DMS Configuration
g Backup Biometric Database @ Configure Default Terminal
Packages|| Restore Backup . FXE ThinManager
& Synchronize Server Semverlist @ Language
Packages Configuration Manage

2. The ThinManager Server List Wizard will launch. Click the Next button from the Introduction page of the wizard.

ThinManager Server List Wizard
Intreduction

The ThinManager Server Wizard defines the ThinManager Servers on your
network. These are the servers to which the thinclients can make monitor
connections.

The ThinManager Server name must be the name Windows uses to identify
your computer on the network.

If you are using a DNS server you will only enter the server name.

If you are not using @ DNS server you will enter a server name and |P address.
The server name will be for reference only.
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3. From the Auto-synchronization Selection page of the wizard, check the Automatic Synchronization checkbox and
click the Next button.

Check Automatic Synchronization to automatically synchronize the
configuration of two ThinManager servers.

Auto-synchronization Selection
=

Check the box if you wart to use Automatic Synchronization between two
ThinManager servers. Leave the box unchecked if you want to uze manual
synchronization.

If you have mimored licenses, then you must use Automatic Synchronization.

o [V Automatic Synchronization

4. From the Auto-synchronization Configuration page of the wizard, click the Edit button in the Primary ThinManager
Server frame.

Auto-synchronization Configuration E
Diefine the primary and secondary ThinManager servers. These ’ ‘
servers will be synchronized. R

— Primary ThinManager Server

Name

IP Address

— Secondary ThinManager Server

Name

IP Address

Addtional ThinManager Servers |

Fext > | Finish |

245 of 492



5. Enter RDST in the ThinManager Server field, followed by the Discover button, which should auto-fill the IP Address
of RDS1 in the ThinManager Server IP Field. Click the OK button.

Enter the Primary ThinManager Server Information -

Thintd anager Server o |F|DS‘I o Ok
C |
ThinM anager Server IP | oo & w8 w

6. Back on the Auto-synchronization Configuration page of the wizard, click the Edit button from the Secondary
ThinManager Server frame of the wizard.

] ThinManager Server List Wizard -
Auto-synchronization Configuration G’
Define the primary and secondary ThinManager servers. These b ‘
senvers will be synchronized. A

Primary ThinManager Server
Edit

Name RDS1

IP Address 10.6.10.51

Secondary ThinManager Server

Name

IP Address

Additional ThinManager Servers |

< Back Finish Cancel Help
| | | | |

7. Enter RDS2 in the ThinManager Server field, followed by the Discover button, which should auto-fill the IP Address
of RDS2 in the ThinManager Server IP Field. Click the OK button.

Enter the Secondary ThinManager Server Information -

Thinkd anager Server o |H082 e aK
C |
Thintd anager Server IP | .. 6 . W . 52 ﬁ

2,
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8. Back on the Auto-synchronization Configuration page of the wizard, click the Finish button.

Auto-synchronization Configuration w
Diefine the primary and secondary ThinManager servers. These ’ ‘
servers will be synchronized. ‘

— Primary ThinManager Server

Edit |

Name |HDS‘I

P Address [l06.1051

— Secondary ThinManager Server

Mame |F{D52

IP Address [106.1052

Additional ThinManager Servers |

9. To check the state of the synchronization, click the ThinManager icon from the button bar.

10. From the ThinManager Server tree, select RDS1, followed by the Synchronization tab. You should see a
Synchronization State of Synchronized.

Remote View

Edit Manage Install Tools View Help

i =1 @ @ Restore Biometric Database E ﬁ E’ DNS Configuration i%& &
= @ Backup Biometric Database @ Configure Default Terminal lj
Restore Backup FXE ThinManager . Manage Synchronize Se
= Synchronize Server  Serverlist |+ \Web Management Acc Passwords
Packages Configuration Manage ﬁme Directory
ThinManager Server M/y Synchronization m
El- ThinManager Servers Attribite Malie
&b‘-’j RDS1 Synchronization Mode I agter
Synchronization State Sunchronized
Synchronization Peers 1061052
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If the Synchronization State does not immediately show Synchronized, simply click on another tab, and
return to the Synchronization tab to refresh its state.

Since the first synchronization was initiated from RDS1, it becomes the initial Master. Subsequently, the
ThinServer that has been up and running the longest will assume the role of Master.

. To further confirm the synchronization state, double click the rds2.tmlab.loc shortcut on the RDS1 desktop.

rds2.tmlab.lc

. Ifyou are presented with a login dialog box, make sure the username is tmlab\labuser and enter a password of rw.
Click the OK button.

Windows Security x

Enter your credentials

These credentials will be used to connect to rds2.tmlab.loc.
9 labuser

tmlab‘\labuser

|:| Remember me

More choice

OK Cancel
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13. From the RDS2 desktop, double click the ThinManager shortcut on the desktop.

ThinManager

14. Notice that the ThinManager configuration on RDS2 now has terminals configured since it has been synchronized
with the configuration from RDS1. Close the ThinManager Admin Console.

v
M Edit Manage Install
4 ThinManager Server |RDS2

’Add ThinManager Server

}‘“ Disconnect
ThinManager Server

=& Terminals
[ VersaView5200

15. Close the remote desktop session on RDS2. Click the OK button if you are presented with a confirmation dialog box.

rd=2.tmlab.loc
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Add Remote ThinManager Server

The ThinManager Administrative Console can manage not only the ThinServer installed on its machine, but also remote
ThinServers installed on remote machines. Keep in mind that the Administrative Console does not have to be installed on the
same machine as the ThinServer service, although it often is. So, you could have a number of remote ThinServers, all of which
could be remotely managed by a single ThinManager Administrative Console. With that said, only a pair of ThinServers can
have their configurations synchronized.

1. From the ThinManager Server tree, right click the ThinManager Servers item and select Add ThinManager Server.

| Edit Manage Install Tools Wiew Remote Viev

B4 ThinManager Server | RDS1 > | & Remove __.-? e AC
o

’Add ThinManager Server &' Refresh o Ac
Modify

p‘ Disconnect e Cc

ThinManager Server

- summary

| ThinkManager Server

bt RDST B Add ThinManager Server ||

ThinManager Server

J ThinManager Servers

2. From the ThinManager popup window, enter RDS2 in the Enter ThinManager Server field and click the OK button.

Enter Thintanager Server
ROS2

3. Notice that RDS2 has now been added to the ThinManager Admin Console. You could now manage the
ThinManager configuration of RDS2 remotely from RDS1.

[ Y —

S| Edit Manage Install Tools View Remote View Help
A ThinManager Server |[RDS2 = [ & Remove __.-7 &) Add &3 Delete B Lock —, Find (Ctrl-F)
Cd
’Add ThinManager Server & Refresh &7 Add Group [ Rename | ' Unlock || Find Next (F3)
Modify
*“ Disconnect ws Copy
ThinManager Server Edit Find
ThinManager Server - Summary
i Anace ThinManager Server Connection 5tate ersion
I——
RDS1 Connected v11.05P1
RDS2 Connected v1L0SP1
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4.  Since RDS1 and RDS2 are synchronization partners, managing RDS2 from RDS1 isn't all that useful (since their
configurations will always be the same), but it is useful to see how easily this accomplished. With that said, let’s
remove RDS2 from the Admin Console on RDS1.

Edit Manage Install Tools View
e ThinManager Server | RDS2 ] QRemmre

"’AddThinManagerSer\rer (&' Refresh

" Disconnect
ThinManager Server

ThinManager Server ﬂ
E"ﬂ ThinManager Servers Attribute
% RDS1 Synchra
o*‘-’i Synchro
ynchro
Remove Ctrl+D |

5. From the ensuing confirmation dialog box, click the Yes button.

Remove ThinManager Server RDSZ. Are You Sure?
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Disable Automatic Synchronization
We will disable automatic synchronization to prepare for the remaining advanced lab section(s).

1. From ThinManager, click the Manage ribbon followed by the ThinManager Server List icon.

\_/ Edit nage Install Tools View Remote Help
i =1 @ @ Restore Biometric Database @ ﬁ %’ DMS Configuration
m|
@ Backup Biometric Database @ Configure Default Terminal
Packages|| Restore Backup . FXE ThinManager
f Synchronize Server Semverlist @ language
Packages Configuration Manage

2. The ThinManager Server List Wizard will launch. Click the Next button from the Introduction page of the wizard.

ThinManager Server List Wizard
Intreduction

The ThinManager Server Wizard defines the ThinManager Servers on your
network. These are the servers to which the thinclients can make monitor
connections.

The ThinManager Server name must be the name Windows uses to identify
your computer on the network.

If you are using a DNS server you will only enter the server name.

If you are not using @ DNS server you will enter a server name and |P address.
The server name will be for reference only.
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3. From the Auto-synchronization Selection page of the wizard, uncheck the Automatic Synchronization checkbox
and click the Finish button.

Auto-synchronization Selection G
Check Automatic Synchronization to automatically synchronize the ’ ‘
configuration of two ThinManager servers. AR

Check the box if you want to use Automatic Synchronization between two
ThinManager servers. Leave the box unchecked f you want to use manual

synchronization.

If you have mirored licenses, then you must use Automatic Synchronization.

o [ Automatic Synchronization

<Back Ned> | Fish |  Cancel Help
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Disable Secondary ThinManager Server
We will disable the secondary ThinManager server for the remainder of the lab sections as well.
1. Double click the rds2.tmlab.loc shortcut on the RDS1 desktop.

rds2.tmlab.lc

2. Ifyou are presented with a login dialog box, make sure the username is tmlab\labuser and enter a password of rw.
Click the OK button.

Windows Security x

Enter your credentials

These credentials will be used to connect to rds2.tmlab.loc.
9 labuser

tmlab\labuser

I:l Remember me

More choico

OK Cancel
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3. Close the ThinManager Admin Console if it is open.

4. Right-click the Windows Start button and select Computer Management.

Programs and Features
Power Options

Event Viewer

System

Device Manager
MNetwork Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop
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Expand the Services and Applications node and select the Services management console. Scroll down to find the
ThinServer service, right-click and select Properties.

& Computer Management - O x
File Action View Help

L I EREEYN 7 1o

& Computer Management (Local . Services Actions
v [} System Tools " N - Descript Stat Startup Ty Log On A: ~ | Services &
+ (D) Tosk Scheduler ThinServer ame escription atus artup Type og On As
> (@ Event Viewer &} Storage Tiers Management ~ Optimizes t... Manual Local Syste... More....
= Stop the senvice ey
> ) Shared Folders B S superfetch Maintains a.. Running  Automatic Local Syste... hingee -
o 3 Local Users and Groups| | 163 Sync Host_5514c This service .. Running  Automatic (D... Local Syste...
> (®) Performance 1€} Sync Host_bb63f This service .. Running  Automatic (D... Local Syste... More... ¥
& Device Manager Description: 163, System Event Notification S.. Monitorssy.. Running  Automatic Local Syste...
v {3 Storage ThinServer {6, System Events Broker Coordinates... Running  Automatic (T.. Lecal Syste..
> Y Windows Server Backug 163, Task Scheduler Enables aus.. Running Automatic Local Syste...
7 Disk Management {1, TCP/IP NtEIOS Helper Provides su.. Running  Manual (Trig.. Lecal Service
ervices and Applications & Telephony Provides Tel... Manusl

> W Internet Information Sel

&) Themes Provides u
£ Routing and Remote Ac 9 = s
& WMI Control

Running  Autornatic
Automatic

Tile Data model server Automatic

1€, Time Broker Stop ng  Msnual (Trig.. Local Service
E)Touch Keyboard and Han  p,,cc Menual (Trig... ~ Local Syste...
{5, TP AutoConnect Service Manusl Local Syste...
) Resume

&1, TP VC Gateway Service Manual Local Syste...
€ Update Orchestrator Sery| Rt Manual Local Syste...
{£},UPnP Device Host Al Tasks > Manual Local Service
1€ User Access Logging Serv ng  Automatic (D.. Local Syste...
{6 User Data Access_551dc Refresh Manual Local Syste..
1€, User Data Access_bb&3f Properties Manusal Local Syste...
&} User Data Storage_5514c Manual Local Syste...
€0, User Data Storage_bb&3f Help Manual Local Syste...
&} User Experience Virtualizatio... Provides su.. Disabled Local Syste...
€}, User Manager User Manag.. Running Automatic (T.. Local Syste.
&, User Profile Service This service .. Running  Automatic Local Syste...
&, Virtual Disk Provides m... Manual Local Syste...
& VMware Alias Manager and ... Alias Mana.. Running  Automatic Local Syste...
£ VMware CAF AMQP Comm... VMware Co... Meanual Local Systen. v

< > | Extended { Standard /

Opens the properties dizlog box for the current selection.

On the General tab, click the Startup type drop down list and select Disabled, then click the Stop button.
General LogOn  Recovery Dependencies

Service name:  ThinServer

Display name: ThinServer

Description: ThinServer

Path to exscutable:
"C:\Program Files {<86)\Rockwell Software ThinManager'thinserver exe"

Startup f)"DEo Automatic ™
Automatic (Delayed Start)
Automatic
Marual
Service state
Start Stop Pause Besume

You can specify the 5tart91&1er5 that apply when you start the service
from here.

Start parameters:

Cancel Boply
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7. Confirm it has stopped and click OK.
General LogOn  Recovery Dependencies

Service name: ThinServer

Display name: ThinServer

Description: !ThinServef

Path to executable:
"C:M\Program Files &86)\Rockwell SoftwareThinManagerthinserver exe”

Startup type: | Automatic et

Service status:  Stopped h
Stop Pause Besume

“fou can specify the start parameters that apply when you start the service
from here.

Start parameters: | |

F 0K J) Cancel || Aoy |

8. You have successfully disabled the Secondary ThinManager Server. The remaining lab sections can be completed
with a single ThinManager Server. Close out of the Computer Management console on RDS2.

9. Close the remote desktop session on rds2.tmlab.loc to return to RDS1. Click the OK button if presented with a
confirmation dialog box.

rds2.tmlab.loc

257 of 492



Turn On Windows Firewall on RDS1

1. With the VersaView5200 virtual thin client still powered on, right click the Windows Start Button on RDS1 and select
Control Panel.

Programs and Features
Power Options

Event Viewer

System

Device Manager

Network Connections
Disk Management
Computer Management
Comrnand Prompt

Command Prompt (Admin)

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

2. From the Control Panel, click the System and Security link.

[-] Control Panel = O X
4~ [Z » Control Panel » v O |Sr:arch Control Panel el
Adjust your computer’s settings View by: Category ¥

User Accounts

‘ System and Security
. e

) View event logs

sl Network and Internet
\ Connect to the Internet

®) Change account type

Appearance and Personalization

& @k 8

Change the theme
Wiew network status and tasks .
e Clock, Language, and Region
, [/ Hardware Add a language
*  View devices and printers LT Change input methods
Add a device Set the time and date

Change date, time, or number formats
~_. Programs

[.,] Uninstall a program
Get programs
) Tum Windows features on or off

Ease of Access
Let Windows suggest settings
Optimize visual display

®
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3. From the System and Security page of the Control Panel, click the Windows Firewall link.

&~ v ‘ » Control Panel » System and Security v O Search Control Panel »
Control Panel Home - .
? Security and Maintenance
Review your computer's status and resolve issues G Change User Account Control settings

» System and Security
Network and Internet

Troubleshoot common computer problems

Hardware

llow an app through Windows Firewall
Programs

System

View amount of RAM and processor speed Q Allow remote access | Launch remote assistance

User Accounts

Appearance and See the name of this computer
Personalization

Power Options

Change what the power buttons de | Change when the computer sleeps

Clock, Language, and Region
Ease of Access

ot Administrative Tools
Defragment and optimize your drives Q Create and format hard disk partitions

QView event logs $ Schedule tasks $ Generate a system health report

Flash Player (32-bit)

4. From the Windows Firewall page of the Control Panel, click the Use recommended settings button.

~ « A @@ » ContralPanel > System and Security > Windows Firewall v O Search Control Panel L

Help protect your PC with Windows Firewall

Control Panel Home
‘Windows Firewall can help prevent hackers or malicious software frem gaining access te your PC through the

Allow an app or feature Internet or a network,

through Windows Firewall

% Change notification settings Update your Firewall settings

% Tum Windows Firewall on or Windows Firewall is not using the recommended ‘ e e P ey |
off settings to protect your computer.

9 Restore defaults ‘What are the recommended settings?

Q Advanced settings
Troubleshoot my network l 0 Domain networks

Metworks at a workplace that are attached to a domain

Windows Firewall state: Off
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active domain netwaorks: E tmilab.loc
Motification state: Do not notify me when Windows Firewall blocks 2
new app
l g Private networks Not connected | |
See also l e Guest or public networks Not connected "‘\_fj|

Security and Maintenance

Network and Sharing Center
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5. The result should be the 3 domain profiles, Domain, Private and Public, should all be Turned On and Green.

S < 4 @ > Control Panel > System and Security » Windows Firewall v O Search Control Panel o

Help protect your PC with Windows Firewall

Control Panel Home

‘Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the
Allow an app or feature Internet or a network.
through Windows Firewall
© chonse e ] @ vomein networks Connected ()
®) Turm Windows Firewall on or
off Metworks at a workplace that are attached to a domain

) Restore defaults

Windows Firewall state: On
G Advanced settings . "
Incoming connections: Block all connections to apps that are not on the list
Troubleshoot my network of allowed apps
Active domain networks: Em tmilab.loc
Motification state: Do not notify me when Windows Firewall blocks a
new app

ﬁ l o Private networks Not connected ()
ﬁ l 9 Guest or public networks Not connected

See also
Security and Maintenance

Network and Sharing Center

6. If you return to ThinManager, and select the Terminals button bar icon, you should see the VersaView5200 terminal
icon is now Red, indicating that we have lost our Terminal Monitor Connection with our virtual thin client, since that
traffic is now being blocked by the Windows Firewall. The virtual thin client can still receive its content from its source
(RDS1) via TCP3389, which is opened by default on the Windows Firewall.

L e

Edit Manage Install
@ @ @Restore

r=™
&, Backup
Packages|| Restore Backup

Synchre
Packages Configurat

E@ Terminals
Wersafiewd 200

H

If you had a physical thin client and attempted to reboot it at this point, it would still be able to boot but not from
the ThinManager installed on RDS1, instead RDS2 would respond to the PXE request and boot the terminal.
Unfortunately, we are unable to demonstrate this in the Cloud as the DHCP request from the virtual thin client
does not make it to RDS2 due to networking restrictions.
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Configure Windows Firewall on RDS1

Now, let's configure the Windows Firewall on RDS1 to permit the required traffic to restore our communication between
ThinManager and the virtual thin client.

1. Return to the Windows Firewall page of the Control Panel on RDS1 and click the Advanced Settings link.

« « 4 @ > ControlPanel > System and Security > Windows Firewall v @] | Search Control Panel P

Help protect your PC with Windows Firewall

Control Panel Home

‘Windows Firewall can help prevent hackers or malicious software frem gaining access te your PC through the

Allow an app or feature Internet or a network,
through Windows Firewall
& Change notification settings l o Domain networks Connected ()
) Tum Windows Firewall on or
off Metworks at a workplace that are attached to a domain
Restore default:
© Restore defaults Windows Firewall state: On
o) Advanced settings
Incoming connections: Block all connections to apps that are not on the list
Troubleshoot my network of allowed apps
Active domain networks: ﬂ tmilab.loc
Notification state: Do not notify me when Windows Firewall blocks a
new app
l q Private networks Not connected ":‘_’:"|
l ° Guest or public networks Not connected ‘;‘_’,3‘|

See also
Security and Maintenance

Network and Sharing Center

2. From the Windows Firewall and Advanced Security window, right click the Inbound Rules tree item and select New
Rule..

File Action View Help

e« 2 = HE

Windows Firewall with Advanced Securi m
New Rule.., |

s , C

w Connection S Filter by Profile Y e

b %5 Monitoring Filter by State »ic

Filter by Group »C

Wiewy S

W

| Refresh v

| Export List... N

| Help ol

[rreede!

@~
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3. From the Rule Type panel of the New Inbound Rule Wizard, select the Port radio button, followed by the Next
button.

Rule Type
Select the type of firewall nule to create.

Steps:

@ Rie Type What type of ule would you like to create?
@ Protocol and Ports

@ Action ) Program
@ Profile Rule that controls connections for a program.
L ]

Name o @ Port

Rule that controls connections for a TCP or UDP port.

) Predefined:
| BranchCache - Content Retrieval (Uzez HTTF)

Rule that controls connections for a Windows experience.

) Custom
Custom rule.
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4. From the Protocol and Ports panel of the New Inbound Rule Wizard, select the TCP radio button and enter 2031 in

the Specified local ports field. Click the Next button.
i

Protocol and Ports

New Inbound Rule Wizard -

Specify the protocols and ports to which this rule applies.

Steps:
s Rule Type Does this rule apply to TCP or UDP?
» Protocol and Ports ® TCP
@ Action O upp
@ Profile
Name

Does this nule apply to all local ports or specific local ports?

) All local ports

@® Specific local porlse [2031
Example: 80, 443, 5000-5010

©

<Back |[Neds || Cancel

TCP Port 2031 is required by ThinManager for the Terminal Monitor Connection as well as for the delivery of
the Terminal Profile to the terminal when it is booting up.
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5.

From the Action panel of the New Inbound Rule Wizard, select the Allow the connection radio button and click the
Next button.

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

L
L
-
L
L

Rule Type
Pratocol and Ports
Action

Profile:

Name

What action should be taken when a connection matches the specified conditions?

@ Allow the connection
This includes connections that are protected with |Psec as well as those are not.

) Allow the connection if it is secure
Thiz includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

Customize...

() Block the connection
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6. From the Profile panel of the New Inbound Rule Wizard, check the Domain checkbox and un-check the Private and
Public checkboxes. Click the Next button.

Profile
Specify the profiles for which this rule applies.

Steps:
Rule Type When does this rule apply?

Protocol and Ports

-
L
& Action o ] Domain
& Profile Applies when a computer is connected to its corporate domain.
L

Name [[] Private
Applies when a computer is connected to a private network location, such as a home
orwork place.

[] Public
Applies when a computer is connected to a public network location.
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7. From the Name panel of the New Inbound Rule Wizard, enter TCP2031 as the Name and ThinManager as the
Description. Click the Finish button.

Name
Specify the name and description of this ule.

Steps:
Rule Type
Protocol and Ports

Profile:

-
L
@ Action
&
L

Name
Diescription (optional):
ThinManager
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8.

If you return to ThinManager, you should see the Terminal Monitor Connection is restored for VersaView5200 since
its icon has returned to Green. Terminal shadowing should be restored as well.

S Edit l Manage ] Install Tools View Remote View Help

@ & Restore Biometric Database @ &2 DNs Configuration ’% § Z '
a Configure Default Terminal | & LiLLL

@ Backup Biometric Database
Packages| Restore Backup : PXE ThinManager Manage Synchronize Settings | Manat¢
g Synchronize Server Serverlist @ Language Accounts Passwords Resolv

Configuration Manage Active Directory

Packages

Terminals

= B Terminals
- [ VersaliewS5200

ZenPad

Rockwvell
Aufomation

Terminal shadowing actually uses TCP5900 for communication. This outbound port on RDS1 was already
enabled, but the Terminal Monitor Connection is first required before being able to establish a shadow.
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9. Switch to the virtual thin client so we can restart it and watch the boot process. Click the Player drop down, followed
by the Power menu item then the Restart Guest item. Click the Yes button to the confirmation dialog box.

I@E To— WMware Workstation 12 Player (Non-commercial use only)

Player ¥ v oo I h

File * k Wiew SE Client
Power » Power On
=) Removable Devices ¥ Shut Down Guest
lﬁl Send Ctrl+Alt+Del Suspend Guest
A, Manage > oRestart Guest
T Full Screen Ctrl+ Alt+Enter
B unity
Help »
Exit

10. After a few seconds of attempting to acquire a DHCP address, the PXE boot process will timeout. Recall we
configured ThinManager to use a Standard DHCP Server. Since VMWare Player is configured for NAT, it will issue
the IP address. The error indicates that it probably received the IP address, but that is only 1 part of the PXE boot
process — the virtual thin client also needs the boot server IP address(es) and the boot filename, which is supposed to
be supplied by ThinManager in our current configuration. We will need to address this requirement in the Windows

firewall.
l?ﬂ Thin02 - VMware Workstation 12 Player (Non-cormmercial use only) — O *
Player v o I 5h %

etwork boot from AMD AM79C978A
opyright (C) 2883-2814 UMware, Inc.
opyright (C) 1997-2888 Intel Corporation

O _O00D - 2 - GUID: 564DBD4B-E2B5-5594-878A-9EGC1847D0CYI

PXE-E53: Mo boot filename received

Operating System not found

268 of 492



11. While we have addressed the Terminal Monitor Connection issue, the virtual thin client will still be unable to boot
from RDS1 with the current Firewall configuration. To address this, return to the Windows Firewall and Advanced
Security window, right click the Inbound Rules tree item and select New Rule..

File Action View Help

«s 2@ =08

Windowﬂewall with &dvanced Securi m
Inbound Rul ==
Qutbound Ry a New Rule... I c

¥ ConnectionS  Filter by Profile Y e

> % Monitoring | Filter by State »ic
Filter by Group rC

Wiew » IV

W

| Refresh W

| Export List... N

Help el

e el

P~ PN

12. From the Protocol and Ports panel of the New Inbound Rule Wizard, select the UDP radio button and enter 67 in
the Specified local ports field. Click the Next button.

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports ) ICP

@ Action o (® UDP

@ Profile

@ Name

Dioes this rule apply to all local ports or specific local ports?

(O All local ports

(® Specific local pnrlse |G?
Example: 80, 443, 5000-5010

<Back |f Net> 1| Cancel
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13. From the Action panel of the New Inbound Rule Wizard, select the Allow the connection radio button and click the
Next button.

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

L
L
-
L
L

Rule Type
Pratocol and Ports
Action

Profile:

Name

What action should be taken when a connection matches the specified conditions?

@ Allow the connection
This includes connections that are protected with |Psec as well as those are not.

) Allow the connection if it is secure
Thiz includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

Customize...

() Block the connection
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14. From the Profile panel of the New Inbound Rule Wizard, check the Domain checkbox and un-check the Private and
Public checkboxes. Click the Next button.

Profile
Specify the profiles for which this rule applies.

Steps:
Rule Type When does this rule apply?

Protocol and Ports

-
L
& Action o ] Domain
& Profile Applies when a computer is connected to its corporate domain.
L

Name [[] Private
Applies when a computer is connected to a private network location, such as a home
orwork place.

[] Public
Applies when a computer is connected to a public network location.
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15. From the Name panel of the New Inbound Rule Wizard, enter UDP67 as the Name and ThinManager as the
Description. Click the Finish button. Leave the Windows Firewall with Advanced Security window open.

& New Inbound Rule Wizard b

Name

Specify the name and description of this rule.

Steps:
Rule Type
Protocol and Ports
Action
Profile L=
[uDPs7
Name
Description (optional):

9 ThinManager

3,

< Back Cancel

16. Let's see the result of this firewall change. Return to the virtual thin client, click the Player drop dropdown, followed by
the Power menu item then the Restart Guest item. Click the Yes button on the confirmation dialog box.

I'L_"ga il WMware Workstation 12 Player (Non-commercial use only)

Player ¥ A== |
| File
b Power Power On
It Removable Devices Shut Down Guest

Send Ctrl+Alt+Del Suspend Guest
Manage Restart Guest

Q
T Full Screen Ctrl+Alt+Enter
T Unity
Help

Exit
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17. This time, the virtual thin client receives an IP address, but now it appears to timeout during the TFTP stage of the boot
process. Once again, this is due to our firewall blocking this traffic.

IEH Thin02 - VMware Workstation 12 Player (Mon-commercial use only) — O x
Player~ | Il » B H «

etwork boot from AMD AM79CA78A
opyright (C) 2883-2814 UMware, Inc.
opyright (C) 1997-2888 Intel Corporation

LIENT MAC ADDR: @8 58 56 28 27 31 GUID: 564DBD4B-E2B5-5594-878A-9EGC1847DDCY
: 192.168.178.132 MASK: 255.255.255.8
192.168.178.254 PROXY IP: 192.168.178.1

PXE-E32: TFTPF open tiMeout

Your IP addresses will most likely be different. The 192.168.x.y subnet is being issued by VMWare Player
since the virtual thin client is configured for NAT.

18. To address this, return to the Windows Firewall and Advanced Security window, right click the Inbound Rules tree
item and select New Rule..
&
File Action View Help
,\; E{ = m

\ P ‘indows Firewall with Advanced Securi
| 3 Inbound Rule: -

‘ &5 Outbound RL@ ,NeW,R"'IE"' c
A 1

#a Connection § Filter by Profile > \c
. o

b 55 Monitoring Filter by State » ic

Filter by Group »C

Wiewy y IV

i

Refresh W

Export List... 1Y

Help let

v cudel

@~ o
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19. From the Rule Type panel of the New Inbound Rule Wizard, select the Port radio button, followed by the Next
button.

Rule Type
Select the type of firewall nule to create.

Steps:

@ Rie Type What type of ule would you like to create?
@ Protocol and Ports

@ Action ) Program
@ Profile Rule that controls connections for a program.
L ]

Name o @ Port

Rule that controls connections for a TCP or UDP port.

) Predefined:
| BranchCache - Content Retrieval (Uzez HTTF)

Rule that controls connections for a Windows experience.

) Custom
Custom rule.
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20. From the Protocol and Ports panel of the New Inbound Rule Wizard, select the UDP radio button and enter 69 in
the Specified local ports field. Click the Next button.

Protocol and Ports
Specify the protocols and ports to which this nule applies.

Steps:

@ Ruls Type Dioes this rule apply to TCP or UDP?
& Protocol and Ports O TCP

@ Action ® UDP

@ Profile

@ Name

Does this rule apply to all local ports or specific local ports?

) All lecal ports

® Specific local pndsolﬁﬁ
Example: 80, 443, 5000-5010

<Back | f Nexdt> 1 Cancel

UDP Port 69 is required by ThinManager to transfer the firmware to ThinManager Compatible terminals
(PXE), like the virtual thin client(s) in this Cloud lab. This transfer is accomplished using Trivial File
Transfer Protocol (TFTP). ThinManager Readey terminals, which have the ThinManager BIOS
extension image embedded in them by the vendor, also use TFTP but requires a different port. Namely,
UDP 69 for TFTP of the firmware.
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21.

From the Action panel of the New Inbound Rule Wizard, select the Allow the connection radio button and click the
Next button.

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

L
L
-
L
L

Rule Type
Pratocol and Ports
Action

Profile:

Name

What action should be taken when a connection matches the specified conditions?

@ Allow the connection
This includes connections that are protected with |Psec as well as those are not.

) Allow the connection if it is secure
Thiz includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

Customize...

() Block the connection
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22. From the Profile panel of the New Inbound Rule Wizard, check the Domain checkbox and un-check the Private and
Public checkboxes. Click the Next button.

Profile
Specify the profiles for which this rule applies.

Steps:
Rule Type When does this rule apply?

Protocol and Ports

-
L
& Action o ] Domain
& Profile Applies when a computer is connected to its corporate domain.
L

Name [[] Private
Applies when a computer is connected to a private network location, such as a home
orwork place.

[] Public
Applies when a computer is connected to a public network location.
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23. From the Name panel of the New Inbound Rule Wizard, enter UDP69 as the Name and ThinManager as the
Description. Click the Finish button.

&' New Inbound Rule Wizard b

Name

Specify the name and description of this rule.

Steps:
Rule Type
Protocol and Ports

Action

Profile Hemes
[uDPss
MName
Description (optional):

o ThinManager

< Back Cancel

24. Close the Windows Firewall with Advanced Security window and the Control Panel.

25. Once again return to the virtual thin client, click the Player drop down, followed by the Power menu item then the
Restart Guest item.
I'L_"ga To WMware Workstation 12 Player (Non-commercial use only)

Blayer = - \il ﬂzﬂ l,:ﬂ
| File

b Power Power On
1

I L2 Removable Devices Shut Down Guest
I &u Send Ctrl+Alt+Del Suspend Guest
! A, Manage Restart Guest
! 0, Full Screen Ctrl+Alt+Enter
I' O unity
Help
Exit
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26. This time, the virtual thin client should complete the boot process.

Player v | Il v o I [T

Rockuell Automation
ThinManager Network Boot Loader uv2.5

Status ! Loading Firmware from ThinManager Server 192.168.178.1

Terminal IP Information

IP Method

Terminal IP 192.168.178.132

ThinManager Server 192.168.178.1
192.168.178.2

Subnet Mask 255.255.255.8

MAC Address BA:5H:56:28:27:31

I
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In addition to the communication ports mentioned in the above steps, TCP3389 is essential for the Remote
Desktop Protocol traffic between the RDS Servers and the client devices. This port was pre-configured in
the Firewall Rules when the Remote Desktop Services role was added in Section 1. Sometimes it is
desired to change the default RDP port. This can be accomplished on the RDS Server side by modifying a
registry entry at:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\TerminalServer\WinStations\RDP-
Tcp\PortNumber

...and then on the Client side by adding the RDP Port Module to the ThinManager Terminal Profile.
ThinManager Modules will be covered in Section 12.

Also keep in mind that you may have hardware-based firewalls to consider and configure accordingly.

One final word on Firewalls, ThinManager 9.0 introduced a Firewall Compatible TFTP option. Why is this
important? As just mentioned, both ThinManager Ready and ThinManager Compatible Terminals use
TFTP (Trivial File Transfer Protocol) to transfer the ThinManager firmware to thin/zero clients. The TFTP
conversation starts at the client side on a specific port (UDP4900 for ThinManager Ready terminals, UDP69
for ThinManager Compatible terminals). By default, the ThinManager Server will respond on a random
port per the TFTP specification. The random nature of this response can make firewall configuration
(hardware and/or software) challenging. Most managed firewalls can be configured for TFTP and
intelligently handle the opening and closing of random ports. If not, then a fairly broad range of ports must be
opened, which is generally not desirable. By enabling the Firewall Compatible TFTP option, ThinManager
will respond on the same port initiated by the client (UDP4900 for ThinManager Ready terminals, UDP69 for
ThinManager Compatible terminals), making firewall configuration much simpler. This option is available
from the ThinManager Server Configuration Wizard which is accessible by double clicking the
ThinManager Server of interest from the ThinManager Servers tree.

@Checkpoint Question: https://thinmanager.com/cloudlabs/section11/

This completes the section ThinManager Redundancy and Firewall Configuration. Please continue on to learn more about
Modules.
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Section 12: Modules

Overview

The concept of modules was introduced earlier in the lab. Firmware Packages were introduced as part of the product as a way
to package the firmware and its associated modules in a single unit. A module is essentially like a driver that provides
additional capability to the Terminal. There are modules for touchscreen controllers, badge readers and redundant Ethernet,
just to name a few. Modules will be explored in more detail in this section by experimenting with some of the ones that can be
demonstrated in a Cloud environment. Unfortunately, the more common Modules like the USB Touch Screen Driver, Redundant
Ethernet Module are not demonstrable in this format.

In this section, you will be performing the following tasks:
1. Key Block Module
2. Locate Pointer Module

3. MultiSession Screen Saver Module
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Key Block Module
Let's explore some of the more commonly used ThinManager Modules.
1. From the virtual thin client hit the CTRL-ALT-DEL icon in the toolbar to send that key sequence to the virtual thin client.

Player » | 1l ~

a Cc?(mcﬂZBO - FactoryTalk
Rockwel

Autfomatio:

2. Notice this results in the ability to Lock, Sign out, Change a password or even access Task Manager! Click the
Task Manager link.
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3. From the Task Manager window, click the More details button at the bottom left, then select the File menu item,
followed by the Run new task item.

Wiews

Run new task @ ers I Details ] Services ]

Exat

Mame | Status

Apps (2)
I B Display client Runtime Framew...
I g5 Task Manager

Background processes (54)

I [ Adobe Acrobat Update Service
EA AlmProxyCli Module (32 bit)
[87] AOQA Server (32 bit)
&) CodeMeter Runtime Server
[ COM Surrogate
7 Command Client Server (32 bit)
= CommandErrerLogSry Module (..
h Commons Daemon Service Run...
[=77 Data Acquisition RT Server

[87] Datalog Read Client Module (32...

@ Fewrer details End task
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4.

5.

6.

10.
1.
12.
13.
14.
15.

At this point, we have effectively defeated the intent of using Application Link (eliminating access to other elements
within the Windows Desktop) in ThinManager, as the user could launch any application they wish — on the Remote
Desktop Server no less! Click the Cancel button and close Task Manager on the virtual thin client.

.'] Al Type the narme of a prograrn, folder, docurnent, or Internet
= resource, and Windows will open it for you.

Oper: || “'l

This problem is easily rectified using the Key Block Module in ThinManager. Double click the VersaView5200
terminal.

[ = I

Edit Manage Insta

Interactive Send Keys ~
Scaled to Window Zoom In
;% GO Full 5creen Zoom Qut

Shadow

Click the Next button on the Terminal Name page of the wizard.

Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.
Click the Next button on the Display Client Selection page of the wizard.
Click the Next button on the Terminal Interface Options page of the wizard.
Click the Next button on the Hotkey Configuration page of the wizard.

Click the Next button on the Log In Information page of the wizard.

Click the Next button on the Video Resolution page of the wizard.

284 of 492



16. Click the Add... button on the Module Selection page of the wizard.

Module Selection @
Select the modules that load on this terminal at boot up. ’ ‘
Installed Madules
Module

ROP Experence Module
RF ldeas pcProx USE Module

Move Up | Move Down |

Add... I Fiemaove | Configure. .. |

cBack | MNew> | Fnsh | Cancel | Hep |

17. Scroll down and select the Key Block Module. Click the OK button.
Attach Module to Terminal -

Maodule Type IAII Modules LI
Show Advanced Modules [

el3alax Touch Screen Driver
Elographics Touch Screen Driver
Firmware | pdate Module

Gunze AHL Touch Screen Driver |E|

~

K.eyboard Configuration Module
Local Printer Module
Locate Pointer Moduls

MicroTouch Touch ScreenBiever
Monitar Configuration Mo v

You may notice the Key Block Single Key Module and the Keyboard Configuration Module as well. The
Key Block Single Key Module allows you to block specific keys, like CTRL-B, or any other combination, like
ALT-S. The Keyboard Configuration Module provides the ability to set the initial state of the Num Lock,
Caps Lock, etc., Repeat Delay and Rate as well as Keyboard Layout options.
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18. Double click the Key Block Module item in the Installed Modules list to configure it.

Module Selection
Select the modules that load on this terminal at boot up.

Installed Modules

Module
RDP Experience Module
E Module

Key Block Module

19. Notice the default Block settings. Accept the defaults and click the Done button.

Elack Chil |NU

Block Cel+lt+Diel |YES

Block Ci+lt+Emter |YEs

Block Cir+E o IYES

Block. Al IND

Block Alt+F4 I [ln]

Block Alt+F I MO

Block Alt+T ab | MO

Block Alt+Space IND

t m

Block ‘wWindows key IYES

Ll Ll L L Lo Lol Lo L Lo e

Dlmmle bdmana s Vs loim

Set to Default |
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20. Click the Finish button.

Module Selection
Select the modules that load on this terminal at boot up.

Installed Modules

Module
RDP Experience Module
RF Ideas pcProx USE Module
Key Block Module

21. Right click the VersaView5200 terminal and select the Restart Terminal item. Click the Yes button to confirm.
22. Return to the virtual thin client and click the CTRL-ALT-DEL icon from the toolbar again to verify it is now blocked.

Player > | 11 f =

L CookieQemo1280 - FactoryTalk
Y Rockwwel

Aufomatio:n
== |
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Locate Pointer Module
The Locate Pointer Module is very useful on high resolution screens and/or with MultiMonitor deployments.

1. Double click the VersaView5200 terminal.

(2
Edit Manage Insta
Interactive Send Keys ~

Scaled to Window Zoom In

Go Full Screen Zoom Cut
Shadow
P
T, H |
= = TEnPad

Click the Next button on the Terminal Name page of the wizard.

Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.
Click the Next button on the Display Client Selection page of the wizard.
Click the Next button on the Terminal Interface Options page of the wizard.

Click the Next button on the Hotkey Configuration page of the wizard.

© ®° N o g Bk ow D

Click the Next button on the Log In Information page of the wizard.

—
e

Click the Next button on the Video Resolution page of the wizard.
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11. Click the Add... button on the Module Selection page of the wizard.

Select the modules that load on this taminal at boot up.

Module Selection ﬂ

Installed Medules

Module
ROP Experience Module
RF ldeas pcProx USE Module
Key Block Module

Move Up | Move Dawn |

Add... I Fiemaove | Configure... |

<Back | Ned> | Fsh | Cancel | Hep |

12. Scroll down and select the Locate Pointer Module. Click the OK button.

Module Type IAII Modules ;I
Show Advanced Modules [~

Gunze AHL Touch Screen Driver -
Hampshire TSHARC Touch Screen Driver

Infra-T Touch Screen Driver

Key Block Module

Key Block Single Key Module

Keyboard Configuration Module

Local Printer Module

ointer Module 1
MicraTouch Touch ScrecheNiver
Monitor Configuration Module
Mouse Configuration Madule

MultiSession Screen Saver Module
MultiStation Configuratio le v

OK I Cancel
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13. Back at the Module Selection page of the wizard, double click the Locate Pointer Module.

Select the modules that load on this taminal at boot up.

Module Selection ﬂ

Installed Medules

Module
ROP Experience Module
RF ldeas pcProx USE Module

Locate Pointer Module

Move Up | Move Down |

Add... Remove | Corfigure... |

< Back Next > Fsh | Cancel | Hep |

14. From the Module Properties page of the wizard, match the settings in the screen shot below and click the Done

button.
ModdeProperies X
Locate Pointer Hotkey IFE LI
Locate Pointer Hotkey Modifier INONE ;I
Home Pointer Hotkey IFG ;I
Home Pointer Hotkey Modifier INONE j
Locator Inactivity Time (seconds! I 5
Home Pointer Inactivity Time {se: I 10
Locator Display Time (seconds) |3

Set to Default | o
Done I Cancel
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15. From the Module Selection page of the wizard, click the Finish button.

Module Selection @
Select the modules that load on this terminal at boat up. ’ - ‘
Installed Medules
Module

ROP Experience Module

RF ldeas pcProx USE Module
Key Block Module

Locate Pointer Madule

Move Up | Move Down |

Add... Remove | Corfigure... |

Cancel | Hep |

16. Right click the VersaView5200 terminal and select the Restart Terminal item. Click the Yes button to confirm.

17. Return to the virtual thin client, click in an open area of the screen to ensure the focus is there, then hit the F5 key on
your keyboard. You should see a large crosshair indicating the location of your pointer. If you quickly hit the F6 key,
the pointer locator will move to the center of the screen.

Playerv| il - r_% g1 i&
L) CookieDermo1280 - FactoryTalk View

Rockwvell
Aufomation

Overview R
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MultiSession Screen Saver Module

If you recall from Section 7 , MultiSession is the term used to define when we deliver more than one Display Client to a
Terminal. We used Tiling Mode and Virtual Screens to demonstrate the Visualization options for MultiSession. The
MultiSession Screen Saver Module operates like a Screen Saver in that it can be configured to be triggered after a specific
amount of inactivity at the terminal. It can be set to cycle through the MultiSession Display Clients on a configurable interval,
or it can be set to return to the main MultiSession Display Client.

1. Double click the VersaView5200 terminal.

(58]
Edit Manage Insta
Interactive Send Keys -

Scaled to Window Zoom In
Gao Full Screen Zoom Cut

Shadow

= ZErrad

Click the Next button on the Terminal Name page of the wizard.
Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

o &~ . n

Click the Next button on the Terminal Mode Selection page of the wizard.
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From the Display Client Selection page of the wizard, make sure you have the FTV_CookieDemo, FTV_InstantFizz,
FTV_SuperJuice and IPC_Video Display Clients added to the Selected Display Clients listoox. Click the Next
button.

Dizplay Client Selection
=

Select the Display Clients to use on this terminal

Awvailable Display Clients Selected Display Clients

{38 EXC_OEECalc «o

5 FTV_CookieDemo

EBIFTV_CookicDemo
5 FTV_InstantFizz

5 FTV_Instart Fizz _-EFI'V_SuperJuice ﬂ
0 FTV_Studio gl IFC_Video
[—]E Camera

EJ---Q Teminal Shadow
------ Waorkstation

E"E VNG
{ /g FTV Superluice v

Edit Digplay Clients | Cwemide |

< Back Next > Fsh | Cancel | Hep |

Click the Next button on the Terminal Interface Options page of the wizard.
Click the Next button on the Hotkey Configuration page of the wizard.
Click the Next button on the Log In Information page of the wizard.

. Click the Next button on the Video Resolution page of the wizard.
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1.

12.

Let’'s remove the Locate Pointer Module by selecting it and then clicking the Remove button.

Module Selection @
Select the modules that load on this taminal at boot up. ’ . ‘
Installed Medules
Module
ROP Experience Module
RF ldeas pcProx USE Module
Key Block Module
cate Painter Moduls
Move Up | Move Down |
Add... | Remove | Corfigure... |
< Back Mext > Fsh | Cancel | Hep |

Click the Add... button on the Module Selection page of the wizard.

Module Selection E
Select the modules that load on this temminal at boot up. ’ - ‘
Installed Modules
Madule
RDP Experience Module
RF ldeas pcProx USE Module
Key Block Module
Move Up | b ove Do |
Add... I Femaove | Canfigure... |
<Back | Ned> | Finish Cancel | Hep |
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13. From the Attach Module to Terminal window, select the MultiSession Screen Saver Module and click the OK
button.

Module Type All Modules ;I

Show ddvanced Modules [~

K.eyboard Configuration Module ~
Local Printer Module

Locate Pointer Module

MicraTouch Touch Screen Driver

anitar Canfiguration Module

touze Configuration Maodule

I Module

MuliStation Configuration Module

On-Screen Keyboard Configuration Module

Parlit TauchSet Taouch Screen Driver

Pentdount Touch Screen Driver

RODP Experience Module

ROP Port Module v

Cancel |

14. Double click the MultiSession Screen Saver Module from the Installed Modules list.

Module Selection E
Select the modules that load on this terminal at boot up. ’ : ‘
Installed Modules
Maodule

RDP Experence Module

RF ldeas pcProx USE Module
Key Block Module

USB Touch Screen Driver

Move Up | Move Down |

Add... Remave | Configure... |

<Back Next > Finish Cancel | Hep |
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15. Keep the Mode set to Cycle, enter 30 in the Start Delay Time in secs field, enter 10 in the Switch Interval in secs
(Cycle) field, and click the Done button.

Mode I Cycle

Start Delay Time in secs |3EI

Switch Interval in secs [Cycl |1 i}

Set to Default |

Cancel |

16. Click the Finish button.

Module Selection E
Select the modules that load on this taminal at boot up. } . ‘
Installed Modules
Module

ROP Experience Module
RF ldeas pcProx USE Module
Key Block Module

MultiSession Screen Saver Moduls

Move Up | Move Dawn |

Add... Fiemaove | Configure... |

<Back | Ned> | Cancel | Hep |
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17. Right click the VersaView5200 terminal and select the Restart Terminal item. Click the Yes button to confirm.

18. Once VersaView5200 reboots, do not interact with the virtual thin client for approximately 30 seconds. The
MultiSession Screen Saver Module should trigger and begin cycling through the Display Clients every 10 seconds.

Another commonly used module is the Custom Video Mode Module. If you have connected a display to
your ThinManager-managed terminal and it appears to boot properly, but the end result is a blank screen
that can still be shadowed from the Admin Console, try applying the Custom Video Mode Module with
default settings to your terminal’s configuration, and reboot your terminal. This module will change the default
video timings used by the ThinManager firmware.

@Checkpoint Question: https://thinmanager.com/cloudlabs/section12/

This completes the Modules section. Please continue on to the Terminal Groups, Overrides, Schedules and Mouse Button
Mapping section or jump to any of the remaining sections.
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Section 13: Terminal Groups, Overrides, Schedules and Mouse Button Mapping

Overview

This section is a bit of a catch-all for some under-utilized, but very effective and powerful features of ThinManager.

In this section, you will be performing the following tasks:

1. Terminal Groups

2. Overrides

3. Schedules

4. Mouse Button Mapping

5. Remove Override and Mouse Button Mapping
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Terminal Groups

Terminal Groups provide 2 key capabilities: (1) terminal organization and (2) settings inheritance. With terminal organization,
you can create Terminal Groups much like folders in Windows Explorer, and then add Terminals to the Terminal Group. The
other key benefit of Terminal Groups is that you can assign Terminal settings at the Terminal Group level and choose to make
these settings a Group Setting. By doing so, each Terminal member of the Terminal Group would receive that setting as
defined in the Terminal Group. In both cases, nested Terminal Groups are support as well.

1. Click the Terminals tree selector icon.

2.

Edit Manage Install Tools View

[ ?__I] @ %;d & Restore Biometric Database
£, Backup Biometric Database

Packages|| Restore Backup

Synchronize
Packages Configuration
Terminals sur
&) 2 T
: Add Terminal
Q VersaViev !
- M ZenPad e Add Group ital

Restart Terminals
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3. From the Terminal Group Name of the Terminal Configuration Wizard, enter Mixer as the Group Name. Click the
Finish button.

Terminal Group Name
Erter the name for the terminal group

(Group Name
IMiner
This must be a unique name using letters, numbers, hyphens (-).

and underscores {_) only.
Description |

— Teminal Group

Change Group |

Pemissions

4. Double click the VersaView5200 terminal.

\_ Edit Manage Install Toc
= = @ Restore Biomet
| @

@ Backup Biomet

Packages|| Restore Backup )
= Synchronize

Packages Configuration

Terminals

Elg Terminals
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5. From the Terminal Name page of the Terminal Configuration Wizard, click the Change Group button.

Terminal Name m
Enter the name for this teminal, select the terminal group to which this temminal belongs, or ’ ‘
choose to copy the configuration from another teminal. N

r— Terminal Name

VersaView5200 Description |

This must be a unigue name using letters, numbers, hyphens (), and
underscores () only.

— Terminal Group
I Change Group I

— Copy Settings

[ Copy Settings from anather Temminal Copy From |

Pemissions |

cpack | Neas> | Fsh | Cancel | Hep |

6. From the Select Terminal Group window, select Mixer and click the OK button.

Iﬁminals
Cancel |
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7.
8.

10.

Click the Finish button.

Let’s say we would like all of the Terminals added to the Mixer Terminal Group to have the Key Block Module.
Instead of assigning it to each individual Terminal Profile, we will add it to the Terminal Group. Double click the
Mixer Terminal Group.
Mo .
- Edit | Manage | Install T
@ @ 'ERestore Biome

%\Backup EBiome

Packages|| Restore Backup

Synchronize

Packages Configuration
= E Termina
[l W

: Versaliew5200
Q ZenPad

Click the Next button from the Terminal Group Name of the Terminal Configuration Wizard.

From the Terminal Group Options page of the wizard, notice the Group Setting checkboxes. Checking any of those
checkboxes will result in that setting or group of settings to be inherited by the Terminal members of the Terminal
Group. Do not check any of them — just click the Next button.

(=] Terminal Configuration Wizard -
Temminal Group Options @
Select the optione for teminals in thiz group. ’ - ‘

Group Setting [

— Teminal Options
V¥ Allow replacemert at terminal f off line
I Put Teminal in Admin Mode at Startup
™ Enforce Boot Priority

# Group Setting [
r Teminal Schedule
™ Set Schedule Schedule |

— Teminal Effects

¥ Enable Teminal Effects

¥ Show temminal status messages

* Group Setting [~
— Shadowing 20 £

Allow terminal to be shadowed YES hd
W Allow Interactive Shadow

< Back Finish Cancel Help
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1.
12.
13.
14.
15.
16.
17.
18.

Click the Next button on the Terminal Mode Selection page of the wizard.
Click the Next button from the Terminal Mode Selection page of the wizard.
Click the Next button on the Display Client Selection page of the wizard.
Click the Next button on the Terminal Interface Options page of the wizard.

Click the Next button on the Hotkey Configuration page of the wizard.

Click the Next button on the Log In Information page of the wizard.

Click the Next button on the Group Video Resolution page of the wizard.

Click the Next button on the WinTMC page of the wizard.

WinTMC is an application that can be installed on a Windows OS (like Windows 7/Vista/8/10) that
essentially emulates a ThinManager Client. You would create a Terminal Profile for a WinTMC client in

much the same way that you would for an actual thin/zero client.

19.
20.

Click the Next button from the Mobile Device Group Options page of the wizard.

Click the Add... button from the Module Selection for this Group page of the wizard.

Fat Terminal Configuration Wizard -
Module Selection for this Group "y
Select the modules that load on Teminals in this group at boot up. » = ‘

Installed Modules

Module Packages

I

< Back | Mexd > | Finish | Cancel | Help |
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21.

Scroll down and select the Key Block Module. Click the OK button.

Module Type Al Modules ;I
Show Advanced Modules [

elGalas Touch Screen Driver ~
Elographicz Touch Screen Diiver

Firmware | pdate Module

Gunze AHL Touch Screen Driver

Hampzhire TSHARC Touch Screen Driver |E|

Infra-T Touch Scres
3 |

K.eyboard Configuration Module
Local Printer Module
Locate Pointer Module

MicroTouch Touch ScreenBiver
Monitar Canfiguration Mo

Cancel

22. Click the Finish button.

Module Selection for this Group E
Select the modules that load on Terminals in this group at boot up. ’.‘
Installed Modules
Meodule | Packages |
Key Block Module 58182

Move Up | Move Down |

Add... Remave | Configure... |
<Back | Nex> |I Fnsh || Cancel | Hep |

23. Double click on the VersaView5200 terminal.

Y,

=<
S Edit Manage Install Too
- @Restore Biometr
R

@ Backup Biometri

Packages || Restore Backup
% Synchronize

Fackages ‘Configuration

EIE! Terminals

24. Click the Next button on the Terminal Name page of the wizard.

25. Click the Next button on the Terminal Hardware page of the wizard.
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26.
27.
28.
29.
30.
31.
32.
33.

Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.
Click the Next button on the Display Client Selection page of the wizard.
Click the Next button on the Terminal Interface Options page of the wizard.
Click the Next button on the Hotkey Configuration page of the wizard.

Click the Next button on the Log In Information page of the wizard.

Click the Next button on the Video Resolution page of the wizard.

From the Module Selection page of the wizard, notice the group-inherited Key Block Module (indicated with the
Group icon). Select the other Key Block Module listed. This is the one added in Modules lab section to this specific

Terminal Profile. Click the Remove button.

Module Selection 0
Select the modules that load on this temminal at boot up. ’ ~ ‘
Installed Modules
Maodule
[l Key Block Module
RDP Experience Module
RF ldeas pcProx USE Module
o Key Block Module
MultiSession Screen Saver Module
Move Up | Move Down |
Add... | Remove | Configure... |
< Back Mt > Finish Cancel | Hep |
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34. While still on the Module Selection page of the wizard, remove the MultiSession Screen Saver Module followed by
the Finish button.

Module Selection ﬂ

Select the modules that load on this temminal at boot up.
Y

Installed Modules

Maduls

[ Key Block Module
ROP Experience Module
RF ldeas pcProx USE Module

o MultiSession Screen Saver Module

Move Up | Move Down |

Add... | Remove | Corfigure... |

< Back Next > Fsh | Cancel | Hep |

35. Right click the VersaView5200 terminal and select the Restart Terminal item. Click the Yes button to confirm.

36. Confirm that CTRL-ALT-DEL is still blocked, and therefore proving that the Key Block Module is successfully
inherited from the Mixer Terminal Group.

Player | 11

Qa Cooﬁ:mcﬂ 280 - FactoryTalk
Rockwvel

Aufomatio:n
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Overrides

The Override feature allows you to change the default behavior of a Display Client when applied to a Terminal. For instance,
maybe you need a particular Display Client to launch as a different user than what is assigned to the Terminal Profile. This
can be accomplished using the Override feature.

1. Double click the VersaView5200 terminal.
S Edit Manage Install To
@ @ @ Restore Biome
., Backup Bi 1
Packages || Restore Backup @ B
= Synchronize

Fackages Configuration

Eg Terminals

Click the Next button on the Terminal Name page of the wizard.
Click the Next button on the Terminal Hardware page of the wizard.
Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.

2R T

Select the FTV_CookieDemo Display Client from the Selected Display Clients list and click the Override button.

Digplay Client Selection
=

Select the Dieplay Clients to uze on this temminal
)

Awailable Display Clierts Selected Display Clients
5 B Pt i S (1 (frcoooer-
a Camera ? FTV_InstantFizz
Q Teminal Shadow ﬁ FTV_Superluice A|
------ Workstation }l alF‘C_Video
E-A@ VNC

i Virtual Screen ﬂ ﬂ

Edit Digplay Clients | COwveride |

= Back Next > Finish Cancel Help
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7. From the Override Settings window, check the Override checkbox on the Windows Login Settings frame, enter
labuser@tmlab.loc as the Username, enter rw as the Password. Click the Verify User button to confirm the
credentials entered. Click the OK button twice.

—Dizplay Mame
Display Name I Override Q
—Windows Login Settings
Override v
MEzers Ilabuser@tﬂlab.lcc Search |
Password I = Password Opﬁonsl
Override r
Domain I
—AppLink Command Line
Command Line Options Override |
—Video Settings
Override r
Resolution Color Depth
240320 =l [2s6 colors é
OK | Cancel |

In addition to user credentials, the Domain can be overridden, along with the AppLink Command Line and
Video Settings.

8. Notice the Display Client icon has changed for FTV_CookieDemo, indicating that an Override has been applied to it
for this Terminal. Click the Finish button.

Display Client Selection p

Select the Display Clients to use on this teminal

A
Awvailable Display Clierts Selected Display Clients
i Remote Desktop Services # @W_CookjeDemo
E Camera ? FTV_InstantFizz
Q Teminal Shadow _‘il'—l"u’_SuperJuice ﬂ

ﬂ gl IPC_Video
‘ -

9. Right click the VersaView5200 terminal and select the Restart Terminal item. Click the Yes button to confirm.
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10. At the virtual thin client, you should see a new instance of the FTV_CookieDemo launching. Instead of launching as
the user assigned to the VersaView5200 Terminal Profile (thin01@tmlab.loc), it is now launched as
labuser@tmlab.loc. Navigate to Terminals->Mixer->VersaView5200->FTV_CookieDemo from the Terminals tree
and select the RDS1 node, followed by the Users tab. Here you will see the new session launched with the labuser
credentials.

s |

S Edit Manage Install  Tools  View Remote View Help

® @

Packages| Restore Backup

Packages

€3 Restore Biometric Database
£, Backup Biometric Database

&’ synchronize
r

[ DNs Configuration
() Configure Default Terminal

=4 [

PXE  ThinManager
Sewver Semverlist @ Language

Manage

i R L

Manage Synchronize Settings
Accounts Passwords

Active Directory

I

Manage Access Settings
Resolvers Groups

Relevance

mmm[p.m[WmTwmm zmm;]’cm]mm\

== Terminals User Session Session ID State Initial Program  Lagon Time
- Miver thind1 ROP-Tep#42 + Active C:Program Fi...  2013-04-02 11:28:02
E-Q VersaView5200 | labuser RDP-Tcp#43 3 Active C:\Program Fi. 2015-04-02 18:25: 14 |
B FTV_CookieDemo
ED % rosi
% RDS2

28 FTV InstantFizz
- g FTV Superluice
@ IPC_Video

S 7enpad

SEjimE2ed:
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Schedules

ThinManager has a rich scheduling environment that can be applied to Terminals, Remote Desktop Servers and Relevance
Users. For example, maybe certain Terminals should only be available at certain times of the day and/or certain days of the
week. The same can be applied to Relevance Users. So, Schedules can be used to further enhance your Security initiatives.
You can also schedule automatic ThinManager configuration backups, or regular Touchscreen Calibrations!

1. From ThinManager, click the ThinManager icon in the button bar.

=i e a:

2. Double click the RDS1 item in the ThinManager Servers tree.

=
Edit Manage Install Tc
Reboot Server Calib
Power On Send
Restart Reboot
Power Off
Power Termit
ThinManager Server

r Servers

Click the Next button on the Introduction page of the ThinManager Server Configuration Wizard.
Click the Next button on the Unknown Terminals page of the wizard.

Click the Next button on the Terminal Replacement page of the wizard.

IR

Click the Next button on the Historical Logging page of the wizard.
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7. Click the Edit Schedule button on the System Schedule page of the wizard.

Fad ThinManager Server Configuration Wizard -
System Schedule E’
Edit th hedul ’ = ‘
e system schedule
System Schedule

Edit Schedule

< Back Next = Finish | Cancel | Help |

8.  From the Event Schedule window, select system from the Select Event Category drop down list and click the Add

button.
Event Schedule -
Select Event Categary o | spstem ﬂ
Evert Type | Time: |

| | oKk

You may notice that is you select terminal, terminalserver or user from the drop down list, the Add button
will become disabled. That is because schedules for these items are created on their respective objects.
For example, to set a terminal schedule you would do that using the Terminal Configuration Wizard of the
targeted terminal. This could also be accomplished at a Terminal Group level as well. You could then Edit
or Delete those schedules from this dialog box.
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Select Backup Configuration Database from the Event Type drop down list. Leave Auto Generate Filename
checked. Leave the Weekly / Daily radio button selected. Check today’s day (Thursday in the screen shot) checkbox
in the Weekly Schedule frame and set the time to 2 minutes past the current time of the RDS1 virtual machine’s time
(3:38 PM in the screen shot). Click the OK button.

Schedule -
Event Type

] Backup Configuration Database ﬂ

Backup File
v futo Generate Filename

[ s |

Repeat Interval

" Once Orly " Time Interval
* Weekly / Daily " Marthly " Yearly
Wieekly Schedule

[ Monday

[~ Tuesday M
[ Wednesday

V' Thursday

[ Friday

[~ Saturday

[ Sunday

Time e| 33PN o e

Cancel |

Click the OK button followed by the Finish button.
Event Schedule -

Select Event Categaory | spstem ﬂ

Event Type | Tirne |
Backup Corfiguration Databaze  every Thursday at 03:38 P

Add Edit Delete
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11. When the time on RDS1 reaches the set schedule from above, right click the Windows Start Button, and select the
File Explorer item.

Programs and Features
Power Options

Event Viewer

Systemn

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager

Control Panel

File Explorer

Search

Run

Shut down or sign out

Desktop
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12. Navigate to the following folder: C:\Program Files (x86)\Rockwell Software\ThinManager. You should see a new
ThinManager configuration backup there. Close the File Explorer and return to ThinManager.

| Nl B-|
File Home Share View ™ o
- - o << Program Files (x86) » Rockwell Software » ThinManager » v O Search ThinManager =]
~
[&] Pictures -2 MName Date medified Type Size s
Advanced PocoFeundation.dil 12/13/201811:51 .. Application extens... 1,196 KB
Installs PocoMet.dll 12/13/201811:49 ... Application extens... T30 KB
Lab Files termcap 4/1/2019 5:59 PM Diata Base File 4,612 KB
TMConfigs ThinManager 12/14/2018 1:09 PM  Compiled HTML ... 44723 KB
ThinManager 4/2/2019 11:12 AM  Data Base File 536 KB
! This PC D ThinManager.db.shutdown bak 4/2/201911:12 AM BAKFile 336 KB
[ Desktop D ThinManager.db.startup.bak 4/2/2018 11:12 AM BAK File 536 KB
Documents ThinManager 2/11/201912:08 PM  Application 11,538 KB
*m ThinManagerConfigBackup_2019_04_02_18_36 4/2/2019 &:36 PM Data Base File 536 KB
J’ M [ ThinServer 2/11/201912:07 PM  Application 6,775 KB
use thinservercldl 12/20/2018 341 PM  Application extens... 13K8
[&] Pictures N - e -
ThinServerSubscriptionCom.dlil 12/20/2018 3:39 PM  Application extens... 41KB
i inServerSubscriptionCom.tl 20 113 .. ile
B videos ThinS SubscriptionC (3] 12/20/2018 10:13 TLEFil 4KB
‘i Local Disk (C:) D tmboot32.bin 8/13/2018 1:52 PM  BIN File 461 KB
== Shared Felders [ [] tmboots4.bin 8/13/2018 1:52PM  BIN File 631 KB
3 isto 2/, : ata Base File
=] TMHistory 4/2/201911:12 AM  Data Base Fil 28 KB
¥ Network i . .
= = TMMaster 4/1/2019 6:36 PM LIC File 2KB
¥ ieeanceooiocannn an 1A AT 1ne Aebieobic e ke e wn
Miterns 1 itemn selected 536 KB
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Mouse Button Mapping

Enhanced mouse button mapping was added with the release of ThinManager 9.0. You can assign and perform the following
ThinManager-related actions to any mouse button.

e  Calibrate Touchscreen

o Tile

e Swap

e  Full Screen

e Go To Next Display Client
e  Go To Previous Display Client
e Log On Relevance User
e Main Menu

e Scroll Up

e Scroll Down

o  Virtual Keyboard

Different actions can be defined for different physical or Virtual Screens.

1. Click the Terminals icon from the button bar.

2.
f;’i ¥
Edit Manage Install To
!_ = @& & Restore Biome
I_I_II kﬁ) ., Backup Biome
Packages || Restore Backup
Synchronize
Packages Configuration
3. Click the Next button on the Terminal Name page of the wizard.
4.  Click the Next button on the Terminal Hardware page of the wizard.
5. Click the Next button on the Terminal Options page of the wizard.
6. Click the Next button on the Terminal Mode Selection page of the wizard.
7. Click the Next button on the Display Client Selection page of the wizard.
8. Click the Next button on the Terminal Interface Options page of the wizard.
9. Click the Mouse Button Mapping button on the Hotkey Configuration page of the wizard.
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Hotkey Configuration
Corfigure the hotleys to apply to this terminal

— Teminal Hotkeys

[~ Enable Instart Failover Hothkey Change Hatkey |
[V Enable Display Client Hotkeys Change Hotkeys |
[V Enable Tiing Hotkey Change Hotkey |

[~ Enable Swap Hotkey Change Hatkey |
[™ Enable Fullscreen Hotkey Change Hotkey |
¥ Enable Main Menu Hotkey Change Hotkey |

Mouse Butfon Mapping i

Cancel |

10. Earlier, we assigned the Tile action to the Right Mouse button. Change Button 1 (Left Mouse) to Go to next
display client. Click the OK button.

Mouse Button Action
Button 1 (Left Mouse) IGo to next display dient j ~
Button 2 (Middle Mouse) IDefauIt ;I
Button 3 (Right Mouse) I'I'lle ;I
Button 4 (Scroll Wheel Up) IDefault ;I
Button 5 (Scroll Wheel Down) IDefault ;I
Button & IDefauIt j
Button 7 |pefault |
Button 3 |pefault |
Button 3 IDefauIt e j v
oK I Cancel |
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11. Click the Finish button.
12. Right click the VersaView5200 terminal and select the Restart Terminal item. Click the Yes button to confirm.

13. At the virtual thin client, verify that a Left Click (or touch) switches to the next Display Client.
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Remove Override and Mouse Button Mapping

Since we will not need these settings in the remaining lab sections, let’s remove them before continuing.

1.

@ ok owN

Double click the VersaView5200 terminal.

Mo

S Edit Manage Install To
@ @ @Restore Biome

@ Backup Biome
Packages|| Restore Backup
[ Synchronize

Packages Configuration

Click the Next button on the Terminal Name page of the wizard.

Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.

From the Display Client Selection page of the wizard, select the FTV_CookieDemo Display Client and click the
Override button.

Display Client Selection ﬂ

Select the Display Clients to use on this terminal
A

Awvailable Display Clients Selected Display Clients

[ rrv.cooceoeno I

i Remoate Desktop Services

a Camera ? FTV_InstantFizz

Q Teminal Shadow ’E FTV_Superuice ﬂ
- Workstation ﬂ gl IPC_Video

.E WNC

[ i Virtual Screen ﬂ ﬂ

Edit Display Clients | e Cvenide |

< Back Mexd > Finizh Cancel Help
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7.

From the Override Settings window, un-check the Override checkbox and click the OK button.

—Display Name
Display Mame I Override r
—Windows Login Settings
Override r
Username I labuser @tmlab. loc Search |
Password I B Password Opﬁonsl
Override r
Domain

etify User |

— AppLink Command Line

Command Line Options Override r
—Video Settings
Qverride |
Resolution Color Depth
240x320

;I |256 Colors é

Cancel |

From the Display Client Selection page of the wizard, notice the FTV_CookieDemo Display Client no longer has
the Override icon assigned to it. Click the Next button.

Display Client Selection

Select the Display Clients to use on this terminal ’ ‘
N

Awvailable Display Clients

Selected Display Clients

i Remoate Desktop Services
a Camera

; Q Terminal Shadow

5 Waoarkstation

- g VNC

Edit Display Clients |

# | FTV_CookieDemo

FTV_InstantFizz
-_'E FTV_SuperJuice

ﬂ g9l IFC_Video
Kl

Qvemde |

< Back

Finish Cancel

Help

319 of 492



9. Click the Next button on the Terminal Interface Options page of the wizard.

10. Click the Mouse Button Mapping button on the Hotkey Configuration page of the wizard.

Hotkey Configuration
Corfigure the hotleys to apply to this terminal

— Teminal Hotkeys

[~ Enable Instart Failover Hothkey Change Hatkey |
[V Enable Display Client Hotkeys Change Hotkeys |
¥ Enable Tiing Hotkey Change Hotkey |

[~ Enable Swap Hotkey Changs Hotkey |
[™ Enable Fullscreen Hotkey Change Hotkey |
¥ Enable Main Menu Hotkey Change Hotkey |

Mouse Butfon Mapping i
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11. Return Button 1 (Left Mouse) to Default. Click the OK button.

Mouse Button Action
Button 1 (Left Mouse) o IDefauIt j ~
Button 2 (Middle Mouse) IDefauIt ;I
Button 3 (Right Mouse) I'I'lle ;I
Button 4 (Scroll Wheel Up) IDefault ;I
Button 5 (Scroll Wheel Down) IDefault ;I
Button & IDefauIt j
Button 7 |pefault |
Button & |pefault ~|
Button 3 IDefauIt j v
Cancel |

12. Click the Finish button.

13. Right click the VersaView5200 terminal and select the Restart Terminal item. Click the Yes button to confirm.

@Checkpoint Question: https://thinmanager.com/cloudlabs/section13/

This completes the section Terminal Groups, Overrides, Schedules and Mouse Button Mapping. Please continue on to the
Securing the ThinManager Adin Console section of the lab.
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Section 14: Securing the ThinManager Admin Console

Overview

By default, only local administrator user accounts can access the ThinManager Admin Console. For ThinManager systems on
an Active Directory (AD) domain, AD users who will administer the ThinManager system must initially be added to the local
Administrators group on the ThinManager server. To add access for other local or domain accounts, ThinManager Security
Groups can be configured to allow varying levels of access and control to the Admin Console. In this section we will explore
requirements for an AD user to gain access and rights in the ThinManager Admin Console.

1. Create ThinManager Admin Console Display Client
2. Assign Admin Console Display Client to Terminal

3. ThinManager Security Groups
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Create ThinManager Admin Console Display Client

1. From ThinManager, click the Display Clients tree selector.

2. Expand the Remote Desktop Services tree item, right click the FTV_InstantFizz Display Client and select Copy.

_
o Edit Manage Install Toaols View
@ @ @ @ Restore Biometric Database
@ Backup Biometric Database
Packages || Restore Backup
= Synchronize

Packages Configuration

Display Clients A Config

Eﬁ Display Clients Attribute
[—]i Remote Desktop Services
? Decktop

-8l EXC_OEECale

? FTV_CockieDemo
1) i G
..

Display C
Client Ty

£l FTV_Studio Modify die
? LGX_CookieDem Rename die
Eg..-a Came.ra Copy e C
E]---@ Terminal Shadow Delete ey
------ Workstation Al
ways m
B @ VNC c . ct
Eﬂ---i Virtual Screen e
Disconne

3. From the New Display Client dialog box, enter TM_AdminConsole and click the OK button.

o Enter new Display Client Mame

FM_AdminConsole

(= 1@ _o= |
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4.

© © N o o

Double click the TM_AdminConsole Display Client.

. Edit Manage Install Tools
@ @ ‘@ Restore Biometric Da

g Backup Biometric Da
Packages|| Restore Backup

& Synchronize

Packages Configuration
Display Clients

Eﬁ Display Clients
[—ji Remote Desktop Services
? Desktop

£ EXC_OEECalc

5 FTV_CookieDemo
5 FTV_InstantFizz

| PN

Eﬂ---@ Terminal Shadow
------ Workstation

G- @ VNC

Eﬂ---i Virtual Screen

From the Client Name page of the wizard, click the Next button.

From the Display Client Options page of the wizard, click the Next button.

From the Remote Desktop Services and Workstation Options page of the wizard, click the Next button.
From the Screen Resolution / Scaling Options page of the wizard, click the Next button.

From the Display Client Members page of the wizard, click the Next button.
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10. From the AppLink page of the wizard, enter the following path for the Program Path and Filename field (you can also
copy this from the LabPaths.txt file). Clear the Command Line Options text box. Click the Finish button.

Program Path and Filename:

C:\Program Files (x86)\Rockwell Software\ThinManager\ThinManager.exe
Command Line Options:

AppLink
b

Enter the linked application path.
(N

— Applink Path
Program Path and Filename

o Imgmm Files {<86)\Rockwel Software'\ThinManager' ThinManager.exe

Browse

Command Line Options

Start in the following folder

Browse

el

Browse

Cancel Help

325 of 492



Assign Admin Console Display Client to Terminal

1.

N o g b~ ow

8.

Click the Terminals tree selector icon.

From the Terminals tree, double click the VersaView5200 terminal

o

— " Edit Manage Install Te
@ @ @ Restore Biome
g Backup Biome

Packages|| Restore Backup

& Synchronize

Packages Configuration
EE! Terminals

Click the Next button from the Terminal Name page of the wizard.

Click the Next button from the Terminal Hardware page of the wizard.

Click the Next button from the Terminal Options page of the wizard.

Click the Next button from the Terminal Mode Selection page of the wizard.

On the Display Client Selection page, remove the existing Display Clients from the Selected Display Clients list
box, and add the TM_AdminConsole Display Client. Click the Finish button.

Display Client Selection
= b

Select the Display Clients to use on this terminal
£

Available Display Clients Selected Display Clients
i Remoate Desktop Services o ?TM_MminConsole
a Camera
@ Teminal Shadow A|

‘5 ::u:gcstation ﬂ

i Virtual Screen

Edit Display Clients | Cwemide |

<Back | Cancel | Hep |

Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
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9.

10.

Click Yes to the confirmation dialog.

After the terminal has restarted and launched the TM_AdminConsole Display Client, you will see a permissions error
message at the virtual thin client. By default, only local Administrators have access to the ThinManager Admin
Console.

Thinkanager Server Error

You do not have permission to perform this action,

Recall that the user account assigned to the VersaView5200 terminal is thin01@tmlab.loc. You can verify this by
double clicking the VersaView5200 terminal profile and advancing through the Terminal Configuration Wizard until
you reach the Log In Information page. Since the thin01@tmlab.loc user account is not a member of the local
Administrators group, it cannot launch the Admin Console by default. Click the Cancel button.

Log In Information '@
Enter the log in information to log in automatically. Leave the log in information blank or fill only ’ ‘
some of the fields to force manual log in. N

Windows Log In Information

Usemame thin01@&tmlab loc Search |
Password I“ Password Optionsl

Domain I Verify |

<Back Nesdt > Finsh | Help
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ThinManager Security Groups

The Windows Security Groups utilized in this section of the lab have been pre-created within Active Directory. If you do not have
a domain, these Security Groups could also be Local Security Groups.

1. We would like to add the thin01@tmlab.loc user to the Active Directory Security Group ThinManager Users. To
do so, click the Windows Start Button, right click Windows Power Shell and select Run as Administrator.

Recently added

2| Windows PowerShell (x26) 2

FactoryTalk View SE Cache File Ma... m E .>_
i

. » i FactoryTalk FactoryTalk Windows
@ FactoryTalk View Site Edition Client Y —— A T PowerShell

Expand
N
3
VMware
Workstation 1..  Wireshark

——

Adobe Reader X1
Mew

CodeMeter
FLASH Programming Tools
soft Office 2016 Tools

PowerPoint 2016
Mew

0 & € |m 4
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2. In the PowerShell window, enter the following command (you can also copy this from the LabPaths.txt file) and hit
ENTER. This will add the thin01 user to the ThinManager Shadow Users ActiveDirectory Security Group. Once
completed, close the PowerShell window.

Add-ADGroupMember -Identity "ThinManager Users" -Members "thinO1"

ministrator: Windows PowerShell = O X
Po 5|

The ServerManager PowerShell module was preinstalled on RDS1 as well as the ActiveDirectory PowerShell
feature.

3. From ThinManager, click the ThinManager icon in the button bar.

4. Double click the RDS1 item in the ThinManager Servers tree.

- -
b
Edit Manage Install Tc
Reboot Server Calib
Fower On 5end
Restart Reboot
Fower Off

Power Termir

r Servers

Click the Next button on the Introduction page of the ThinManager Server Configuration Wizard.
Click the Next button on the Unknown Terminals page of the wizard.
Click the Next button on the Terminal Replacement page of the wizard.

Click the Next button on the Historical Logging page of the wizard.

© ®© N o o

Click the Next button on the System Schedule page of the wizard.
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10. From the ThinManager Security Groups page of the wizard, notice that the pre-selected Administrators group has
every Available list box permission in the Allowed list box. This indicates that, by default, members of the local
Administrators group where ThinManager is installed have full permissions within the Admin Console. Click the
Windows User Group drop down list and select ThinManager Users. As can be viewed from the ThinManager
Security Groups page of the wizard, the available permissions are quite granular.

tmi ThinManager Server Configuration Wizard *
ThinManager Security Groups 6’
Assign access to ThinManager functions for Windows User Groups. ' = ‘

Windows User Group Delete Group
oi Administrators j
Administrators ol
ThinManager Administrators
ThinManager Interactive Shadow Users
 ThinManager Power Usars

ThinManager Shador
| ThinManager Users . 2

Interactive Shadow

Resst Sessions

Kill Processes

Reboot Terminal Servers

Connect to Teminal Servers
Logoff TemSecure Users
Administer ThinManager Servers

< < >
Curmrent Permissions
< Back Mext = Finish | Cancel | Help |
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11. The ThinManager Users group is permitted to Connect only by default and can essentially do nothing else within the
Admin Console. Scroll to the Restart Terminals permission and double click it to add it to the Allowed list. Click the
Finish button.

ThinManager Security Groups g

Assign access to ThinManager functions for Windows User Groups.

Windows User Group Delete Group |
ThinM U & |
inivlanager Users _I Add GI‘OLID

—Windows User Group Permissions

Available Allowed
Shadow ~ Connect
Interactive Shadow Restart Teminals
Reset Sessions
Kill Processes

Reboot Temminal Servers

Connect to Terminal Servers
Logoff TermSecure Users
Administer ThinManager Servers
Create Temminals v

< > < >

Cument Permissions |

<Back | Net> | Frish |  Cancel | Hep |

12. Now that thin01@tmlab.loc is a member of the ThinManager Users ActiveDirectory Security Group, let's reset the
session associated with the TM_AdminConsole Display Client. From the Terminals tree, navigate to Terminals-
>Mixer->VersaView5200->TM_AdminConsole and select RDS1. With RDS1 selected, select the Users tab, right
click the session listed and select Reset Session. This will reset the TM_AdminConsole session on the virtual thin

_
‘' Edt  Manage Install | Tools | View  RemoteView  Help
Reboat Server || ¥ Calibrate Touchsereen || 7 Enable "
- ) Power On ) Send Message 7 Disable <
Restart Reboot Clear
3 Power OFF
Fower Enable/Disable || Event Log
mﬁmmrﬁm[’mmmﬂm;l’motﬁm Graph zmmg(&:muannpml
B B Terminals User Session Session ID state Initial Fragram  Logon Time

|$| ‘@ Mixer 1 RDP-Tp#8. 2 ve C:\Program Fi... 2019-04-03 16:31:43
i B VersaView5200 Reset Sessian

H E-£3 TM_AdminConsole Disconnect Session

: 3 [# Ros1 Send Message

9| 7enPad
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13. Return to the virtual thin client. The TM_AdminConsole Display Client should now be delivered. Since right click is
being mapped to Tiling in the VersaView5200 terminal profile, we will use an alternative way to perform a Restart
Terminal action. Select the VersaView5200 terminal then select the Tools ribbon followed by clicking the Restart
icon. Click Yes to the confirmation dialog box. The terminal should restart since the thin01@tmlab.loc user account is
a member of the ThinManager Users security group, which now has the Restart Terminals permission.

) 9
a Edit Manage Install Tools Vier

@ Fa Reboot Server ,Ec- Calibrate Touchst

Fower On & 5end Message
Restart Reboot
o) Power Off

Power Terminal Cperatio

E@ Terminals

E| Wl Mixer
SR VersaView5200

ZenPad

Adding users to Security Groups as we did in this lab section do not immediately get recognized within
ThinManager, since there is no way to be notified of these changes through Active Directory.
ThinManager does check for Security Group membership updates every 4 minutes or any time a change is
made in ThinManager to one of its Security Groups (i.e.: a permission is added/removed from an existing
Security Group). You can also force an update by restarting the ThinServer service. Since we made a
change to the ThinManager Users group (by adding the Restart Terminals permission), ThinManager
refreshed its Security Group membership and detected that thin01@tmlab.loc had been added to the
ThinManager Users group.

This completes the Securing the ThinManager Admin Console section of the lab. Please continue on to the ThinManager
SmartSession section of the lab.
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Section 15: ThinManager SmartSession

Overview

With SmartSession, Remote Desktop Services Display Clients will be started on the least loaded Display Server assigned to
the Display Client. ThinManager determines the least loaded Display Server by performing a load calculation based on the
CPU and RAM utilization along with the number of sessions running on each Display Server. Once a Display Client is
launched on a Display Server, ThinManager does not attempt to move it dynamically to maintain a balanced load (i.e.: this
calculation and determination only occurs when a Display Client is launched). In this section we will configure the RDS1 and
RDS2 Display Servers to utilize SmartSession to balance session loading as a FactoryTalk View SE Client application is
deployed multiple times to the virtual thin client.

1. Power Off Terminal and Reset Sessions
Configure Display Servers for SmartSession
Create Display Clients for SmartSession

Assign Display Clients with SmartSession to Terminal

o B~ L n

Power Off Terminal and Reset Sessions
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Power Off Terminal and Reset Sessions
1. Power off the virtual thin client by selecting the VersaView5200 terminal, followed by the Tools ribbon, then click the
Power Off icon.

=<5
R Edit Manage Install Tools
@ @ Reboot Server E Calibrate T
Power On 5.7 Send Mess
Restart Rebo
Power Off
Power Terminal Og

Terminals

Mixer

N8V ersaliews200

ZenPad

Expand RDS Servers, select RDS1 and click the Users tab. Here you will see information about all of the user
sessions established on RDS1. You may see more and/or different sessions than the screen shot below.

s |

- Edit | Manage | Install Tools  View  RemoteView  Help
@ @ ) Restore Biometric Database % 5 / ? /
— i 2
Manage Synchronize Settings | Manage Access Settings

£} Backup Biometric Database
Packages|| Restore Backup PXE  ThinManager
i Synchrenize Server  Server List ) Language Accounts Passwords Resolvers Groups
Active Directory

Manage

K Dis configuration
(I Configure Default Terminal

Relevance

Packages Configuration

=] i Display Servers

= § RDS Servers
i 5 rost
' H rosip
.- ros2
B3 Cameras
& UNC Servers

Configuration | Froperties | Scneduls Users | Sessions | Processes | Graph | Eventlog | Connect | Report

State Logon Time

-Active

Session Session ID Initial Program

RDP-Tep#18 1

User
Labuser
thin01
thin01
thind1
thin01

Disconnected

ed
tah01

labuser

thin01 isconnected

In order for ThinManager to gather this session information from a Remote Desktop Server, you must
assign an account to the ThinServer service that is a member of the local Administrator group on the
ThinManager Server. This same account also needs to be assigned to the Remote Desktop Server
Display Server. This can be done by double clicking the Display Server and advancing to the Remote
Desktop Server Name page of the wizard and entering the account's credentials in the Log In Information
frame. In an Active Directory deployment, this should be a domain account, and should be assigned to the
ThinServer service on both ThinManager installations (if using Redundancy) and assigned to every
Remote Desktop Server Display Server. These steps have already been completed for you in the lab.
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4. Select all of the sessions except the Active session for the User Labuser (this is your current session into RDS1).
Right click the other sessions select Reset Session. Click the Yes button on the confirmation dialog box. NOTE: The
list of sessions running at your lab station may differ from the screen shot below. None of the sessions should
relaunch since we have powered down the virtual thin client.

|

b

< Edit | Manage | Install  Tools  View  RemoteView  Help
ij @ @ & Restore Biometric Database @ % DNs Configuration ﬁ%& & j ' ? j
= =
£, Backup Biometric Database {18 Configure Default Terminal [rere] i)
Packages| Restore Backup ) PXE  ThinManager Manage Synchronize Settings | Manage Access Settings
12! synchronize

Server Severlist @ language Accounts Passwords Resolvers Groups
Packages [« Manage Active Directory Relevance
Display Servers Users

= I Display Servers User Session Session ID State Initial Pragram  Logon Time
E- RDS Servers Labuser ~ RDP-Tp#18 1 Active 2019-04-28 15:00:31
& rost thind1
- rosie thinnt
B Ros2

Reset all sessions except the Active Labuser session (which is yours).

B3 Cameras

@ VNC Servers =
ta
[

thin01

Disconnect Session

Send Message

5. Now select RDS2, and once again click the Users tab. Reset all sessions.

_
M Edit Manage Install Tools View Remote View Help
13 @ ) Restore Biometric Database @ % DNs configuration |
m
gBackup Biometric Database @Configure Default Terminal E
Packages|| Restore Backup . FXE ThinManager Ma
& Synchronize Server  Server List QLE”QUEQE Acc

Packages Configuration Manage

= I Display Servers
=] = RDS Servers
- [ rost
] rosip
 ros2
Cameras
@ VNC Servers

Session

Labuser Console
labuser

Beset Session

Dizconnect Seszion

Send Message
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Configure Display Servers for SmartSession
In this section, we will enable SmartSession on the RDS1 and RDS2 Display Servers and review the configuration options.

1. Double click RDS1 Display Server to begin configuration.

" Edit Manage Install To
@ @ @Restore Biome
@ Backup Biome

Packages|| Restore Backup

& Synchronize

Fackages Configuration

Display Servers

E- i Display Servers

ﬂ Cameras
- # VNC Servers

2. Click the Next button on the Introduction page of the wizard.

3. Click the Next button on the Remote Desktop Server Name page of the wizard.

4. From the Remote Desktop Server Capabilities page, check the Available for Display Clients using SmartSession
checkbox. Click Next the button.

Remote Desktop Server Capabilities E
Select the capabilities of this Remote Desktop Server. » ‘

Supported Connection Types
™ Citrin 1T

[T Citrix Device Services
¥ HMicrosoft Femote Desktop Protocal

Remote Desktop Server Options
b [V Available for Display Clients using Smart Session

< Back Mext = Finish Cancel Help
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5. On the Data Gathering page of the wizard, select the Custom radio button and reduce the SmartSession Data
Update Interval to 2 seconds. Click the Next button.

tmi Remote Desktop Server Wizard Y
Data Gathering Q’
Enterthe Data Gathering intervals. b ‘
Data Gathering Intervals
" Fast
" Medium
™ Slow

Smart Session Data Update Interval e 2 g seconds

Process Update Interval 5 =] seconds
Session Update Interval 8 =] seconds

< Back Finish Cancel Help

Smart Session Data Update Interval is the amount of time between the retrieval of SmartSession data — CPU usage,
memory usage, and session count, from the Remote Desktop Server. This setting affects the update speed of the
Server Rankings used in SmartSession load balancing. Faster rates will lead to quicker updates but will add more
network traffic.
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6. Onthe SmartSession Configuration page we will leave the default settings for the lab. The limits configured on this
page make up the 0% to 100% scale used to gauge each utilization marker. Click the Finish button.

Smart Session Configuration ’q

Erter the Smart Session limits for this Remote Desktop Server.
AR

—CPU Lilization

Minimum I 00 %

Maximum 1000 %
— Memory Ltilization

Minimum I 00 %

Madmum I 1000 %
 Sessions

Minimum I 0

Madmum I 50

Values are not prevented from going above the maximum or below the minimum. Minimum
and Maximum values represent “no utilization” and "full utilization" respectively.

<gack | > |M[E Cancel | Hep |

An example of why the defaults might be changed: You may want to consider the RDS server to be at 100% utilization
when 25 sessions are running, instead of the default 50. Or you may want to consider the RDS server at 100%
utilization when 70% of memory is consumed, instead of 100%.

7. Double click RDS2 Display Server to begin configuration.

S Edit Manage Install Tc
@ @ @ Restore Biome
g Backup Biome

Packages|| Restore Backup
= Synchronize

Packages Configuration

E- i Display Servers

E| = RDS Servers

8.  Click the Next button on the Introduction page of the wizard.
9.  Click the Next button on the Remote Desktop Server Name page of the wizard.
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10.

1.

From the Remote Desktop Server Capabilities page, check the Available for Display Clients using SmartSession

checkbox. Click Next the button.

Remote Desktop Server Capabilities
Select the capabilties of this Remote Deskiop Server.

=

Supported Connection Types
I™ Citrix 1C4

[~ Citiix Device Services

¥ Hicrosaft Remate Desktop Protocol

Remote Desktop Server Options

[V Available for Display Clients using SmartSession

< Back Next > Fsh | Cancel |

Hep |

On the Data Gathering page, select the Custom radio button and reduce the SmartSession Data Update Interval to
2 seconds. Click the Finish button.

Data Gathering m
Enterthe Data Gathering intervals. ’ — ‘
— Data Gathering Intervals
" Fast
1 Medium
" Slow
o ® Custom
Smart Session Data Update Interval e I2 ;I seconds
Process Update Interval I5 ;I seconds
Session Update Interval 2 ;l seconds
< Back Net> | Cancel Help
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Create Display Clients for SmartSession

To demonstrate, we will assign six FactoryTalk View SE Display Clients configured for SmartSession to the virtual thin client.
The end result will be three sessions running on RDS1 and three running on RDS2.

1. From ThinManager, click the Display Clients tree selector.

2. First, let's create a Display Client Group for our new SmartSession Display Clients. Right click the Remote
Desktop Services tree item and select Add Display Client Group.

S Edit Manage Install Tools View Remote View

@ @ @ @Restore Biometric Database
@Backup EBiometric Database —

Packages|| Restore Backup ) PXE ThinManage

= Synchronize Server  Server List

Fackages Configuration

Display Clients < Summary

isplay Clients Attribute
e Des Service Remote Desktop Services]

Add Display Client e
e Add Display Client Group =n
{8 FTV_CookieDemo Citrix ICA Protacol Clients
5 FTV_InstantFizz Smart Session Clients

£l FTV Studio Application Link Clients
{8 LGX_CookieDemo

5 TM_AdminConsole
EEI'"E Camera

E]---Q Terminal Shadow

------ ‘Workstation

G- @ VNC

Eﬂ---i Virtual Screen
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3. From the Client Name page of the wizard, enter SmartSession as the Client Name. Click the Finish button.

a2

Client Name

Enter the Display Client name. ’ ‘
Y

— Digplay Client Mame

Client Mame Smart Session

[~ Set a Display Name

— Type of Display Client
IGroup ;I

r— Display Client Group

I Change Group |
Pemissions |

<Back | mew» | Finish Cancel | Hep |

4.  Since the FTV_InstantFizz Display Client is most like the new Display Client we want to create, right click it and
select Copy.

_
7 Edit Manage Install Toals View
i =1 @ @ @ Restore Biometric Database

-
g Backup Biometric Database

Packages|| Restore Backup

= Synchronize

Packages Configuration

Display Clients A~ Config
Eli Display Clients Attribute
[—]i Remote Desktop Services

? Desktop

Display |
Client T

Modify i

{8 LGX_CookieDema Rename "
i SmartSession Copy a
B8 TM_AdminConso Delete
E]..-E Camera

. Always |

E]---Q Terminal Shadow
) Connecl

5 Workstation i

[],T NG Disconm

Eﬂ---i Virtual Screen
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5. From the New Display Client dialog box, enter FTV_InstantFizz_SS01 and click the OK button.

Enter mew Display Client Mame

I FTV_InstantFizz_5501

(o 1@ o= |

6. Double click newly created FTV_InstantFizz_SS01 Display Client.

~__~"  Edit Manage Install Tot
@ @ & Restore Biomet
g Backup Biomet
Packages|| Restore Backup )
= Synchronize

Packages Configuration

[—ji Remote Desktop Services

? Desktop

; ? EXC_OEECalc
? FTV_CookieDemo

8 LGX_CookieDemo

i SmartSession

g TM_AdminConsole

Eﬂ.--ﬁ Camera

E]---Q Terminal Shadow
------ Workstation
Gl-A@ VNC

E]---i Virtual Screen

7. From the Client Name page of the wizard, click the Change Group button.

Client Name ﬂ

Erter the Digplay Client name.
N

— Digplay Client Name
Cliert Name FTV _Instart Fizz_SS01

[~ Set a Display Name

— Type of Display Client

IHemote Desktop Services LI
— Display Client Group
I Change Group II
Pemissions |
cBeck | Net> | Fmsh | Cancel | Hep |

8. From the Select Display Client window, select the SmartSession Display Client Group and click the OK button.
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= ote Desktop Services
SmartSessi

9. Back at the Client Name page of the wizard, click the Next button.

K

Client Name ﬂ

Erterthe Display Client name.
N

— Display Client Name
Client Name FTW_Instart Fizz_S501

[ Set a Display Name

— Type of Display Client

I Remote Desktop Services LI

— Display Client Group

ISmarlS&ssion Change Group |
Pemissions |

< Back Finish Cancel Help
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10. From the Display Client Options page of the wizard, un-check the Connect at boot-up checkbox. Click the Next
button.

Display Client Options M

Select the options that apply to this Display Client
()

Cliert Options
[V Allow Display Cliert to be tiled
¥ Allow Display Client to be moved
[ Include Camera Qverlays
[T Include Vitual Screen Cverays

Connection Options

I Always maintain a connection
[~ Connect at boot-up
[™ Disconnect in the backaround

< Back Fiish | Cancel | Hep |

The Connect at boot-up checkbox controls whether the Display Client will automatically connect and
initiate a Remote Desktop Server session when the terminal boots up. We don’t want this to happen in this
section because we want to control the timing of when the Display Clients launch to demonstrate
SmartSession.

11. From the Remote Desktop Services and Workstation Options page of the wizard, make sure the Application Link
checkbox and the Smart Session checkbox are both checked. Click the Next button.

Remote Desktop Services and Workstation Options @
Select the options for this Display Client ’ ‘

— Connection Options
v Allow Auto-Login
V¥ Application Link
¥ SmartSession
[T Enforce Primary
[ Instart Failover

< Back Fiish | Cancel | Hep |

12. Click the Next button on the Session Resolution / Scaling Options page of the wizard.
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13. From the Display Client Members page of the wizard, move both RDS1 and RDS2 to the Selected Remote Desktop
Servers listbox. Click the Next button.

Display Client Members
2 =<

Select the Remote Desktop Servers forthis Display Clisnt.
()

Available Remote Desktop Servers Selected Remote Desktop Servers

< Back Fiish | Cancel | Hep |

14. We will adjust the SmartSession Weights to affect how the load is calculated for this Display Client. Enter a 0.0 for
the CPU Utilization Weight category and enter a 0.0 for the Memory Utilization Weight category. Leave the
Sessions Weight category at 1.0. Click the Finish button. By setting the CPU and Memory weights to 0.0 in the
previous step, we will only use number of sessions to determine load. The default behavior is to equally factor CPU
and memory utilization into the equation as well, however we will modify the weights in this way to put more emphasis
on number of sessions.

TR =

Enter the Smart Session weights for this Display Client
(Y

— Smart Session Weights
CPU Utilization Weight 0

Memory Utilization Weight 0

Sessions Weight 1

B EE EE

— Queuing
Queue Tme ~ Min I 0 Sec Maze I 120 Sec
I Infinite
<Back | Fich | cancel | Hep |

The formula that ThinManager uses to calculate SmartSession load balancing per application is

345 of 492



SmartSession Load = (CPU weight X the CPU Use %) + (Memory weight X Memory Use %) + (Session
weight X Session Number %)

15.

From the AppLink page of the wizard, enter the following path for the Program Path and Filename field and
Command Line Options field and click the Finish button (you can also copy and paste these paths from the
LabPaths.txt file by right clicking the Notepad icon pinned to the start bar and selecting LabPaths.txt):
Program Path and Filename:

C:\Program Files (x86)\Rockwell Software\RSView

Enterprise\DisplayClient.exe

Command Line Options:

“C:\Lab Files\SmartSession\InstantFizzSS01l.cli”

ApplLink
<

Enterthe linked application path.
()

Applink Path
Program Path and Filename
IIITI Files f<86)\Rockwel Software \RSView Enterprise'\DisplayClient exe
Browse

Command Line Options
I"C:\Lab Files".Smart Session*InstantFizzSS01.cli"

Browse
Start in the following folder

I

Browse

< Back Nes | Fiish |  Cancel Help
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16. Right click the FTV_InstantFizz_SS01 Display Client and choose Copy.

=B
S Edit Manage Install Tools View Remot
i ﬁ @ @ Restore Biometric Database @
m
g Backup Biometric Database
Packages|| Restore Backup ) PXE T
= Synchronize Sarver

Packages Configuration

Display Clients A Configuration

(M Display Clients | [Atribute
Ei Remote Desktop Services Display Client Ci

? Desktop Display Client Mam
8l EXC_OEECalc

? FTV_CockieDemo
? FTV_InstantFizz
5 FTV_Studio Allow dient to be 1
-8 LGX CookieDemo Allow cient to be r

Client Type

E| : artSession Include Camera O
FTV_InstantFizz_S50 . 1k am
; =g
_AdminConsole Madify
E]
Eﬂ---a Camera Rename I:
U
- Terminal Shadow
Q ) Copy el
------ Workstation Delete
G- ‘@ VNC

Eﬂ---i Virtual Screen ‘ Remote Desktg
Protocol for conne

17. From the New Display Client dialog, enter FTV_InstantFizz_SS02 and click the OK button.

Enter new Display Client Name
FTV_InstantfFizz_5502

(o 1@ _o= |
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18. Double click the FTV_InstantFizz_SS02 Display Client.

19.
20.
21.
22.
23.

=)

Edit Manage Install

@ @ &) Restore Biometrit
@ Backup Biometric

Packages|| Restore Backup

= Synchronize

Packages Configuration

Display Clients

Elﬁ Display Clients

Ei Remote Desktop Services
5 Desktop

B EXC_OEECalc
? FTV_CockieDeme
5 FTV_InstantFizz
5 FTV_Studio

? LGX_CookieDemo
Ei SmartSession

E]---@ Terminal Shadow
------ Workstation
G- @ VNC

E]---i Virtual Screen

From the Client Name page of the wizard, click the Next button.

From the Display Client Options page of the wizard, click the Next button.

From the Remote Desktop Services and Workstation Options page of the wizard, click the Next button.
From the Screen Resolution / Scaling Options page of the wizard, click the Next button.

From the Display Client Members page of the wizard, click the Next button.
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24. From the AppLink page of the wizard, update the Command Line Options per below and click the Finish button (you
can also copy and paste this path from the LabPaths.txt file by right clicking the Notepad icon pinned to the start bar
and selecting LabPaths.txt):

Program Path and Filename:
C:\Program Files (x86)\RSView Enterprise\DisplayClient.exe

Command Line Options:

"C:\Lab Files\SmartSession\InstantFizzSS02.cli"

Applink \Q/
Enter the linked application path. ’ ~ ‘
— Applink Path
Program Path and Filename
IIITI Files (<86} \Rockwell Scftware\RSView Enterprise’\DisplayCliert exe
Browse |
Command Line Options
°"C:\Lab Files"Smart Session \Insta S @Ch
Browse |
Start in the following folder
Browse |
< Back tewis | [ Finish Cancel Help
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25. Repeat steps 16-24 to create 4 more Display Clients: FTV_InstantFizz_SS03, FTV_InstantFizz_SS04,
FTV_InstantFizz_SS05 and FTV_InstantFizz_SS06. When complete, you should have Display Client Group called

SmartSession, with 6 Display Clients inside it.

~_  Edit Manage Install Tool
@ @ @ Restore Biometri

g Backup Biometri
Packages|| Restore Backup
= Synchronize

Packages Configuration
Display Clients

Eﬁ Display Clients

[L]i Remote Desktop Services
5 Desktop

? EXC_OEECalc
? FTV_CockieDemo
5 FTV_InstantFizz
-5 FTV Studio

:Jr - LGX CookieDemo

:—]i SmartSession

-l FTV_InstantFizz_SS01
? FTV_InstantFizz_S502
? FTV_InstantFizz_S503
0 FTV_InstantFizz_S504
? FTV_InstantFizz_5505

E28= ] FTV.InstantFizz_S506
Rl =E IS
EIE Camera

Eﬂ---g Terminal Shadow
------ Workstation

G- @ VNC
Eﬂ---i Virtual Screen
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Assign Display Clients with SmartSession to Terminal

1. Click the Terminals tree selector icon.

2. From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.

" Edit Manage Install Tool
@ @ % ‘@ Restore Biometri
@ Backup Biometri

Packages|| Restore Backup

Synchronize

Packages Configuration

E,E! Terminals

VersaView3200

Click the Next button on the Terminal Name page of the wizard.
Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

IR .

Click the Next button from the Terminal Mode Selection page of the wizard.
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On the Display Client Selection page, remove any existing Display Clients and assign each of the
FTV_InstantFizz_SS0x Display Clients to the Selected Display Clients list box. Click the Next button.

Display Client Selection

Select the Display Clients to use on this terminal ’ ‘
Y
Awvailable Display Clients Selected Display Clients
-l Remote Deskiop Services ERIFTV_InstantFizz_SSO1

E Camera

EIFTV InstantFizz_SS02
Q Terminal Shadow

ERIFTV InstantFizz_$503 -~ |

ERlFTV_InstartFizz_S504
ERlFTV_InstartFizz_S505

R FTV instartFizz_S506 - |

4

Edit Display Clients | Cvemide |

< Back Mext = Finish Cancel Help
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8. From the Terminal Interface Options page of the wizard, un-check the Enable Tiling checkbox. Click the Next

button.
Terminal Interface Options E
Select the display client selector and main menu options that will be available on the terminal . ’ - ‘

— Display Cliert Selection Options

¥ Show Selector on Terminal Selector Options

o [ Enable Tiling Tiling Options

¥ Screen Edge Display Client Selection

[~ Allow Display Clients to move to./from screen

—Main Menu Options

Main Menu Options |

—PIN Pad Options

PIN Pad Options |

< Back

Finsh | Cencel | Hep |

9. Click the Next button on the Hotkey Configuration page of the wizard.
10. Click the Next button on the Log In Information page of the wizard.

11. Click the Next button on the Video Resolution page of the wizard.
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12. From the Module Selection page of the wizard, select the RDP Experience Module and click the Remove button.
Click the Finish button.

Module Selection E
Select the modules that load on this terminal at boot up. } ‘
A
Installed Modules
Module
Key Block Module
ROP Bperience Module
RF Ideas pcProx USE Module
Mawve Up | Mawe Down |
Add.. | Remaove | Configure... |
< Back Next > Fish |  Cancel | Hep |

We previously used the RDP Experience Module as an alternative way to stagger the starting of multiple
sessions on the virtual thin client using the Duplicate Server Connect Delay (seconds) property. In
general, a non-zero value for this property can result in unexpected results with SmartSession.
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13. Double click the Thin01 shortcut on the RDS1 desktop to launch the virtual thin client.

N
2]
Thind1

14. While the VersaView5200 terminal boots, click the plus next to each of the FTV_InstantFizz_SS0x Display Clients to
enable viewing of the RDS1 and RDS2 servers. Select the FTV_InstantFizz_SS01 Display Client and then click the
Server Rank tab. This console view will allow you to monitor how the six Display Clients are distributed across the
RDS1 and RDS2 Display Servers. Only FTV_InstantFizz_SS01 was configured to automatically start. The
remaining InstantFizzSS0x Display Clients were configured not to Connect at boot-up (this is configured in the
Display Client Wizard). This was done in order to stagger the connections of the Display Clients. RDS1 should
have a higher rank initially since you are connected to it via RDP for your remote session.

oy,
rat

Edit Manage Install

k=i ThinkManager Server |RD51
jAdd ThinManager Server

& Disconnect

ThinManager Server

=2l Terminals

[{l&ﬁ Mixer

Bl L VersavView5200

= # FTV InstantFizz_SS01
% RDS1
# RDS2
$ FTV_InstantFizz_5502
i [ @ RDS1
% RDS2
% FTV_InstantFizz_5503
% RDS1
% RDS2
f FTV_InstantFizz_5504
% RDS1
% RDS2
FTV_InstantFizz_5503
% RDS1
% RDS2
= fl-—l"ur_lnstantFizz_SSDE
% RDS1
% RDS2

[ M ZenPad

Remote View Help
Add Delete Lock —, Find (Ctrl-F)
Add Group [ Rename Unlock || Find Next (F3}
Modify ~
Copy
Edit Find

Configuratioyy Server Rank

Server Load Line Color
RDS52 .
RD51 [

100.0
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15. From the virtual thin client or a shadow of VersaView5200, click and hold the DisplayClient Selector and hover over
FTV_InstantFizz_SS01 and release your mouse button to launch it.

s |
’T‘ 4 Edit Manage Install Tools View Remote View Help
Reboot Server || @ Calibrate Touchscreen 7 Enable ¢
= () Power On L) send Message Disable b4
Restart Reboot Clear
4 Power Off
Pawer Terminal Operations | Enable/Disable | Event Log
Contaaton | _osuss|_sncaus | _ipsies | entiey rocen |_iepe |
B = Terminals
B icer
VersaView5200
FTV_InstantFizz_5501
# RDs1
% RDS2 FTV_InstantFizz_SS06
(3 FTV.InstantFizz_$502
- RDS1
- RDS2
B § FTV_InstantFizz_SS03
% ros1
% RDS2
- {# FTV.InstantFizz $504
# rpst
# RDs2
=] 5 FTV_InstantFizz_S505
- [ RDS1
% rDS2
=] 5 FTV_InstantFizz_SS06
- % RDs1
% RDS2

16. Repeat the process in the previous step by selecting the other Display Clients to launch them, waiting a few seconds
in between. You should see the Display Clients alternate between RDS1 and RDS2 as Smart Session attempts to
balance the load based on number of sessions running on each.

= S

Edit Manage Install Tools

Reboot Server || &% Calibrate Touchscreen
=
Restart Reboot

) Power On +. 5end Message
= Power Off

Power Terminal Operations

v
=k g Terminals
[—]@ Mixer
- | VersaViews200
5. £ FTV InstantFizz_S501
2> RSt
L Ros2
E @ FTV_InstantFizz_S502
# rost
RS2 h
-5 FTV InstantFizz. S503
2% RDST
L. ros2
E| @ FTV_InstantFizz_5504

% RDS1
i..[#& RDS2
FTV _InstantFizz_S505
-[& RDS1
i..[# RDS2

E 5 FTV_InstantFizz_S506

% rDs1

i..[%& RDS2 h

- M ZenPad
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Power off Terminal and Reset Sessions

1. Power off the virtual thin client by selecting the VersaView5200 terminal, followed by the Tools ribbon, then click the
Power Off icon.

S Edit Manage Install Tools
@ @ .+ Reboot Server Calibrate T
W) Power On L0 Send Mes:
Restart Rebo
Power Off
ower Terminal Og

Eg Terminals

3. Expand RDS Servers, select RDS1 and click the Users tab. Select all of the user sessions except for the Active
labuser user (this is your session into RDS1), right click and select Reset Session.

S Edit Manage Install Tools View Remote View Help

P
A4

Clear

:.‘r<‘ Calibrate Touchscreen

s Reboot Server 7 Enable

% Disable

& Power On

% 5end Message

Reset all sessions excep the e
Labuser session.

Session Session 1D
RDP-Tcp#18
thind1 RDP-Tt
thind1 RDP-Tep#
thind1 RDP-Tcp#39

Display Servers
RDS Servers

Labuser

K9 Cameras
- @ WNC Servers

Reset Session

Disconnect Session

Send Message
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10.

Now select RDS2 and click the Users tab. Reset all sessions.

M Y

M Edit Manage Install Tools View Remote View Help
Reboot Server || 8% Calibrate Touchscreen 7 Enable £
S W . B pi ~
) Power On % Send Message % Disable
Restart Reboot Clear
) Power Off
Power Terminal Operations Enable/Disable | Event Log e

Contiguaton.|_Popeties|_schessls” Vs | _sesons. |- osese. |t
= i Display Servers Session Session 1D

E| = RDS Servers RDP-Tcp#24
ROP-Tep#25 17
ROP-Tcp£26

thin01
thin01
thin01

Reset Session
Disconnect Session

Send Message

Double click the VersaView5200 terminal.

Edit Manage Install Ta

@ @ @ @Restore Biome
gBackup Biome

Packages || Restore Backup

= Synchronize

==
Packages Configuration
= Q Termin
ERCRY

Click the Next button on the Terminal Name page of the wizard.
Click the Next button on the Terminal Hardware page of the wizard.
Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.
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11. From the Display Client Selection page of wizard, remove all of the Display Clients from the Selected Display
Clients list. Select the FTV_CookieDemo Display Client from the Available Display Clients list and click the Right

Arrow button to move it to the Selected Display Clients list. Click the Finish button.

Display Client Selection
b

Select the Display Clients to use on this terminal
A

Awvailable Display Clients Selected Display Clients

I_:_Ii Remote Desktop Services ~ ?FI'V_CookjeDemo

..... 5 Desktop
4|

----- £30 EXC_DEECak

----- £ FTV_CookieDemo ﬂ
----- 5 FTV_InstantFizz

----- £l FTV_Studio ﬂ ﬂ
----- £30 LGX_CookisDemo

Eﬂ---i Smart Session
----- ? TM_AdminConsole

Eﬂ"'E Camera

Edit Display Clients | Cvemide |

< Back Ne> | Fiish |  Cancel Help

This completes the section RDS Load Balancing with ThinManager SmartSession of the lab. Please continue on to the

Language Support section of the lab.
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Section 16: Language Support

Overview

Prior to version 11, ThinManager offered multi-language support only within Remote Desktop Server sessions delivered to
ThinManager-managed terminals. This was accomplished using the Keyboard Configuration Module which supports 43
different languages. However, this module only permits localized keyboard entry within the Remote Desktop Server session.
This means that only English keyboards are supported within ThinManager firmware dialog boxes with this module — like
Relevance User login prompts, etc. Similarly, object names for Terminals, Display Clients, etc. within the ThinManager
Admin Console could only be named with English characters. These localization limitations have been greatly improved with
the release of ThinManager v11.

1. Keyboard Configuration Module
Default Language Selection and Firmware Package 8.2

Terminal Language Selection

B wn

Remove Language Selection Module
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Keyboard Configuration Module

As previously mentioned, the Keyboard Configuration Module enables a ThinManager managed thin client to support non-
English keyboard input, but only within Remote Desktop Server sessions. This section will show how to apply and configure the
Keyboard Configuration Module for this purpose, but since we only have English keyboards at your lab stations, we will be
unable to demonstrate the results. The Keyboard Configuration Module does not require ThinManager v11.

1. Click the Terminals tree selector icon.

2. From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.

vy
bt

Edit Manage Install Te

!_ —F &l & Restore Biome

£} Backup Biome
Packages|| Restore Backup

Synchronize
Packages Configuration
E|--- Terminals

Q VersaView5200
ey

Click the Next button on the Terminal Name page of the wizard.
Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

3

4

5

6. Click the Next button on the Terminal Mode Selection page of the wizard.

7. Click the Next button on the Display Client Selection page of the wizard.

8.  Click the Next button on the Terminal Interface Options page of the wizard.
9. Click the Next button on the Hotkey Configuration page of the wizard.

10. Click the Next button on the Log In Information page of the wizard.

11. Click the Next button on the Video Resolution page of the wizard.
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12. Click the Add... button on the Module Selection page of the wizard.

Meodule Selection

Select the modules that load on this terminal at boat up. ’ ‘
-
Installed Modules
Module
[ Key Block Module

RF ldeas pcProx USE Module

Move Up | Move Dawn |

Add... I Fiemaove | Configure... |

<Back | Net> | Fsh | Cancel | Hep |

13. From the Attach Module to Terminal window, select the Keyboard Configuration Module and click the OK button.

Module Type IAII Modules j

Show Advanced Modules [~

eGalax Touch Screen Driver

Elographics Touch Screen Driver

Firmware Update Module

Gunze AHL Touch Screen Driver

Hampshire TSHARC Touch Screen Driver
a-T Touch Screen Driver

Ll

Local Printer Module

Locate Pointer Module

MicraTouch Touch Screen giver

Monitor Configuration Mo@ w

oK I Cancel
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14. Back at the Module Selection page of the wizard, double click the Keyboard Configuration Module.

(5]
Meodule Selection G
Select the modules that load on this taminal at boot up. ’ ~ ‘
Installed Medules
Module
[ Key Block Module
orfiguration Maodule
Move Up | Move Down |
Add... Remove | Corfigure... |
< Back Mext > Fsh | Cancel | Hep |

15. From the Module Properties window, you will see that you can set general keyboard properties for the terminal. Click
the Keyboard Layout drop down list and review the available languages. Just to reiterate, selecting a language from
this drop down list will support that language within any Remote Desktop Server sessions delivered to the
ThinManager-managed terminal to which this module is applied. Click the Cancel button.

Num Lock State Jon_at_startup |
Caps Lock State |off_at_startup |
Scroll Lock State [off_at_startup |
Repeat Delay (ms) Isoo ;I
Repeat Rate (chars/zec) |30
Disable Repeat for Enter Key INO ;I
Keyboard Layout |English(UnitedStates) hd
Use Event Interface S::?:h i
Dutch(Belgium)
Dutch(Netherlands) hd
Set to Default | e
Daone I Cancel |
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Again, since we have an English keyboard connected to our virtual thin client, we cannot see the results of selecting a
different language, so click the Cancel button.

Module Selection
bt

Select the modules that load on this temminal at boot up. .

Installed Modules

Maduls
[ Key Block Module
RF ldeas pcProx USE Module
Keyboard Corfiguration Module

Add... Remove | Corfigure... |
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Default Language Selection and Firmware Package 8.2

With ThinManager v11, the Windows components of ThinManager and associated Firmware Package (8.2 or newer) have been
updated to accept Unicode characters, enabling broader support for non-English characters. With ThinManager 11.0 and
Firmware Package 8.2, a new Language Selection Module enables support for the following languages:

e French

e  French (Swiss)

e German

e  German (Swiss)

e Russian

e  Spanish
Unlike the Keyboard Configuration Module, the Language Selection Module will allow you to enter any of these Languages
listed above not only within the Remote Desktop Server session but also within ThinManager firmware specific input fields, like
Relevance User Services username and password fields. With Firmware Package 8.2, the On-Screen Keyboard
Configuration Module has been updated to support these languages as well. With regard to Interactive Shadowing from the
Admin Console, if your ThinManager Host Operating System is set to the same language as the Terminal being shadowed, you
will be able to provide keyboard input via an interactive shadow in the Languages listed above seamlessly into both Remote
Desktop Server sessions as well as ThinManager firmware specific input fields. Lastly, ThinManager 11.0 with Firmware
Package 8.2 supports non-English characters for ThinManager objects like Display Servers, Display Clients, Terminals,
Locations, etc. While we will continue to add support for additional languages, if you need support for a language that is not
provided, you may still use the Keyboard Configuration Module, but this would limit language support to within the Remote
Desktop Server sessions as explained in the previous section.

1. Let’s set the default language for all of the terminals configured to run Firmware Package 8.2 or newer. From the
ThinManager Admin Console, select the Manage ribbon followed by the Language icon.

¥

vy
bt
Edit Manage Install Tools View Remote View Help
!_ L_'qq-.l ol @ Restore Biometric Database I e | &5 DNS Configuration )
| |-| i :
= &y = 2 Backup Biometric Database — (#) Configure Default Terminal 1
Packages|| Restore Backup FXE ThinMa = M
Synchronize Server  Serve @' Language Ac
Packages Configuration Manage
Configuration r Modules T Schedule r Properties Ewi
E@ Terminals Attribute Value
EEH Miser Terminal Identification
- | VersaView5200 Terminal Name Versaview 5200

2. From the Terminal Language Selection window, select Spanish from the drop down list and click the OK button.

Terminal Language Selection X
Select the terminal Language o |Spanish ﬂ

Cancel |

The Terminal Language drop down list will only be populated with languages if you are running ThinManager 11
and have Firmware Package 8.2 or newer installed.
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3. From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.

Mz S

" Edit | Manmage | Instal T
@ @ @ Restore Biome
g Backup Eiome

Packages|| Restore Backup

& Synchronize

Packages Configuration
E‘@ Terminals

4.  Click the Next button on the Terminal Name page of the wizard.

5. From the Terminal Hardware page of the wizard, click the Terminal Firmware Package drop down list and select 8.2.
Click the Next button.

Terminal Hardware w
Select the manufacturer and model of this terminal. ’ = ‘
Use this to corfigure the type of hardware for this teminal.
Make / OEM [Alen-Bradley |
Model |6200T-NA =l
OEM Model  6200T-NA
Video Chipset  Intel Valleyview
Teminal Fimware Package o |8.2 LI
Teminal |D and IP Address
Clear |
Teminal ID  34COFSA4CCBD
Edit |
< Back Next > Finsh | Cancel | Hep |

In ThinManager, a Firmware Package is a version of Firmware along with the Modules that are associated
with it. As previously mentioned, a Module provides some additional functionality to the Firmware, like a
touchscreen or badge reader driver, etc. Individual Modules can be updated independent of a Firmware
Package.

6. Click the Next button on the Terminal Options page of the wizard.
7. Click the Next button on the Terminal Mode Selection page of the wizard.

8. Click the Next button on the Display Client Selection page of the wizard.
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9. From the Terminal Interface Options page of the wizard, click the Main Menu Options button.

Terminal Interface Options G
Select the display client selector and main menu options that will be available on the terminal. ’ . ‘
— Display Client Selection Options
¥ Show Selector on Teminal Selector Options
[ Enable Tiling Tiling O ptichs

¥ Screen Edge Display Client Selection
[~ Allow Display Clients to move to./from screen

—Main Menu Options

—PIN Pad Options

PIN Pad Options |

cBack | MNewt> | Fnsh | Cancel | Hep |

10. From the Main Menu Options window, check the Show Virtual Keyboard checkbox. Click the OK button, followed
by the Finish button.

[~ allow reboot f restart

Cancel |
¥ Show Main Menu on Selector

o [V Show Virtual Keyboard

The Virtual Keyboard will automatically popup when an input from the ThinManager firmware is required (i.e.:
Relevance User username or password entry).
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11. Double click the virtual thin client Thin01 from your desktop to launch it.

B

7]
Thin01

12. Once the VersaView5200 terminal reboots, hit CTRL-m on the keyboard either on the virtual thin client or a shadow of
it to launch the terminal’s Main Menu. Touch the Log In button.

THINMANAGER

13. This should launch a Spanish On Screen Keyboard and allow you to enter a non-English character as part of the
Relevance Username. After a few seconds, the Relevance Logon dialog box will time out.
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Terminal Language Selection

If you need to assign different languages to different terminals, this can be accomplished using the Language Selection Module
which is included in Firmware Package 8.2.

1. From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.

vy, -
L=
Edit Manage Install Tc

b = i
. Restore Biome

B = e
I—'_'I '\ﬁ = £} Backup Biome

Packages|| Restore Backup

Synchronize
Packages Configuration
E|--- Terminals
=

[CIR VersaViews200

Click the Next button on the Terminal Name page of the wizard.

Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.
Click the Next button on the Display Client Selection page of the wizard.
Click the Next button on the Terminal Interface Options page of the wizard.

Click the Next button on the Hotkey Configuration page of the wizard.

© ®° N o g Bk ow N

Click the Next button on the Log In Information page of the wizard.

10. Click the Next button on the Video Resolution page of the wizard.
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11. From the Module Selection page of the wizard, click the Add... button.

Module Selection G
Select the modules that load on this taminal at boot up. ’ . ‘
Installed Medules
Module
[ Key Block Module
RF ldeas pcProx USE Module
Move Up | Move Dawn |
Add... I Fiemaove | Configure... |
<Back | Ned> | Fsh | Cancel | Hep |

12. From the Attach Module to Terminal window, select the Language Selection Module.

Module Type IAII Modules j

Show Advanced Modules [~

Gunze AHL Touch Screen Driver
Hampshire TSHARC Touch Screen Driver
Infra-T Touch Screen Driver

Ll

Local Printer Module

Locate Pointer Module
MicroTouch Touch Screen Driver
Monitor Configuration Module

Mouse Configuration Modi
MultiSession Screen Sav le w

oK I Cancel
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13. Back at the Module Selection page of the wizard, double click the Language Selection Module.

Module Selection ﬂ

Select the modules that load on this taminal at boot up. .

Installed Medules

Module
[ Key Block Module

Move Up | Move Down |
Add... Remove | Corfigure... |
< Back Mext > Fsh | Cancel | Hep |

14. From the Module Properties window, select German from the Terminal Language drop down list and click the Done
button, followed by the Finish button.

Terminal Language IGerrnan

Set to Default |

19

Done I

Cancel |

As previously noted, the Language Selection Module is only available on terminal’s that have Firmware
Package 8.2 or newer applied to them.
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15. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.

16. Once the terminal restarts, hit CTRL-m on the keyboard at the virtual thin client to launch the terminal’'s Main Menu.
Touch the Log In button.

Main Menu

THINMANAGER

17. This should launch a German On Screen Keyboard and allow you to enter a non-English character as part of the
Relevance Username. After a few seconds, the Relevance Logon dialog box will time out.
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Also as previously mentioned, additional languages will continue to be added to the new Language
Selection capability that is part of ThinManager v11. Additional languages will be added to Firmware
Packages 8.2 or newer and will be deployable by simply downloading, installing and deploying the updated
Firmware Package.

Please refer to AID1084359 — ThinManager Language Support which summarizes most of the information
from this section for future reference and will be updated as new languages are released.
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https://rockwellautomation.custhelp.com/app/answers/detail/a_id/1084359

Remove Language Selection Module

We will complete the remaining lab sections with an English keyboard, so we can remove Firmware Package 8.2 and the
Language Selection Module.

1. From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.

[- N

" Edit Manage Install Te
@ @ % @ Restore Biome
fg Backup Biome

Packages|| Restore Backup

= Synchronize

Packages Configuration

E@ Terminals

2. Click the Next button on the Terminal Name page of the wizard.

3. From the Terminal Hardware page of the wizard, select 8.1 from the Terminal Firmware Package drop down list.

Terminal Hardware E
Select the manufacturer and model of this terminal. ’ ~ ‘
Use this to corfigure the type of hardware for this terminal .
Make / OEM |GENERIC -l
Model |Pxe 4|
OEM Model  PXE
Video Chipset  Unknown
Teminal Fimware Package 3_1 'I
Teminal |0 and IP Address
Clear |
Teminal ID 005056282731
E dit |
< Back Mext > Fsh | Cancel | Help

Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.
Click the Next button on the Display Client Selection page of the wizard.
Click the Next button on the Terminal Interface Options page of the wizard.

Click the Next button on the Hotkey Configuration page of the wizard.

© ®©® N o g M

Click the Next button on the Log In Information page of the wizard.
10. Click the Next button on the Video Resolution page of the wizard.

11. From the Module Selection page of the wizard, select the Language Selection Module and click the Remove button,
followed by the Finish button.
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Module Selection G
Select the modules that load on this taminal at boot up. ’ . ‘
Installed Medules
Module
[ Key Block Module
RF ldeas pcProx USE Module
o tion Moduls

Move Up | Move Down |

Add... | Remove | Corfigure... |
< Back Mext > Fsh | Cancel | Hep |

12. From the Terminals tree, select the VersaView5200 terminal, followed by the Tools ribbon, then click the Reboot
icon. You can continue to the next section while the terminal completes its reboot process.

Install

Manage

\__ A
@ @ ‘. Reboot Server Calibrate Tou
W Power On Q‘Send Messai

Restart Reboot

W) Power Off

Power Terminal Opel

- B Terminals At

Ve

VersaView5200

This completes the Language Support section of the lab. Please continue on to the Relevance and Geo-Fencing section of
the lab.
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Section 17: Relevance Location Services - Geo-Fencing

Overview

Location based content delivery was introduced in the Section 10, where we created a simple Location Resolver using a QR
Code. Scanning the QR Code as a member of our Maintenance group delivered Logix Designer with an associated ACD file to
our mobile (yet tethered!) device. A QR Code is one of four Location Resolver technologies currently supported by
ThinManager. Additionally, Bluetooth Beacons, WiFi Access Points and GPS can be used to define Locations in
ThinManager. In this section of the lab, we are going to create a geo-fence using a Bluetooth Beacon, such that certain
content will be available within the geo-fence, but unavailable outside of it. We are also going to present some unique ways that
our tablet can interact with our thin client.

In this section, you will be performing the following tasks:
1. Create a Maintenance Access Group

Create a Maintenance User Group

Create a Maintenance User

Register a Bluetooth Beacon Location Resolver

Register a QR Code Location Resolver

Create Parent (Geo-Fence) Location

Create Child Location

Assign Default Location to Terminal

© ®° N o g Bk ow N

Reassign Display Client to Public Display Server

—
e

See the Results

—_
—_

. Remove Default Location from Terminal
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Create Maintenance Access Group

Access Groups are used to control access to Terminals, Display Clients and/or Locations. We previously created an
Engineer Access Group in the Section 10. We will create another Access Group for Maintenance now.

1.

Click the Manage ribbon, followed by the Access Groups icon.

=

Edit Manage

" = &1

Packages

.4 Restore Biometric Database

Lo [—]
I:I \ﬁlJ E‘ . Backup Biometric Database ﬂ e (4 Configure Default Terminal
Packages| Restore Backup

Tools View Remote View Help

PXE ThinManager

Synchronize Server  Server List @'Language
Configuration Manage

From the Access Groups popup, click the Add button.

Access Groups -

Unrestricted
All Users
All Terminals
All Locations
Engineer

oK

Edit

Delste
Calc Permissions

Click the Select Windows Security Group button.

K% DNS Configuration

Enter Group Mame

Access Group

]

2R ZL P PL

Manage Synchronize Settings Manage Access Settings
Accounts Passwords Resolvers Groups

Active Directory Relevance

| Select Windows Secunty Group | Cancel |

Edit Members

The Select Windows Security Group provides the ability to link an Access Group to a Widows Security
Group. Therefore, you could manage access to ThinManager resources (Terminals, Display Clients, etc.)
through Windows Security Groups as well. You could also use the TermMon ActiveX within an ActiveX
container, like View SE, to detect when a ThinManager logon event occurs and then to determine that user's
Windows Security Group membership to determine their appropriate access within the application.
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4. From the Select Security Group to Add window, expand the Users item and select the Maintenance group, followed
by the OK button.

-Domain Users

-Engineer

Enterprise Admins

Enterprise Read-only Domain Controllers
Group Policy Creator Owners

-HelpLibraryl 5
intenance
Operator

Protected Users

RAS and IAS Servers

-Read-only Domain Controllers
chema Admins

Supervisor

-WinRMRemoteWMIUsers__

-

B

2]

5. From the Access Group window, click the OK button.

Enter Group Mame IMaintenance

Select Windows Security Graup |

Edit Members |

6. From the Access Groups window, click the OK button.

Urrestricted
All Uszers
Al Terminals
All Locations
Engineer

Maintenance .
Edit |
Add |
Delete |

Calc Permizsions |
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Create Maintenance User Group

1. Click the Users icon 84 in the ThinManager tree selector.

2. From the Relevance Users tree, right click the Relevance Users node and select Add User Group. This will launch
the Relevance User Configuration Wizard.

—

L
R EdL[ Manage ] Install Tools Wiew Ren
@ @ @Restore Biometric Database ‘g
@ Backup Biometric Database
Restore Backup & synchronize S:fvir
Packages Configuration
- summary
Relevance Users W
m Engineer Add User
Add User Group |
Madify d |
Rename
Copy
Delete Ctrl+D
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3. From the Relevance User Group Information page of the wizard, enter Maintenance as the User Name in the Group
Name frame. Click the Finish button.

Erterthe Relevance User Group name.

Relevance Uszer Group Information
=

[~ AD Synchronization Group
—Group Mame

User Name 0|Mairrtenance
|

Password

Verfy Password |

Customize |

Password Options | FIN Options I Group Setting [

—Group

Change Group |

Permissions |

<Back Ned> | Fiish |  Cancel Help
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Create Maintenance User

1. Expand the Relevance Users node.

2. Right click the newly created Maintenance User Group and select Add User. This will launch the Relevance User
Configuration wizard.

Edit Manage Install Toaols View Remot:
i =1 @ {4 Restore Biometric Database @
m|
@ Backup Biometric Database

Restore Backup PXE TF
& Synchronize Server

A Config E

Attribute

Packages Configuration

Relevance Users

Identification

Engineer

==

Add User
Add User Group

Modify

Rename

Copy

Delete Ctrl+D

3. From the Relevance User Information page of the wizard, check the Active Directory User checkbox if it is not
already checked. Click the Search button.

on

Relevance User Information ﬂ

Enter Relevance usemame, password and permission information. =

V¥ Active Directory User

— Relevance User Information
AD User Name
Customize |
FPaszword Options | PIM Options |
—Group
I Change Group |
—Copy Settings
[~ Copy Settings from another User Copy Fram |

Permissions |

< Back Hext > Finish Cancel Help
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4. From the Search for AD User dialog box, click the Search button.

Recurse Security Groups r

Contains ;I I

| User Principal Name

5. Select Mike from the user list and then click the OK button.

Locations ... |
Recurse |V
Filter |Contains ~| l

Name | User Principal Name l
loc01 locO1@tmlab.loc
loc02 locoz@tmlab.loc

loc03 locO3@tmlab.loc I
loc04 loco4@tmlab.loc

loc0S locOS@tmlab.loc
a mike@tmlab.loc
oscar oscar@tmlab.loc
sid sid@tmlab.loc
tab01 tab01@tmlab.loc
tab0z tab0z@tmlab.loc

tab03 tab03@tmlab.loc ,7
Fahng Fahnamtmlah lne L

OK | Cancel
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6. Back at the Relevance User Information page of the wizard, click the Finish button.

Enter Relevance usemame, password and permission information.

Relevance User Information
<

v Active Directory User
—Relevance User Inf: ion

AD User Name Mike:

Customize |

Fazeword Options I PIM Options: |

—Group

I Change Group |

—Copy Settings

[~ Copy Settings from another User Caopy From |
Permissions |

< Back Mext > Cancel Help
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Register a Bluetooth Beacon Location Resolver

A Bluetooth Beacon uses Bluetooth Low Energy (BTLE) to transmit a signal continuously, hence the name beacon. This
signal includes a Received Signal Strength Indicator (RSSI). Version 4.0 of the Bluetooth Standard, which a majority of
today’s mobile devices support, included support for BTLE. The closer the mobile device is to the Bluetooth Beacon, the
stronger the signal strength (less negative). The further away the mobile device is from the Bluetooth Beacon, the weaker the
signal strength (more negative). This signal strength can be used within ThinManager to create a Location that is defined by an
entry and exit point, each represented by a specific signal strength value. We will use a common Bluetooth Beacon for the lab
that will be used as our geo-fence.

Since this is a Cloud lab, we will not have access to a Bluetooth Beacon, but we will walk through the process of manually
registering an iBeacon. With an actual beacon, you would be able to register it using a ThinManager mobile client like aTMC,
iTMC or WIinTMC. First, in order for ThinManager to use an iBeacon, you must tell ThinManager the Universally Unique

Identifier (UUID) of the beacon. For Radius Network beacons, you can use their free App called RadBeacon to configure their
beacons.

1. From ThinManager, click the Manage ribbon followed by the Settings icon within the Relevance group.

rad
Edit Manage Install Taols View Remote View Help
!‘ —r @ | .& Restore Biometric Database [=] e nr'\_rDNS Configuration ! ’())\ / @ \l{ /
] A, - E H - f= '
= \2:, — (&, Backup Biometric Database —J (% Configure Default Terminal (Y N
Packages | Restore Backup PXE ThinManager Manage Synchronize Settings Manage Access Settings
Synchronize Server  ServerList 9 Language Atcounts Passwords Resolvers Groups
Packages Configuration Manage Active Directory Relevance

2. From the Relevance Settings window, click the Add button in the iBeacon GUIDs frame.

Relevance Settings x

Location Transfer Timeout 13 seconds

Location Transfer Extension Time 15 seconds

Bluetooth Device Name Filter Prefix | ACP-
iBeacon GUIDs
Add
Delete
Edit
Enable iPhone Beacons r
Allowe New Resolvers to be registered 2

oK Cancel
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Enter the following in the GUID field 2F234454-CF6D-4A0F-ADF2-F4911BA9FFAG (you can also copy and paste this
path from the LabPaths.txt file by right clicking the Notepad icon pinned to the start bar and selecting LabPaths.txt).
Click the OK button.

Enter GUID ol 2F234454-CFeD-4A0F-ADF 2-F4911BA9FFAG

Click the OK button.

Click the Manage ribbon followed by the Manage Resolvers icon.

b
\._/ Edit Manage Install Tools View Remote View Help

@ @ Restore Biometric Database @ ﬁ @ DNS Configuration
@ Backup Biometric Database @ Configure Default Terminal
Restore Backup PXE ThinManager

e Synchronize Server  Server List g Language
Manage

L

Packages

in R L,
Manage Synchronize Settings

Accounts Passwords
Active Directory

Y 92

Manage Access Settings
Resolvers Groups

Relevance

Packages Configuration

From the Resolver Management window, click the Add button.

MName | Type | Add
E§ LG¥_CookieDemo QR Code

Delete

Edit

el

Search

]

:

From the Add New Resolver window, enter btb as the Name, select Bluetooth as the Type and enter or copy/paste
2F234454-CF6D-4A0F-ADF2-F4911BA9FFA6.1.1 into the Data field. Click the OK button followed by the OK button

again.

Mame °| htb

Description I
Type °| Bluetooth j
Data ° 2F234454-CFeD-4ADF-ADF2-F4911BASFFAG. 1.1
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Register a QR Code Location Resolver
1. From the aTMC Main Menu, touch the Settings button (3 vertical dots below the DemoKit button), followed by the
Manage ThinServer button.

3 270 W} 3:54PM

°ADD THINSERVER

DemoKit
2 10.6.10.51

Manage ThinServer

Remove ThinServer

] ) =

2. From the aTMC Settings window, touch the Register QR Code button.
Da@ 3 S M} 1235PM
Settings

RELEVANCE RESOLVERS

Register QR Code

Register Bluetooth Beacon

Register WiFi Access Point
CAMERA

Set Camera Location
DEBUGGING

Debug Logging: Disabled
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3.

Back at the aTMC Settings window, touch the Register QR Code button.

L) 3 @ ¢ m 741

Settings

RELEVANCE RESOLVERS
Register QR Code | i
Register GPS Location

Register Bluetooth Beacon

Register WiFi Access Point
CAMERA

Set Camera Location
DEBUGGING

Debug Logging: Disabled

A camera window will appear. Point the Tablet camera at the QR Code below.

Once the QR Code is scanned by aTMC, you must give it a name. Touch the Use Data as Name button which will
use the data embedded in the QR Code as the name of the new Location Resolver (MixerHMI). Touch the OK
button.

3 C IR 215PM

ENTER IDENTIFIER NAME

Data: LGX_CookieDemo

ISCEEEIMixerHMI|
1 2

CANCEL USE DATA AS NAME OK

MMissoURl ModerN MiddIETOn MiserY MuseuMS MuseuM MisogYNY Moc °

1 2 3 4 5 6 7 8 9 0
[ ]
q w e r t y u i o
a s d f g h j k |
iy z X ¢ v b 7 n m ! ? {0
(o o] & = . :
v O = ]
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6. You should receive a successful confirmation dialog. Touch the OK button, followed by the Back button to return to
the Main Menu.

3 O M 2:15PM

SUCCESS

‘ Resolver Successfully Registered
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Create Parent (Geo-Fence) Location

The example you are about to create will require two Locations in ThinManager. One will be the Parent representing the geo-
fence, to which the Bluetooth Beacon Location Resolver will be assigned. The second will be the Child to which we will
assign the CookieDemo Display Client and the QR Code Location Resolver.

9

in the tree selector. This icon will only be present if you have a Relevance license

1. Click the Locations icon
activated.

2. Right click the Locations tree item and select Add Location.

J.-' ﬂ '-_I >

Edit [ Manage ] Install Tools

@ @ " 1@ Restore Biometric Dat
£ Backup Biometric Dati

Restore Backup

= Synchronize

Packages Configuration
ocatio At
+-(J) LGX_ Add Location
Copy
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From the Location Name page of the Location Configuration Wizard, enter Mixer_Fence as the Location Name.
Click the Next button.

[~ Location Configuration Wizard -

Location Name
Enter Name for this location

cation Name

|Mimr_Fence

This must be a unigue name using letters, numbers, hyphens (),
and underscores {_) only.

Description

Location Group

Change Group

Copy Settings

ai

™ Copy Settings from another Location

Pemissions

Finizh | Cancel | Help |

From the Location Options page of the wizard, keep the defaults and click the Next button.

Due to the fact that you are tethered, we will not actually be enforcing the Fence in this example. If we
wanted to enforce the fence, we would check the Enforce Location Fencing checkbox.

Click the Next button on the Display Client Selection page of the wizard.

If we assigned a Display Client here it would be automatically delivered to the tablet when within the defined
range of the Beacon, and automatically removed when outside the range of the Beacon. For the example
we are building, we want to require the scan of a QR Code while within range of the Beacon to trigger the
content delivery.

Click the Next button on the Windows Log In Information page of the wizard.

Since we have not assigned a Display Client to this Location, we don't need to provide Login Credentials.
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7. Click the Add button from the Relevance Resolver Selection page of the wizard.

Relevance Resclver Selection
Aszsign Relevance Resolvers to this location

Relevance Resolvers

Name

Delete

<Back | Hews |

8.  Select btb from the Resolver Name drop down list and Clone from the Choose Action page of the wizard. Click the
Settings button.

Only Show Unassigned Resolvers [

Resolver Name o Ibﬁ’ ;I

Resolver Description

Resolver Type Bluetooth

Choose Action e ICIone d
@
Permissions |

OK | Cancel I

9. The RSSI to Log In value is the one captured when you registered the Beacon. The RSSI to Log Out is just 10 less
than the RSSI to Log In. For the purposes of this lab, do not change the values. Click the OK button.

RSS! to Log In I 4

RSS! to Log Out 74
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10. Click the OK button again.

Only Show Unassigned Resolvers [

Resolver Name Ibﬂ’ LI

Resolver Description

Resolver Type Bluetooth

Choose Action Clone LI
Settings |

Permissions

i

Cancel |

11. Click the Finish button.

Relevance Resolver Selection
Aszsign Relevance Resolvers to this location

Relevance Resolvers
Name | Type | Action |
btb Blustooth Clone
Add Delete Edit

<Back Mest > |I fish || Cancel Help
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Create Child Location
We will assign the CookieDemo Display Client to the Child Location and the QR Code Location Resolver we just registered.

1. Right click the Mixer_Fence location and select the Add Location item.

Install Tools WView

Edit Manage

T @ Restore Biometric Database
LT

@ Backup Biometric Database ]
Restore Backup ) PXE
= Synchronize Sam

- Configurati

Attribute

Packages Configuration

= @ Locations
} LGX_CockieDemo

Location Mar

Add Location as

Modify

Rename |
Copy e
Delete Ctrl+D 2T

Activate Loz
Enfaorce Fenc

2. From the Location Name page of the Location Configuration Wizard, enter Mixer_HMI as the Location Name.
Click the Next button.

Location Name
Enter Name for this location

cation Name
| Micer_HMI

This must be a unique name using letters, numbers, hyphens {-),
and underscores () only.

Description

— Location Group

—Copy Settings
[ Copy Settings from another Location Copy From

_ Desarpion_|
| Change Group |
T

Permissions |
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Click the Next button on the Location Options page of the wizard.

From the Display Client Selection page of the wizard, remove all existing Display Clients and move the
FTV_CookieDemo Display Client to the Selected Display Clients list. Click the Next button.

Dizgplay Client Selection
Select the display clients to use at this location

Awvailable Display Clierts Selected Display Clients

Ei Remote Desktop Services ~ o ?FI'V_CookjeDemo
..... ? Desktop

38l EXC_OEECale ﬂ

: ? FTV_CookieDema ﬂ

: ? FTV_lnstantFizz

| 4

0l FTV_studio vl
£ LGX_CookieDema

i SmartSession

G- gl Camera

[}~ @l Terminal Shadow v

Edit Digplay Clients | Crvemide |

<Back Next > Fish | Cancal | Hep |

From the Windows Log In Information page of the wizard, enter loc02@tmlab.loc as the Username and rw as the
Password. Click the Verify button to validate the credentials entered. Click the Next button.

Windows Log In information
Enter Windows usemame and password information.

—Windows Log In Information

8 Jloc2@tmlab loc Search |
I.-

©
| _ verty_|

Password Dptionsl

Finizh
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6. From the Relevance Resolver Selection page of the wizard, click the Add button.

Relevance Resclver Selection
Aszsign Relevance Resolvers to this location

Delete

<Back | Hews | Finsh |

7. Select MixerHMI as the Resolver Name and Force Transfer as the Choose Action. Click the Permissions button.

Only Show Unassigned Resolvers [

Resolver Name o [ MiscerHmT

Resolver Description

Resolver Type QR Code

Choose Action e IForce Transfer
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8.  From the Permissions window, remove Unrestricted from the Member Of list and add Engineer. Click the OK
button.

TermSecure Access Groups

Awailable Member Of
A Teminals Engineer
Al Uzers

Maintenance

Urrestricted

9. Click the OK button.

Only Show Unassigned Resalvers [

Resalver Name MixcerHMI

Resolver Description

Resolver Type QR Code

Choose Action Force Transfer

Settings |

Permissions |

Cancel |
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10. Click the Add button.

Relevance Resclver Selection
Aszsign Relevance Resolvers to this location

I Action
Fonce Transfer

Delete

11. Select MixerHMI as the Resolver Name and Shadow as the Choose Action. Click the Permissions button.

Only Show Unassigned Resalvers [

Resalver Name o [ MixerHMI

Resolver Description

Resolver Type

Choose Action
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12. From the Permissions window, remove Unrestricted from the Member Of list and add Maintenance. Click the OK
button.

TermSecure Access Groups

Awailable bember Of

Al Terminals Maintenance
Al Users

Engineer

Urrestricted

13. Click the OK button.

Only Show Unassigned Resolvers [

Resolver Name MixerHMI

Resolver Description

Resolver Type QR Code

Choase Action Shadow
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14. Click the Finish button.

Relevance Resclver Selection
Assign Relevance Resolvers to this location

Relevance Resolvers
Mame | Type | Action I
MieerHMI QR Code Force Transfer
MeeerHMI QR Code Shadow
Add Delete Edit

< Back Hext» Cancel Help
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Reassign Display Client to Public Display Server

When we created the FTV_CookieDemo Display Client in the previous sections, we assigned the RDS1 and RDS2 Display
Servers to it, which have private IP addresses of 10.6.10.51 and 10.6.10.52, respectively. These IP addresses will not be
reachable by your remote tablet, so we will reassign the Display Client to RDS1P.

1. From ThinManager, click the Display Clients icon H]F from the ThinManager tree selector.

2. From the Display Clients tree, expand the Remote Desktop Services branch and double click the
FTV_CookieDemo Display Client.

Click the Next button from the Client Name page of the wizard.
Click the Next button from the Display Client Options page of the wizard.

Click the Next button from the Remote Desktop Services and Workstation Options page of the wizard.

IR S

Click the Next button from the Session Resolution / Scaling Options page of the wizard.
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7. From the Display Client Members page of the wizard, remote RDS2 from the Selected Remote Desktop Servers list
box and add RDS1P instead. Click the Finish button.

Display Client Members
2 =<

Select the Remote Desktop Servers forthis Display Client.

Available Remote Desktop Servers Selected Remote Desktop Servers
ROST 1061510 RDS1P # -
RDS2 (10.6.1.52) -~ |
i1
4 hd

Edit Server List |

< Back Ned> | [[ Cancel Help
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Assign Default Location to Terminal

1. Click the Terminals tree selector icon.

2. From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.

o

~—_~  Edit Manage Install Te
@ @ @ Restore Biome
@ Backup Biome

Packages|| Restore Backup

= Synchronize

Packages Configuration
E'@ Terminals

3. Click the Next button on the Terminal Name page of the wizard.
4.  Click the Next button on the Terminal Hardware page of the wizard.

5. Click the Next button on the Terminal Options page of the wizard.
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6. From the Terminal Mode Selection page of the wizard, make sure Enable Relevance User Services is checked.
Also check the Enable Relevance Location Services. This is required to use this Terminal with Relevance. Click

the Next button.

Temminal Mode Selection
Select the operating modes for this teminal

— Temminal Mode

| Enable Relevance User Services

o [ Enable Relevance Location Services

[” Enable MuttiMonitor

[T Enable MultiStation

7. Ensure all Display Clients are removed from the Selected Display Clients list. Click the Next button.

Display Client Selection G
Select the Display Clients to use on this teminal ’ ‘
()
Awailable Display Clients Selected Display Clients o
i Remote Desktop Services
E Camera
} Q Teminal Shadow A|
5 Workstation
; VNG p
i Virtual Screen v|
Edit Display Clients | Crvemide |
« Back Finish Cancel Help
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8. From the Terminal Interface Options page of the wizard, click the Next button.
9. From the Relevance Options page of the wizard, click the Change button.
Relevance Options w
=

Select the types of Relevance Resalvers to use on this client. Optionally
choose an assigned location for this client

— Azzigned Location

Iver Types
¥ Enable GR Code Location Ids

I~ Enable Bluetooth Locations
™ Enable GPS Locations
I~ Enable Wi-Fi Locations

[T Use Force Transfer bo restore Assigned Location
[~ Allow selection of Location manually

™ Enforce fencing on manual Location selection
™ Confim before entering a location

Resolver Update Interval 3000

<Back | Nex> |

10. From the Select Location popup, select Mixer_HMI. Click the OK button.

El- Locations e oK I
iv LE¥_CookieDema
b Cancel |
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11. Click the Finish button.

=] Terminal Configuration Wizard -
Relevance Options w
Select the types of Relevance Resolvers to use on thiz client. Optionally ’ ‘
choose an assigned location for this client A

Assigned Location

Mixer_Fence Mmxer_HMI Change
Clear

Oiptions
Enabled Resolver Types
=
r
r
r
I Use Force Transferto restore Assigned Location
-
-
-

Resolver Update Interval

Notice the Allow selection of Location manually checkbox. With this checked, the Terminal to which this
profile is assigned will be able to manually login to Locations that permit this action. In this scenario, if the
Enforce fencing on manual Location selection is not checked, then the Terminal to which this profile is
assigned will be able to login to any geo-fenced Location even when not within the geo-fence.

12. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.

After restarting the Terminal, you will notice that the FTV_CookieDemo application is still delivered to the
virtual thin client. This is because we assigned the FTV_CookieDemo Display Client to the Mixer_HMI
Location and then assigned this Location to the VersaView5200 Terminal. The more interesting part of
the configuration is how the Mixer_Fence and Mixer_HMI Locations were configured. Using a mobile
device, the MixerHMI QR Code can be scanned if and only if the mobile device is within the defined range of
the btb Bluetooth Beacon AND the user logged in is a member of either the Engineer or Maintenance
Access Groups. If the user is a member of the Engineer group, the FTV_CookieDemo Display Client
would be transferred from VersaView5200 and redirected to the mobile device. If the user is a member of
the Maintenance Access Group, VersaView5200 would be shadowed from the mobile device. In both
cases, the Display Client would remain on the mobile device as long as it stays within the range of the
Bluetooth Beacon, which is acting as a geo-fence. The user can also choose to manually Leave the
Location from the mobile device. Experiment with the results in the last section!
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See the Results

1. Return to aTMC on your mobile device. If so, you may also have to reconnect aTMC to the DemoKit server listed.
miwn 3 o I} 3:52PM

aTMC °ADD THINSERVER

‘ DemoKit

S

2. Select the ZenPad terminal profile if prompted.

Select Terminal to Replace:

‘ Create new Terminal

-‘ ZenPad

406 of 492



If not already logged in as Ed, touch the LOGIN button and enter a username of ed and a PIN of 1234. You should
have received the FactoryTalk View Studio Display Client because this is assigned to the Engineer User Group, of
which Ed is a member. Once logged in as Ed, touch the SCANID button in the top right corner.

3 C D0 M} 12:55AM

g LEAVE = SCANID = SCAN  LOGOFF

=) FactoryTalk View Studio - View Site Edition (Network Distributed)

File View Setings Tools Window Help
& D&EkElo o acE
Explorer Q

b, ) =

There is also a SCAN button available to the right of SCANID that enables the scanning of barcodes within
the delivered applications.
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4.

The camera window will open within aTMC. Scan the QR Code below (this is the same QR Code we registered

ﬁm
i

Since you are logged in as a member of the Engineer group, you should see the CookieDemo Display Client
transferred from the virtual thin client and delivered to the tablet. However, you should only be able to keep this
Display Client while within the geo-fence established by the Bluetooth Beacon. Since we do not have a beacon for
the Cloud lab, you can simulate this behavior by touching the Leave button. This should result in the CookieDemo
Display Client returning to the virtual thin client.

To see the signal strength of your beacon(s) at any time, touch the More Options (3 vertical dots) button in
the top right corner followed by the Beacons item.
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Remove Default Location from Terminal

1.

2.

IR .

Click the Terminals tree selector icon.

From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.

_
RS Edit Manage Install Tools Al
@ @ ‘@ Restore Biometric Datak
@ Backup Biometric Datak
Packages| Restore Backup )
= Synchronize

Packages Configuration
E‘,@ Terminals
- it

VersaView5200 (

Click the Next button on the Terminal Name page of the wizard.
Click the Next button on the Terminal Hardware page of the wizard.
Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.
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Assign FTV_InstantFizz to the Select Display Clients listbox. Click the Next button.

Display Client Selection
Select the Display Clients to use on this terminal

=

Awvailable Display Clierts Selected Display Clients

----- g Desktop

----- £ EXC_OEECalc

----- g FTV_CookieDemo

----- ? FTV_InstantFizz

----- £ FTV_Studio

----- 30 LGX_CookieDemo

Eﬂ---i SmartSession

----- ? TM_AdminConsole

gl Camera v

Edit Display Clients |

Ei Remote Desktop Services ~ o ?Fﬂu’_lnstamﬁzz
11
4

<Back |

Cancel |

Hep |

Terminal Interface Options

Select the display client selector and main menu options that will be available on the terminal.

<

— Display Client Selection Options

[¥ Show Selector on Temminal

[¥ Enable Tiing
¥ Screen Edge Display Client Selection
[~ Allow Display Clierts to move to./from screen

Selector Options

Tiling Options

—Main Menu Options

Main Menu Options |

—PIN Pad Options

PIN Pad Options |

« Back

Finish Cancel

Help
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9. From the Relevance Options page of the wizard, click the Clear button followed by the Finish button.

Relevance Options G
Select the types of Relevance Resolvers to use on this client. Optionally choose an assigned ’ ‘
location for this client A

— Assigned Location
Micer_Fence'\Mixer_HMI ﬂl

—Options
Enabled Resolver Types

¥ Enable OF Code Location |ds
[T Enable Bluetooth Locations
[T Enable GFS Locations

[T Enable wiFi Locations

[ Use Force Transfer to restore Assigned Location
[T Allow selection of Lacation matually

™ Enforce fencing on manual Location selection
[T Confirm before entering a location

Resolver Update Interval

[o00 g

cBack | MNewt> | Fnsh | Cancel | Hep |

10. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.

This completes the section Relevance and Geo-Fencing. Please continue on to the TermMon ActiveX section of the lab.
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Section 18: ThinManager TermMon ActiveX

Overview

The ThinManager TermMon ActiveX enables programmatic control of many aspects related to ThinManager from an ActiveX
Container. For example, from an ActiveX Container like FactoryTalk View SE, you can programmatically access
ThinManager managed terminal properties like the IP address, MAC address, currently logged in user, connection state,
Relevance Location, etc. You can also launch the touchscreen calibration utility, manipulate IP camera overlays, etc. In this
section we will embed the ActiveX in the FactoryTalk View SE InstantFizz application to allow an operator to control the visibility
of an IP camera overlay.

1. Create Camera Overlay

Registering and Updating the TermMon ActiveX Control
Add TermMon ActiveX to HMI Application

Test Camera Overlay Visibility

o &~ b

Explore TermMon Test Display
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Create Camera Overlay

1. From ThinManager, click the Display Clients tree selector.

2. From the Display Clients tree, expand the Remote Desktop Services branch and double click the FTV_InstantFizz
Display Client.

- Edit Manage Install Tools
@ @ @ Restore Biometric

@ Backup Biometric
Packages|| Restore Backup

= Synchronize

Packages Configuration
Display Clients

Elﬁ Display Clients
[—]i Remote Desktop Services
? Desktep
? EXC_OEECalc
clicMe

. FTV_InstantFizz
? LGX_CookieDemo
i SmartSession
? ThM_AdminConsole
EEI"'E Camera

Eﬂ---@ Terminal Shadow

------ Workstation

G-/@ YNC

E]---i Virtual Screen

3. From the Client Name page of the wizard, click the Next button.
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4. From the Display Client Options page of the wizard, check the Include Camera Overlays checkbox. Click the Next

button.

Display Client Options ’q
R

Select the options that apply ta this Display Cliert

Client Options
[V Alow Display Cliert to be tiled
¥ Allow Display Client to be moved
¥ Include Camera Overays
[ Include Vitual Screen Overays

Connection Options

¥ Always maintain a connection
¥ Connect at boot-up
[~ Disconnect in the background

(2]

Next =

From the Remote Desktop Services and Workstation Options page of the wizard, click the Next button.

< Back Finish Cancel | Help

From the Screen Resolution / Scaling Options page of the wizard, click the Next button.
From the Display Client Members page of the wizard, click the Next button.

From the AppLink page of the wizard, click the Next button.

© © N o o

On the Overlay Layout page, setup the Display Size to 1920x1080, click the Add Overlay button.

Overay Layout
Select the size and location of the camera overlayz

=

Choose Camera Layout

Custom

-

Remove Overla)rl

Display Size |192{k1DSD vl o
<Back | mess | Fiish | Cancel | Hep |

10. In the Overlay Name field enter Camera_Overlay. Enter 250 in the Left position field, 375 in the Top position field, 385
in the Width size field, and 325 in the Height size field. Click the OK button, followed by the Next button.
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Overlay Name o ICamera_O\rerIay

[ o |
== ]

Position
Left Heoght
3?5

11. From the Overlay Cameras page of the wizard, uncheck the All Cameras Available checkbox in the Cameras to
show frame and click the Add button.

Overlay Cameras
Select the cameras available in the overday

Overlay Name Camera_Oveday
r Position / Size
Left Top Width

250 375 385
s to show
All Cameras Available

Set Initial Camera |
Crverday Options |

<Back | news | Frish | Cancel | Help

12. Select the Axis camera and click the OK button.

MEras
- Axis
Cancel

13. Back at the Overlay Cameras page of the wizard, click the Overlay Options button.
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Overday Cameras
Select the cameras available in the overday

T Camem_ovway ﬂ

)

— Position / Size
Left Top Width Height
|250 375 335 |3.25

—Cameras to show
[~ All Cameras Available

Podis Add |
Set Initial Camera |

cBack | Hews | Frish | Cancel | Hep |

14. From the Overlay Options window, un-check the Enable Overlay checkbox and check the Scale checkbox. Click the
OK button, followed by the Finish button.

eneral Options
[~ Enable Qverlay
¥ Interactive Cancel |
¥ scale
[l Craop
[~ Show Complete Camera Name
Border Size IMedium - I

—Title Options
Title Pasition Top

Title Size INormaI vl

—Cyding Options
I Enable Cycling

Cyde Time (secs) I 0

-

Unchecking the Enable Overlay button will disable the camera by default when the terminal starts up. We
will use the ActiveX Control to programmatically enable and disable it, so the operator has control of the

camera visibility with a button.
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15. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.

(o E—
7

Edit Manage Install Tools View Remote Vie

i =1 @ @ Restore Biometric Database @ I:
m !
@Backup Biometric Database -

Packages|| Restore Backup PXE  ThinM

= Synchronize Server  Serv
Packages Configuration
~ Configuration E
EIE! Terminals Attribute
E| Mixer Terminal Identificaty
@ VersaView5200

ZenPad Madify
Rename
Copy -
Delete Ctrl+Dr
Go To User

Logoff User

Go Teo Location

alﬁﬁhﬂiumiﬂ
[l
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Registering and Updating the TermMon ActiveX Control

Starting with FactoryTalk View SE version 10.0, the TermMon.ocx ActiveX Control is automatically installed on FactoryTalk
View SE Server and FactoryTalk View SE Client installations. Therefore, no steps are required here for the lab since we are
running FactoryTalk View SE 11.0.

If you need to update the version of TermMon.ocx for these installations, you will need to replace the TermMon.ocx file located
in the FactoryTalk View SE installation folder, and then re-register the control. This task would need to be completed on
FactoryTalk View SE Server as well as FactoryTalk View SE Client installations.

You can find the latest version of the TermMon.ocx from the ThinManager Downloads Webpage.

To register TermMon.ocx, execute the following command from an Administrative Command Prompt:

32-bit operating systems:

regsvr32 c:\path\to\termmon.ocx

64-bit operating systems:

C:\windows\syswow64\regsvr32 c:\path\to\termmon.ocx
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Add TermMon ActiveX to HMI Application

1. To begin this section, launch a remote desktop session on RDS2 if you don't already have one open.

A

rds2.tmlab.lc

2. While still on RDS2, open FactoryTalk View Studio from the Windows Start Menu.

Most used Windows Server

& snipping Tool

Paint % >3 =) @ E

Windows. Windows FactoryTalk Faclor;Talk
Notepad Server Manager ~ PowerShell PowerShell ISE ThinManager View Site... Activation...

Senvices

Excel 2016 ﬁ- g @ w, 1§

Windows. FactoryTalk FactoryTalk Specify
Administrativ... Task Manager Control Panel Wiew Studio Administratio... FactoryTalk...

CodeMeter 2

A L] P

Excel 2016 Event Viewer File Explorer

FactoryTalk View Studio
Microsoft Office 2016 Tools
PowerPoint 2016

- Roarbwell Snfhwara

0 I e == !

3. Select View Site Edition (Network Distributed), click Continue

FactoryTalk View Studio

(
Select the type of application you would like to configure:

R = 2 m

View Site Edition View Site Edition View Site Edition View Machine Edition
{Metwork Distributed)  {Network Station) (Local Station)

(2,
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Select the InstantFizz application and click the Open button.

MNew  Exsting

Application Name

CookieFactory
FTViewDema

InstantFizz o

Language: | English {United States), en-LIS

|
Browse to the HMI_Area > InstantFizz_HMI > Graphics > Displays > Lg_Packaging display object in the Explorer
Window, right click and select Open.

=

File View Settings Tools Window Help

Aae|osfEo|f an

=08 Network (HMI) ~
Ei@ InstantFizz
o Runtime Security
& Data_Area
-0k FTAETag_Area
E--E HMI_Area
E|E- InstantFizz_HMI
Ll System
] Command Line
HMI Tags
& Tags
-4/ Graphics
Displays
-3 0_readme
B alarm_history_event_resu
B alarmlogviewer
B alarms_cip

- [B alarmstatusexplorer
B cip_processsteps
- B cip_sensortrend
~B cip_valves
B EdtConfirm
-3 languages
B Lg_Alarms
--B lg_blending
-3 Lg CIP
B Lg_Dashboard
B Lg_FillingCapping
-3 Lg_Labeling
B Lg_MoreMenu
B Lg Overview
1 Lg_Packaging
"B Lg_Rapid_Mix _
- [B Lg_SysHealth
B Lg_TopMavBar Dekte
B Logix ALMA Remove
B Logix ALMA_C: Rename
B Logix ALMA_St
B Logix ALMD

Duplicate...
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Click the Objects drop down menu, and select ActiveX Control

File Edit Yiew --1 Objects  Arrange  Apimation  Toc

Ho@ e e | v sdea

NP i

Drawing »
=D AE®E /g Push Button 3 K

Explorer - InstantFizz_ HMI ﬂm_nelic and String >

=08 Network (HMI) fratzzien D

51§ InstantFizz Gauge and Graph ’

w-O Runtime Securi Key L4

; E Data_Area Trending 3

E FTAETag_Area Advanced 3

= E HMI_Area Alarm and Event 3

OLE Object...

Symbaol Factory

| A Nienlaue [
Click and drag within the Lg_Packaging display window to draw the ActiveX object into the display. The object will be
invisible once it is drawn, this is ok.

)

File Edit View Settings Objects Arrange Animation Jools Window Help
wmAe|nelEo|@anH |

rEXTAAEHERABERETQAQYC
ANOAEE/OU\NDAVO00QTBRSRS 41 ERE % HEI

e — O | [ R a
=& Metwork (HMI) ~
PACKAGING
..me Runtime Security

.E Data_Area
7 FTAETag_Area
2 HMI_Area
5T InstantFizz_HMI
é-hl System
-] Command Line
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8. The Insert an ActiveX Control menu will display. Scroll down near the bottom and locate the TermMon Control.
Select it and click the OK button.

RSLins Cornrm Carntrol A Register...
RSLins Hardware Tree Control
RSMAuditTrailDetai Class
RSMAuditTraiList Class

RiStLangSwitchButton Class

RSMMacroButton Class

RE0PCEmwse Control

RSwWhobctiveXd AemateRSWhoF ormContainer
RE5Whodctive R SWhoF ormContianer

SciptContral Object

Shockwave Flazh Object

STSUpld CopyCtl Class

SyzColorChl class

Syztem Manitar Contral

Tabular Data Control

T azkSymbol Class

T aronormy Control

YideoRenderCH Elg

WS5TO FarmBegionsH ozt

WETO WinFormsHost Cantral

“windows Media Plaver

Windows Store Remate Desktop Clisnt Control - version 1
“wiorkspaceBrokerAs Class

Cancel

“ilfe

w Help

9. It may take a few seconds for the TermMon Control Properties configuration window to open. Once it does, click the
OK button.

General Common Connections

TermMon Activeds Control. ©1933-2019 Rockwell Automation.

oK ||| Cancel | | Mool Help
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10. In the right-hand pane of View Studio, within the Object Explorer menu, click on the TermMonControl1 object. The
Property Panel below will show the Properties and Connections tabs of the object. You may have to temporarily
expand the size of the right-hand pane menus to read the properties. Make sure the Properties tab is selected and
click inside the (Name) property field to rename the object to termMon1.

Object Explorer I

= [v] Dizplay
-[w] TembdonContrall
- [ Group20

- W] Textd

Group15

rend]

- v Group14

- [v] Groupd

- [w] Group10
- v Panel34

- v Group3g?
- [v] Group386
- v Group273

- v] Group141
- v] Groupl3
- [wf] Imaged

e I oy O B O g B
(= g B o B R o ol B e

[ Highlighting ar Settings...

Expand Collapse Help

Property Panel L a2
TemmMonContrall [Tembdon Contral] E

Froperties Cormections
(®) &Il Properties () Shared Properties

{Custom) -
(T v )
ActiveScreen 1]

11. Locate the ExposeToVBA property in the same Properties panel and set it to VBA Control.

Property Panel L o« x

termMon [Termkion Control) 2

Properties  Connections
(®) &l Properties () Shared Properties

(Custom) -
(Name) termMan1

ActiveScreen 0

BiometricData
BiometricLookupResult
BiometricLookup Usemame
ConnectionState

Cumrent Teminal ServerGroup
CumentWindowsUsemame
BxposeToVBA VBA Control
e recamragrgne
Height
KeyMavigation
Left
LicenseExpiration

ExposeToVBA:

Temme 1 ome e
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12. Add a button object to the display by clicking on the Objects menu item and select Push Button > Button. Draw the
button on to the display by clicking and dragging.

File Edit View 5 Objects  Arrange  Animation Tools  Window Help
M E & | 0o v s
Rotate
P oAl B A8 9 C
Drawing L
RO AE®

Explorer - InstantFizz_ HMI Nlimeyeasdsinn *| Momentary
=0 Network (HMI) Indicator ¥ Maintained
Eli@ InstantFizz Gauge and Graph 3 Latched

w-' Runtime Securi K b Multistate
& E Data_Area Trending Y[ Interlocked

- E FTAETag_Area Advanced 3 Ramp

B E HMI Area Alarm and Event » Navigation
OLE Object...
ActiveX Control...
Impart...

Symbaol Factory

B Graphics

13. The Button Properties configuration will popup, click on the Up Appearance tab and input Show Camera into the
Caption field.

General Action  Up Appearance  Down Appearance Digabled Appearance Common

General
Back style:

Pattem style:
| None > | W Pattem color

H For= color

[] Back color

Caption

Show Camera e

Fort: Size:

|Aria| Unicode | v| |1D V| lII E l:l

Image settings

(®) Mo image
Image:
(7) Use image reference
() Import file
[Mane] Import ...
Scale image

[ ok || camcel || Hep

424 of 492



14. Still on the Button Properties window, click the Common tab, and enter cmdShowCamera in the Name property.
Click the OK button.

General Action Up Appearance Down Appearance Disabled Appearance Common

Size: Posttion
Height: Width:

Top: Let:
N

Other
Name:
|[emdShowCamera | Visible

ToolTip text:

Insert Variable...

Concel | [ b

15. Return to the Object Explorer pane on the right-hand side of View Studio, select the newly created
cmdShowCamera object. From the Property Panel set the ExposeToVBA property to VBA Control.

" | Object Explorer p - x

=[] Digplay
- [ emdShowCarnera o
- [vf] termbdonl

- v Group20
-] Textd
Groupl5
- [ Trendl
- [v] Group1d
- v Groupd
- [w] Group10
Panel34
-] Image14
- ] Image1d
- v Group3g?
- v Group386
Group278
- v Group1 87
- [w] Group141
-] Groupl3
- [v] Imaged

& ] )

-

s W n e W B ]

[ Highlighting on Settings..

Expand Collapze Help

Property Panel g o« X

Camera [Button) 7

Fropeties Cormections
(®) All Properties () Shared Properties

(Mame) cmdShowCamera
BackColor [ OOFDFOFD

Back Style Solid
vea corr (E)) =

16. Add another push button to the Lg_Packaging display next to the Show Camera button just created. To do this, right
click the Show Camera button and select Duplicate. Move the duplicated button along-side the initial Show Camera
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button. Double click the new button to open the Button Properties window.

Properties
Connections...
VBA Code...
ActiveX Events...
Methods...
Object Keys....

Arrange 4
Animation 4

Convert te Wallpaper

Tag Substitution...

~ Property Panel
Object Explorer

<

Cut

Copy

Paste

Paste witheut localized strings
Delete
Duplicate I
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17. The Button Properties configuration will popup, click on the Up Appearance tab and input Hide Camera into the
Caption field.

General Action Up Appearance Down Appearance Disabled Appearance  Common

General
Back style:
Fi |

W foeclr
Patten style: [] Back color
|None hl | B Fattem color
Caption e

Hide Camera
Font: Size:

|Aria| Unicode [ v| |‘|ﬂ V| II' E l:l

Image settings

(®) No image
Image:
(") Use image reference
) Import file
[Mare] Impaort ...
Scale image

Ok || Comcdl || Heb |
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18. Still on the Button Properties window, click the Common tab, and enter cmdHideCamera in the Name property.
Click the OK button.

General Action Up Appearance Down Appearance Disabled Appearance Common

Size: Position
Height : Width: Top:

Left:
E TN

Other
Name: e

cmdHideCamera Visible
Tool Tip text:
Insert Varable...

ot | [ v

Since we duplicated the Show Camera button, the ExposeToVBA property will already be properly set to
VBA Control for the Hide Camera button.

19. Inside the Lg_Packaging display, right click on the Show Camera button and select VBA Code...

[ Lg_Packaging - /InstantFizz//HMI_Area (Display)
u % u

L Show Camera F | Hide Camera
[ ]

Properties

Connections...

ActiveX Events...
Methods...

Object Keys....
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20. The Microsoft Visual Basic Editor will open (you may have to select it in the Windows Taskbar ) with the
DisplayCode for the Lg_Packaging display. First, select all of the text in the code window and Delete it. Then copy all
of the text from the C:\Lab Files\ActiveX VBA Code.txt file and Paste it into the DisplayCode window. Please find
comments in the text file to explain the functions used in this example. Click the Save icon and close the Visual Basic
Editor.

‘ Flle EditoMisw lnset Formst Debug Run Iools Add-lns Window Help

‘@3 o BmA ey uoE e EFEE @ s, con |

[emdshowCamera =| [Released

Private Sub Display Activate (}

' Enables the ActiveX when the display is activated.
termMonl.Enable

End Sub

Private Sub Display BeforeAnimationStop()

'Hides the Camera Overlay when navigating away from the Lg Packaging display.
termMonl.CameraGverlayDisable "FIV_InstantFizz", "Camera Overlay”

End Sub

Private Sub cmdShowCamera Released()
< >

3roperties - Lg_Packaging 1I ' Activates the Camera Overlay when the Show Camera button created is released.

termMonl.CameraCverlayEnable "FIV_InstantFizz", "Camera Overlay"
Lg_Packaging Display -

phabetic | Categoried End Sub

Private Sub cmdHideCamera Released()

' Activates the Camera Overlay when the Show Camera button created is released.
termMonl.CameraOverlayDisable "FIV_InstantFizz", "Camera Overlay"

End Sub

21. Save the changes to the Lg_Packaging display from the main menu.

Ie Edit View Settings Objects Arrange Animation Tools Window Help
= (o E 0L anE
A YO s = NED R AR Q9

- InstantFizz_HMI B
=08 Metwork (HMI) A

w0 Runtime Security
i E Data_Area
.E FTAETag_Area
£ B HMI_Area
ST InstantFizz_ HMI
== System
-] Command Line
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Test Camera Overlay Visibility

1. Close the remote desktop session on rds2.tmlab.loc to return to RDS1. Click the OK button on the confirmation
dialog box.

rds2.tmlab.loc

2. From the virtual thin client, click on the PACKAGING button on the main overview screen from the navigation bar. It
may take a few seconds for the Lg_Packaging screen to load.

‘ ) = OVERVIEW BLENDING RAPID MIX FILLING LABELING PACKAGING CIP

3. Click the Show Camera button. The CameraOverlayEnable method of the TermMon ActiveX control will be called
and the camera will display.

Player v | |l v o I

Rockwell
Automation _
B As 41 a5 70 @0

4 } - OVERVIEW BLENDING RAPID MIX FILLING LABELIN
Show Camera Hide Camera
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4. Click the Hide Camera button to hide the camera. This calls the CameraOverlayDisable method.

5. The disable method is also called when navigating away from the Lg_Packaging screen. Test this by enabling the

camera and then navigating back to the overview screen without clicking the disable button.

As demonstrated in the previous steps, the TermMon.ocx is embedded within an ActiveX container — FactoryTalk
View SE in the example provided. Then an instance of the FactoryTalk View SE application is running within a
Remote Desktop Server session and is delivered to the virtual thin client. When the Lg_Packaging display is
launched in View SE, the Display_Activate event fires and the termMon1.Enable method is called. This method
establishes a connection between the ActiveX control and the terminal on which it is running.

There also exists the TermMon ActiveX Configuration Module, which can be applied to a specific terminal from
the ThinManager Admin Console. This module allows you to specify whether the terminal will permit ActiveX
connections, and if so, if they can be established from local or remote sessions. If remote sessions are permitted,
this would enable TermMon to control other terminals remotely. Version 7.9.0 of TermMon also permits the
ability to enable/disable Relevance User Changed Events, which essentially allows you to enable/disable
Authentication Pass Through for FactoryTalk View SE.

Earlier versions of TermMon.ocx (versions prior to 7.8.0) only supported a single event called OnEvent. It
included an EventCode parameter that would indicate which event had been raised (i.e.: EventCode = 17 would
indicate the terminal’s Relevance Location had changed). With 7.8.0 and newer, there are now separate events.
So to respond to a Relevance Location change event, you can use the OnRelevanceLocationName event,
which includes the current RelevanceLocationName as a parameter).
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Explore TermMon Test Display
1. From the PACKAGING display, click the MORE... navigation button followed by the TERMMON menu item.

FTV_instant™zz
FactoryTalk’
gn> ViewSE
OVERVEW  BLENDNG  RAPDMX  FLUNG  LABELING  PACKAGING  CPP  ALARMS  DASHBOARD  SYSTEMHEALT

', 2019 5:20:05 PM
TMLABITHINO1

CURRENT PRODUCT

Filling  Labsling

CURRENT ORDER
CURRENT PRODUCT

FROM
LABELING =l T 0 :
T

A

2. The TERMMON display demonstrates a majority of the TermMon.ocx Object Model. To start exploring, first click the
Enable button in the top left corner of the display. This calls the Enable method of the ActiveX control and initiates a
connection between the InstantFizz Display Client and the terminal to which it is being delivered.

T sz FactoryTalk
ViewSE

SYSTEM HEALTH

ALARMS MORE.

play Clieat Navigation =Gt Di
-
i ot | [ M o |_trstantFabrer
[T |[ oo Jommme 3 || [cotsooe ] s
Hare: cout; o
cdress: Secondst 11}
s Etne e s hack e
Frmuars versen ]
Boot ROM Version: Uter 10: o Aty Ugpdate
el
Terman e "
Display Clirs Log O Relevance User
[ oscorrectuser sesecra ] Logan oot
g off Uner Sessions 5 —
sl Cient
R —
Sassion i ser e e
[ e zcemes
‘ i
Versim 780
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Upon clicking the Enable button, the Terminal Information frame should fill in the Properties listed.

Boot ROM Version: 7.5
Model: alen-Bradiey 6200T-Ha
Term Win User: thin01@tmlab,loc
Display Clients: FTv_InstantFizz

Display Client:
Connection State: Connected
Session Win User: thindl

RDS Mame: RDS1

FT¥_InstantFizz

User ID: Responss

—Control Information Source —Display Client Navigati Get Display Client Screen —Active Screen
| Enabls | | Local I | Remote I ‘ Pravious | | = | Display Client Name: 0
FTY_InstantFizz
Tile Start || Main Menu Instant Failover =
IF Address ‘ | | | | | et
Current: Yersal'igwS200 Tile End Screen #:
mation Rel e User —Watchdog
el T TermSecure Username: i Check ACCE‘-‘S—G’“"P count: o
IP Address: 10.6.10.10 \Jsername: Seconds: 0 |
g Windows Username: Femm ey ||| TTTTT '
MAC Address: 34COFIA4CCED Access GroLp: Iarual Updats
Firmware Version: s.1.21

Auto Update

—Relevance User Specific —Log On Rel e User —Terminal Control,
Log Off Relevance User Ussimsmz: |
Disconnect User Sessions Password: | ‘ Reboat |
Log Off User Sessions Response: Success 0 ’—|Ca\ibrate

- Relevance Location —Session Control—
Current Location'Path:
MNew LocationyPath: Action: -

Logoff

“Biometric

| Scan and Query | |

Scan Data

Response:

“irtual Screen:

Enahle Disahle Switch by Name Move
Cycle Start Cycle Stop Enter Fullscreen Resize
Previous Mext Exit Fullscreen
Display Client: :Display Client Name ‘ Enable | ‘ Disable | | Switch by Name |
Overlay: Tile Start. Tile End

a0

‘ersion 7.9.0
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In the Log On Relevance User frame, enter ed in the Username input box and rw in the Password input box. Click
the Log On button. You should be presented with a PIN dialog — enter 1234. This will programmatically login Ed as a
Relevance User and deliver the FTV_Studio Display Client (since this Display Client was assigned to the Engineer
Relevance User Group in the Section 9).

—Control Information Source [ Display Client Navigati Get Display Client Screen —Active Screen——
‘ Enable | | Local | | Rermote | ‘ Previous | ‘ Mext | Display Client Name: D
= " . p FTY_InstaniFizz
L Tile Start || Main Menu Instant Failover =
1P Address: Er ‘ I | | | et
Current: Yersayiews200 Sereen #:
—Terminal Information Rel e User ‘Watchdog
s aiionSZL0 TermSecure Username: [ Check Accessrﬁrr‘f‘iv 7777777777777 Count: 0
IP Address! 10.6.10.10 fike WESITIENTES | | Seconds:

MAC Address! 34COF9ACCED Windows Username:

Firmware Yersion: s.1.21

Manual Update

Access Group:

Boot ROM VWersion: 7.5 \WEsr 108 Response: Success 0 Autn Update
Model:  allen-Bradley 6200T-HA

Term Wiin LUser:  thinoi@tmiat. o —Relevance User Specific —Log On Rel e User —Terminal Control-

Display Clients: FT¥_InstantFizz Log Off Relevance User Username! s
Disconnect User Sessions Password: Reboot
Log Off User Sessions Responss: Surcess 0 Calibrate

Restart

i

Display Client: FTY_InstantFizz
Connection State:  Connected

Rel € Location Session Control
Session Win User:  thinol o
: Current Location'\Path:
RDS Mame: rDS1

Newr LocationPath:

Logoff

- Biometric Log On | Log Off |

| Scan and Query | ‘ Scan Data =
Scans: 0
Data: Response:
Cameras
Display Client: Enable Disable Swritch by Marme W Move
Overlay: Cycle Start Cycle Stop Enter Fullscreen H: i i | Resize
Camera: Previous Mest Exit Fullscreen | IMove B Resize
i Virtual Screens
Display Client: Enable | ‘ Dizable | | Switch by Mame |
Owerla
Wirtual Screen: Hvirtual Screen Mame
------------------------------- Wersion 7.9.0

Click and hold the Display Click Selector, hover over the FTV_InstantFizz Display Client release to return to the
FTV_InstantFizz Display Client.

12 FactoryTalk View Studio - View Site Edition (Network Distributed)
File View Settings Tools Window Help

&= Ve R D P AR

Explorer a
S8 Cockie HMI -
5 System
1] Command Line
i HMITags
9 Tags

Graphics
/[ Displays
[ Global Objects
& Symbol Factory
«[@ Libraries
S Images
[# Parameters
© Legacy Recipes
+1 ¥ Local Messages
B2 Trend Templates
[E2 Trend Snapshots
£ TrendPro Templates
Logic and Contral
4 7. Derived Tags
@ Events
7 [8) Macros
0B Client Keys
i Datalog
+1 B Data Log Models
RecipePro+
=, RecipePro+ Editor
System
Action Groups
+ Policies
Computers and Groups
&5 Networks and Devices
Users and Groups

Connections .

Application | Communications

[3 Savina the Display_La_Packasing to HMI Server succeedd. Clear Clear Al

NUM
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6. From the Display Client Navigation frame, click the Next button.

—Information Source———— [ Display Client Navig Get Display Client Screen

Maxt II Display Client Name: 0l

IP Address | Tile Start | | Main Mano || Instant Failover | FTY_InstantFizz
isable i
Current; VersaiiewS200 Tile End Screen #:

—Terminal Information——————————— —Rel e User —Watchdog
—Check Access Grou,

Active Screen———

Control
‘ Enable I

Local I ‘ Rermots I | Fraviols

Set.

Name: Verssviewszo0 TermSecure Username:
IP Address: 10.6.10.10 Ed Username: |

MAC AdTress! 34C0FSA4CCED A8 USETEEs Access Graup: |

Firmware Yersion: 8.1.21 trlab. Ioced@trmilab oo

Count:

J Seconds:

Manual Update

Boot ROM Yersion: 7.5 User ID: [REEFREER Slans o Auto Update
Model:  Allen-Bradley 6200T-NA
Term Wiin User:  thinol@tmlab.loc —Relevance User Specific —Log On Rel e User Terminal Control,

Display Clients: FTv_InstantFizz,FTy_St Log Off Relevance User Username: i
udio i )
Disconnect User Sessions Pasaword! i 1 Lag On |

,,,,,,,,,,,,,,,,,,,, Rehoot

Log Off User Sessions Response: Success ] Calibrate
Display Clisnt: FTv_InstantFizz

Connection State! Connected Rel S Tncation Session Control

Session Win User: thino1
Current Location'\Path: -
ROS Mame: : Disconnect
MNew LocationyPath: Action:
3 Logoff

Bi tri |
fametie Leg n Log OF | Scan and Query | | Scan Data U

Response:

Cameras

Display Client: Dlsp\ay Client Name Enable Disable Switch by Mame [ave
Overlay: Cverlay Mame Cycle Start Cycle Stop Enter Fullscreen Resize
Camera: Carnera Mame Previols Mext Exit Fullscresn | Move & Resiza

—Virtual Sci
‘ Enable | | Disable | | Switch by Mame |

Tile Start Tile End
_froes | version 799

7. Click and hold the Display Click Selector, hover over the FTV_InstantFizz Display Client release to return to the
FTV_InstantFizz Display Client.
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8. From the Display Client Navigation frame, click the Tile Start button. This should trigger Tile Mode to start.

—Control

Information Source

—Display Client Navigation

| Enable |

| Local | | Rermote |

Current: YersaViewS200

1 Tile Start |

Previous | |

Mext

fain Menu | | Instart Failover |

| TieEnd |

—Terminal Information

G
D
E

—Relevance User

TermSecure Lsername:
Ed
Windows Lsarnarmne:

Mame:
IP Address:

Wersaliew5200
10.6.10.10

Username: ;

MAC Address: 34COF9A4CCED ACCESs Group:

p:
Firmware Yersion: 5.1.21 tmiab.loced@tmlsb.ioc {0 e
Boot ROM Yersion: 7.5 Usar ok Cbe e

Model:  allen-Bradley 6200T-Ma

9. Feel free to explore some more with TermMon test display. You can return to RDS2 and open the termmon display
from View Studio to inspect some of the associated VBA code. To find out more about the TermMon ActiveX
control, please refer to this ThinManager Knowledgebase Article.

10. When finished power off the VersaView5200 terminal.

bt
Edit

o

Restart Re

Manage Install | Tools L

Reboot Server ﬁ Calibrate To

Power On & Send Messa
N2 Power Off

'ower Terminal Ope

Terminals
=k g Terminals

This completes the section Programmatic Terminal Monitoring and Control with ThinManager TermMon ActiveX of the lab.
Please continue on to the Virtual Thin Clients, PXE Server and Wireshark section of the lab.
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Section 19: Virtual Thin Clients, PXE Server and Wireshark

Overview

To review from Section 4, ThinManager supports 2 types of thin or zero clients:
e  ThinManager Ready
o  ThinManager Compatible

ThinManager Ready terminals have the ThinManager BIOS extension image embedded in them by the manufacturer. When
these terminals are powered on, they know how to find a ThinManager Server right out of the box. Once found, the ThinServer
service delivers the terminal’s firmware and configuration. The VersaView 5200 (Catalog #: 6200T-NA) box thin client used in
this lab is an example of a ThinManager Ready terminal.

ThinManager Compatible terminals do not have the ThinManager BIOS extension image. However, the ThinManager
firmware is hardware compatible with the majority of thin clients on the market. This is because the ThinManager firmware is
compiled for the x86 platform, and the majority of thin clients are x86-based. In order to deliver the ThinManager firmware to
these devices, PXE is utilized. Preboot eXecution Environment (PXE) is an Intel standard whereby an operating system can be
delivered over the network.

Functionally, there is no real difference between a ThinManager Ready terminal and a ThinManager Compatible terminal.

In this section we will create a virtual thin client and configure ThinManager as a PXE Server in order to deliver the
ThinManager firmware to it. We will also introduce Wireshark to examine how ThinManager managed thin clients actually boot
from a network perspective, and how this process differs slightly for ThinManager Ready and ThinManager Compatible
terminals.

1. Create Virtual Thin Client

Modify PXE Server Mode

Create Terminal for Virtual Thin Client
Re-Enable Firewall Rules

Start Wireshark Capture
Troubleshoot the Boot Process

Boot Virtual Thin Client via UEFI

N e g o N
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Create Virtual Thin Client

As demonstrated through this Cloud lab, a virtual thin client is fairly simple to create and can be a great tool for troubleshooting,
testing and education. In this section, we will use VMWare's free Workstation Player to create a new virtual machine without an
Operating System, which we will subsequently boot via ThinManager's PXE Server.

1. Double click the VMWare Player shortcut on the RDS1 desktop.

5

2. From VMWare Workstation Player click the Create a New Virtual Machine link.

Player = | hd T

Welcome to VMware
(3] T2 Workstation 12 Player

@ Thind1 _ | Create a New Virtual Machine
l |
o - dded to

the top of your library.

Open an existing virtual machine, which will then be added

E Open a Virtual Machine
> | to the top of your library.

; Upgrade to VMware Workstation Pro

Get advanced features such as snapshots, virtual network
management, and more.

9 —
Y A View online help.

=== This product is not licensed and is authorized for non-
i # : commercial use only. For commerdial use, purchase a
license, Buy now.
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3. From the New Virtual Machine Wizard, select the | will install the operating system later radio button. Click the
Next button.

Welcome to the New Virtual Machine Wizard

A virtual maching is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
Installer disc:

No drives available ~

(O Installer disc image file (=0):

(@1 will ingtall the operating system later,

~ Browse...

The virtual machine will be created with a blank hard disk.

Help < Back | Mext = I Cancel

4. From the Select a Guest Operating System page of the wizard, select the Other radio button, Other from the
Version drop down list and click the Next button.

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

icrosoft Windows
ux
Other

Version

|Oﬂ’1er e ~

Help <gack | [ Next= ]| cancel

439 of 492



5. From the Name the Virtual Machine page of the wizard, enter Thin03 as the Virtual machine name. You can leave
the default Location. Click the Next button.

Mame the Virtual Machine
What name would you like to use for this virtual machine?

Wirtual machine name:
|Thir|03 |

Location:

|C:\.Users\]abuser.TMLAE\Domments‘l.wrmal MachinesThin03 | | Browse. ..

| <Bak | [mext> ]| cancel |

6. Click the Next button on the Specify Disk Capacity page of the wizard, keeping the defaults.

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximurn disk size (GE): %

Recommended size for Other: 8 GB

() store virtual disk as a single file
(® split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.
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7. Click the Customize Hardware button on the Ready to Create Virtual Machine page of the wizard.

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Other.

The virtual machine will be created with the following settings:

Mame: Thin03 ~
Location: Ci\Users\abuser, TMLAB\DocumentsVirtual Machines...
Version: Workstation 12,0

Operating System: Other

Hard Disk: 8 GB, Split

Memory: 256 ME

MNetwork Adapter:  MAT

Other Devices: CD/DVD, Sound Card v

Il Customize Hardware... II

| <Back || Fnsh || concel |

8.  From the Hardware window, select the Network Adapter device and click the Bridged radio button. Click the Close

button.
i Device status
Device Summary
0 Memory 256 MB Connected
[d Processors 1 Connect at power on
“JNew CD/OVD (... Auto detect .
Metwork Adapter  MAT Metwork connection
4 Il Sound Card Auto detect e (® Bridged: Connected directly to the physical network
n_!—IDisplay Auto detect [ replicate physical network connection state

Configure Adapters

(CJNAT: Used to share the host's IP address
() Host-only: A private network shared with the host
() Custom: Spedific virtual netwark

VMnetd (Bridged) w
O LANM segment:

LAM Segments... | | Advanced...

S| oo )

| Close | | Help |

We have been using NAT for our virtual thin clients to this point in the lab. We will switch to Bridged in this section
so we can see the desired network traffic in Wireshark. With that said, we will need to modify our PXE Server
settings so that ThinManager will issue IP addresses for PXE requests.
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9. Back at the Ready to Create Virtual Machine page of the wizard, click the Finish button.

Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Other.

The virtual machine will be created with the following settings:

MName: Thin03 A
Location: C:'\Users\abuser TMLAB\Documents\Virtual Machines. ..
Version: Workstation 12.0

Operating System: Other

Hard Disk: 8 GB, split

Memory: 256 MB

Metwork Adapter: Bridged (Automatic)

Other Devices: CD/OVD, Sound Card W

Customize Hardware. .. |

< Back E Finish ; Cancel

The default 8GB of hard disk space and 256MB RAM is plenty for our virtual thin client.
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10. Because this virtual thin client is running on a virtual machine (RDS1), which is referred to as nesting, we need to add
a special setting to the virtual machine configuration file for Thin03. Right click the Windows Start Button and select
File Explorer.

Programs and Features
Power Options

Event Viewer

System

Device Manager
Metwork Connections
Disk Management
Computer Management
Command Prompt

Cormmand Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop
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11. Within File Explorer, navigate to Documents->Virtual Machines->Thin03.

File Home Share View e a
“ v LY )IThis PC » Documents > Virtual Machines » Thin03 I v O Search Thin03 »
~ MName Date modified Type Size
s+ Quick access
D Thin03.nvram 4/22/2019%:13 PM MNVRAM File SKB
[ Desktop * P ) )
= Thin03 4/22/20199:12 PM  VMware virtual dis... TKB
& Downloads [ Thin03.vmsd 4/22/20199:12 PM  VMSD File 0KE
Documents (51 Thin03 4/22/20199:14PM  VMware virtual m... 3KE
[&] Pictures - D Thin03.wrmzf 4/22/2019 %12 PM WMXF File 1KB
. Lab Files % Thin03-s001 4/22/2019 %12 PM VMware virtual dis... 512 KB
| Thinot & Thin03-s002 4/22/2019912PM  VhMware virtual dis... 512KB
Thin02 % Thin03-s003 4/22/2019 %12 PM VMware virtual dis... 64 KB
N . vmware 4/22/2019 913 PM  Text Document 183 KB
TMConfigs .
- wmware-0 4/22/20199:12 PM  Text Document 29KB
& This PC
[ Desktop
Documents
‘ Downloads
J'I Music
[&] Pictures
i Videos
o lacal Nick iea Y
10 items

12. Click the View menu item and check the File name extensions checkbox.

File Home Share View - a
I:| [Tl Preview pane [ Extra large icons [&] Large icons - [F]= [ ttem check boxes \) F
Medium icons EEE Small icons - [w] File name extensions
Mavigation i . = - — Sort Hide selected =~ Options
pa%e' ([E Details pane EEE List T by~ E [#] Hidden items items p'
Panes Layout Current view Show/hide
— ' = Thin03.vmdk 4/22/2019 912 PM  VMware virtual dis... 1KB
¥ Downloads -+ [ Thin03.vmsd 4/22/20189:12PM  VMSD File 0KE
Documents (51 Thind3.vrmx 4/22/20199:14PM  VMware virtual m... 3KE
[&] Pictures Ed [ Thin03.vmf 4/22/20199:12PM  VMXF File 1KB
. Lab Files % Thin03-s001.wmdk 4/22/20199:12PM  VMware virtual dis... 512 KB
Thin01 % Thin03-s002.vmdk 4/22/2019 %12 PM VMware virtual dis... 512 KB
Thindz % Thin03-s003.vmdk 4/22/2019 %12 PM VMware virtual dis... 64 KB
N TMConfi vmware.log 4/22/20199:13PM  Text Document 185KB
onfigs :
- J vmware-0.log 4/22/20199:12PM  Text Document 29 KB
3 This PC
[ Desktop
Decuments
‘ Downloads
J'I Music
[&] Pictures
m Videos
o Lacal Nickiea Y
10 items
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13. Right click Thin03.vmx and select Open with...

File Home Share View b a
“ v » ThisPC » Documents » Virtual Machines » Thin03 v O Search Thin03 el
" Mame Date modified Type Size
¥ Quick access
I Deskt » [ Thino3.nvram 4/22/20199:13PM NVRAM File 9KB
eskto|
P % Thin03.vmdk 4/22/20199:12 PM VMware virtual dis... 1KB
¥ Downloads  # [ Thin03.vmsd 4/22/2019%:12PM  UMSD File 0KE
Documents  # o (7] Thin03.vmx 4/22/20199:14PM __ VMware virtual m... 3KB
=] Pictures 4 [ Thind3.mf Open with VMware Player F File 1KB
Lab Files é Thin03-s001.vmdk Scan with Windows Defender... are virtual dis... 512 KB
& T -
Thin01 == Thin03-s002.vmdk Open with .3 Notepad
& T
Thin02 Thin03-s003.vmdk Sharewith > "’E VMware Player
. vmware.log ) )
TMConfigs wrnware-0log Restore previous versions Search the Store
!This PC Sendto > Choose another app
[ Desktop T
Documents Copy
* Downloads Create shortcut
D Music Delete
[&] Pictures Rename
B Videos Properties
B aeal Mic e Y
10items  1item selected 2.05 KB
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14. Scroll to the bottom of the text file and enter the following on a new line (you can also copy and paste this text from the
LabPaths file accessible from the RDS1 desktop). Save the file and close Notepad.

vmmx.allowNested = “TRUE”

File Edit Format View Help

numa.autosize.cookie = "l@@6e1" ~
uuid.bios = "56 4d 34 2a 54 48 1f 45-4de dd 27 9f 49 cB a2 5e”
uuid.location = "56 4d 34 2a 54 48 1f 45-4e dd 27 9f 49 ¢B a2 5e”
migrate.hostlog = ".%\ThinB3-8d6ed9e3.hlog”

ide@:@.redo = ™"

pciBridge®.pciSlotlumber = 17"

pciBridged.pciSlotlumber = 21"

pciBridge5. pciSlotlumber = 22"

pciBridge6.pciSlotlumber = "23"

pciBridge7.pciSlotlumber = "24"

scsif. pciSlotNumber = 16"

ethernet®.pciSlotNumber = "32"

sound.pciSlotNumber = "33"

vmciB®. pciSlotNumber = 34"

ethernetd.generatedAddress = "88:8c:29:cB:a2:5e"

ethernet@. generatedAddressOffset = "8"

vmci@.id = "1237361246"

monitor.phys_bits_used = "42"

vmotion.checkpointFBSize = "33554432"
vmotion.checkpolntSVGAPrimarySize = "33554432"

cleanShutdown = "TRUE"

softPower0ff = "FALSE"

s n L. B R

wmx.allowlested = "TRUE™

Again, the vmx.allowNested = “TRUE” setting is only required if you are running your virtual thin client on a
virtual host.
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Modify PXE Server Mode

1. From the ThinManager Admin Console, select the Manage ribbon, followed by the PXE Server icon.

" Edit | Manage | Install  Tools  View oteView  Help
@ @ @ Restore Biometric Database @ ﬁ @ DNS Configuration
g Backup Biometric Database @ Configure Default Terminal
Packages|| Restore Backup ) FXE ThinManager
g Synchronize Server Serverlist 9 Language 3
Packages Configuration Manage
r 4 g —

2. Click the Next button from the PXE Server Configuration page of the wizard.

3. From the Network Interface Configuration page of the wizard, select AWS PV Network Device #0 from the Select
Interface to Configure drop down list, and select the Not using standard DHCP server option button. Click the Next
button.

)

Network Interface Configuration M

Select the settings for each network interfface
(Y

Select Interface to Configure
AWS PV Network Device #0 ~|
Interface Primary IP Address 106.1.51

— PXE Server Mode
" |Using standard DHCP server

" Using standard DHCP server on this machine

" |Jsing standard DHCP server with Boot Options (PXE Disabled)

e * Mot using standard DHCP server

 IP Address Conflict Detection
* ARP
" None

¥ Allow New PXE clients

< Back Firish Cancel Help
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4. From the IP Address Range Configuration page of the wizard, click the Add button.

Corfigure each range of IP Addresses

IP Address Range Configuration ﬂ

| Beginning IP Address | Ending IP Address |

cBack | e | Frish | Cancel | Hep |

5. From the IP Address Range window, enter the following and click the OK button.
o Starting IP Address = 10.6.10.100
e Ending IP Address = 10.6.10.110
e  Subnet Mask = 255.255.255.0
¢ Router IP Address = 10.6.10.1

PadesRonge X
Starting IP Address 0| w .6 .10 . 100
Ending TP Address el 0.6 .10 .10
Subnet Mask el 255 . 235 . 255 . O
Router IP Address ol w. 6 .1w.1

Exdlusions | Reservaﬁonsl Advanced |

Clear IP Assignments | e

Cancel |
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6. Back at the IP Address Range Configuration page of the wizard, click the Finish button.

IP Address Range Configuration @
Corfigure each range of IP Addresses ’ | ‘
10.6.1.100 10.6.1.110
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Create Terminal for Virtual Thin Client
We will create a new ThinManager Terminal Profile to assign to our Virtual Thin Client.
1. Return to the ThinManager Admin Console.

2. Click the Terminals tree selector icon.

3. From the Terminals tree, right click the VersaView5200 terminal and select Copy terminal and select Copy.

S Edit Manage Install Tools Wiew Remote Vie

Reboot Server || &% Calibrate Touchscreen 7 Enab
ey &) Power On +< 5end Message fE;'Disak
Restart Reboot ) Power Off

Power Terminal Operations Enable/Dis

- Configuratic

=5 '@ Terminals Attribute
E| Mixer

Q Terminal Mame

ZenPad Meodify 501
Rename

Copy m

Delete Ctrl+D  &r

Go To User per

Logoff User roll

Go To Location

Restart Terminal

[
4. Enter Thin03 as the new Terminal Name and click the OK button.

Enter new Terminal Mame

[Thin03
(o @) o |
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With the new terminal created, double click the Thin03 terminal to launch the Terminal Configuration Wizard.

o

S Edit Manage Install Tot

Reboot Server || 55 Calibr

h=
) Power On ~ Send
Restart Reboot
=) Power Off
Power Termin

E‘,@ Terminals

Ew3200

T =
[ M ZenPad

Click the Next button on the Terminal Name page of the wizard.

Click the Next button on the Terminal Hardware page of the wizard

Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.

From the Display Client Selection page of the wizard, remove any existing Display Clients from the Selected
Display Clients list box. Move the Desktop Display Client to the Selected Display Clients list. Click the Next
button.

5

Display Client Selection
Select the Display Clients to use on this terminal

)

Available Display Clients Selected Display Clients
I_——_|i Remote Desktop Services ~ o ?Desktop
? Desktop
-f38l EXC_OEECalc A|

? FTV_CookieDema ﬂ
? FTV_InstantFizz

{38 FTV_Studio ﬂ ﬂ
? LG¥_CookieDemo

Eﬂ---i SmartSession

? TM_AdminConzole

Fil- ¥l Camera =

Edit Display Clients | Cvenide |

< Back Finizh Cancel Help
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11. Click the Next button on the Terminal Interface Options page of the wizard.
12. Click the Next button on the Relevance Options page of the wizard.
13. Click the Next button on the Hotkey Configuration page of the wizard.

14. On the Log In Information page of the wizard, enter thin02@tmlab.loc as the Username and rw as the Password.
Click the Verify button which should confirm that the credentials entered are valid. Click the Next button.

Log In Information

Enter the log in information to log in automatically. Leave the log in information blank or fill only ’ ‘
some of the fields to force manual log in. N

Windows Log In Information

Usemame Ithinﬂ?@tmlab.loc Search |
|“ Passward Optionsl

Domain I e Verify |

Password

< Back

Finsh | Cencel | Hep |

7. From the Video Resolution page of the wizard, select 1024x768 from the Resolution drop down list. Click the Finish

button.
(=)

Video Resolution E

Select the video resolution for this terminal. ’ ‘
Y
—Select Video Resolution
These are the resolutions supported by the Thin Client model you selected.
Resolution Color Depth Refresh Rate
o | 1024763 =l [s4KColos  v| [80Hz |
< Back Cancel Help
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Re-enable Firewall Rules

In Section 11, we turned on the Windows Firewall and created specific Firewall Rules to permit our virtual thin clients to boot. In
this section, we are going to disable each of those rules, and use Wireshark to troubleshoot the boot process step by step.

1. While still on RD$1, right click the Windows Start Button and select Control Panel.

Programs and Features
Power Options

Event Viewer

Device Manager
Network Connections
Disk Management
Computer Management
Comrnand Prompt

Command Prompt (Admin)

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

2. From the Control Panel, click the System and Security link.

[-] Control Panel = O X
4~ [Z » Control Panel » v O |Sr:arch Control Panel el
Adjust your computer’s settings View by: Category ¥

‘ System and Security User Accounts
) View event logs

il Network and Internet
\ Connect to the Internet

Wiew network status and tasks

S

®) Change account type

Appearance and Personalization
Change the theme

Clock, Language, and Region

, [/ Hardware - Add a language
*  View devices and printers LT Change input methods
Add a device Set the time and date

Change date, time, or number formats
~.. Programs
[.,] Uninstall a program
Get programs
) Tum Windows features on or off

Ease of Access
Let Windows suggest settings
Optimize visual display

®
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From the System and Security page of the Control Panel, click the Windows Firewall link.

Control Panel Home

» System and Security
Network and Internet
Hardware
Programs
User Accounts

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

“~ v ‘ » Control Panel » System and Security

r Security and Maintenance

o Administrative Tools

v 0

Review your computer's status and resolve issues
Troubleshoot common computer problems

llow an app through Windows Firewall

System

View amount of RAM and processor speed

Q Allow remote access
See the name of this computer

Power Options

Change what the power buttons de | Change when the computer sleeps

Defragment and optimize your drives

$ Schedule tasks

Q Create and format hard disk partitions

QView event logs $ Generate a system health report

Flash Player (32-bit)

Search Control Panel

G Change User Account Control settings

Launch remote assistance

)

Centrol Panel Home

Allow an app or feature
through Windows Firewall

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software frem gaining access te your PC through the
Internet or a network.

& Change notification settings

l v Domain networks

& Tumn Windows Firewall on or

off Networks at a workplace that are attached to a domain

& Restore defaults

Troubleshoot my netwerk

Windows Firewall state: On

Incoming cennections:

Active domain networks:

Notification state:

Block all connections to apps that are not on the list
of allowed apps

Ba tmisbloc

Do not notify me when Windows Firewall blocks a
new app

l o Private networks

Not connected |

l v Guest or public networks

Not connected

Seealso
Security and Maintenance

Network and Sharing Center

From the Windows Firewall Control Panel, click the Advanced settings link on the left hand side.

« ~ 4 @@ > ControlPanel > Systemand Security » Windows Firewall

v|®&  Search Control Panel P

From the Windows Firewall and Advanced Security window, click the Inbound Rules item.

Eile  Action View Help

& | H&E

ith Advance

!"‘. Connection Security Rules
> B Monitoring

Inbound Rules

Mame

V] AlmClisSn/Wrap.exe
V] AlmClisSn/Wrap.exe
9 AlmClisrWrap.exe
9 AlmClisrWrap.exe

8 AlmMpy.exe
¥ Al eve
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Scroll down through the Inbound Rules until you find the TCP2031 rule we added in Section 11. Right click it and
select Disable Rule.

File Action View Help
= xm = H

@ Windows Firewall with Advance [T LT

&3 Inbound Rules

Outbound Rules

®& Connection Security Rules
> 'Q Monitoring

Mame Gron
) RSAlarmFileReader. exe

) RSAlarmFileReader. exe

@ RSLinx.exe

@ RSLinx.exe

@ RSLinx.exe

@ RSLinx.exe

0 RsvcHost.exe

0 RsvcHost.exe

0 RsvcHost.exe

0 RsvcHost.exe

9 Studic 5000 Logix Designer v30.01.00 (CP...
oﬂ Studie 5000 Legix Designer v30.01.00 (CP...

&

& uoPe7 Disable Rule
@ uoPeg

8 VMware Authd i

8 VMware Authd Copy

9 Vstudio.exe Delete

9 vstudio.exe Properties
9 vstudio.exe

9 vstudio.exe Help

9 vstudio.exe

Repeat the previous step for the UDP67 and UDP69 rules, so that all 3 rules are disabled. Verify that these 3 rules do
not have green check marks beside them. When finished, leave the Windows Firewall with Advanced Security
window open.

Studie 5000 Legix Designer +30.01.00
TCP2031

Whware Authd Service
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Start Wireshark Capture

Wireshark is a free and open source packet analyzer. It is often used for network troubleshooting and is a tremendous help

when diagnosing thin client boot issues. The ThinManager support team can generally pinpoint network issues by analyzing a
Wireshark capture file.

1. Double click the Wireshark shortcut on the RDS1 desktop.

2. Click the Start Capturing Packets icon in the Wireshark toolbar.

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help
BA@ [(IRRAEQe=2=F 5|5 aqan
pply a display filter ... <Ctrl-/=> =3 ~| Expression.. +
Welcome to Wireshark
Capture
..using this filter: [ |Enter a capture filter ... '] All interfaces shown ™
Ethernetd M
Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 3.0.0 (v3.0.0-0-g337e33de). You receive automatic updates.
7 Ready to load or capture || Mo Packets || Profile: Default
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When the network capturing begins, you will see a consistent stream of network packets in the capture pane. We want
to filter the packets initially to only look at bootp packets, so enter bootp followed by the ENTER key in the filter field.
This should result in clearing the capture pane, since we have not attempted to boot a client yet.

File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help
IRERe2=ER S EQQAE
B4 | Expression +
Source Destination PortSrc  PortDes Protocol  Length Info ~
Vmware_18:25:ce Broadcast ARP 60 Who has 10.6.10.254? Tell 10.6.10.50
10.6.10.50 10.6.10.51 4241 50012 TCP 439 4241 + 50012 [PSH, ACK] Seq=5776 Ack=1381 Win-2049 Len=385
16.6.10.51 16.6.10.50 50012 4241  TCP 145 56012 + 4241 [PSH, ACK] Seq=1381 Ack=5161 Win=2851 Len=92
10.6.10.50 10.6.10.51 4241 50012 TCP 60 4241 » 58012 [ACK] Seq=6161 Ack=1473 Win=2049 Len=8
16.6.10.51 16.6.10.52 49784 445 NBSS 55 NBSS Continuation Message
10.6.10.51 10.6.10.52 49785 445 nsss 55 NBSS Continuation Message
987 16.830714 16.6.10.51 16.6.10.52 49786 445 NBSS 55 NBSS Continuation Message
988 16.830858 16.6.10.52 16.6.10.51 445 49784 TCP 66 445 + 49784 [ACK] Seq=1 Ack=2 Win=2848 Len=8 SLE=1 SRE=2
989 16.830858 16.6.10.52 16.6.10.51 445 49785 TCP 66 445 » 49785 [ACK] Seq=1 Ack=2 Win=2856 Len=0 SLE=1 SRE=2
990 16.830858 10.6.10.52 16.6.10.51 445 49786 TCP 66 445 + 49786 [ACK] Seq=1 Ack=2 Win=2856 Len=0 SLE=1 SRE=2
v
> Frame 1: 68 bytes on wire (488 bits), 68 bytes captured (488 bits) on interface @
> Ethernet II, Src: Vmware 2e:87:3a (@0:50:56:2e:87:3a), Dst: Vmware 10:25:ce (@8:0c:29:10:25:ce)
> Internet Protocol Version 4, Src: 10.6.10.52, Dst: 16.6.18.58
> Transmission Control Protocol, Src Port: 49746, Dst Port: 1332, Seq: 1, Ack: 1, Len: @
@ ©2 BC 29 10 25 ce 8@ 50 56 2¢ 57 3a @5 @0 45 68 - )% P V.-
@ 0@ 28 @b 8d 0B B8 5@ 06 86 d2 @a 86 Ba 34 Ba B6 (- -
@ ©a 32 c2 52 05 34 10 56 al 51 81 9e cd a9 56 18 -2-R-4-V -Q-
@ ©8 B4 b6 =8 0B 60 00 0O ©O 90 00 08
() ¥ "bootpis deprecated or may have unexpected results, See the User's Guide. || Packets: 930 - Displayed: 990 (100.0%) || Profile: Default

457 of 492



Troubleshoot the Boot Process

1. Return to VMWare Player. Ifitis closed, you can re-launch it by double clicking its shortcut on the desktop. Select the
Thin03 virtual image we created earlier and click the Play virtual machine link.

Player « | b b "

Thin03

State: Powered Off
0S: Other
Version: Workstation 12.0 virtual machine
RAM: 256 MB

e b Play virtual machine

ﬂf Edit virtual machine settings

2. Click the No button to the connect virtual device message box.

" Cannot connect the virtual device ide 1:0 because no
corresponding device is available on the host.

Do you want to try to connect this virtual device
every time you pawer on the virtual machine?
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Since we have not installed an Operating System in our virtual machine, it will attempt to PXE boot. After a few
seconds, we receive a PXE-E53 error indicating No boot filename received. Recall that PXE is inherently dependent
on DHCP. As part of this dependence, any PXE client needs 3 things to boot — (1) an IP address, (2) a boot server [P
address and (3) a boot file name. We have the virtual thin client configured for NAT, so VMWare Player will provide a
NAT'd IP address, but we need ThinManager to provide the boot server IP address(es) as well as the boot file name.
We configured ThinManager's PXE Server Mode accordingly to be Using standard DHCP server. We know that we
just disabled some important Firewall Rules that we created in Section 11, but let's imagine that we didn’t know this.

L?%H Thin03 - VMware Workstation 12 Player (Non-commercial use only) — O *
Player = hd I‘_ll_;:LI i LE'I L

etwork boot from AMD AM?79C978A
opyright (C) 2883-2814 UMuare, Inc.
opyright (C) 1997-2888 Intel Corporation

LIENT MAaC _ANNR: HA _AC 2?9 EE _RBC (4 GHIN: SE4N5AFN-43EE-4CBA-A79D-F6FAN7EEBCC4
PXE-E51: Ho DHCP or proxyDHCP offers were received.

PXE-MBF: Exiting Intel PXE ROM.
Operating System not found

TFTP, Trivial File Transfer Protocol, is used by all ThinManager managed thin clients to deliver the boot
file, the firmware, as well as the terminal configuration.
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Return to Wireshark so we can investigate what might be the problem. As we can see from the capture log, a DHCP
Discover packet was sent to a Port Destination of 67, but no DHCP Offers were made from ThinManager.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

FRLNNC) ERE Qe==¢§ 5 EQaan

(W [bootp [X] | Expression... | +
No. Time Source Destination Port Src PortDes  Protocol Lanﬁﬂ'\ Info
= 35.316316 _ 0.6.6.6 255.255.255.255 68 67 DHCP 596 DACP Discover - Transaction ID BxZaceszse ||

7991 45.516516 5.6.6.0 255.255.255.255 5 €7 DneP S50 DHCP Discover - Transaction 1D @x2ac@azoe

8352 45.828403 0.8.0.9 255.255.255.255 68 67 DHCP 590 DHCP Discover - Transaction ID @x2bc@a2Se

8353 46.828487  ©.9.8.8 255.255.255.255 68 67 DHCP 598 DHCP Discover - Transaction ID @x2hcBa2Se

8687 47.481297  B.9.B.B 255.255.255.255 68 67 DHCP 598 DHCP Discover - Transaction ID Bx2ccBa2Se

8688 47.401303 2.8.0.9 255.255.255.255 8 67 DHCP 590 DHCP Discover - Transaction ID @x2cc@a2Se

9851 51.267418  0.9.8.8 255.255.255.255 68 67 DHCP 590 DHCP Discover - Transaction ID @x2dc@a2Se
< >

> Frame 7998: 598 bytes on wire (4728 bits), 598 bytes captured (4728 bits) on interface 8
> Ethernet II, Src: Vmware_c@:a2:5e (@@:@c:29:c@:a2:Se), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
> Internet Protocel Version 4, Src: ©.8.8.8, Dst: 255.255.255.255

> User Datagram Protocol, Src Port: 68, Dst Port: 67

> Dynamic Host Configuration Protocol (Discover)

ff ff £f ff ff Tf @0 8c 29 c@ a2 Se 03 90 45 09
@2 aa [FIEE @8 @@ 14 11 a4 ae @@ 08 68 00 Ff T
ff ff @0 44 00 43 02 2c 4b fd @1 61 86 @0 2a c@
a2 Se @@ @4 50 00 68 62 00 GG 0O 0O B8 0O 06O 68
B0 00 @0 3 00 @0 B8 Oc 29 c@ a2 Sc 00 80 60 08
20 00 @0 00 00 @0 P 90 00 00 00 00 00 00 0P 00
@8 90 @0 68 00 @0 6B 0@ GO G0 99 6O 0O B9 66 68
B0 00 G0 B2 00 @0 6P 99 00 00 90 00 00 00 00 09
98 90 G0 68 00 G0 GG 00 G0 G0 00 GO 09 0O 60 68
B0 00 G0 00 00 @0 6O 90 00 00 90 00 00 00 00 08
20 00 @0 00 00 @0 P 90 00 00 00 00 00 00 0P 00
@ 98 @2 @0 88 @@ @0 68 B8R G0 08 8@ 6O 68 B8 60 68

v

O 7 wireshark_Ethernet_20190423125534_a03648.pcapng || Packets: 1094429 - Displayed: 7 (0.0%) || Profie: Defauit

Return to the Windows Firewall with Advanced Security window. Right click the UDP67 firewall rule and select
Enable Rule. This is the rule that permits UDP67 traffic through the firewall, which enables DHCP traffic.

File Actien View Help

< nmEl = E

ﬂ Windows Firewall with Advance| [JESTS T

Inbound Rules —
N G
E3 Outbound Rules ame roup

Ew Connection Security Rules 0 RSAlarmFileReader.exe
y 'é'l Meonitoring ) RsAlarmFileReader.exe

ﬂ RSLinx.exe

9 RSLinx.exe

ﬁ RSLinx.exe

9 RSLinx.exe

ﬁ RevcHost.exe

9 RsvcHost.exe

ﬁ RevcHost.exe

9 RsvcHost.exe

ﬂ Studio 3000 Logix Designer +30.01.00 (CP...
@ Studio 5000 Logix Designer w30.01.00 (CP...

TCP2031

UDPES Enable Rule
ﬂ VMware Authd Service Cut
9 VMware Authd Service (private) Gopy
ﬂ‘u’Studio.exe e
9 Vstudio.exe sietE
0 vstudio.exe Properties
@ vstudio.exe

. Help

ﬂ VStudio.exe
9 vstudio.exe
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6. Return to VMWare Player. Select the Player drop down menu, followed by the Power item then the Restart Guest
item. Click Yes to the confirmation dialog.

I'?gﬂ n- WMware Workstation 12 Player (Won-commercial use only) — O X
Player = - \ﬂl = =h L
| e >
9 Power » Power On
] —

| Bemovable Devices » Shut Down Guest

Send Ctrl+Alt+Del Suspend Guest PA-5448-1F45-4EDD-279F49CBAZ5E

==
A, Manage Restart Guest
! T1  Full Screen Ctrl+ Alt+Enter
O Unity

Help »

Exit

7. After restarting the virtual thin client, we receive a TFTP timeout. It looks like we might be getting a little closer. This
time we receive the necessary IP information from ThinManager. This indicates that ThinManager responded to the
DHCP Request with a DHCP Offer. Let's confirm this with Wireshark.

lt_lgﬂ Thin03 - VMware Workstation 12 Player (Mon-commercial use only) — O x
Player = - il ) L;H €| &

etwork boot from AMD _AM79CI78A

opyright (C) 2883-284 .
opyright (0) 1997-28 Receives |IP address...

LIENT MAC ADDR: B8 BC 29 CB A2 5E GUID: 564D342A-5448-1F45-4EDD-279F49CBA25E
LIENT IP: 18.6.1.188 MASK: 255.255.255.8 ODHCP IP: 18.6.1.51

ATEWAY IP: 18.6.1.1

XE-E32: TFTP open timeout

FTP. . _ ...from ThinManager.

PXE-E32: TFTP oben timeout
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8.  Sure enough, we see that this time we received a DHCP Offer from 10.6.10.51 which includes the boot server
(10.6.1.51) and the boot filename (acpboot.bin). So our virtual thin client should have all it needs to boot, but we are

still receiving a TFTP timeout.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
- . = =
AN Jd® HREQRes=q 35 EQaQan
[ bootp [X] ~ | Expression... | +
No. Time Source Destination PortSrc  PortDes Protocol Length Info ~
37864 174.833146 18.6.18.51 255.255.255.255 67 68 DHCP 377 DHCP Offer - Transaction ID @x2deebccd
37865 174.833151 18.6.18.51 255.255.255.255 67 68 DHCP 377 DHCP Offer - Transaction ID @x2deebccd
i H.9.8.4 55.255.255.255 ﬂ &7 DHCP eques - Transaction xZ2deebcc
E 42987 198.165502 2.9.90.@ 255.255.255.255 (3 87 DHCP 59@ DHCP Request - Transaction ID @x2deebccd
42988 190.166879 10.6.18.51 255.255.255.255 67 68 DHCP 377 DHCP ACK - Transaction ID @x2deebcc4
42989 190.166882 18.6.18.51 255.255.255.255 67 68 DHCP 377 DHCP ACK - Transaction ID @x2deebccd
5
< >
Relay agent IP address: 8.8.8.9 ~

Client MAC address: Vmware_ee:bcicd (88:8c:29:ee:beicd)

client hardware address padding: 8eeEEEEOBE0B0BB0BO

Server host name: RDSL

Boot file name: acpboot.bin

Magic cookie: DHCP

Option: (67) Bootfile name

Option: (43) Vendor-Specific Information (PXEClient)

Option: (53) DHCP Messaee Tvpe (Offer) hd

oo Eee®

=== -
WhE®
@aeaa||vy v

S5
3838

o0 00 02 00 00 08 08 A8
92 00 B2 DO 00 G0 20 82
92 02 B2 B 90 88 63 B2
6f 6Ff 74 2e 62 69 6e 00
@8 81 @a B6 Ba 33 ff 35
@83 L Ba 86 @a @1 42 @a
35 31 82 @7 41 43 58 5
43 6c 69 65 6e 74 36 @4
7e 48 86 B4 @a 86 @a 31

o0 00 02 00 00 08 08 A8
92 00 B2 DO 00 G0 20 82
53 B3 43 Bc 61 63 78 B2
2b @d @6 @1 af @8 @7 ea
el 82 @1 84 ff ff ff 88
31 38 2e 36 2e 31 3@ 2e
58 58 45 3c @9 58 58 45
@a @6 @a 33 33 04 6@ as
f

<----c ScCeacpb

‘@8 10.6.10.

(O 7 Relay agent IP address (dhcp.ip.relay), 4bytes

|| Packets: 68451 - Displayed: 26 (0.0%)

|| Profile: Default

Return to the Windows Firewall with Advanced Security window. Right click the UDP69 firewall rule and select
Enable Rule. This is the rule that permits UDP69 traffic through the firewall, which is required for TFTP
communication for PXE clients.

File Action View Help

&= gnE = H

@ Windows Firewall with Advance [T et Rt

Inbound Rules —
N 6
E¥ Outbound Rules ame roup
E‘!. Connection Security Rules
> Bl Monitoring

) RSAlarmFileReader.exe
) R5AlarmFileReader.exe
ﬂ RSLinx.exe
ﬂ RSLinx.exe
ﬁ RSLinx. exe
ﬁ RSLinx.exe
ﬂ RevecHost.exe
ﬂ ResvcHost.exe
0 RsvcHost.exe
ﬂ RsvcHost.exe
9 studio 5000 Logix Designer v30.01.00 (CP...
9 studio 5000 Logix Designer v30.01.00 (CP...
TCP2031
UDPE7
UDP&9
WMware Authd Service
0 VWhware Authd Service (private)

9 Enable Rule

9 vstudic.exe eul

0 vstudio.exe Copy

9 vstudio.exe Delete

1 vstudio.exe T
ﬂ Vstudio.exe

9 vstudio.exe Help

0 vstudio.exe
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10. Return to VMWare Player. Select the Player drop down menu, followed by the Power item then the Restart Guest

1.

item. Click Yes to the confirmation dialog.

I?gﬂo-%aewmﬁunﬂﬂayu{ﬂmrmcﬂmmiy} = O X
Player hd \ﬂl ) \L,__‘\h\ €| &
| e >
B Power » Power On
I l.2) Removable Devices > [ Shut Down Guest
[ gt P PA-5448-1F45-4EDD-279F49CBA25E
! A Manage Restart Guest g
! T1  Full Screen Ctrl+ Alt+Enter
O Unity
Help >
Exit

This time, the Virtual Thin Client should begin to boot. It will first receive the boot loader (acpboot.bin for Legacy
PXE clients like this one), and then the firmware. Notice that the IP Method is listed as PXE, which indicates that
ThinManager acted as a DHCP Server to deliver the IP address for the terminal, the IP address of the ThinManager
Server and the boot filename.

L] Thin3 - VMware Workstation 12 Player (Non-commercial use only) — m} *
Player + - \il - & €| [E]

Rockwell Automat
ThinManager Metwork Boot Loader vZ.5

Status : Loading Firmware from ThinManager Server 18.6.18.51

Terminal IP Informatiom

IP Method
Terminal IP . 1A.6.18._188
ThinManager Server . 18.6.18.51
. 18.6.18.1
Subnet Mask . 255.255.255.8
MAC Address AA:Bc:?9:ee:bcicd

I
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12. We will now see the final hurdle to clear, which is the delivery of the terminal profile, which requires TCP2031. Since
this port is not currently open, we are receiving a Failed to Get Configuration From 10.6.10.51 error message.

I@ Thin03 - VMware Workstation 12 Player (Non-commercial use only) — O X

Player hd \&I T L:_"I €| &

= THINMANAGER

Firmware Version 8

1

Failed to Get Configuration From 10.6.10.51
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13. Return to the Windows Firewall with Advanced Security window. Right click the TCP2031 firewall rule and select
Enable Rule. This is the rule that permits TCP2031 traffic through the firewall, which is required for the delivery of the
terminal profile and for communication between ThinServer and the terminal.

File Action View Help
= 25 = H

@ Windows Firewall with Advancd [T LTI

Inbound Rules

E% Outbound Rules

2‘!. Connection Security Rules
5 B, Monitoring

Mame Group

ﬁ RSAlarmFileReader.exe
ﬁ RSAlarmFileReader.exe
ﬂ RSLirx.exe

ﬁ RSLirx.exe

ﬂ RSLinx.exe

ﬁ RSLirx.exe

ﬂ RsvcHost.exe

ﬁ RevcHost.exe

ﬂ RsvcHost.exe

ﬁ RevcHost.exe

9 studio 5000 Legix Designer v30.01.00 (CP...

Studic 3000 Logix Designer v30.01.00 (CP...
UDPET Enable Rule

% ubPsa Cut
ﬁ YMware Authd Service

ﬂ VMware Authd Service (pr Copy

ﬁ Vstudio.exe Delete

8 vstudio.exe Properties
ﬁ Vstudio.exe

ﬁ‘u’Studio.exe Help

B vStudin.eve
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14. Return to the virtual thin client once more and we should now see the terminal profile assignment screen. Arrow down
to select the Mixer Terminal Group followed by the Thin03 terminal profile.

L5 Thin3 - VMiware Workstation 12 Player (Mon-commercial use only) = O X

Player hd \&I jm ) L:_"I £ | il

RELE]

Cimoot o oy Torniso ]

ier Group ||

celFal TeFmifEl
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15. The boot process should continue now delivering the terminal’s profile, with the ultimate result being the delivery of the
Desktop Display Client that we assigned to the Thin03 terminal profile in the ThinManager.
T Tind3 - e 12 Plyer (Non-commercial us o)
Player ~ | Il » &b I %

Desktop
Hostname: RDS1
Instance ID: i-0644d254d1ead6327
Public IP Addr 81.248
Private IP Address: 10.6.1.51
Instance Size: t2.medium
Availability Zone: us-east-1c
Architecture: AMD64
Total Memory: 4 GB
Network Performance: Low to Moderate

4:05PM

AR e B
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16. Return to Wireshark and replace the bootp capture filter with tffp. Now you can see the delivery of the boot loader,
the firmware and the terminal profile (including the associated modules).

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN 0 [ MRERe=>EFEE|[EQAQaBE
(EICE +
No. Time: Source: Destination PortSrc  PortDes Protocol Length Info "
23el.. 3217.531203 10.6.10.51 16.6.10.101 56777 52146 TFTP 1205 Data Packet, Block: 14 (last)
2361.. 3217.531287 10.6.18.51 18.6.18.181 56777 52146 TFTP 1285 Data Packet, Block: 14 (last)
236l.. 3217.531579 lo.6.10.101 10.6.10.51 52146 56777 TFTP 46 Acknowledgement, Block: 14
2361.. 3217.531588 19.6.18.181 18.6.18.51 52146 56777 TFTP Block: 14
2361.. 3218.848383 10.6.10.101 16.6.16.51 36445 69 TFTP 96 Read Request, File: 8.2\\medule usbtouch.mod, Transfer type: oc.
2361.. 3218.848312 19.6.18.101 18.6.10.51 36445 69 TFTP 96 Read Request, File: 8.2\\module usbtouch.mod, Transfer type: oc..
2361.. 3218.858899 10.6.10.51 16.6.10.101 56773 36445 TFTP 69 Option Acknowledgement, ts1ze=29250, s1ze=1432
2361.. 3218.858983 19.6.18.51 18.6.10.101 56778 36445 TFTP 69 Option Acknowledgement, tsize=29250, blksize=1432
2361.. 3218.859352 10.6.18.1081 18.6.18.51 36445 56778 TFTP 46 Acknowledgement, Block: 8
236l.. 3218.859354 1o.6.10.101 16.6.10.51 3445 56778 TFTP 46 Acknowledgement, Block: @
25 2218 ARG 1@ & 1@ 81 16 6 1@ 1871 (3= 2EAAS TIETD 1A Data Dackot Black. 1 v
> Frame 28358: 103 bytes on wire (824 bits), 103 bytes captured (824 bits) on interface @
> Ethernet II, Src: Vmware_27:4c:72 (@@:58:56:27:4c:72), Dst: VUmware_9c:d4:c7 (8@:8c:29:9c:dd:c7)
> Internet Protocol Version 4, Src: 10.6.10.49, Dst: 10.6.1@.101
> Internet Control Message Protocol
2000 @0 @c 29 9c d4 c7 B8 58 56 27 4c 72 @3 00 45 00
GE1e @8 59 88 42 02 @0 88 @1 @9 cl Ba B6 Ba 31 Ga 86
2000 @3 65 83 @3 25 dO B0 @@ @0 @8 45 20 @0 3d 00 ob
@33 @@ 88 14 11 7e 84 Ba B6 Ba 65 Ba 86 Ba 31 @8 1f B S - S
@240 @0 45 @0 29 ee 39 @0 81 61 63 70 62 6 6F 74 2e -E-)-9-- acpboot.
@050 62 69 6e @@ 6f 63 74 65 74 @@ 62 6c 6b 73 69 7a bin-octe t-blksiz
@B6ce B85 @@ 31 34 35 36 6@ e-1456
@ 7 wireshark_Ethernetd_20130409102822_a04936.pcapng || Padkets: 272337 - Displayed: 41790 (15.3%) || Profile: Default

17. Return to VMWare Player and close it. Click the Power Off button.

@ How do you want to dose the virtual machine?

Suspending will preserve your environment and
data for later use.

If pawering off, make sure that the virtual
machine is in a safe state for shutdown.

Suspend E Power OFf { Cancel
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Boot Virtual Thin Client via UEFI

ThinManager v11 introduces support for UEFI (Unified Extensible Firmware Interface). Also referred to as EFI, UEF! is a new
generation of system firmware and is stored in ROM or Flash ROM. Essentially, UEFI provides the first instructions used by the
CPU to initialize hardware and subsequently pass control to an operating system or bootloader. UEF! is intended to replace
traditional BIOS and is also capable of running on platforms other than PCs. Adding support for UEFI enables ThinManager to
continue to support a very broad range of thin client offerings.

1. We need to configure our Virtual Thin Client to use UEFI instead of traditional BIOS. To do so, right click the
Windows Start button on RDS1 and select File Explorer.

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop
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15. Within File Explorer, navigate to Documents->Virtual Machines->Thin03, right click Thin03.vmx and select Open
With... followed by Notepad.

BER-
File Home Share View e ﬂ
« v o This PC » Documents » Virtual Machines » Thin03 v | O Search Thin03 el
G Mame Date modified Type Size
7 Quick access
[ Thin3.nvram 4/23/2019 422 PM MNVRAM File TIKB
[ Desktop -, &
= Thind3.vmdk 4/23/201912:40 PM  VMware virtual dis... TKB
¥ Downloads  # [ Thin03.vmsd 4/23/2019 1240 PM  VMSD File 0KE
Decuments *9 @ T BT Af0040 AAT AL U Ao i IKE
=] Pictures  # [ Thin03.wmsf Openparthiiiba=Bliyey F File 1KB
Lab Files & Thin03-sD01.vmak Scan with Windows Defender.. are virtal dic 312 KR
Thino1 & Thin03-s002vmdk Open with | Notepad
Thind2 & Thin03-s003.vmdk Share with 5| 1 VMware Player
TMConfigs vmware.log Restore previous versions Search the Store
wmware-0.log Ch h
C his pe il > oose another app
[ Desktop Cut
Documents Copy
{ Downloads Create shortcut
J5 Music Delete
[&] Pictures Rename
B Videos Properties
o laeal Mk e Y
10items  1item selected 2.06 KB

16. Scroll to the bottom of the text file and enter the following on a new line (this can also be copied and pasted from the
LabPaths.txt file from the RDS1 Desktop). Save the file and close Notepad.

firmware = “efi”

File Edit Format View Help

numa.autosize.cookie = "l@861" "
uuid.bios = "56 4d 34 23 54 40 1f 45-4e dd 27 9f 49 cB a2 Se”
uuid.location = "56 4d 34 2a 54 4@ 1f 45-4e dd 27 9f 49 ¢@ a2 5e”
migrate.hostlog = ".\Thin@3-8d6ed%e3.hlog"

ide@:8.redo = ""

pciBridge®.pciSlotumber = "17"

pciBridged.pciSlotNumber = "21"

pciBridge5.pciSlotiumber = "22"

pciBridgeb.pciSlotNumber = "23"

pciBridge7.pciSlothumber = "24"

scsiB.pciSlotNumber = "16"

ethernet®.pciSlotNumber = "32"

sound.pciSlotNumber = "33"

vmci@. pciSlotNumber = "34"

ethernet®.generatedAddress = "08:8c:29:c@:a2:5e"
ethernet®.generatedAddressOffset = "@"

vmciB.id = "1237361246"

monitor.phys_bits_used = "42"

vmotion.checkpointFBSize = "33554432"
vmotion.checkpointSVGAPrimarySize = "33554432"

cleanShutdown = "TRUE™

softPowerOff = "FALSE"

idalds appected = "FALSE™

firmware = "efi

17. Double click the VMWare Player shortcut on the RDS1 desktop.
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5

18. Return to VMWare Player by double clicking its shortcut on the desktop. Select the Thin03 virtual image we created
earlier and click the Play virtual machine link.

Player = | b - j:c

@ Thind1

Thin03

State: Powered Off
08: Other
Version: Workstation 12.0 virtual machine
RAM: 256 MB

e P Play virtual machine

ﬂf Edit virtual machine settings
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19. The VirtualTC image should now attempt to PXE boot via UEFI as opposed to BIOS. You should see the following
screen indicating that it was unable to boot.
2] Thin3 - VMware Workstation 12 Player (Nan-commercial use only) - [m} b4

Player * - r_%! = &= €

Boot Manager

Continue to boot using
the default boot order.
EFI UMware Virtual IDE Hard Drive (IDE 0:0}
EFI UMware Uirtual IDE CDROM Drive (IDE 1:0)
EFI Metwork
EFI Internal Shell {Unsupported option}

Enter setup
Reset the system
Shut down the systen

Ti=Move Highlight <Enter>=3elect Entry
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20. Let's return to Wireshark and examine the capture. Enter boofp as the capture filter again and scroll towards the
bottom of the capture window.

The 1st thing to notice is the DHCP Offer from 10.6.10.51 which is our RDS1 virtual image where we have
ThinManager installed. This capture item is selected in order to see the data included in the packet. As you can see

from the screen shot below, the response from 10.6.10.51 includes the boot server — 10.6.10.51, as well as the boot
filename - tmboot32.efi.

The 2 thing to notice is the proxyDHCP Request(s) on port 4011. UEFI requires that we also open UDP Port 4011.

File Edit View Go Capture Analyze Statistics Telepheny Wireless Tools  Help

dma e tREQRes=F LIS EQaQaQHE

[ [bootp ] ~ | Expression... | +
Mo. Time Source Destination PortSrc  PortDes Protocol  Length Info Ll
3 27@5.. 749.665139 8.0.08.8 255.255.255.255 68 67 DHCP

389 DHCP Discover - Transaction ID @xflebd3lc

fer

55
.255.255.255

52 DHCE
68 DHCP

=l -]

.675615 363 DHCP Offer

- Transaction ID Oxfleb43lc

. 753.616999 4@1 DHCP uest - Transaction ID @xfleb43lc
| 2715. 753.616994 255.255.255.255 233 67 DHCP 481 DHCP, quest - Transaction ID @xfleb43lc
LGs . 753.617463 255.255.255.255 67 68 DHCP 363 DHOIACK - Transaction ID @xfleb43ic
2715.. 753.617467 255.255.255.255 A 68 DHCP 363 DHIF ACK - Transaction ID @xfleb43ic
2715.. 753.626415 18.6.18.51 4411 DHCP 339 DHCP Request - Transaction ID @x3acach3d
2715.. 753.626418 19.6.10.51 4811 4811 DHCP 389 ®yDHCP Request - Transaction ID @x3acacb3d
2717.. 754.622861 19.6.10.51 4811 4811 DHCP 3 roxyDHCP Request - Transaction ID @x3acacb3d v
< ) ) >
Hops: @ A

Transaction ID: @xfleb43lc

Seconds elapsed: @

Bootp flags: @x8888, Broadcast flag (Broadcast)
Client IP address: ©.2.2.8

Your (client) IP address: 18.6.10.108

Next server IP address: 10.6.10.51

Relay agent IP address: 8.8.8.8

v

B8 B0 BB G0 @0 o2 BB BB
20 90 00 @0 @0 @@ 98 00
86 BB B0 08 @8 Ba BB B8
BB B2 0B @0 @0 @@ BB BB
20 90 00 @0 @0 @@ 98 00
28 60 00 22 2@ B8 63 82
6T 74 33 32 2e 65 66 69
ff @0 23 o4 @a @6 8a @l
3@ 2e 35 31 B2 @7 41 43
58 45 43 Bc 69 B5 6e 74
B8 B5 7e 40 @6 @4 8a 96

@2 o2 o0 0B DD 00 00 f0
@2 22 90 DD DD 0O @0 @0
20 08 @B 86 GO 00 08 @8
@@ @@ a2 BB 6O B0 00 @8
@2 22 90 DD DD 0O @0 @0
53 63 43 8d 74 &d 62 6T
@@ 35 @1 82 81 84 ff ff
42 @a 31 38 2e 36 2e 31
5@ 5 58 58 45 3c @9 58
36 @4 @a B6 Ba 33 33 @4
@a 31 ff

------ c- ScC-tmbo
s S -5
B-18.6.1
8.51--AC P_PXE<-P
XEClient G+++:33:

. ) Relay agent IP address (dhcp.ip.relay), 4 bytes

|| Packets: 291112 - Displayed: &9 (0.0%)

|| Profile: Default
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21. Return to the Windows Firewall and Advanced Security window.

22. Let's add a new Inbound Rule to permit the UDP4011 port. Right click the Inbound Rules item and select the New
Rule... item.

File Action View Help

o= | x5 = HE

indows Firewall with Ad\ranct| Inbound Rules
Inbound Rul New Rul -
Outbound Ru
% Connection Se Filter by Profile » P
> B Menitoring Filter by State > P
Filter by Group ¥ g
View >
Refresh
Export List...
Help n
|1 e rdl

23. From the Rule Type panel of the New Inbound Rule Wizard, select the Port radio button, followed by the Next
button.

Rule Type
Select the type of firewall nule to create.

Steps:
Rule Type What type of nule would you like to create?

L
@ Protocol and Ports

@ Action ) Program
@ Profile Rule that controls connections for a program.
L ]

Name o @ Port

Rule that controls connections for a TCP or UDP port.

) Predefined:
| BranchCache - Content Retrieval (Uzez HTTF)

Rule that controls connections for a Windows experience.

) Custom
Custom rule.
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24. From the Protocol and Ports panel of the New Inbound Rule Wizard, select the UDP radio button and enter 4011 in
the Specified local ports field. Click the Next button.

Protocol and Ports
Specify the protocols and ports to which this nule applies.

Steps:

@ Ruls Type Dioes this rule apply to TCP or UDP?

& Protocol and Portz O TCP

@ Action o ® UDP

@ Profile

N

@ Name Does this rule apply to all local ports or specific local ports?
) All lecal ports
@) Specific local port |4D11

Example: 80, 443, 5000-5010
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25. From the Action panel of the New Inbound Rule Wizard, select the Allow the connection radio button and click the
Next button.

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

L
L
-
L
L

Rule Type
Pratocol and Ports
Action

Profile:

Name

What action should be taken when a connection matches the specified conditions?

@ Allow the connection
This includes connections that are protected with |Psec as well as those are not.

) Allow the connection if it is secure
Thiz includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

Customize...

() Block the connection
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26. From the Profile panel of the New Inbound Rule Wizard, check the Domain checkbox and un-check the Private and
Public checkboxes. Click the Next button.

Profile
Specify the profiles for which this rule applies.

Steps:
Rule Type When does this rule apply?

Protocol and Ports

-
L
& Action o ] Domain
& Profile Applies when a computer is connected to its corporate domain.
L

Name [[] Private
Applies when a computer is connected to a private network location, such as a home
orwork place.

[] Public
Applies when a computer is connected to a public network location.
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27. From the Name panel of the New Inbound Rule Wizard, enter UDP4011 as the Name and ThinManager as the
Description. Click the Finish button. Leave the Windows Firewall with Advanced Security window open.

& New Inbound Rule Wizard x

Name

Specify the name and description of this rule.

Steps:
Rule Typs
Protocol and Ports
Action
Profile I
o [UDP4011
Name

Description (optional):

ThinManager

©

< Back Cancel

28. Return to VMWare Player. Select the Player drop down menu, followed by the Power item then the Restart Guest
item. Click Yes to the confirmation dialog.

I@ T - VMware Workstation 12 Player (Mon-commercial use only)
Blayer ~ > o H 3

File

Power Power On
1.2) Removable Devices Shut Down Guest
l&i Send Ctrl+Alt+Del Suspend Guest
4, Manage Restart Guest
TIT  Full Screen Ctrl+Alt+Enter
5 Unity

Help

Exit

UMware Virtual IDE Hard Dr
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29. This time, the Thin03 image should successfully boot via UEFI PXE.

00t Loader w5.
tion

Status: Loading Firmware

I THINMANAGER

A couple of final words on ThinManager Compatible Terminals (PXE). In general, you will want to make
sure that you have only one PXE Server on a single network segment/VLAN, otherwise it becomes very
difficult with managing which PXE Server responds to PXE requests. Furthermore, since PXE inherently
depends on DHCP, it is important to note that you will need to set up a DHCP Relay on a managed switch if
you need to boot PXE terminals that are on a different network segment than ThinManager.

This completes the hands on lab. Thank you for your time, attention and interest in ThinManager. The ThinManager team truly
appreciates it!
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Appendix

Install FactoryTalk View Site Edition Client in RD-Install Mode

These steps are for reference only. Do not complete during the lab session, as these steps have
already been completed.

Installation of applications for use in a Remote Desktop Session Host environment should be installed through RD-Install mode.
In addition, they should always be installed AFTER the Remote Desktop Services role services have been installed and
configured. This allows the server to capture and preserve per-user installation data to be applied across all sessions. This
section walks you through the installation of the FactoryTalk View Site Edition Client in RD-Install mode.

1. Right click the Windows Start button and click the Control Panel item.

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Comrnand Prompt (Admin)

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop
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2. From the Control Panel, click the Programs link.

4 [ » Control Panel ~ & |search Control Panel y]
Adjust your computer’s settings View by: Category ¥
Systern and Security User Accounts
Review your computer's status . Change zccount type

‘ & View event logs
Network and Internet Appearance and Personalization
% Connect to the Internet Change the theme
*7 View network status and tasks

Clock, Language, and Region
Hardware Add a language

View devices and printers Change input methods

Add a device Set the time and date

Change date, time, or number formats

Ga&E

Ease of Access
Let Windows suggest settings
Optimize visual display

ql

Get programs
.Tum Windows features on or off

®

3. From the Programs page of the Control Panel, click the Install Application on Remote Desktop... link.

- v ™ ﬂ » Control Panel » Programs » v O Search Control Panel F=)

Control Panel Home

\l Programs and Features
m Uninstall a2 program . Turn Windows features on or off | View installed updates

System and Securi
v & Run programs made for previous versions of Windows | How to install a program

Metwork and Internet

Default Programs

Change default settings for media or devices | Make a file type always open in a specific program
Set your default programs

Eg Install Application on Remote Desktop... I

Hardware

* Programs

User Accounts

Appearance and
Personalization

Clock, Language, and Region

Ease of Access
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4. Click the Next button of the Install Program From Floppy Disk or CD-ROM wizard.

Install Program From Floppy Disk or CD-ROM -

Inzert the product’s first installation floppy disk or CD-ROM,

and then click Next. The application will be installed in
RD-Install mode.

Cancel

5. Click the Browse... button from the Run Installation Program page of the wizard.

Run Installation Program -

Windows was unable to find the installation program. Click

Back to try again. Click Browse to find the installation
program manually.

Open:

| Browse...

6. Inthe Browse dialog, browse to the folder C:\Tools\Installs\11.00.00-FTView-DVD, select Setup and click Open.

7. Click Next> to launch the FactoryTalk View Site Edition installation program.
Run Installation Program -

Wwindows was unable to find the installation program. Click
Back to try again. Click Browse ta find the installation
program manually.

Open:
2 Jlpstallsh11.00.00- 5 EhUp. X Browee..

3

< Back ” Nest » ‘| Cancel
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8. From the FactoryTalk View Setup 11.00.00 (CPR 9 SR 11) common installer, select Site Edition Client in the Select
product to install dropdown box. Click Install now>.

FactoryTalk View

Setup English [United States) v

Select product to install: o

Machine Editi
Studio for Machine Edition
hachine Edition Station for Windows
Stand-alone ME Transfer Utility

Site Editi

Studio Enterprise

Site Edition Server

Site Edition Client o

Site Edition Station

FactoryTalk WiewPoint SE
Stand-al Server-

Stand-alone FactoryTalk Linx Server
Stand-alone FactoryTalk Directary Senver

9. From the End User License Agreements page, click the Accept all button.
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It may take 5 to 10 minutes to complete the install. In the meantime, we can review some other relevant FactoryTalk settings on
RDS2, where we have pre—installed the FactoryTalk View SE Client for you, while the install completes. There are other
FactoryTalk policy settings that have specific impacts to a Remote Desktop Services environment. One of which was taken care
of in Section 5, and will not be repeated here. Namely, creating a Computer Account in the FactoryTalk Directory for each
Terminal Name created in ThinManager. VersaView5200 and ZENPAD have already been added for you in this lab.

10.
1.

12.
13.

Switch to the RDS2 image.

On RDS2, start the FactoryTalk Administration Console by clicking the Windows Start button, followed by the
Down Arrow at the bottom left corner of the Start Menu screen.

From the Apps Start Menu screen, find and select the shortcut for the FactoryTalk Administration Console.

On the Select FactoryTalk Directory dialog, make sure Network is selected and click the OK button.

Select FactoryTalk Directory -

Select the directory pou want to use.

| Mebwork v |

ok || teen | [ e ]
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14. In the Explorer view, browse to Network (HMI) = System->Policies—> System Policies=> Security Policy and
double click on Security Policy or right click on Security Policy and select Properties... from the menu.

File  Wiew Tools

A 8 =]

Window Help

=08 Metwork (HMD
ii CookieFactony
ii FTVWiewDemo
ii InstantFizz
=Y | Tystermn
L1 Action Groups
21 Policies
[0 Product Policies
55 Systemn Palicies
. FactoryTalk &larms and Events
Application &uthorization
User Rights Assignment
Live Data Policy
Health Manitoring Policy

[+ B Computers and Group
# =5 Metwarks and Dewvices
1 Users and Groups

& 17 Connections

15. Scroll down to the Computer Policy Settings section. The Require computer accounts for all client machines
policy is by default set to Enabled and the Identify terminal server clients using the name of policy setting is set to
Terminal client. Click Cancel to close the dialog. Close the FactoryTalk Administration Console.

Policy Settings
EME

Logon session lease 1 hour

Account lockout threshold Dinvalid logon attempts
Account lockout auto reset 15 minutes

Keep record of deleted accounts Disabled

Show deleted accounts in user list Disabled

ient machines S I

Teminal client

Support non-secure clients Allow
Audit non-secure client connections Enabled
Directory cache expiration [ hours before expiration

Passwords must meet complexity reguirements

Minimum password lenath |6 characters
Require computer accounts for all client machines
Determines whether or not a client computer account must exist in the directory to
login.

[ concel ||
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These two policies significantly effect security, activity logging, and auditing. They should not be changed
from default values without fully understanding the consequences.

Require computer accounts for all client machines

Determines whether client computers can access the FactoryTalk Network Directory without having a
computer account in the Directory.

Enabled allows users to log on to FactoryTalk only if they are logging on from a client computer that has an
account in the FactoryTalk Directory. Even if set to Enabled, Terminal Services clients can still log on to
FactoryTalk Directory without computer accounts if the Identify terminal server clients using the name of
policy is set to Server Computer. See below.

» Advantage - tighter security...only authorized clients can access the system
» Disadvantage — you must add the name of every authorized computer to the FTD

Disabled allows users to log on to FactoryTalk from any client computer, even if that computer has no
computer account in the FactoryTalk Network Directory.

»  Advantage - when you have many client computers that will be connected/disconnected and you will not
have control over when new clients will be connected to the system, or don't want to manage all of the
clients.

» Disadvantage - allows ANY computer to connect as a client, even if not part of the directory.

Important! Even when this setting is disabled, you must still create computer accounts for any computers
hosting servers — for example, Terminal Servers, Rockwell Automation Device Servers (RSLinx Enterprise),
OPC data servers, Tag Alarm and Event Servers, or HMI servers. Without the server computer accounts,
you will not be able to configure the servers from client computers on the network because the FactoryTalk
Network Directory Server cannot locate these servers on the network without their computer accounts.

Identify terminal server clients using the name of

Determines what computer name identifies clients connecting to the FactoryTalk Directory through Terminal
Services. This policy also affects whether client computers connecting through Terminal Services require
computer accounts in the FactoryTalk Directory.

Server Computer allows client computers to connect through Terminal Services without requiring accounts
in the FactoryTalk Directory, even if the Require computer accounts for all client machines policy is
Enabled. This is possible because Remote Desktop clients are identified by the Remote Desktop Server
name, and the Remote Desktop Server must always have an account configured in the FactoryTalk
Directory.

»  Advantage: There is no need to add the name of each RDP client to the FactoryTalk Directory.

» Disadvantage: Any computer can use an RDP client to remote into the system. Remote Desktop clients
are identified by the Remote Desktop Server name, thus actions are logged using the server name
instead of the client name, so troubleshooting and auditing actions may be more difficult.

Results of combining the two policies

If set to Terminal Client and the Require computer accounts for all client machines policy is Enabled,
client computers must have computer accounts in the FactoryTalk Directory to access FactoryTalk
applications.

»  Advantage: tighter security...only authorized clients can access the system, even using RDP. All
activity is logged using the client name.

» Disadvantage: you must add the name of every authorized computer to the FTD, including RDP clients.
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If set to Terminal Client and the Require computer accounts for all client machines policy is Disabled,
client computers do not require computer accounts in the FactoryTalk Directory to access FactoryTalk
applications. This combination of settings is useful for diagnostic logging because the name of the client
computer where actions originate can be logged.

»  Advantage: There is no need to add the name of each RDP client to the FactoryTalk Directory. The
client name is used for logging.

» Disadvantage: Any computer can connect a client to the system. This include thick client as well as
RDP clients.

Please consult the FactoryTalk Security online help for a detailed explanation of behaviors by clicking the
Help button in the Security Policy Properties dialog.

16. Return to the RDS1 virtual machine by clicking the RDS1 tab at the top of your screen to check the status of the install

process.
& |(@ File Edit View VM Tabs Help - l& | DO = | |E||& e (55 HMr 5 RDS1 [} RDs2 =
17. After the installation completes, on the Installation Summary page, click the Restart later button.
X
. .
FactoryTalk View
That's it!
Cnce you restart your computer you are ready to run
FactoryTalk View.
Installation Summary
Want to know when there is an update?
Register for updates
Want to install Adobe Acrobat Reader?
Download it free
Restart mow Restart later |m
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18. After the dialog box is closed, you will be returned to the Install Application on Remote Desktop Session Host tool
on the Finish Admin Install page. Click the Finish button.

Finish Admin Install -

‘When the installation has ended (successfully or not),

please click the Finish button or the Cancel button. DO
NOT CLICK THE BUTTONS BEFORE INSTALLATION
HAS ENDED!

Cancel

19. Continue to the next section. Do not restart yet, you will be asked to restart after configuring the network directory.
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Configure the FactoryTalk Directory to Point to a Network Directory

These steps are for reference only. Do not complete during the lab session, as these steps have
already been completed.

Once the FactoryTalk View Site Edition client installation has completed, the machine needs to be configured to log on to the
Network FactoryTalk Directory hosting the application. The network directory is located on the server HMI which has already
been configured for you.

1. Launch the FactoryTalk Directory Server Location Utility by clicking the Windows Start button, followed by the
Down Arrow icon in the bottom left corner of the Windows Start screen.

2. From the Apps Start Menu screen, scroll to the right and click the Specify FactoryTalk Directory Location shortcut.

3. From the FactoryTalk Directory Server Location Utility, click the Browse button.

FactoryTalk Directory Server Location Utility -

Use this dialog to change the Metwark directary that this computer belongs to. This setting affects all software that connects
to the Metwork directony from this computer.

Usze the FactoryT alk Directary installed on: QK
Computer hosting directory server (conhected) Cancel
localhost EI

| 0Calnos Help

4. You will be prompted to log on to the local directory. Use labuser as the username and rw as the password and click
OK.

Login User -

User name: |Iabuser

Paszword: |’“‘ e

Cancel
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5. On the FactoryTalk Directory Server Configuration dialog, select the Remote computer option, type in HM/ and
click OK.

FactoryTalk Directory Server Configuration -

Ise the FactoyT alk Directory installed o e

" This computer

Cancel

* Remote computer

[Hhi o =

6. Inthe FactoryTalk Directory Server Location Utility, click the OK button to continue.

7. Click OK on the dialog notifying you that a restart of the computer is required.

8. You will then be prompted to log on to the new server. Use labuser as the username and rw as the password and click
OK.

Log On to FactoryTalk (New Server) -

Uzer name: |Iabuser o
Pagsword: |’“‘ e

9. Now you can restart the computer by right clicking the Windows Start button and selecting Shut down or sign out
->Restart. If prompted about other users being connected to the Server, click the Restart Anyway link.

Programs and Features

Cancel |

Power Options

Event Viewer

Systermn

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager

Control Panel

File Explorer

Search

Run

Shut down or sign out » Sign out
Desktop Shut down

T ER e

This completes the section Installation and Configuration of FactoryTalk View Site Edition Client on Remote Desktop
Server. Continue to the next section to install and activate ThinManager.
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