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Important User Information

This documentation, whether, illustrative, printed, “online” or electronic (hereinafter “Documentation”) is intended for use only as
a learning aid when using Rockwell Automation approved demonstration hardware, software and firmware. The Documentation
should only be used as a learning tool by qualified professionals.

The variety of uses for the hardware, software and firmware (hereinafter “Products”) described in this Documentation, mandates
that those responsible for the application and use of those Products must satisfy themselves that all necessary steps have been
taken to ensure that each application and actual use meets all performance and safety requirements, including any applicable
laws, regulations, codes and standards in addition to any applicable technical documents.

In no event will Rockwell Automation, Inc., or any of its affiliate or subsidiary companies (hereinafter “Rockwell Automation”) be
responsible or liable for any indirect or consequential damages resulting from the use or application of the Products described in
this Documentation. Rockwell Automation does not assume responsibility or liability for damages of any kind based on the
alleged use of, or reliance on, this Documentation.

No patent liability is assumed by Rockwell Automation with respect to use of information, circuits, equipment, or software
described in the Documentation.

Except as specifically agreed in writing as part of a maintenance or support contract, equipment users are responsible for:
«  properly using, calibrating, operating, monitoring and maintaining all Products consistent with all Rockwell Automation
or third-party provided instructions, warnings, recommendations and documentation;
«  ensuring that only properly trained personnel use, operate and maintain the Products at all times;
+  staying informed of all Product updates and alerts and implementing all updates and fixes; and
+ all other factors affecting the Products that are outside of the direct control of Rockwell Automation.

Reproduction of the contents of the Documentation, in whole or in part, without written permission of Rockwell Automation is
prohibited.

Throughout this manual we use the following notes to make you aware of safety considerations:

Identifies information about practices or circumstances
that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property damage, or economic loss.

>

O R  |dentifies information that is critical for successful application and understanding of the product.

ATTENTION Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you:

+ identify a hazard

+ avoid a hazard

* recognize the consequence

g ll

SHOCKHAZARD RymINN may be located on or inside the drive to alert people that dangerous voltage may be present.

e Labels may be located on or inside the drive to alert people that surfaces may be dangerous temperatures.
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Before you begin

ThinManager is a centralized content delivery and device management platform designed for the plant floor. While the most
common type of content delivered by ThinManager is Windows based applications via Microsoft's Remote Desktop Services
(RDS), other content sources are supported as well including VNC Servers, IP Cameras and Terminal to Terminal Shadowing.
Instead of maintaining multiple plant floor PCs, each with their own operating systems, applications and anti-virus requirements,
migrating the plant floor applications to a Remote Desktop Server architecture can greatly simplify the deployment and
maintenance of the system. In addition to content delivery, ThinManager enables central management of the devices to which
the content will be delivered. In addition to thin/zero clients, ThinManager supports mobile devices like smartphones and tablets,
as well as even PCs. All of these different device types can be managed under one umbrella, and managed in exactly the same
way, regardless of the device type. If a virtualized desktop infrastructure (VD) is preferred over Remote Desktop Services,
ThinManager supports this architecture as well, or even a combination of both RDS and VDI. As this lab will demonstrate,
ThinManager is a solution that IT departments can embrace, but does not require them to deploy or support, allowing
Engineering and Maintenance to maintain the critical plant floor content.

In the event of being prompted for logins, please use the following:
e Ifthe Log On To Windows dialog is active, use the username ‘tmlab\labuser’ and ‘rw’ for the password.

e  Use the same login information if prompted to log on to FactoryTalk Directory.
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About this lab

In this lab, you will complete an example deployment utilizing FactoryTalk View with ThinManager. Keep in mind that while this
lab will focus on FactoryTalk content types, just about any Windows based application could be delivered using ThinManager.
The thin clients and content delivered to them will be managed using ThinManager. Along the way, you will have an opportunity
to work with some of the unique capabilities of ThinManager. The basic architecture being utilized is shown in the figure below:

Secondary RDS Server

e FactoryTalk Services Platform
e FactoryTalk View SE Client

e  FactoryTalk Alarms & Events

e  FactoryTalk Activation Server

-
[EEESN

Domain Controller

FactoryTalk Services Platform
FactoryTalk View SE Client

FactoryTalk Alarms & Events
FactoryTalk Activation Server

FactoryTalk Services Platform
FactoryTalk View SE
FactoryTalk Alarms & Events
FactoryTalk Activation Server

FactoryTalk View ME

VersaView 5200 Thin Client Asus ZenPad

This lab utilizes 6 different VMWare images running in the Amazon Elastic Cloud (EC2) and will require you to perform tasks on
RDS1, RDS2, DC and the two Virtual Thin Clients. An Active Directory domain was created named TMLAB.LOC. Each of the
Windows-based images have been pre-joined to the domain. The four images are:

1. Domain Controller - Windows Server 2012 R2 - fully qualified hostname = DC.TMLAB.LOC

HMI Server — Windows Server 2016 - fully qualified hostname = HMI.TMLAB.LOC

ThinManager/Primary RDS Server — Windows Server 2016 — fully qualified hosthame = RDS1.TMLAB.LOC
Secondary RDS Server — Windows Server 2016 — fully qualified hostname = RDS2.TMLAB.LOC

Virtual Thin Client 1 (Thin01 running inside of RDS1)

6. Virtual Thin Client 2 (Thin02 running inside of RDS2)

o B~ n

The HMI server and applications for this lab are pre-built for your convenience and should not require any modifications. An ME
Runtime exists on the HMI server as well, just to demonstrate VNC Server connectivity (basically emulating a PanelView Plus for
the purposes of the lab).

The RDS1 image is a fresh Server 2016 build, with only a few items pre-installed. The lab will walk you through the installation
of the Remote Desktop Services role, the FactoryTalk View SE Client and ThinManager.

RDS2 already has the Remote Desktop Services role, FactoryTalk View SE Client and ThinManager installed to save time. It will
be used to demonstrate ThinManager Redundancy.

This lab will be performed by utilizing 2 virtualized thin clients and an Android Tablet. A virtual thin client can be created with
VMWare Player or Workstation by just creating a new virtual machine without installing an Operating System (OS) on it, which is
the essence of a zero client — no OS stored at the client, making it easier to manage. These virtual thin clients will then receive
the ThinManager firmware utilizing PXE (Pre-Boot Execution Environment). While a virtual thin client may not be very useful in a
production environment, it is ideal for demonstration and training purposes.
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This lab is broken up into 7 separate sections. In this lab, you will specifically gain experience with the following topics:

Section 1:
Section 2:
Section 3:
Section 4:
Section 5:
Section 6:

Section 7:

Defining ThinManager Display Servers, Display Clients and Terminals
Configuring ThinManager Application Link and Failover for FactoryTalk View SE
Terminal Replacement in Under 2 Minutes

Deploying Additional Content Using MultiSession and Tiling

MultiMonitor, Virtual Screens and Session Scaling

Relevance User Services - User Based Content Delivery

Relevance Location Services - Location Based Content Delivery
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Tools & prerequisites
A ControlLogix processor may be used in place of the Logix Emulate 5000 instance running on the HMI image, which is used to
drive the FactoryTalk View SE and ME demo applications.

Software

= FactoryTalk Services Platform v6.11.00 (CPR 9 SR 11)
FactoryTalk View Site Edition v11.00.00 (CPR 9 SR 11)
= FactoryTalk View ME Runtime v11.00.00 (CPR 9 SR 11)
= FactoryTalk Linx v6.11.00 (CPR 9 SR 11)

= FactoryTalk Alarms and Events v6.11.00 (CPR 9 SR 11)
= FactoryTalk Diagnostics v6.11.00 (CPR 9 SR 11)

= FactoryTalk Activation Manager v4.03.03

= RSLinx Classic v3.90.00 (CPR 9 SR 9)

= Studio 5000 Logix Designer v30.01.00 (CPR 9 SR 9)

= RSLogix Emulate 5000 v30.01.00 (CPR 9 SR 9)

= Internet Explorer 11

= Adobe Reader XI|

= ThinManager v11 SP1

» TightVNC v2.8.5

Operating Systems
e Windows Server 2016
e Android 6.0 or Later
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Additional References

For additional information on FactoryTalk View Site Edition and Remote Desktop Services, you can review the following
Rockwell Automation Knowledge Base article:

AID 554813 - Using FactoryTalk View SE with Remote Desktop Services - References TOC.

For additional information on Remote Desktop Services and its various components, you can review the following:

Microsoft TechNet Windows Server site for Remote Desktop Services

Remote Desktop Services Component Architecture Poster

For a comprehensive directory of Rockwell Automation Knowledge Base articles subject to ThinManager, refer to the following:
AID 1081869 - ThinManager TOC

For the ThinManager and FactoryTalk View SE Deployment Guide:

AID 1085134 - Deploying FactoryTalk View SE with ThinManager
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Section 1: Defining ThinManager Display Servers, Display Clients and Terminals

Overview

In this section, you will create the 3 primary building blocks of ThinManager:
1. Display Servers
2. Display Clients
3. Terminals

In ThinManager, Display Servers are the server sources of content that you want to deliver to your devices. A Display Server
is typically a Remote Desktop Server, but can also be an IP/USB Camera or a VNC Server (like a PanelView Plus or a MacBook
Pro).

Display Clients, not to be confused with the FactoryTalk View SE executable DisplayClient.exe, represent the actual content
you will be delivering to your devices, which are referred to as Terminals in ThinManager. There are 6 types of Display Clients
supported in ThinManager: (1) Remote Desktop Services, (2) Camera, (3) Terminal Shadow, (4) Workstation, (5) VNC and (6)
Virtual Screen. Within this lab, you will have an opportunity to create several of these Display Client types.

You will use Display Servers and Display Clients to setup the content you want to deliver to the devices managed by
ThinManager. This content can be assigned and delivered in 3 ways with ThinManager:

1. By Device
2. By User
3. By Location

While you will experience all 3 content type delivery methods in this lab, you will start with the first one, By Device, in this section.
By Device allows you to assign content to the Terminal Profile, representing the default content that will be delivered to a device
when it is powered on. Terminals are the thin or zero clients, mobile devices and/or PCs that you will be managing with
ThinManager. Each device will have a unique Terminal Profile in ThinManager.

A zero client may look very similar to a thin client physically, but it does not have an operating system. A thin client, on the other
hand, has an operating system - maybe a scaled down version of Linux capable of connecting to a Remote Desktop Server, or
maybe even Windows Embedded. ThinManager treats each of these device types in much the same way in that the same
ThinManager firmware is delivered to either device type. The ThinManager firmware should be viewed as the operating system
for ThinManager thin or zero clients. So, if a device has no operating system like a zero client, or has an operating system like a
thin client, it will receive the ThinManager firmware when it boots up and boot from it. We will refer to the virtual thin client(s) as
a thin client often but it is actually a zero client, since it does not have local storage and therefore no Operating System.
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ThinManager supports 2 types of thin or zero clients:
e  ThinManager Ready
o  ThinManager Compatible

ThinManager Ready terminals have the ThinManager BIOS extension image embedded in them by the manufacturer. When
these terminals are powered on, they know how to find a ThinManager Server right out of the box. Once found, the ThinServer
service delivers the terminal’s firmware and configuration.

ThinManager Compatible terminals do not have the ThinManager BIOS extension image. However, the ThinManager firmware
is hardware compatible with the majority of thin clients on the market. This is because the ThinManager firmware is compiled for
the x86 platform, and the majority of thin clients are x86-based. In order to deliver the ThinManager firmware to these devices,
PXE is utilized. Preboot eXecution Environment (PXE) is an Intel standard whereby an operating system can be delivered over
the network. The virtual thin clients used in this Cloud Lab are examples of ThinManager Compatible terminals.

Functionally, there is no real difference between a ThinManager Ready terminal and a ThinManager compatible terminal.

In this section, you will register your RDS1 virtual machine as a Display Server within ThinManager. With this Display Server
created, you will create a Display Client to deliver a Windows desktop session from RDS1. You will then create a Terminal
Profile to which you will assign the newly created Display Client. Lastly, you will start the virtual thin client and assign the new
terminal profile to it in order to see the results. To do this, you will be performing the following tasks:

1. Create Display Servers
Create a Display Client
Create a Terminal Profile
Configure PXE Server

Assign the Terminal Profile to a Thin Client

IR

Shadow Terminal from ThinManager

ThinManager is primarily composed of 2 components — the ThinServer service and the ThinManager
administrative console (admin console).

The ThinServer service is a Windows based service that is the engine of ThinManager. It delivers the
terminal’s firmware and configuration, and therefore is essential in order for a terminal to boot.

The ThinManager admin console, on the other hand, is not licensed, and is the interface from which you
manage the entire ThinManager environment.

While these 2 components do not have to be co-located or installed on a Remote Desktop Server, they often
are due to the benefits of the Remote Desktop Services architecture.
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Create Display Servers
Register RDS1 and RDS2 as Display Servers in ThinManager.
1. Launch the ThinManager user interface from the desktop of RDS1.

ThinManager

2. Click the Display Servers icon E in the ThinManager tree selector.

The tree selector can be expanded or collapsed using the bar above directly above it.

SENTFEREY-ES

] . e
3. From the Display Servers tree, right click the RDS Servers branch and select Add Remote Desktop Server. This
will launch the Remote Desktop Server Wizard.

e T
=<
’ © Edit Manage I Install Tools WView Remote View He
@ @ 9 §@ Restore Biometric Database e H‘E
gBackup Eiometric Database — I—I "
Restore Backup ) PXE ThinManager
synchronize Server  Server List
Packages Configuration M
Status r Summary T Even:
=- H]T]] Display Servers | Attribute
g RDS Servers
e Cameras Add Remote Desktop Server |

" W VNC Servers Add Virtual Rernote Desktop Server
Add Remote Desktop Server Group
Edit Remote Desktop Server List

4. From the Introduction page of the Remote Desktop Server Wizard, click the Next button.
5. From the Remote Desktop Server Name page of the wizard, type RDST in the Name field.

6. Click the Discover button. If the name is successfully resolved, the IP address of RDS1 should be filled in
automatically.

7. Type tmservice@tmiab.loc in the User Name field.
8. Type rwin the Password field.
9.  Click the Verify button which should confirm that the credentials entered are valid, followed by the OK button.
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10. Click the Finish button.

Remote Deskiop Server Name
Enter the Remote Desktop Server Name and Log In information .
I

11. RDS1 should now be added to the Remote Desktop Servers group. You may have to click the Display Servers branch
to refresh the Remote Desktop Servers group.

12. Repeat steps 3 through 11, but this time register RDS2.

Remote Desktop Server Name o
Enter the Remote Desktop Server Name and Log In information. ’ : ‘

B oo This will show your student number.
Neme ) [ROS

,F.Mme|1n_e.m.52 Dim'

I Change Group

—Log In Inf
User Name e Itmservice@hﬂlab]&!c

Password e Iﬂ

Domain |

< Back
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13. If not already selected, click the RDS Servers branch and note the status of RDS1 and RDS2 on the right-hand side.
It should indicate a Value of OK for each (it may take RDS2 a few seconds to change to OK). This indicates that the IP
address and credentials provided for the Remote Desktop Servers are in fact valid.

= =
=}
Edit Manage Install Toals View Remote View Help
Fed ThinManager Server |RDS1 - Remove & Add L Delete Lock —, Find
,"Add ThinManager Server Refresh . e Add Group Rename Unlock || Find Ne:
Modify
{ﬁ‘ Disconnect Copy
ThinManager Server Edit Fir
.
B (|l pRislmesSsne Attribute Value
=t RDS1 oK.
U RD52 oK
: :] RDS2
Cameras
L @ WNC Servers

The credentials entered when configuring a Remote Desktop Server must have Administrative rights on the
Remote Desktop Server. This is required for SmartSession and to populate the User, Sessions and Process
tabs of the details pane, which are available when you click on the Remote Desktop Server of interest.
SmartSession is ThinManager’s load balancing solution. With SmartSession, Remote Desktop Server
sessions will be started on the least loaded Remote Desktop Server based on CPU Utilization, RAM
Utilization and Number of Sessions. Once a session is started on a Remote Desktop Server, the session will
not be moved dynamically. You can learn more about SmartSession in Section 15.

In order for ThinManager to connect to a Remote Desktop Server (like RDS1 in the example above), the
provided Administrative credentials for that Remote Desktop Server in ThinManager should also be used as
the ThinServer service credentials. The ThinServer service credentials on RDS1 are in fact configured as
tmservice@tmlab.loc with password of rw, which are the same credentials entered for the RDS1 Remote
Desktop Server. This domain user also has local Administrator permissions on RDS2.
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Create a Display Client

1. Click the Display Clients ﬁ icon from the ThinManager tree selector.

2. From the Display Clients tree, right click the Remote Desktop Services branch and select Add Display Client. This
will launch the Display Client Wizard.

J"’ = ) -
pN— Edit Manage Install Tools View Remaote View Help
¥i ThinManager Server [RDS1 * | & Remove Y Add £3 Delet
’Add ThinManager Server ' Refresh r @Add Group | Renal
’Q‘ Disconnect A Copy
ThinManager Server Edit
d Summary

Attribute
53 Domate Dacllon Services Display Clie.

Add Display Client

Add Display Client Group

= i Display Clients
Remate Desktop

oa Carnera

@ Terminal Shadow

p Services Clents

ocal Clients

<l Workstation Citrix 1CA Protacol Clients
? WHC Smart Session Clients
i Wirtual Sereen Application Link Clients

3. Type Desktop as the Client Name on the Client Name page of the wizard. Click the Next button.

it Display Client Wizard b4

Client Name H

Erter the Display Client name.
()

— Display Client Name

Clignt Name IDESKTOD o

[~ Set a Display Name

— Type of Digplay Client

I Remote Desktop Services d

— Display Client Group

I Change Group |
Pemissions |

< Back Next = Finish Cancel Help
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The Set a Display Name checkbox is new for ThinManager 11 and provides the ability to assign an Alias to
a Display Client that will be shown at the Terminal in the Display Client Selector instead of the Client Name
entered. This feature requires firmware package 8.2 or newer. Firmware packages will be explained in the
Advanced Lab.

N o o &

Click the Next button on the Display Client Options page of the wizard.
Click the Next button on the Remote Desktop Services and Workstation Options page of the wizard.
Click the Next button on the Screen Resolution / Scaling Options page of the wizard.

Select RDS1 from the Available Remote Desktop Servers list and click the Right Arrow button to move it to the
Selected Remote Desktop Servers list. This is the Remote Desktop Server on which this Display Client will run.
Click the Finish button.

it Display Client Wizard -
Digplay Client Member=s (.’
Select the Remate Desktop Servers for this Display Client. b ‘
AR
Awvailable Remote Desktop Selected Remote Desktop Servers

ROS1 (10.6.10.!
RDS2 (10.6.10.52) -~
4 [=]
w

Edit Server List

< Back Cancel Help
| |
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You should see the Desktop Display Client under the Remote Desktop Services branch. You may have to click the
Display Clients node for the branch to refresh.

B]
Edit Manage Install To
" 1@ Restore Biomel
B @S.
£ Backup Biomet
Restore Backup
Synchronize

Packages Configuration

El[i]; Display Clients
=R e = e

New in ThinManager 11, you can now create Display Client Groups. Display Client Groups provide the
ability to better organize large quantities of content. You can create Display Client Groups much like folders
in Windows Explorer, and then add Display Clients to the Display Client Group. Nested Display Client

Groups are supported as well.

18 of 199



Create a Terminal Profile

As previously mentioned, each device that you will be managing (thin clients, zero clients, tablets, smart phones or PCs) will
have a unique Terminal Profile created in ThinManager like the one you are about to create.

1. For this Cloud lab, we will be running firmware package 8.1 for our virtual thin client(s). However, in ThinManager
v11, the default firmware package for PXE clients is 8.2. The next couple of steps will enable us to change the
package on a terminal by terminal basis. Select the Manage ribbon followed by the Packages icon.

Remote View

Install Tools Wiew

Manage Help

@ @ Restore Biometric Database @ i % DNS Co
@ Backup Biometric Database .ﬁ} Configy

Restore Backup ) PXE ThinManager

& Synchronize Server Sewverlist @ Langua

Packages Configuration Manage

[mems T e

2. The Package Manager window enables firmware packages to be assigned in 2 different ways — by terminal model or
on a terminal by terminal basis. We are going to utilize the latter. To enable this capability, check the Allow the
setting of the Package in Terminal Configuration checkbox. Click the OK button.

—Model Specific Default Package

Packages

Manufacturer |ncp -]
Model |pc-30-100 =l
Package ITermap Model Default ;I

Allow Chain Loader v

o v allow the setting of the Padkage in Terminal Configuration

Install Package | e
Edit Packages | [4]4 I Cancel |

3. Click the Terminals icon —— from the ThinManager tree selector.
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4. From the Terminals tree, right click the Terminals node and select Add Terminal. This will launch the Terminal
Configuration Wizard.

Y,
rad
Edit Manage Install Toals View
L] = & | & Restore Biometric Database

| ol oy
I—'_'I \LIJJ p— £, Backup Biometric Database
Restore Backup

Synchronize
Packages Configuration
|B Add Terminal | 7emi
Add Group Total T
Restart Terminals Termin

]

5. Type VersaView5200 as the Terminal Name on the Terminal Name page of the wizard. Click the Next button.
¥ed Terminal Configuration Wizard »
Terminal Name

Enter the name for this terminal, select the terminal group to which this terminal belongs, or ’ ‘
choose to copy the configuration from another terminal. & A

Terminal Name

o |\u"er5a\u"|ew 5200 Description

This must be a unique name using letters, numbers, hyphens {-), and
underscaores () only.

Terminal Group

Copy Settings
[~ Copy Settings from another Teminal

Change Group

Pemnissions

o

| Cancel | Help |

Clicking the Description button on the Terminal Name page of the wizard will not only allow you to enter a
Description for the terminal, but also allow you to create Custom Variables for the terminal. Custom
Variables were added in ThinManager 8.1. The Custom Variable can be used in the Display Client
command line or by the TermMon ActiveX. This would allow you to create a single Display Client in
ThinManager that utilizes a Custom Variable and it would direct that Display Client to different content
based on the terminal to which it was assigned. For instance, if you have several FactoryTalk View SE
Client configuration files (CLIs) that you need to deploy, you could create a Custom Variable on each
terminal that would include the name of the CLI file to deliver to it. You would then create a single Display
Client that references the path to the CLI files and appends the Custom Variable to it in the command line.
In addition to Terminals, Custom Variables can also be created and assigned to Relevance Users and
Locations.
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6.

Accept the defaults of Generic / PXE from the Make / OEM and Model drop down lists, respectively. Select 8.1 from
the Terminal Firmware Package drop down list. Click the Next button.

Terminal Hardware v
Select the manufacturer and model of this terminal. ’ - ‘
Use this to corfigure the type of hardware for this terminal .
Make # OEM GEMERIC j
Model PXE |
OEM Model  PXE
Video Chipset  Unknown
Teminal Firmware Package e IB.‘I ;I
Teminal |0 and IP Address
Clear |
Teminal ID None
Edit |
< Back Fsh | Cancel | Help

Click the Next button on the Terminal Options page of the wizard.
Click the Next button on the Terminal Mode Selection page of the wizard.

Select Desktop from the Available Display Clients list and click the Right Arrow button to move it to the Selected
Display Clients list. This is the Display Client that will be delivered to this Terminal. Click the Finish button.

tmi Terminal Configuration Wizard b4
Display Client Selection v
Select the Display Clients to use on this terminal ’ ‘

R

Available Display Clients Selected Display Clients

Ei Remote Desktop Services

L EEO ]
Q Teminal Shadow e ﬁ

L -

Edit Digplay Clierts | Crvemide |

<Back | Hews | Frish | Cancel Help
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10. You should see the VersaView5200 terminal under the Terminals node.

o I
(<]

Edit Manage Install Ta
=4 ThinManager Server |RDS1
,"Add ThinManager Server
é\,}, Disconnect

ThinManager Server

G- M VersaView5200

You can also create Terminal Groups in ThinManager. Terminal Groups provide 2 key capabilities: (1)
terminal organization and (2) property inheritance. With terminal organization, you can create Terminal
Groups much like folders in Windows Explorer, and then add Terminals to the Terminal Group. The other
key benefit of Terminal Groups is that you can assign Terminal properties at the Terminal Group level and
choose to make these settings a Group Setting. By doing so, each Terminal member of the Terminal
Group would receive that setting as defined in the Terminal Group. In both cases, nested Terminal
Groups are support as well. You will learn more about Terminal Groups in Section 13.

Even though you will be using virtual thin clients for this Cloud based training, this hands on lab was based
on the ThinManager MR Demo Kit which includes a VersaView 5200 Dual HD (Catalog #: 6200T-NA)
industrial grade thin client. In addition to the 6200T-NA, the VersaView 5200 family includes four additional
models. The VersaView5200 Single HD Display (Catalog #: 6200T-BA) which has a smaller form factor
and provides a single HD Display output. The VersaView Dual 4K Display (Catalog #: 6200T-KB) has the
same form factor as the 6200T-NA but provides two 4K video outputs (one HDMI and one DisplayPort). For
Control Room applications, the VersaView 5200 Multi 4K Display (Catalog #: 6200T-RC or 6200T-RE) is
available. The 6200T-RC provides three 4K outputs (all DisplayPort), while the 6200T-RE provides seven
4K outputs (3 DisplayPort and 4 mini-DisplayPort).
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Configure PXE Server

Since this Cloud lab is utilizing virtual thin clients, we will need to boot them using PXE; therefore, the ThinManager PXE Server

must be configured.

1. From the ThinManager Admin Console, select the Manage ribbon, followed by the PXE Server icon.

S Edit Manage Install Tools View ote View Help
E @ @ Restore Biometric Database @ %’ DNS Configuration
g Eackup EBiometric Database {B} Configure Default Terminal
Packages|| Restore Backup ) F¥E ThinManager
= Synchronize Server  Server List g Language ]
Packages Configuration Manage
't T s i~

2.

PXE Server Configuration g

Enable / Disable PXE Server

The ThinManager PXE Server allows the use of terminals that support Intel
PXE bocting.

o ¥ Enable PXE Server

Finish Cancel Help

From the PXE Server Configuration page of the wizard, check the Enable PXE Server checkbox.
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3. From the Network Interface Configuration page of the wizard, make sue VMWare Virtual Ethernet Adapter for
VMNet8 is selected from the Select Interface to Configure drop down list, and Using standard DHCP server is
selected from the PXE Server Mode list. Click the Finish button.

¥t PKE Server Wizard X

Network Interface Configuration W
Select the settings for each network interface b ‘

A

Select Interfface to Configure o

WMware Vitual Bthemet Adapter for VMnet8 j
Interface Primary IP Address

Server Mods
{* Using standard DHCP server

" Using standard DHCP server on this machine
" Using standard DHCP server with Boot Options (PXE Disabled)
" Not using standard DHCP server

IP Address Conflict Detection
o
~

W Alow Mew PXE clierts

<Back | Net> ||

Some notes when configuring this page in your own deployments. Make sure you have selected the correct
network interface in the Select Interface to Configure drop down list. In other words, on which network adapter
should ThinManager listen for PXE requests. The PXE Server Mode selection is not as obvious. PXE, by
definition, requires a DHCP Server. This setting basically tells ThinManager about the DHCP Server to be used
for PXE requests. When a PXE client is booted, it not only needs an IP Address, but it also needs an IP address
for its boot server, as well as a boot filename.

Here is a quick summary of the options:

1. Using standard DHCP server — choose this when you have an existing DHCP server that you want to use
for PXE, but you want ThinManager to provide the additional boot details, like the IP addresses of the
ThinManager Server(s) and the name of the boot file. This is the preferred choice if you are using an existing
DHCP server.

2. Using standard DHCP server on this machine — similar to the first option, except the actual DHCP server
is located on the same machine as ThinManager.

3. Using standard DHCP server with Boot Options (PXE Disabled) — choose this when you have an existing
DHCP server that you want to use, but you do not want ThinManager to provide the additional boot details.
Instead, you will need to specify Option 66 and Option 67 in your DHCP Server to specify these details.

4. Not using standard DHCP server — choose this when you want ThinManager to provide everything — the
client IP address, the boot server IP address(es) and the boot filename. ThinManager will only respond to
DHCP requests associated with PXE, not to standard DHCP requests.
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If you will be using Legacy PXE clients and UEFI PXE clients with your ThinManager deployment, it is
important to note that they require different boot files. This is automatically handled by ThinManager if you
choose options 1, 2 or 4 above. However, if you choose option 3, you will need to apply Vendor Classes in
your DHCP Server for Option 67 in order to deliver the correct boot filename based on the type of thin client
requesting it. Legacy PXE clients use a boot filename of acpboot.bin, while UEFI PXE clients use
tmboot32.bin for x86 UEFI and tmboot64.bin for x64 UEFI.

Through the majority of this Cloud lab, we will be using the PXE Server Mode configured above — namely,
Using standard DHCP server. Again, this means we have an existing DHCP Server that will supply the IP
address to our PXE client, and ThinManager will provide the additional details needed to boot it (i.e.: boot
server IP address(es) and boot filename). In this configuration, we will depend on VMWare Player, which will
host our virtual thin client(s) to provide a NAT’d (Network Address Translation) IP address. This mode
proved to be the most reliable for the virtual thin client(s).
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Assign the Terminal Profile to a Thin Client

1. Minimize the ThinManager Admin Console, and double click the Thin01 virtual machine shortcut on the desktop. It
may take a minute or so to initially launch since your Cloud lab image does not have full connectivity to the Internet.

2]
Thin01

NOTE: Do not use the VMWare Full Screen option, as it has proven to be somewhat unstable in the cloud. It is ok to
maximize the window.

Upon starting, the virtual thin client will recognize that it has no operating system installed and will therefore attempt to
contact a PXE Server. The ThinManager PXE Server will respond to the PXE request and deliver the ThinManager
firmware via TFTP.

Since VMWare Tools cannot be installed within the virtual thin clients, the mouse pointer will get locked within
each virtual machine when one of the virtual thin clients is active. To return the mouse pointer to the host, hit
the CTRL+ALT key sequence.

2. Ifyou receive a message box asking if you moved or copied the virtual machine, click the | Moved It button.

£

Player = I &

Thin01 - WMware Workstation 12 Player x

This virtual machine might have been moved or copied.
In order to configure certain management and
networking features, VMware Player needs to know if
this virtual machine was moved or copied.

If you don't know, answer "I Copied It™,

E I Moved It i 1 Copied It Cancel

You may notice that the virtual thin client receives an IP address in the 192.168.x.y subnet. This is because
we have it configured for NAT at this point in the lab.
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Once the Thin01 has received the ThinManager firmware, it will communicate with the ThinManager Server, asking for
a Terminal Profile. ThinManager identifies terminals by their MAC address. Since we have not previously assigned
a Terminal Profile to the MAC address of this terminal, ThinManager will ask which profile to assign to it. Hit the
down arrow key to select the VersaView5200 profile we created previously and hit the Enter key.

This Terminal is Undefined on Server RDS1
Choose the Terminal to Replace or Action

Status : |Name Type

Create new Terminal

ersaliew5200 Terminal

If the Create new Terminal option was selected above, the Terminal Configuration Wizard would be
launched within ThinManager that would facilitate the creation of a new Terminal Profile that would then be
assigned to the terminal being booted.

Additionally, you can control whether a Terminal Profile becomes available in this selection list. By default, a
Terminal Profile becomes available for assignment when its associated terminal is offline. The Allow
replacement at terminal if off line setting can be found on the Terminal Options page of the Terminal
Configuration Wizard.

If your mouse gets locked inside the virtual machine, you can hit the CTRL-ALT keys on your keyboard to
release it. This is happening because we have not (and cannot) installed VMWare Tools inside our virtual
machine.
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The VersaView5200 Terminal Profile will now be delivered to the Thin01, and any default content (Display Clients)
assigned to the VersaView5200 Terminal Profile will be delivered. Since we are starting with a Desktop session and
we have not configured Auto Login, you will be prompted with a login dialog box to start the Windows Remote
Desktop session on RDS1. Enter tmlab\thin01 as the username and rw as the password. Once authenticated, you
should be presented with a Windows Desktop Session on RDS1.

Enter your Windows credentials
to connect to RDS1

Username

0| tmiabithin0 1

Cancel ‘

[2)
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Shadow Thin Client from ThinManager

1. Return to the RDS1 lab image, and click the Terminals icon = from the ThinManager tree selector.
2. Expand the Terminals node in the Terminals tree and select the VersaView5200 terminal.

3. Select the Shadow tab from the Details Pane. You should see a shadow of the terminal from within ThinManager.
Notice that the shadow is fully interactive. Also notice that the VersaView5200 terminal icon is green indicating that it
is powered up and ThinManager has connectivity to it. Click the Configuration tab when finished shadowing.

vy
=]
Edit Manage Install Tools View Remuote View Help
k= ThinManager Server |[RDS1 - Remave Add &3 Delete £ Lock —, Find (Ctrl-F)
,”Add ThinManager Server Refresh Add Group T Rename Unlock || Find Next (F3)
Modify
& Disconnect & Copy
ThinManager Server Edit Find

Configurationr Modules r Scheduler Properties r E\rentLog/ Shadowr Repe

== Terminals
§ N | versaView5200

Each ThinManager terminal has a shadowing setting that determines if the terminal can be shadowed or not.
This setting is available by double clicking the terminal to open the Terminal Configuration Wizard and
navigating to the Terminal Options page of the wizard. The available shadowing options are Yes, No, Ask,
Warn, and a checkbox for enabling Interactive Shadow or not. If you choose to experiment with these
settings, remember that a terminal must be restarted for configuration changes to be applied to it. To
perform a terminal restart, right click the terminal and select Restart Terminal.

This completes the section Defining ThinManager Display Servers, Display Clients and Terminals of the lab. Continue on to
deliver a FactoryTalk View SE application without a Windows desktop and implement automatic Remote Desktop Server failover.
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Section 2: Configuring ThinManager Application Link and Failover for FactoryTalk View SE

Overview

In the last lab section, you successfully delivered a Windows Desktop to the a virtual thin client using ThinManager. Typically,
we go through great lengths to actually prevent access to the Windows Desktop on the plant floor, which is one reason why VDI
is not always the best option for plant floor deployments — since delivering desktops is one of the strengths of VDI. This section
will use ThinManager Application Link to deliver the FactoryTalk View SE Cookie Factory demo to the virtual thin client without a
desktop. In addition, this section will demonstrate how easy it is to configure automatic Remote Desktop Server failover for your
ThinManager terminals. To do this, you will be performing the following tasks:

1. Add Terminal Names to FactoryTalk Directory

Add Windows Linked User Group to FactoryTalk Directory
Create a RemoteApp for FactoryTalk View SE

Create a New ThinManager Display Client with Application Link
Apply New Display Client to Terminal

Add Automatic Remote Desktop Server Failover

N g o

Allow Remote Start of Unlisted Programs
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Add Terminal Names to FactoryTalk Directory

By default, every Computer connecting to the FactoryTalk Directory must be added as a Computer Account — ThinManager
terminals are no different. This section will add the ThinManager terminal names to the FactoryTalk Directory as Computer
Accounts.

1. Click the Windows Start button from the RDS1 host image — NOT the shadowed Desktop delivered to the thin client or
the thin client itself.

Recently added

2

2 Windows PowerShell (x86)

FactoryTalk View SE Cache File Ma... m E .>_
ZAr5

FactoryTalk FactoryTalk Windows
(W) FactoryTalk View Site Edition Client | Administration. | Activation.. | PowerShell

Expand ~
)
3
Vivhware
Workstation 1.  Wireshark

P

Adobe Reader X1
MNew

CodeMeter

FLASH Programming Tools
New

Microsoft Office 2016 Tools
Mew

PowerPoint 2016

oD B € | 4
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2. On the Select FactoryTalk Directory dialog, make sure Network is selected and click the OK button.

t the directary you want to uze.

v]

Cancel | | Help |

3. Inthe Explorer view, browse to Network (THIS COMPUTER) - System-> Computers and Groups-> Computers,
right click Computers and select New Computer... from the menu.

File View Tools Window Help

=08 Metwork (HMI)
ﬂi CookieFactory
i-l- FTViewDemo
ﬂi InstantFizz
& 9 System
-1 Action Groups
[ 17 Policies
=7 Computers and Groups

F Computer Groups

&5 Metworks and Devices
[ 1 Users and Groups

= ¥ Connections

.. [0 Permission Sets

Security...

4. In the Computer textbox, enter VersaView5200 and click the OK button.

General  Policy Setting

Computer: |‘u"ersa‘u"|ew52m 0 | |:|

Description: | |

Member of:
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5. Repeat the previous 2 steps but this time add ZENPAD. When finished, you should have ZENPAD and
VersaView5200 added to the Computers folder.

rd FactoryTalk Administration Console
File View Tools Window Help

Explorer I

= [ Metwork (HMI)
-E@ CookieFactory

iﬂ FTViewDemo

-Eﬂ InstantFizz

= System

Action Groups

=8 Policies

=0 Computers and Groups

Computer Groups
|

LB HMI

-5 RDS1

O

VERSAVIEW5200
o ZENPAD

&&= Metworks and Devices
@ Users and Groups

[ Connections
Permission Sets

6. Keep the FactoryTalk Administration Console open for the next section.
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Add Windows Linked User Group to FactoryTalk Directory

In addition to adding the terminal name as a Computer Account to the FactoryTalk Directory, you will typically have to add the
Windows user account that is assigned to the terminal, and therefore launching the session, to the FactoryTalk Directory as well.
In this section, you will add a Windows Linked Group to the TMLAB\Domain Users group.

1. Inthe Explorer view, browse to Network (THIS COMPUTER) > System->Users and Groups—>User Groups, right
click User Groups and select New | Windows-Linked User Group... from the menu.

File View Tools Window Help

AslE

=-[E Network (HMI)
i-l- CookieFactory
i-l- FTViewDemo
G InstantFizz
= System
-1 Action Groups
[ I Policies
= 1 Computers and Groups

i Computer Groups
= | Computers
L0 HMI
RDS1
..O RDS2
:. O VERSAVIEWS5200
i.O ZENPAD
& == Metworks and Devices

00 o

User Group...

i [ Connections
- I Permission Sets

34 0f 199



2. From the New Windows-Linked User Group popup, click the Add button.

General

Click. the Add button ta select one or mare Windows user
groups. When you click the Create button, a new linked
user account will be created for each Windows user group
wou have selected.

3. By default, this dialog box will show the local computer’s user and groups, but we want to browse the TMLAB domain.
From the Select Groups window, click the Locations... button.

Select this object type:
|Group5 or Buitt-in security principals | | Object Types... |

From this location:
RDS1

Enter the object names to select (sxamples):

4. From the Locations selection box, expand the Entire Directory item and select the tmlab.loc item. Click the OK
button.

Select the location you want to search.

Location:
1Kl RDS1
[=- 7 Ertire Directory

fj tmlab Joc
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5. Back at the Select Groups window, enter Domain Users in the text box and click the OK button.

Select Groups -

Select thiz object type:

|I3r0ups | | Object Types. .. |

Fram this location:

|tmlab.loc || Locations... |

Enter the object names to selact (examples]):

qDomain Users Check Names
.

6. From the New Windows-Linked User Group window, you should now have TMLAB\DOMAIN USERS listed. Click
the OK button.

New Windows-Linked User Group -

General

Click. the Add button ta select one or mare Windows user
groups. When you click the Create button, a new linked
user account will be created for each Windows user group
wou have selected.

g TMLABYDOMAIN USERS

£ m b4

| Cancel | | Help |

7. Close the FactoryTalk Administration Console.

In your deployments, you will most likely want to be more selective with which Windows user groups to link
and to which FactoryTalk group to assign them. This section utilized the entire Domain Users group to
simplify the lab going forward.

36 of 199



Create a RemoteApp for FactoryTalk View SE

Remote Desktop Services considers any program configured to run initially - like the one you are about to configure with
ThinManager ApplicationLink in this section - an “Initial Program.” By default, Windows Server 2008R2 and later Remote
Desktop Services requires that each Initial Program be added to the published RemoteApp list, or you will receive an Access
Denied message when the Display Client attempts to launch.

While it is recommended that this default security measure be maintained, it can also be disabled through
Local or Group Policy (from the Group Policy Editor: Default Domain Policy | Computer Configuration |
Policies | Administrative Templates | Windows Components | Remote Desktop Services | Remote Desktop
Session Host | Connections | Allow remote start of unlisted programs).

With Windows Server 2012 or newer, the RemoteApp list is managed through Session Collections for domain deployments. In
this lab we will maintain the default security behavior and maintain the RemoteApp list. A number of RemoteApps have already
been added. In this section, you will add a new one for the FactoryTalk View SE Client application.

1.

From the RDS1 image, launch Server Manager by clicking the Server Manager icon from the Windows taskbar.
MAKE SURE YOU CLICK THE SERVER MANAGER ICON ON THE RDS1 IMAGE AND NOT THE SHADOW OF
THE THIN CLIENT.

From Server Manager, select the Remote Desktop Services panel item, followed by the TMLabApps panel item
(under Collections).

Click the Tasks dropdown list in the RemoteApp Programs frame, followed by the Publish RemoteApp Programs
item.

[ Server Manager

@ ~  Server Manager * Remote Desktop Services * Collections * TMLabApps

PROPERTIES CONNECTIONS

(] Overview " propertis of the collection TASKS = Last refreshed on 4/11/2019 1

i Servers Col Type Session

s Collections Resources Remote Desktap

i |> User Group. TMLAB\Domain Users Server EQDN. | User

- RDSTimlatlos TMLAB\Lab
RDSTtmlabloc TMLABithir
o RDS1amlabloc TMLAB\thir

REMOTEAPP PROGRAMS

Bublished RemoteApp programs | 0 tota

| Publish RemoteApp Programs

Unpublish RemateApp Programs
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4.  From the Publish RemoteApp Programs dialog, scroll down and check the FactoryTalk View Site Edition Client list
item, followed by Next>.

Select RemoteApp programs

Ann Pro - Select the Remoted) rograms to publish to the TMLabApps collection. To add a RemoteApp
RemoteApp Programs Pp prog P s
- program to the list, click Add.

Confirmation
The RemoteApp programs are populated from RD51.TMLAB.LOC.
[] RemoteApp Program Location ~
[] ThfactoryTalk Administration Consale %SYSTEMDRIVE3a\Program Files (x86)\Cc

[l @Factor}rTalk Diagnostics Counter Monitor 3SYSTEMDRIVEa\Program Files (xB6)\Cc
[ f&Factor_\rTalk Directory Configuration Wizard ~ %SYSTEMDRIVE3\Pragram Files (x88)\Cc

O Factor_',.rTaIk Live Data Test Client %SYSTEMDRIVE:\Program Files (x86)\Cc
[] & FactoryTalk View SE Cache File Management %SYSTEMDRIVE3a\Program Files (x86)\Rc
[ FactoryTalk View Site Edition Client SYSTEMDRIVE%a\Program Files (x86)\Rc
[] gMFTAE Database Update Utility SYSTEMDRIVE:\Program Files (x86)\Cc
[l ﬂlmport RSSecurity Configuration $SYSTEMDRIVE#\Program Files (x86)\Cc
(| ﬁlntemet Information Services (IIS) Manager  %SYSTEMDRIVEZ:\Windows\system32\in
(| a,iSCSI Initiator SYSTEMDRIVER\Windows\system32hist «
L4 >

Verify that the program is installed an all the RD Session Host servers in the collection.

|<Prﬂrious || Next = | | Publish || Cancel

5. Click the Publish button on the Confirmation page.
6. Once Status changes to Published, click the Close button.
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7. Right click the newly listed RemoteApp and select Edit Properties.

Server Manager * Remote Desktop Services * Collections * TMLabA

Overview
Servers

Collections

[ TMLabApps

PROPERTIES
D Properties of the collection
Collection Type Session
Resources RemoteApp Programs
User Group TMLAB\Domain Users

REMOTEAPP PROGRAMS
Last refreshed on 4/11/2019 11:43:12 AM | Published RemoteApp programs | 1 total

o=

Fitter » ®~ @~

RemoteApp Program Name Alias Visible in RD Web Access

FactoryTalk View Site Edition Client DisplayClient Yes

r
pY citroper: |
.
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8. Select the Parameters panel item and then select the Allow any command-line parameters option. Click the OK
button and the close Server Manager.

i Properties = || = -

FactoryTalk View Site Edition Client (RDS1 Collection)

Show A

General + ommand-line Parameters
User Assignment  + () Do not allow any command-line parameters

File Type Associati... + .
YP 9 ® Allow any command-line parameters

1. By allowing this RemoteApp program to run with any command-line
parameter, your server may be vulnerable te malicicus software.

() Always use the following command-line parameters

|§ oK || Cancel || Apply |

If your RemoteApp requires command line parameters, then selecting Allow any command-line parameters is
less than secure than selecting Always use the following command-line parameters. We have chosen the
less secure option for this lab as you will be creating several ThinManager Display Clients, each of which will
launch a separate FactoryTalk View SE Client configuration file, and therefore require a different command-
line. This option was chosen simply to save time in the lab.
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Create a New ThinManager Display Client with Application Link

1.

2.

3.

Return to ThinManager and click the Display Clients icon ﬁ from the ThinManager tree selector.

From the Display Clients tree, right click the Remote Desktop Services branch and select Add Display Client. This
will launch the Display Client Wizard.

(£
‘| Edit | Manage  Install  Tools  View  RemoteView
P4 ThinManager Server & Remove * O Add
’Add ThinManager Server > Refresh r - @Add Grou
;‘ Disconnect D Copy

ThinManager Server

Display Clients - summary
Eﬁ Display Clients Attribute
- Remote Desktop Services

Pemnte Neskinn Semice
2l Destop g Add Display Client e

. E RDS1 Add Display Client Group s
g Camera Citrix ICA Protocol Clients

@ Terminal Shadow Smart Session Clients

& Workstation Application Link Clients

& VNC

------ Virtual Screen

Type FTV_CookieDemo as the Client Name on the Client Name page of the wizard. Click the Next button.

¥4 Display Client Wizard *
Client Name @
Erter the Display Client name. } ‘

— Display Client Name

Client Name o [FTV_CookieDemo

[” Set a Display Name

— Type of Display Client

I Remote Desktop Services ;l

— Digplay Client Group

I Change Group |
Permissions |

2]

< Back MNext = Finizh Cancel Help
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4.  Click the Next button on the Display Client Options page of the wizard.

5. Check the Application Link checkbox on the Remote Desktop Services and Workstation Options page of the
wizard. Click the Next button.

v Display Client Wizard -
Remote Desktop Services and Workstation Options E’
Select the options for this Display Client ’ ‘

Connection Options
W Alow Auto-Login
¥ Application Link
[ SmartSession
[~ Erforce Primary
[ Instant Failover

< Back | Cancel | Help |

6. From the Screen Resolution / Scaling Options page of the wizard, check the box for Don’t Use Screen Resolution,
and select 1280x1024 from the Resolution drop down list. Click the Next button.

] Display Client Wizard -
Session Resolution / Scaling Options ‘?’
Enter scaling options and session resolution f desired setting iz ’ ‘
different from the screen. R

Session Scaling Options

[~ Mairtain Aspect Ratio
[ Scale Down Cnly

Session Resolution Options

[+ Dont Use Screen Resolution

Resolution ei'IZE»Dﬂ 024 ﬂ | %

< Back Cancel Help
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By default, Remote Desktop Services sessions are started using the screen resolution of the Terminal Profile
where the Display Client is assigned. This setting overrides that behavior for this Display Client. So even if
the screen resolution of the terminal is different, this Display Client will start with a resolution of 1280x1024,
and ThinManager will automatically scale it to fit the screen resolution of the physical display where it is
delivered.

Select RDS1 from the Available Remote Desktop Servers list and click the Right Arrow button to move it to the
Selected Remote Desktop Servers list. This is the Remote Desktop Server on which this Display Client will run.
Click the Next button.

] Display Client Wizard -
Digplay Client Member=s Q’
Select the Remote Desktop Servers for this Display Client. b ‘
AR
Available Remote Desktop Selected Remote Desktop Servers

o RDS1 (10.6.10.51
RDS2 (10.6.10.52)

=
[

Edit Server List

3]

< Back | | | Cancel | Help |

From the AppLink page of the wizard, enter the following path for the Program Path and Filename field and
Command Line Options field (you can also copy and paste these paths from the LabPaths.txt file by right clicking
the Notepad icon pinned to the start bar and selecting LabPaths.txt):

Program Path and Filename:

C:\Program Files (x86)\Rockwell Software\RSView
Enterprise\DisplayClient.exe

Command Line Options:

"C:\Lab Files\CookieDemol280.cli"
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9. Make sure to enclose the Command Line Options path in double quotes. Click the Finish button.

¥t Display Client Wizard X
Applink \ O/
Enterthe linked application path. » ‘
AR
— AppLink Path

Program Path and Filename

o [ Fies (:86)\Rockowell Software S View Enterpise \DisleyClert oxe

Browse
Command Line Options
"Ch\Lab Files"CookieDemo1280.cli”

2

Browse
art in the following folder

Al

Be sure to enclose with double quotes.

< Back New> | Fish |  Cancel Help
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Apply New Display Client to Terminal

1.

S e

To

@ @ g . Restore Biomel
@Backup Biomet

Packages|| Restore Backup

Packages Configuration

= Synchronize

Q VersaView5200

i Terminal Configuration Wizard

Display Client Selection

Select the Display Clients to use on this terminal

Click the Terminals icon = from the ThinManager tree selector.

From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.

o

Edit Manage Install

Click the Next button on the Terminal Name page of the wizard.

Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.

Select FTV_CookieDemo from the Available Display Clients list and click the Right Arrow button to move it to the
Selected Display Clients list. Select Desktop from the Selected Display Clients list and click the Left Arrow button
to move it to the Available Display Clients list. Click the Next button.

X

b

Awvailable Display Clierts

Selected Display Clients

E| i Remote Desktop Services
H 5 Desktop

..... 5 FTV_CookieDemo
Camera

: Q Teminal Shadow

i Workstation

Edit Display Clierts |

©

|
Kl

5 FTV_CookieDemo

Al
M

Ovemde |

< Back

Finish Cancel Help
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10.

Click the Next button on the Terminal Interface Options page of the wizard.
Click the Next button on the Hotkey Configuration page of the wizard.

On the Log In Information page of the wizard, enter thin01@tmlab.loc as the Username and rw as the Password.
The terminal will use these credentials to login to the Remote Desktop Server for those Display Clients applied to it that
have the Allow Auto Login property enabled. Click the Verify button which should confirm that the credentials
entered are valid. Click the Next button.

=] Terminal Configuration Wizard -
Log In Information E’
Enter the log in information to log in automatically. Leave the log in ’ ‘
information blank or fill onty some of the fields to force manual log in. A

Windows Log In Information

Usemame o |thinD1 @tmlab Joc Search
Password 9 |" Password Options

Domain | e Verfy

< Back Finish Cancel Help
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11. From the Video Resolution screen of the wizard, select 1920x1080 as the Screen Resolution, 64K Colors as the
Color Depth and 60Hz as the Refresh Rate. Click the Next button.

=] Terminal Configuration YWizard -
Yideo Resolution Q"
Select the video rezolution for this teminal » ‘
()

Select Video Resolution

These are the rezolutions supported by the Thin Client model pou
welected.

o Resalution 9 Color Depth e Refresh Rate
|1920:1080 | |e4Colos | |EOH: ~|

< Back Finish | Cancel | Help |

12. Click the Next button on the Module Selection page of the Terminal Configuration Wizard.

13. Click the Next button on the ThinManager Server Monitor List page of the Terminal Configuration Wizard.
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14. From the Monitoring Configuration page of the wizard, select the Custom radio button within the Monitor Interval.
Keep the defaults for Monitor Interval, Monitor Timeout and Monitor Retry. Enter a value of 1 for the Primary Up
Delay Multiplier. This will speed up the Remote Desktop Server failover time in a later section. Click the Finish

button.
Pt Terminal Configuration Wizard -
Moenitoring Configuration E’
Select the setting for how often the Remote Desktop Server status is ’ ‘
monitored by this temminal . A

Connection Monitor Settings

Pre-set Monitor Intervals ° Custom -
Manitor Interval 5 EIC Seconds
Monitor Timeout 1 3: Seconds
Moritor Retry 3 EI:
Primary Up Delay Multiplier e 1 EI:
Primary Up Delay 5 Seconds
Connection Timeout 0 _|
< Back | | Cancel | Help |

15. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to restart the terminal.

Y,

L=

Edit Manage Install Tools View Remot

!_ —F @& | . Restore Biometric Database B
| & = =)

£ Backup Biometric Database
Packages|| Restore Backup PXE T
Synchronize Server

Packages Configuration

Terminals - Configuration

E- B Terminals Attribute
0@ VersaView5200 crroig danti

Medify

Rename ic
Copy

Delete Ctrl+D =
Go To User

Legoff User

Go To Lecation

9 Restart Terminal pe

| Firmware Package

You may notice a small red exclamation icon appear in the bottom of the terminal icon. This indicates that a
change has been made to the terminal’s configuration that has not been published to the terminal yet.
Restarting the terminal will republish the terminal’s configuration, including any recent changes.

48 0f 199



If you need to apply a change to a terminal’s configuration, simply right click the terminal of interest from the
Terminals tree and select Restart Terminal. Restarting a terminal simply reapplies the terminal’s
configuration — unless ThinManager automatically detects a configuration change that requires a terminal
reboot, in which case a reboot is performed. Reboot Terminal, available from the Tools ribbon bar, is
equivalent to cycling power to the terminal, and therefore resends the firmware as well as the configuration.

It is important to note that in both of these cases the sessions running on the Remote Desktop Servers are
not restarted by default. You need to perform a Reset Session in this case. To reset a session, return to
the Display Servers tree segment, and select the Remote Desktop Server on which the session of interest is
running. Select the Sessions tab from the Details Pane. A list of all of the sessions running on the selected
Remote Desktop Server will be displayed. Right click the session desired and select Reset Session.

16. With the VersaView5200 terminal still selected, click on the Shadow tab in the Details Pane of ThinManager. If the
Shadow does not start, click the Configuration tab, then the Shadow tab to reactivate the shadow. The
CookieDemo application utilized was developed as a 1280x1024 application, yet we are delivering it to a 1920x1080
display. While it appears to be stretched, this is due to the fact that we are going from a 4x3 aspect ratio to a 16x9
ratio, but ThinManager’s new session scaling delivers the 1280x1024 session without bars to a 1920x1080 display.

o - o X
=
Edit | Manage | Install  Tools  View  RemoteView  Help

@ % (& Restore Biometric Database i 2] &% DNS Configuration g }) / Q ﬁ? /
% {3 Backup Biometric Database u () Configure Default Terminal | & & & A3 1
Pa:kages Restore Backup PXE ThinManager Manage Synchronize Settings | Manage Access Settings

Synchronize Server Severlist @ Language Accounts Pass Resolvers Groups

Packages Configuration Manage Active y Relevance
" Configuiation | Modules | Schedule | Properties | Eventlog”  Shadow |- Report v

- @ Terminals
] VersaView5200

D CookisDame1290 - FactoryTelk Views S€ Clisnt 5 Gostisdento - o x

Rockwvell
Automation »

== Ovewiew J® Depositor O Cooling  Materials  Alarms  System Dashboard  TMLASITHINOT [ =]

o 1 Stoz sios [ swos |
FLour SUGAR ugn&smw GAT FLOUR

176.4 kg

226.1 kg 386.4 kg 668.3 kg

- Wmu*| [ vanis | lZ

SALT VANILLA BAKING_SODA
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17. If you click the red “X” in the top right corner of FactoryTalk View SE application (either from the Shadow or at the
virtual thin client), it will close, leaving an empty black screen without a desktop.

Once the application closes, you will see the desktop background with no Start menu bar for about 30
seconds before you are automatically logged out. When using AppLink, the user does not have access to
any other programs or the desktop when connecting and once that application terminates, the user is
automatically logged off. The logoff delay is due to the FactoryTalk View Site Edition client continuing to shut
down in the background after the display is closed.

If you hit the CTRL+ALT+DEL keyboard sequence from the virtual thin client (by clicking the icon in the
taskbar of VMWare Player) while the empty black screen is active, you will be presented with the Task
Manager, from which Windows File Explorer could certainly be launched. With ThinManager, this is easily
rectified by adding the Key Block Module to your terminal(s), which is a simple way to block common
keyboard sequences like CTRL+ALT+DEL, CTRL+ESC, etc. You will use the Key Block Module in Section
12.

A module is a small driver that can be applied to a terminal to provide additional capabilities. For example,
ThinManager includes 15 unique Touch Screen Modules, a Redundant Ethernet Module for thin clients with
dual Ethernet ports (provides automatic failover of network interfaces connected to the thin client) as well as
a MultiSession Screen Saver Module (each Display Client applied to a thin client is automatically cycled on a
configurable time basis as a screen saver) — just to name a few. Modules are added to a terminal using the
Terminal Configuration Wizard and will be explored in more detail, as mentioned above, in Section 12.
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Add Automatic Remote Desktop Server Failover

1. From the RDS1 image, select the Terminals tree, expand the VersaView5200 terminal. Double click the
FTV_CookieDemo Display Client under the VersaView5200 terminal to launch the Display Client Wizard.
o
Edit Manage Install Ta

“ & Restore Biome

SRR
|—l_', kﬁ £, Backup Biome

Packages|| Restore Backup

Synchronize
Packages Configuration
EI!E! Terminals
- ] Vercayi 0p

2. Click the Next button on the Client Name page of the wizard.

3. Click the Next button on the Display Client Options page of the wizard.

4.  Check the Enforce Primary checkbox on the Remote Desktop Services and Workstation Options page of the
wizard. Click the Next button.

=] Display Client Wizard -
Remote Desktop Services and Workstation Options w
Select the options for this Display Client } ‘

Connection Options
V' Allow Auto-Login
¥ Application Link
[~ SmartSession
¥ Enforce Primary
[ Instant Failover

< Back

Finish | Cancel | Help |

5. Click the Next button on the Screen Resolution / Scaling Options page of the wizard.
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Select RDS2 from the Available Remote Desktop Servers list and click the Right Arrow button to move it to the
Selected Remote Desktop Servers list. Click the Finish button.

] Display Client Wizard -
Display Client Members E’
Select the Remote Desktop Servers for this Display Client. ’ = ‘

Awvailable Remote Desktop Selected Remote Desktop Servers

ROS1{10.6.10.51)
-l
hd

Edit Server List

133

< Back MNext = Finish | Cancel | Help |

By adding more than 1 Remote Desktop Server to the Selected Remote Desktop Servers list, you have
added automatic Remote Desktop Server failover for this Display Client. The order of the servers listed
determines the order of failover. In this case, RDS1 would be the primary and RDS2 would be the
secondary. There is no limit to how many Remote Desktop Servers you can add, the terminal will just keep
failing to the next available server in the list.

Right click the VersaView5200 terminal and select Restart Terminal to apply the changes. Click Yes on the
confirmation dialog box. If you expand the VersaView5200 terminal, and then expand the FTV_CookieDemo Display
Client, you will now see both RDS1 and RDS2 are listed. The green lightning bolt next to RDS1 indicates that the
session being delivered to the terminal is running on RDS1. Notice that RDS2 has a red lightning bolt next to it.

wy T
=]
Edit Manage Install

! —F @l & Restore Bior
| & =
= Backup Bion

Packages|| Restore Backup

Synchronize
Packages Configuration
= Terminals
N -
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8.

To force a failover to occur, we can manually disable the RDS1 Remote Desktop Server from ThinManager. This will
disconnect all Remote Desktop Server sessions connected to RDS1. From the Terminals tree, expand the
VersaView5200 terminal, and then expand the FTV_CookieDemo Display Client. Select the RDS1 Remote Desktop
Server under the FTV_CookieDemo Display Client. With RDS1 selected, click the Tools ribbon, followed by the
Disable icon.

e -
= 2

Edit Manage Install Tools View Remote View
Reboot Server Calibrate Touchscreen ¢ 7 Enable
Power On Send Message % Disable
Restart Reboot
Power Off

Power Terminal Operations Enable/Disable

T, configuration | Propert
= & Terminals Attribute
B~ VersaViews200

[H-Fed FTV_CecokieDemo

& [

" [# RDS2

Remote Desktop Server 1

Server Name

IP Address

Remote Desktop Server (

Connection Types Supported

If you quickly shadow VersaView5200 (or look at your demo kit) you will see the new FactoryTalk View SE session
launching on RDS2. To shadow, simply select VersaView5200 from the Terminals tree and then click the Shadow
tab from the Details Pane. With the RDS1 Remote Desktop Server disabled, its icon has changed from a green

lightning bolt to a red lightning bolt with an X, while the RDS2 Remote Desktop Server has changed from a red
lightning bolt to green.

o ThinManager v11.0 - RDS1 = m] X

D]

Edit Manage Install Tools View Remote View Help

(] ¥ calibrate Touchscreen Enable Vf,;

@ W ower O 47 Send Message &) Disable

Restart Reboot Clear

& Power Off
Power Terminal Operations || Enable/Disable | Event Log

 Terminz 2 | Modules | schedule | Properties | Eventlog” Shadow | Report | -

-8 Terminals
5] VersaViews200
&£ FTV_CookieDemo

% rost
% RDS2
@
m Performan(e&wsmﬁ;.ty
| <. ,/OI
FactoryTalk View
Site Edition
"
2E[iE2oa:
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10. Tore-enable RDS1, select RDS1 from the Terminals tree and then click the Enable button in the Tools ribbon.
Notice that the green lightning bolt returns to RDS1, while RDS2 returns to red. The active session on the terminal has

returned to the primary, RDS1. This is because we checked the Enforce Primary option of the Display Client Wizard
in a previous step.

= a

Edit Manage Install Tools View Remote View

Reboot Server Calibrate T-:-u-:hscreee ;; Enable
Power On Send Message &)/ Disable
Power Off

Restart Reboot

Power Terminal Operations Enable/Disable
Configuration_ [ epert
E|--- Terminals
- VersaView5200

=-Fe@ FTV_CookieDemo

1o

i [# RDS2

Attribute

Remote Desktop Server I

Server Mame
IP Address

Connection Types Supported

i b o

There are actually 2 types of automatic Remote Desktop Server failover supported by ThinManager. The
one demonstrated above is called Standard Failover. With Standard Failover, the failover session is
started on-demand. The other type is called Instant Failover, which differs by keeping sessions running on
each Remote Desktop Server — the active one, and a hot standby one. Instant Failover is a great option for
deployments that cannot be without visualization for any length of time. Otherwise, Standard Failover is

perfectly suitable. To enable Instant Failover in our example above, we would have additionally checked
the Instant Failover checkbox in Step 4 above.
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Allow Remote Start of Unlisted Programs

As described previously, Remote Desktop Services considers any program configured to run initially - like the ones used with
ThinManager ApplicationLink - an “Initial Program.” By default, Windows Server 2008R2 and later Remote Desktop Services
requires that each Initial Program be added to the published RemoteApp list, or you will receive an Access Denied message
when the Display Client attempts to launch. Previously in this section, the FactoryTalk View SE Client was added to the
RemoteApp list. In this lab, we are going to disable this default behavior via Group Policy, resulting in the ability to launch any
initial program through Remote Desktop Services without having to maintain the RemoteApp list. Through Group Policy, we
can make this change on the Domain Controller and update both RDS1 and RDS2 to receive the policy change.

1. Minimize the ThinManager Admin Console if it is maximized and double click the dc.tmlab.loc shortcut on the
desktop to launch a remote desktop session on the DC virtual image.

!

dctmlab.loc

2. If you are prompted to enter login credentials, make sure the username is tmlab\labuser and enter a password of rw.

Windows Security x

Enter your credentials

These credentials will be used to connect to de.tmlab.loc.
9 labuser

tmlab\labuser

I:l Remember me

(]
(9]
(]
=
(]
=

OK Cancel
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3. Click the Windows Start button.

4.  From the Windows Start Menu, click the Group Policy Management icon.

. 4 -~

Windows Active Directory
Server Manager PowerShell Users and...

L F

Group Policy
Task Manager Management

Control Panel Internet Explorer

A Rockwell
Automation

TechEd

(&

Administrative
Tools
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From the Group Policy Editor, right click the Default Domain Policy item and click Edit...

[

= & (@ Elle Edit Yiew VM Tabs Help -
=L File Action View Window Help

e XioH

2L Group Policy Management Default Domai
] _‘L\. Forest: tmlab.loc

4 [Z4 Domains

=

[

4 55 tmlab.loc
+ Default Domain Polj Display links in this
I [2] Domain Controlle Edit... owing sites
I _J Group Policy Obje Enforeey —
[ [ WMI Filters

Link Enabled lab loc

[r E Starter GPOs
b [ Sites
Group Policy Modeling View r

Save Report...

%) Greup Pelicy Results MNew Window from Here

Delete
Rename
Refresh

Help

From the Group Policy Management Editor, navigate to Default Domain Policy [DC.TMLAB.LOC] Policy >
Computer Configuration - Policies > Administrative Templates > Windows Components - Remote
Desktop Services > Remote Desktop Session Host > Connections. Double click the Allow remote start of
unlisted programs setting on the right-hand side.

a ‘Group Policy Management Editor == -
Flle Action View Help
== = HmE T
] iame;xp\nver B= o
“I HomeGroup
b 1 Internet Explorer Allow remote start of unlisted Setting Stafe) Comment
2 et : ons programs Automatic reconnection Not configured Mo
Internet Information Services
= Allow users to connect remotely by using Remote Desktop S... Not configured No
b [ Location and Sensors Edit policy settin e gt e § Nt .
Msintenance Scheduler policy setting. eny logoff of an administrator logged in to the console ses... Not configure o
| NetMesting Requirements: Configure keep-alive connection interval Not configured No
| Network Access Protection At least Windows Server 2008 Lirmit number of connections Not configured No
Network Projector Suspend user sign-in to complete app registration Not configured No
| OneD: Description: Set rules for remote control of Remote Desktop Services use... Mot configured Mo
—| OneDrive This policy setting allows youto
| Online Assistance specify whether remote users can Select network detection on the server Nt configured No
1 Password Synchronization start any program onthe RD Select RDP transport pratacals Nt configured No
| Portable Operating System Session Host server hen they Restrict Remote Desktop Services users to a single Remote D, Not configured No
| Presentation Seftings S arhether they cam anly Allow remote start of unlisted programs Nt configured No
4[] Remote Desktop Services start programs that are listed in Turn off Fair Share CPU Scheduling Nt configured No
I RD Licensing the RemateApp programs lst.
b ] Remote Desktop Connection Client
4 [ Remote Desktop Session Host You can control which programs
‘Application Compatibity on an RD Session Host server can
 APp P be started remotely by using the
~1 Connections RemoteApp Manager on Windows
| Device and Resource Redirection = | | Server 2008 R2 and Windows
| Licensing Server 2008. I you are using
Printer Redirection Windows Server 2012 R2, you can
3 Profiles configure this in the Collection
= properties sheet by using Server
| RD Connection Broker Manager
b (] Remote Session Environment
1 Security By defaut, only programs in the
=1 Session Time Limits RemoteApp Programs list can be
S| Temporary folders started when a user starts a
| Tempareny Remote Desktop Services session.
| RSS Feeds
7| Security Center If you enable this policy setting,
7| ServerforNIS remote users can start any
| Shutdown Options program on the RD Session Host
smart Card server when they start a Remote
- Desktop Senvices session.
=1 Sound Recorder For example, a remote user can do
71 Sync your settings this by specifying the program's
b (] Tablet PC ececutsble path at connection
Task Scheduler || time by using the Remote Desktop
< [0 > |\ Bdended ( Standard
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From the ensuing policy setting dialog box, click the Enabled option button followed by the OK button. Close the
Group Policy Management Editor and the Group Policy Management window.

A Allow remote start of unlisted programs \L‘i-

E‘ Allow remote start of unlisted programs

| Previous Setting | | Mext Setting |
(O Mot Configured Comment: A
O Disabled d
Supported on: [ At |east Windows Server 2008 ~
b
Opticns: Help:
This policy setting allows you to specify whether remote users ~

can start any program on the RD Session Host server when they
start a Remote Desktop Services session, or whether they can
only start programs that are listed in the RemoteApp programs
list,

You can control which programs on an RD Session Host server
can be started remaotely by using the Remotedpp Manager on
Windows Server 2008 R2 and Windows Server 2008, f you are
using Windows Server 2012 R2, you can configure this in the
Collection properties sheet by using Server Manager.

By default, only programs in the RemoteApp Programs list can
be started when a user starts a Remote Desktop Services session,

If you enable this policy setting, remote users can start any
program on the RD Session Host server when they start a Remote
Desktop Services session,

For example, a remote user can do this by specifying the
program's executable path at connection time by using the
Remote Desktop Connection client. -

Q= = 1]

Close the remote desktop session on de.tmlab.loc. Click OK to the confirmation dialog box.

dctmlab.loc

The Group Policy does not take effect immediately on the member Remote Desktop Servers. The final steps of this
section will force the update to occur. To apply the change to RDS2, double click the rds2.tmlab.loc shortcut on the
RDS1 desktop.

rdsZ.tmlab.lc
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10. If you are presented with a login dialog box, make sure the username is tmlab\labuser and enter a password of rw.

Windows Security X

Enter your credentials

These credentials will be used to connect to rds2.tmlab.loc.

labuser

tmlab\labuser

I:l Remember me

More choic

OK Cancel

11. From RDS2, right click the Windows Start Button and click Command Prompt (Admin).

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management

Command Prompt

Command Prompt (Admin})

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop
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12.  From the Administrator: Command Prompt window, enter gpupdate /force followed by the ENTER key.

| Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.96881
{c> 2013 Microsoft Corporation. All rights reserved.

UWindowsssysten3fl >gpupdate sforce

13. Once the updated policy has been applied, close the Administrator: Command Prompt window.

B Administrator; Command Prompt

icrosoft Windows [Uersion 6.3.96881
(c> 2813 Microszoft Corporation. All rights reserved.

sWindowsssysten32 >gpupdate Aforce
pdating policy...

omputer Policy update has completed successfully.
zer Policy update has completed successfully.

Windowsssystem32 >

11. Close the remote desktop session on rds2.tmlab.loc. Click the OK button if you receive a confirmation dialog box.

rds2.tmlab.loc

12. Repeat steps 7 — 11 from above on RDS1.

This completes the section Configuring ThinManager Application Link and Failover for FactoryTalk View SE of the lab.
Continue on to see how easy it is to replace a failed terminal with ThinManager.
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Section 3: Terminal Replacement in under 2 Minutes

Overview

While industrial grade terminals like the VersaView 5200 do not fail often (since it has no moving parts), it can be replaced in
under 2 minutes when it does. Replacement starts by disconnecting the failed terminal and connecting the new terminal in its
place. When the new terminal is powered up for the 1st time, ThinManager will recognize that it has not been associated with a
ThinManager Terminal Profile previously and prompt you to assign one to it. One of the available terminal configurations will be
the configuration for the failed terminal, since it is no longer in service. Once that terminal configuration is selected,
ThinManager will create an association between the Terminal and Terminal Profile based on the MAC address of the terminal,
and will therefore not prompt for this assignment on subsequent reboots of the terminal. Once assigned, the new terminal will
essentially assume the identity of the failed terminal and even reconnect to the failed terminal’s sessions (Remote Desktop
Server, VDI, etc.), which typically are configured to run uninterrupted on the server during this process.

This lab section is composed of the following tasks:
1. Power Down the Virtual Thin Client
2. Reassign the VersaView5200 Terminal Profile
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Power Down the Virtual Thin Client

1. Click the Terminals icon “— from the ThinManager tree selector.
2. Under the Terminals node, select the VersaView5200 terminal.

3. Select the Tools ribbon, and then click the Power Off icon. Click the Yes button on the confirmation dialog box. This
will remotely power down the virtual thin client.

J = | =

Edit Manage Install Tools Vii

@ @ Reboot Server ECalibrate Touch:
Power On & Send Message
Restart Reboot
) Power Off

Power Terminal Cperatii

5~ B Terminals Attrib

ersaView5200

4. To confirm, the VersaView5200 terminal icon in the Terminals tree should be Red before continuing. The Thin01
virtual thin client will automatically close upon powering off.

e
S Edit Manage Install (
Reboot Server || 6% C
o ) Power On i’ 3
Restart Reboot
Power Off
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Reassign the VersaView5200 Terminal Profile

1. Double click the Thin02 shortcut from the RDS1 desktop. Since we are using virtual thin clients, you should think of
this step as removing a failed physical thin client with a replacement thin client — as the

>

(&
Thin02

2. If you receive a message box asking if you moved or copied the virtual machine, click the | Moved It button.
L

Player = I 4

Thin01 - VWiware Workstation 12 Player

9 This virtual machine might have been moved or copied.
| |

— In order to configure certain management and
networking features, VMware Player needs to know if
this virtual machine was moved or copied.

If you don't know, answer "I Copied It"

- TMovedIt 1| ICopiedIt Cancel
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Upon powering up, the ThinManager firmware should get delivered to the replacement terminal. Because
ThinManager does not have an existing terminal configuration that matches the MAC address of the replacement unit,
you will be prompted to either Create new Terminal or select an existing terminal configuration that is currently not
active, VersaView5200. Select VersaView5200 from the list using the Down Arrow of your keyboard and hit Enter.

This Terminal is Undefined on Server RDS1
Choose the Terminal to Replace or Action

Status : |Name Type

Create new Terminal

ersaliew5200 Terminal

If this was an actual ThinManager Ready terminal, like the VersaView 5200, you would have the option of
assigning a static IP address to the terminal (or using DHCP). ThinManager Compatible terminals use PXE
which is inherently dependent on DHCP.
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4. You have now successfully replaced your thin client. Notice when the replacement unit received the VersaView5200
terminal profile it was automatically reconnected to the Remote Desktop Server sessions that were being delivered to

the replacement unit - literally, a bumpless transfer.

28 FTV_CookieDemo

A Bociaden HMICHLQS
{1 ] marion & 20 o Y P10 SE[S]|
Overvie oo Xer  Deposito Ove ooling ateria Ala e D board Y
SILO 1 SILO 2 SILO 3 SILO 4
FLOUR SUGAR UGAR_BRO! OAT_FLOUR
646.1 kg 862.0 kg 275.8 kg 466.9 kg

TANK 1 TANK 2 TANK 3 - e T =8 ~ _ E

SALT VANILLA BAKING_SODA
o1 kg .21 Sikg Case Packer Tray Wrapper Tray Loader
Mixer Depositor
4 3 —r -
“ 3 = i
— N
OVEN Batch ID: M1Mix--4512
— 1 Cooling Tunnel N g
7 ¥ ey "ﬁﬁ“.A 5 : SENSINE ki ol Yo N NN
3 A/ = — —= = N AR U e
] [Ctear] [Clearat]]

[3 User TMLABNTHINGT has been logged in.

This completes the section Terminal Replacement in Under 2 Minutes of the lab. Continue on to deliver additional content and
visualize it using tiling mode.
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Section 4: Deploying Additional Content Using MultiSession and Tiling

Overview

To this point, we have only delivered a single ThinManager Display Client to VersaView5200. First, the Desktop Display Client,
then the FTV_CookieDemo Display Client. This lab will focus on applying multiple Display Clients as well as the options to
visualize and switch between them from a ThinManager-managed Terminal. When more than one Display Client is applied to a
terminal, it is referred to as MultiSession. The Display Clients applied to a terminal can be run from the same Remote Desktop
Server, or from multiple Remote Desktop Servers — even on different networks. In addition to Remote Desktop Services Display
Clients, IP Cameras, VNC and Terminal Shadow Display Clients can be delivered with MultiSession. This makes it possible to
deliver a very diverse set of content to a single terminal, creating composite applications. The Display Clients can be visualized
as tiles on a display so that multiple Display Clients can be monitored at the same time and/or spread out across multiple
monitors — or a combination. This lab section is composed of the following tasks:

1. Create InstantFizz Remote Desktop Services Display Client
Create Excel Remote Desktop Services Display Client
Create SuperJuice VNC Display Client

Create Camera Display Client

Apply Display Clients to Terminal and Enable Tiling
FactoryTalk View SE Client Licensing Benefits

N e g o N

Remove Tiled Display Clients
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Create InstantFizz Remote Desktop Services Display Client

We are going to copy the FTV_CookieDemo Display Client to create another View SE Display Client, but this time to launch a
different View SE application. We won’t need Automatic Remote Desktop Failover, so we will disable this from the copied
terminal profile.

1. From ThinManager, click the Display Clients icon ﬁ from the ThinManager tree selector.

2. From the Display Clients tree, expand the Remote Desktop Services branch and right click the FTV_CookieDemo
item and select Copy.

=B
E © Edit Manage Install [ Tools ] View Remo
Reboot Server *| Calibrate Touchscreen
Power On Send Message
Restart Reboot
Power Off
Power Terminal Operations Enab

A Configuration

Attribute

E@ Display Clients

EF Remote Desktop Services Display Client

Desktop Dizplay Cliert Mar
E Camera Madify
: Q Terminal Shadow Rename

5 Workstation [2 tto be
‘ '!_4 VNC Delete tta be

Always maintain a

Connect at boot-L

- F Virtual Screen ‘

Mizrannect in the

3. Type FTV_InstantFizz in the Enter new Display Client Name text box and click the OK button.

New Display Client

o Enter new Display Client Mame

IFTV_I hatantFizz
e Cancel |
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4. Double click the FTV_InstantFizz Display Client item.

| bay
\ Edit  Manage Instw
Reboot Server ¥ Calibri
Power On Send |
Restart Reboot
Power Off
Power Termin:
Display Clients

E@ Display Clients
[—]ﬁ Remote Desktop Services

G

------ Terminal Shadow
------ ‘Workstation

'!_-4 YN
----- F Wirtual Screen

..... -

=)

5. From the Client Name page of the wizard, click the Next button.
6. From the Display Client Options page of the wizard, click the Next button.

7. From the Remote Desktop Services and Workstation Options page of the wizard, uncheck the Enforce Primary
checkbox and click the Next button.

Kt Display Client Wizard -
Remote Desktop Services and Workstation Options 0
Select the options for this Display Client } ‘

Connection Options
¥ Alow Auto-Login
v Application Link
[~ SmartSession
o I Enforce Primary
[ Instant Failover

< Back Finish Cancel Help
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8. From the Screen Resolution / Scaling Options page of the wizard, change the Resolution to 1920x1080 and click
the Next button.

Session Resolution / Scaling Options g

Enter scaling options and session resolution if desired setting is
different from the screen.

—Session Scaling Options

[ Maintain Aspect FRatio
™ Scale Down Only

—Session Resolution Options:
¥ Dont Use Screen Resolution

Resohiion OI—_I 0 x[

9. From the Display Client Members page of the wizard, select RDS2 from the Selected list and click the Left arrow
button to remove it. Click the Next button.

Dizplay Client Members
Select the Remote Desktop Servers forthis Display Client.

Available Remote Desktop Selected Remote Desktop Servers
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. From the AppLink page of the wizard, replace CookieDemo1280 in the Command Line Options path with
InstantFizz1920 like below (you can also copy and paste this path from the LabPaths.txt file by right clicking the

Notepad icon pinned to the start bar and selecting LabPaths.txt):

"C:\Lab Files\InstantFizz1920.cli"

¥t Display Client Wizard bt

Applink
b

Enter the linked application path.

— Applink Path
Program Path and Filename
||m Files f«86)"\Rockwell Software \RSView Erterprise’\DisplayClient exe

Browse

Command Line Options
"C:\Lab Files'\InstantFizz1920.cli;

@

Browse

art in the following folder

A1

Be sure to enclose with double quotes.

<Back | mews | Fiish | Cancel Help

. Click the Finish button.

Notice that we did not have to publish another Remote Desktop Services RemoteApp for this Display Client
since we selected the option for allowing any command line parameters when we published the FactoryTalk

View SE RemoteApp in Section 5.
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Create Excel Remote Desktop Services Display Client

We are going to copy the FTV_InstantFizz Display Client to create another Remote Desktop Services Display Client.

1.

2.

3.

From the Display Clients tree, expand the Remote Desktop Services branch and right click the FTV_InstantFizz
item and select Copy.

Edit Manage Install Toals View
. Reboot Server || &% Calibrate Touchscreen

l\-‘ U W2 Power On 2« Send Message

Restart Reboot
2 Power Off

Power Terminal Operations

A Configur

Attribute

Display Clients
=- - Display Clients

Remote Desktop Services

3 Desktop Diizplay Clie
FTV_CookieDemo Client Type
FTV_InstantFizz

----- a Camera Madify m

------ Terminal Shadow Rename clien
...... i r

‘m VMNC Delete 5 ma

----- ' Virtual Screen
Connect al
Digzonhes

Type EXC_OEECalc in the Enter new Display Client Name text box and click the OK button.

o Enter new Display Client Mame

[E4C_DEECak

Edit  Manage  Install | T

. Reboot Server || ¥ Calit

k‘-‘ '\.-/ o Power On & Semnt

Restart Reboot
) Power Off

Power

Display Clients

Display Clients

Remote Desktop Services

£ FTV_InstantFizz

----- a Camera

------ Terminal Shadow
------ Waorkstation
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N e g M

From the Client Name page of the wizard, click the Next button.
From the Display Client Options page of the wizard, click the Next button.
From the Remote Desktop Services and Workstation Options page of the wizard, click the Next button.

From the Screen Resolution / Scaling Options page of the wizard, change the Resolution from 1920x1080 to
1280x800 and click the Next button.

] Display Client Wizard -

Session Resolution / Scaling Options

Enter scaling options and session resolution if desired setting is ’ ‘
AR

different from the screen.

Session Scaling Options

[ Maintain Aspect Ratio
™ Scale Down Cnly

Session Resolution Options

[+ Dont Use Screen Resolution

Resolutionthg[kSDD j | x|

< Back

Finish Cancel Help
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8. From the Display Client Members page of the wizard, click the Next button.

9. From the AppLink page of the wizard, replace the Program Path and Filename and the Command Line Options
paths with the ones below (you can also copy and paste this path from the LabPaths.txt file by right clicking the
Notepad icon pinned to the start bar and selecting LabPaths.txt):

Program Path and Filename:
C:\Program Files (x86)\Microsoft Office\Officel6\EXCEL.EXE

Command Line Options:

"C:\Lab Files\OEECalc.xls"

¥t Display Client Wizard bt
Applink @Y,
Enter the linked application path. ’ ‘

R

— Applink Path
Program Path and Filename

IIITI Files f<86)"\Microsoft OfficeOffice TRNEXCEL EXE

Browse

Command Line Options
"'C\Lab Files\OEECalcds)

o

Browse

art in the following folder

A1

Be sure to enclose with double quotes.

<Back | weds | [FTFRERT] Cancel Help

10. Click the Finish button.
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Create SuperJuice VNC Display Client

An instance of the FactoryTalk View ME Runtime is running on the HMI image. In addition, a VNC Server was installed and
running. Together, they will simulate a PanelView Plus for the purposes of this lab. As a sidebar, only one instance of the ME
Runtime can be hosted on a single machine, even if it is a Remote Desktop Server.

1. Click the Display Servers icon E in the ThinManager tree selector.

= B2 e @ >
| —

2. From the Display Servers tree, right click the VNC Servers branch and select Add VNC Server. This will launch the
VNC Server Configuration Wizard.

(=B

Edit Manage Install Tools View Remc
@ @ 1@ Restore Biometric Database

%‘; Backup Biometric Database
Restore Backup PXE
= Synchronize Sapver

- Summary

Attribute

Packages Configuration

Display Servers
El_i Display Servers
= RDS Servers

Tatal WNE Serve

==

Cameras
W

W

3 2dd UNC Server
Add WMC Server Group
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From the VNC Server Name page of the wizard, enter HM/ in the VNC Server Name text box. Enter 10.6.70.50 in the

VNC Server IP Address text box. Keep 5900 as the Port, and enter rw in the Password field. Click the Finish
button.

(=] VNC Server Configuration Wizard -
VNC Server Name 0
Enter Mame and Metwork Corfiguration ’
R
— VNC Server Name

VNC Server Name OIHW

Change Group |

— Metwork Config

VNCSewerIPMdreal w8 050
Port elm
Password olﬁ

Cancel | Hep |
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5. Expand the Display Clients tree, right click the VNC branch and select Add Display Client.

Ly |
M Edit Manage Install Tools View
Reboot Server || % Calibrate Touchscreen
= <) Power On Send Message
Restart Reboot
= Power Off
Power Terminal Operations

Display Chents - Summa

Eﬁ Display Clients | Attribute

Ei Remote Desktop Services
Total VNC

? Desktop

? EXC_OEECalc
? FTV_Cockiellemo
? FTV_InstantFizz
----- E Camera

------ Terminal Shadow

------ Workstation

Add Display Client
Add Display Client Group

From the Client Name page of the wizard, enter FTV_SuperJuice as the Client Name. Click the Next button.
¥t Display Client Wizard

6.

st
Client Name w
Erter the Display Client name. ’ ‘

— Display Cliert Name
Client Name

IFI'V_SuperJuice

™ Set a Display Name

— Type of Display Client

[vnc

— Display Client Group

I Change Group |
Permissions |

< Back MNext = Finish Cancel Help
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7. From the Display Client Options page of the wizard, click the Next button.

8. From the VNC Display Client page of the wizard, uncheck the All VNC Servers Available checkbox and then click
Add button.

VNC Display Client
Select the VNC Servers to be included

I~ Al VNC Servers Avaiable |

—WNC Display Client Options
¥ Interactive Shadow

9. Select HMI from the Terminals tree and click the OK button.

El- Teminals
- Hil
Cancel |
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10. Back on the VNC Display Client page, keep the check for Interactive Shadow and click the Finish button.

VNC Display Client
Select the WNC Servers to be included

— Select VMC Servers
[~ Al VNC Servers Available
HMI

— VNC Digplay Client Options

¥ Interactive Shadow h
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Create Camera Display Client
We will now configure a Display Client to access the IP Camera’s video stream located at your lab station using Real Time
Steaming Protocol (RTSP).

1. Click the Display Servers icon I in the ThinManager tree selector.

2. From the Display Servers tree, right click the Cameras branch and select Add Camera. This will launch the Camera
Configuration Wizard.

S Edit Manage Install Tools View
E @ @ Restore Biometric Database E
gBackup Biometric Database &
Restore Backup
j= Synchronize 5

/ Summan
‘ Attribute

m Tatal Cam

W WNC Serw Add Camera |Cam

Add Camera Group

Packages Configuration

Display Servers

=- I Display Servers

RDS Servers
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3. From the Camera Name page of the wizard, enter/select the following and then click the Next button.
e  Camera Name = Axis
o |P Address = 131.173.8.23
e Port=80
e  Streaming Protocol = Legacy Motion JPEG
o Make = Generic
o  Model = Default

Camera Name M

Enter the camera name and networlk location
A

—Camera Name

Camera Name: OIME
Change Group |
—Camera Metwork Setup

Type IIF‘Camem vI
T |131.173. g .23
Port IBD

—Camera Connection

Streaming Protocol ILeQEC'.-' Mation JPEG j
Make IGeneric ;I
Model | Defaut |
< Back Next > Fish | Cancel | Hep |

This is a public facing IP camera located at Osnabriick University in Lower Saxony, Germany. The camera is
focused on a Foucault pendulum, a device named after the French physicist Léon Foucault. It was created to
demonstrate the Earth’s rotation. While the camera performs reasonably well over the Internet, it will be a bit
sluggish in our virtual thin client, but still effectively shows the concept.
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4.  From the Camera Authentication page of the wizard, leave the Camera Authentication frame blank and enter

mjpg/video.mjpg in the Custom URL field (or copy and paste from the LabPaths shortcut on your Desktop) and click
the Finish button.

=

Camera Authentication
Enterthe camera usemame and password

)

—Camera Authentication

Usemame I

Password I

Verify Password I

r—Custom URL

http://131.173.8.23:80/

o Imjpgr’video.mjpg

<Bock | e | [ Cancel | Hep |

5. Click the Display Clients ﬁ icon from the ThinManager tree selector.
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6. Expand the Display Clients tree, right click the Camera branch and select Add Display Client.

Loy )
~—_  Edit Manage Install [ Tools l WView Ren
Reboot Server || ¥ Calibrate Touchscreen
= & Power On +« Send Message
Restart Reboot
o) Power Off
Power Terminal Operations En

Display Clients o Summary

Eﬁ Display Clients Attribute
[—]i Remote Desktop Services IP Camera D)

? Desktop Total IP Camer
{8 EXC_OEECalc
? FTV_CookieDemo
FTV_InstantFizz

------ Terminal | Add Display Client
______ Workstati Add Display Client Group
B ,E VNC

7. From the Client Name page of the wizard, enter IPC_Video as the Client Name. Click the Next button.

¥t Display Client Wizard st

Client Name ﬂ

Erter the Display Client name.
()

— Display Cliert Name
Client Name |IPC_Video

™ Set a Display Name

— Type of Display Client
ICamem LI

— Display Client Group

I Change Group |
Permissions |

Create at least one camera overay

2,

< Back I MNext = I Finish Cancel Help
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8. From the Display Client Options page of the wizard, click the Next button.

9. From the Overlay Layout page of the wizard, select 1x1 from the Choose Camera Layout drop down list and select
1920x1080 from the Display Size drop down list. Click the Next button.

Ovwerlay Layout o
Select the size and location of the camera overlays ’ .‘

Choose Camera Layout 0 |1x1 ;I

Add Owerlay |
Femove O verla_l,ll

Dizplay Size I 1320«1080 - I e

Create at least one camera overlay

Finizh | Cancel |

10. From the Overlay Cameras page of the wizard, un-check the All Cameras Available checkbox and click the Add
button.

Owverlay Cameras
Select the cameras available in the overlay

Overlay Name Dwerlay_

— Position / Size
Left Top

|n 0

Cameras to show
d [~ &l Cameras Available

Delate |
Set Initial Camera |

Overlay Options |
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11. From the Select Camera or Group window, select the Axis item and click the OK button.

[ Cameras
- s

12. Back at the Overlay Cameras page of the wizard, click the Overlay Options button.

Overlay Cameras
Select the cameras available in the overay

o o E

— Position / Size
Left Top Height
|n 0 |mau

—Cameras to show
[~ Al Cameras Available
Pois

Add |
Delete |
Set Initial Camera |

Mext
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13.

From the Overlay Options window, check the Scale checkbox and click the OK button followed by the Finish button.

Cwverlay Options -

General Optiohs e
¥ Enable Overlay
W Interactive Cancel
¥ Scale
[~ Crop

[ Show Complete Camera Name

Border Size Medium -

Title Options
Title Pastian Top A
Title Size Hormal bl
Cycling Options
u

Cycle Time [zecs) 0

ThinManager also supports USB Cameras as sources of content. A camera’s video stream can be delivered
as its own Display Client, or as an overlay to an existing Display Client. ThinManager supports real time
streaming protocols (RTSP) like H.264. RTSP can be decoded by the terminal’s CPU or for certain Intel
graphics chipsets, by the on-board graphics, reducing the load on the terminal’'s CPU. The VersaView 5200
supports RTSP decoding by the on-board graphics chipset.
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Apply Display Clients to Terminal and Enable Tiling

1.

N g o

Click the Terminals icon = from the ThinManager tree selector.

From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.
Click the Next button on the Terminal Name page of the wizard.

Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.

Select FTV_InstantFizz from the Available Display Clients list and click the Right Arrow button to move it to the
Selected Display Clients list.
tmd Terminal Configuration Wizard >

Display Client Selection 6’
Select the Display Clients to use on this terminal ’ ‘

Awvailable Display Clients Selected Display Clients

Eg Remote Desktop Services ol ;W_CUDHEDEFHU

: ; Desktop

£ EXC_OEECale ﬂ

; ; FTV_CookieDemo e ﬂ
0 e

[H- Camera ﬂ ﬂ
------ Teminal Shadow

------ E Waorkstation

G- @ VNC
----- E Virtual Screen A

Edit Display Clients Cvemide

< Back MNexd = Finish Cancel Help
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8. Repeat the previous step for the FTV_SuperJuice, EXC_OEECalc, IPC_Video and Desktop Display Clients. Click
the Next button.

i Terminal Configuration Wizard Y

Display Client Selection 0
Select the Display Clients to use on this terminal ’

R

Awvailable Display Clierts Selected Display Clients

: ? Desktop ~ ﬁm_&okjeﬂemo
£l EXC_OEECake 8 FTV_InstartFizz
E FTV_SuperJuice

p J|E¥lExc_oEECac

------ Teminal Shadow
------ Workstation
- 'g VNC

....... ‘& FTV_Superluice ¥

Edit Display Clierts | Cvenide |

9. On the Terminal Interface Options page of the wizard, make sure Show Selector on Terminal, Enable Tiling and
Screen Edge Display Client Selection are checked. Click the Selector Options button.

= Terminal Configuration Wizard =

e ——

Select the display client selector and main menu options that will be available ’ ‘
on the terminal. =

i~ Display Client Selection Options 0

¥V Show Selector on Terminal Selector Options

¥ Enable Tiling Tiling Options

IV Screen Edge Display Client Selection

[~ Allow Display Clients to move to/from screen

‘v' PIN Pad Option:

PIN Pad Options I

< Back Next > Finish Cancel Help
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10. Click on the Selector Options button. Uncheck Auto-hide Selector and click the OK button.

Display Client Selector Options °

[~ Auto-hide Selector °

[ Tile an Selectar activation Cancel
Selector Menu Size Harmnal A

11. Back on the Terminal Interface Options page of the wizard, click the Tiling Options button.

DX Terminal Configuration Wizard .

Terminal Interf Opti 0
Select the display client selector and main menu options that will be available ’ ‘
on the terminal. ==

i~ Display Client Selection Options

v Show Selector on Terminal Selector Options

[V Screen Edge Display Client Selection

[ Allow Display Clients to move to/from screen

1~ PIN Pad Options

PIN Pad Options

< Back | Next > | Finish | Cancel I Help I

12. Make sure Show Grid is checked, and also check Tile Display Clients at startup. Click the OK button.

Tile Options o -

¥ Shaw Grid

Tile Inactivity Time [secz) |ED

Cancel
Dp Tile Display Clients at startup
[ Inchude Main Menu as tile

[ Tile Interactive

13. Click the Next button when you return to the Terminal Interface Options page of the wizard.
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From the Hotkey Configuration page of the wizard, make sure Enable Display Client Hotkeys and Enable Tiling
Hotkey are both checked. Click the Mouse Button Mapping button.

(] Terminal Configuration Wizard -
Hotkey Configuration ‘?’
Configure the hotkeys to apply to this temminal ’ - ‘
Teminal Hotkeys

- [ st |
¥ Enable Display Client Hotkeys Change Hotkeys

¥ Enable Tiing Hotkey Change Hotkey

™ Enable Swap Hotkey

I Enable Fullscreen Hothkey

Mouse Button Mapping i

< Back | Mext = | Finish | Cancel | Help |

From the Mouse Button Mapping dialog box, select Tile from the Button 3 (Right Mouse) drop down list. Click the
OK button followed by the Next button.

Mouse Button Mapping -
Mouse Button Action
Button 1 (Left Mouse) |Defau|t j -
Button 2 (Middle Mouse) |Defau|t j
Button 3 (Right Mouse) o |T||e j
Buttan 4 (Scrall Wheel Up) [Defauit | =
Button 5 (Scroll Wheel Down) |Defau|t j
Button & |Defau|t j
Button 7 [Defauit -l
Button 8 [Default ~|
Button 9 |Defau|t j ~
o :
Cancel |

ThinManager 9 introduced more mouse button mapping options, including all mouse button types to a
number of new mouse button actions like Swap and Full Screen, both of which are applicable to Virtual
Screens, which will be introduced in the next section.
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16. From the Log In Information page of the wizard, click the Next button.
17. From the Video Resolution page of the wizard, click the Next button.

18. From the Module Selection page of the wizard, click the Add... button.

Select the modules that load on this terminal at boot up.

Module Selection g

Installed Modules

Maodule

Maove Up | Move Daown |

Add.. | Configure... | Femove |

Cancel | Hep |

19. From the Attach Module to Terminal dialog box, scroll down and select the RDP Experience Module and click the
OK button.

Module Type Al Modules LI
Show Advanced Modules [

Key Block Module ~
Key Block Single Key Module

Keyboard Configuration Module

Local Printer Module

Locate Pointer Module

MicroTouch Touch Screen Driver
tonitar Configuration Module
Mouge Configuration Module
MultiSession Screen Saver Module
creen K.eyboard Canfiguration kodule
it TauchSet Touch Screen Driver

Cancel |
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20. Back on the Module Selection page of the wizard, select the RDP Experience Module and click the Configure

21.

button.

Module Selection
Select the modules that load on this teminal at boot up.

Installed Modules

= Module

From the Module Properties dialog box, select 3 from the Duplicate Server Connect Delay (seconds). Click the
Done button.

Allow Deskiop Background IYES
Shaw Window Cortents While Dragging IYES
Allow Menu and Window Animatian |YE5
Allows Themes IYES
Al Fant Smoothing IND

Duplicate Server Connect Delay (seconds] I 3

Enable Metwork Level Authentication IYES

Lof Lol Lol Lol Ll L] L e

Use Hardware Scaling ‘when Available IYES

Set to Default | e
Cancel |
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22.

Back on the Module Selection page of the wizard, click the Finish button.

¥,

=] Terminal Configuration Wizard -

Module Selection 6’
Select the modules that load on this terminal at boot up. ’ ‘

Installed Modules

Maodule

ROP BExperience Module h

The RDP Experience Module enables configuration of how the RDP session is rendered at the terminal,
including if the Desktop Background or Themes are delivered, if Network Level Authentication (NLA) is
enabled, etc. Itis typically used with MultiSession because it also staggers the starting of the sessions on
the Remote Desktop Server. Without staggering the starting of the sessions, the Remote Desktop Server
can respond with a warning message that it is busy.
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23. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.

24, Shadowing the VersaView5200 should show the 6 Display Clients in a 2x3 grid referred to as Tile Mode. If you see
an Activation window in Microsoft Excel, just ignore it.

In addition to using Tile Mode to switch between the Display Clients, the Display Client Selector at the top
of the terminal can be used. To use the Display Client Selector, click and hold the selector to expand the
menu. While still holding the mouse button, point to the desired Display Client and release the mouse
button to select it. You can also return to Tile Mode from the Display Client Selector.

You may also notice when dragging your mouse back to the lab manual that the Display Client will change.
This is due to the Screen Edge Selection feature that we enabled. Dragging the mouse to either edge of
the screen will select the next Display Client automatically.

25. By default, the hotkeys CTRL-PAGE UP and CTRL-PAGE DOWN will also cycle through the Display Clients. We also
enabled the Screen Edge Selector which allows you to move the pointer to the edge of the screen and shift the next
Display Client into view. Experiment with each of these. Similarly, the hotkey CTRL-t will return to Tile Mode.

You can deploy up to 25 (a 5x5 Grid) Display Clients using Tiling Mode to a single monitor. If you are not
using Tiling Mode, there is no limit to the number of Display Clients that can be applied to a single monitor.
All of the processing required for this content is not occurring at the terminal, but at the server.
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FactoryTalk View SE Client Licensing Benefits

The FactoryTalk View Site Edition Client consumes one SE Client license for each unique session running on a Remote Desktop
Server that launches DisplayClient.exe in a distributed architecture. With the release of ThinManager 11.0 and FactoryTalk
View SE 11.0, a single FactoryTalk View SE Client license is all that is required per ThinManager-managed Terminal. This
enables you to deliver an unlimited number of sessions (either for ThinManager MultiSession and/or Failover) and consume only
1 SE Client license. The required versions of software for this to work are FactoryTalk View SE Client 11.00.00 or higher and
ThinManager 11.0 or higher. This functionally also requires ThinManager to be at Firmware Package 8.1.11 or higher.

The VersaView5200 terminal is currently hosting (6) different pieces of content, utilizing the Tiling and MultiSession features.
Two of the sessions are unique FactoryTalk View SE Client sessions — FTV_CookieDemo and FTV_InstantFizz.
FTV_CookieDemo is configured for Failover, so at most, we could launch up to 3 FactoryTalk View SE client sessions for this
one terminal. We will open the FactoryTalk Activation Manager to review how the terminal only requires (1) FT View SE Client
license for the (2) FT View SE Client sessions.

1. From the Start Menu click the FactoryTalk Activation Manager icon.

= Recently added

> Windows PowerShell (x86)

FactoryTalk View SE Cache File Ma... w E ,>_
e i

. FactoryTalk FactoryTalk Windows
@ FactoryTalk View Site Edition Client Administratio... Activation... PowerShell

Expand ~
)
S
Vivbware
Workstation 1...  Wireshark

S

Adobe Reader Xl
New

CodeMeter
MNew

Excel 2016
New

FLASH Programming Tools
Mew

Microsoft Office 2016 Tools
MNew

PowerPoint 2016
MNew

o B € |m &
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2. Once it launches, click the Find Available Activations button.

FactoryTalk Activation Manager

Home Manage Activations Advanced

Welcome to FactoryTalk Activation!

You are steps away from using your Rockwell Automation product. All you have to
do is activate your Rockwell product using FactoryTalk Activation.

Ready to get started?

To activate your Rockwell
product, click one of the
following buttons:

“ Find Available Activations

Get New Activations

Rockwell Automation

Want to learn more?

To learn more about FactoryTalk
Activation before you get
started, click the following
button:

Learn More...

3. Here you will see all the FactoryTalk Activations for the local server. Find the FactoryTalk View SE Client item in the
list and notice that only 1 of the 10 SE Client licenses is currently in use despite running 2 separate sessions of the
FactoryTalk View SE Client on the virtual thin client.

FactoryTalk Activation' Manager

Home Manage Activations Advanced
Select the lncation that will provide your activations or add a new activation location Update Activation Search Path
1 Find Available [ | Path to Activations
I [csasPubicn el
Get New Activations
Borrow Activations
Return Activations
Rehost Activations
Avalable activations:
Renew Activations Product Seial#  Expies  Activation Feature Location  Toral ™ Borowed  roduct
Version Use Version
FTV Studio for FTV Enterprise 2529J00933 5/4/2020  RSV.STUDIO 100 RDS1 1 0 0 11.00.00
FTV Studio for FTV Enterprise 2520100934 5/4/2020  RSVSTUDIO 100 RDS1 1 0 110000
FT View SE Client 2524000645 5412020 RSVSECLIRW 100 RDS1 0 1 0 110000
RSLogix 5000 Pro (English) 2022104203 5/4/2020  RSEK_TO0EXE 100 RDS1 G 0 0 320000
T 95900028 5/4/2020  TM.FTA1 11.00 RDS1 1 0 0 11.00.00
»o|m Client License 395900028 5/4/2020  TM.CLIXLRRED 11.00 RDS1 1 0 0 11.00.00
Leam more.
Ro Aut tion Refresh Activations

4. Close out of the FactoryTalk Activation Manager.
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Remove Tiled Display Clients

1. Click the Terminals icon —— from the ThinManager tree selector.

From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.
Click the Next button on the Terminal Name page of the wizard.

Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.

Remove the FTV_InstantFizz, FTV_SuperJuice, EXC_OEECalc, IPC_Video and Desktop Display Clients from the
Selected Display Clients list. The FTV_CookieDemo should be the only Selected Display Client. Click the Finish
button.

N e g bk ow N

t=d Terminal Configuration Wizard >

Display Client Selection W
Select the Display Clients to use on this terminal ’ ‘

Available Display Clients Selected Display Clients

g Remote Desktop Services o ;FI'V_CookieDerno

@ Camera

------- ml Terminal Shadow

E Workstation } ﬂ
E ‘:ﬁr:Eal Screen ﬂ ﬂ

Edit Display Clients Cvenide

< Back | Mext > | Cancel | Help |

8. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.

This completes the section Deploying Additional Content Using MultiSesion and Tiling of the lab. Continue on to explore
MultiMonitor and its evolution, Virtual Screening.
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Section 5: MultiMonitor, Virtual Screens and Session Scaling

Overview

ThinManager v11 supports up to 7 physical displays connected to a single ThinManager-managed thin client. In addition,
ThinManager v9 introduced the concept of a Virtual Screen Display Client. The Virtual Screen Display Client is similar to the
Tiling concept but enables you to determine the layout of the content in completely configurable areas, to which you can assign
Display Clients. You can also overlay Virtual Screens to create a picture-in-picture effect with the ability to swap content
infout. Prior to ThinManager 9, the concept of overlays was supported, but only for IP cameras. Now, any type of Display
Client can be applied to a Virtual Screen, and it can be automatically scaled to the size of the Virtual Screen. This section will
introduce you to MultiMonitor and Virtual Screens and will be composed of the following tasks:

1. Split Content across Multiple Monitors
Create Virtual Screen Display Client
Apply Virtual Screen to Terminal

B on

Add Virtual Screen Swapping
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Split Content across Multiple Monitors

Instead of applying multiple Display Clients to a single monitor, we will split the content across 2 monitors using ThinManager’s
MultiMonitor.

1. If not already there, return to ThinManager on RDS1.

2. Click the Terminals tree selector icon.

3. From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.

o) z

Fat
Edit Manage Install To

[ E] @ “ & Restore Biomel

£ Backup Biomet
Packages|| Restore Backup
Synchronize

Fackages Configuration

4.  Click the Next button on the Terminal Name page of the wizard.
5. Click the Next button on the Terminal Hardware page of the wizard.

6. Click the Next button on the Terminal Options page of the wizard.
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7. From the Terminal Mode Selection page of the wizard, check Enable MultiMonitor. Click the Next button.

Terminal Mode Selection
=

Select the operating modes for this teminal
)

— Terminal Mode

[~ Enable Relevance User Services

[~ Enable Relevance Location Services

o [V Enable MuttiMonitor

[~ Enable MuttiStation

< Back Frish | Cancel | Hep |

8.  From the MultiMonitor Video Settings page of the wizard, make sure the following is selected: 2 Monitors radio
button, 64K Colors Color Depth, 1920x1080 Resolution for each monitor, 60Hz Refresh Rate for each monitor,
Video Port 1 for Monitor 1, and Video Port 2 for Monitor 2. Click the Next button.

MultiMonitor Video Settings
b

Select the number of monitors and a video mode for each meniter.
()

Number of Monitors I2 hd I

— Monitor Video Modes

Color Depth I vI
lor Dept 64K Colors Video

Resolution Rlefresh Rate Port
Monitor 1 I 15201080 j IG‘DH: LI I-I jv
Monitor 2 I 19201060 LI IG'DHz LI |2 jv

Use Session Size Limits for Iserver 2012 vl
Main Menu Options |

Fsh | Cancel | Hep |

The Use Session Size Limits for drop down list allows you to specify either Server 2012 or Server 2008 R2
session size limits. Prior to Windows Server 2012, the maximum screen resolution for an RDP session was

4096 x 2048. Windows Server 2012 has increased this maximum to 8192 x 8192.
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9. From the Monitor Layout wizard, accept the defaults. This is where you tell ThinManager how your monitors are
physically oriented via the Monitor Layout section, as well as how to treat each individual monitor via the Screen
Layout section. Click the Next button.

Screens are treated individually by default, which is referred to as Screening. Or the screens can be combined
logically, which is referred to as Spanning.

Monitor Layout M

Select the physical monitor layout and the layout of the terminal server sessions. =

Choose your monitor layout j

"Main Monitor

At Mouse 1 2

-
Choose your screen layout —A— —B— j
=l
Relevance User Initial Screen “A 8B
Location Initial Screen wp OB
< Back Mext = Finish Cancel Help

100 of 199



10.

1.

Select FTV_CookieDemo from the Available Display Clients list and click the Right Arrow button for Screen A to
move it to the Selected Display Clients list. Repeat this step to move the FTV_InstantFizz Display Client to Screen
A as well. Select FTV_SuperJuice from the Available Display Clients list and click the Right Arrow button for
Screen B to move it to the Selected Display Clients list. Repeat this step to move the IPC_Video Display Client to

Screen B as well. Click the Next button.

Dizplay Client Selection
Select the Display Clients to put on each screen or station

=<

Screen A

—A— r—B—

Availzble Display Clierts
i Remote Desktop Services

? FTV_CookieDemo
? FTV_Instant Fizz
4
4

: U |
E Camera i Screen B :
Q Teminal Shiadow q i FTV_SuperJuice D

Worlcstation E IPC _‘u"ldeo onn
,E YN -

i Virtual Screen ’
4
Edt Display Clierts | —
< Back Fish | Cancel | Hep |

On the Screen Options page of the wizard, click the Screen Options button for Screen A.

Screen Options G
Set the options for each screen or station. ’ ‘
(Y
— Screen A Options
Main Maonitar I'I j‘
— Screen B Options
Main Monitor |2 'l Screen Options |
< Back Mext = Finish Cancel Help
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12. Make sure Show Display Client Selector, Enable Tiling, Allow Display Clients to move to/from screen and
Screen Specific Mouse Button Mapping checkboxes are checked. Click the Selector Options button.

v gDisplay Clients to move toffrom screen e Ok I

v Di Client Selecto H

2 isplay Client Selector i i — |
v e:le Tiling Tiling Options |

v een Spedific Mouse Button Mapping Mouse Button Mapping |

I™ Use Microsoft Extended Desktop

IMain Desktop Maonitor I 1 vl

MultiStation Options
V¥ station has a keyhoard
¥ station has a mouse

I™ screen Edge Display Client Selection

13. From the Display Client Selector Options popup, uncheck Auto-hide Selector and click the OK button.

@
[ Tile on Selector activation Cancel |
Selector Menu Size INormaI 'l

14. Back on the Screen Options popup, now click the Tiling Options button.

¥ Allow Display Clients to move to/from screen oK |

¥ show Display Client Selector Selector Options | Cancel |

¥ Enable Tiing

¥ Screen Spedfic Mouse Button Mapping Mouse Button Mapping I

™ Use Microsoft Extended Deskbop

IMain Deskkop Monitar I 1 vl

MultiStation Options
¥ station has a keyvboard
¥ station has a mouse

I™ screen Edge Display Client Selection

15. From the Tile Options popup, check the Tile Display Clients and startup check box. Click the OK button on the Tile
Options popup.

:
L &0
Tile Inactivity Time (secs) Cancel |

[+ Tile Display Clients at startup

cndude Main Menu as tile
Tile Interactive
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16. Click the Mouse Button Mapping button on the Screen Options popup.

¥ Allow Display Clients to move to/from screen oK |
¥ Show Display Client Selector Selector Options | p—

¥ Enable Tiing Tiling Options |

¥ Screen Specific Mouse Button Mapping

™ Use Microsoft Extended Deskbop

MMain Deskkop Monitar I:l vl

MultiStation Options
¥ station has a kevboard

¥ station has a mouse

I screen Edge Display Client Selection

17. From the Mouse Button Mapping dialog box, select Tile from the Button 3 (Right Mouse) drop down list. Click the
OK button.

Mouse Button Action
Button 1 (Left Mouse) IDefauIt LI "
Button 2 (Middle Mouse) IDefauIt LI
Button 3 (Right Mouse) I'I'lle LI
Button 4 (Scroll Wheel Up) IDefﬁult LI
Button 5 (Scroll Wheel Down) IDefauIt LI
Button 6 IDefauIt ;I
Button 7 [pefaut |
Button 8 [pefaut |
Button 9 IDefauIt LI 9
OK I Cancel |
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18. Click the OK button on the Screen Options popup.
19. Back on the Screen Options page of the wizard, click the Screen Options button for Screen B.

Screen Options G
Set the options for each screen or station. ’ ‘
— Screen A Options
Main Maonitar I‘I 'l Screen Cptions |
— Screen B Options
Main Monitar |2 'l
<Back | Nex> | Frish | Cancel | Hep |

20. Make sure Show Screen Specific Mouse Button Mapping checkboxes are checked. Click the Selector Options

button.

v Display Clients to move toffrom screen a‘ oK |
v Display Client Selector

2 la:le Tiling Tiling Options |
2 een Specdific Mouse Button Mapping Mouse Button Mapping |

I Use Microsoft Extended Desktop

Main Desktop Maonitor I 1 vl

MultiStation Options
¥ station has a keyboard
¥ station has a mouse

[T Screen Edge Display Client Selection

21. From the Display Client Selector Options popup, uncheck Auto-hide Selector and click the OK button.

[ Tile on Selector activation Cancel |
Selector Menu Size INormaI 'l
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22. Back on the Screen Options popup, now click the Tiling Options button.

¥ Allow Display Clients to move to/from screen oK |

¥ Show Display Client Selector

¥ Enable Tiling

¥ Screen Spedfic Mouse Button Mapping Mouse Button Mapping I

™ Use Microsoft Extended Deskbop

MMain Deskkop Monitar I:l vl

MultiStation Options
¥ station has a kevboard
¥ station has a mouse

I screen Edge Display Client Selection

23. From the Tile Options popup, check the Tile Display Clients and startup check box. Click the OK button on the Tile
Options popup.

Tile Inactivity Time (secs) I &0 Cancel

[V Tile Display Clients at startup

ondude Main Menu as tile
Tile Interactive

24. Click the Mouse Button Mapping button on the Screen Options popup.

¥ Allow Display Clients to move to/from screen oK |
v ; ) .
¥ show Display Client Selector Selector Options | p—

¥ Enable Tiing Tiling Options |

¥ Screen Specific Mouse Button Mapping

™ Use Microsoft Extended Deskbop

IMain Deskkop Monitar I:l vl

MultiStation Options
V! station has a keyvboard
¥ station has a maouse

[ Screen Edae Display Client Selection
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25. From the Mouse Button Mapping dialog box, select Tile from the Button 3 (Right Mouse) drop down list. Click the
OK button.

Maouse Button Mapping *

Mouse Button Action

Button 1 (Left Mouse) |Default ﬂ ~
Button 2 (Middle Mouse) |Default ﬂ
Button 3 (Right Mouse) o |T||e ﬂ
Button 4 (Scroll Wheel Up) |Defau|t ﬂ
Button 5 (Scroll Wheel Down) |Defau|t j
Button & |Defau|t ﬂ
Button 7 [Defauit |
Button 8 |Defau|t ﬂ
Button 9 |Defau|t ﬂ v

OK | Cancel |

26. Click the OK button on the Screen Options popup.
27. Click the Finish button.

28. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.

29. To see the results, select the VersaView5200 terminal and then click the Shadow tab in the Details Pane.

2 & ;) e
2= E2e @

2 2 ok € m 4 R
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30.

31.

Experiment with the Display Client Selector of each monitor while Shadowing. You can move Display Clients from
one monitor to the other and back again. This behavior is fully configurable.

You can also shadow an individual monitor, as opposed to both at the same time. Expand the VersaViewV5200
terminal and select Screen A. Now click the Shadow tab in the Details Pane to shadow just Screen A.

2E[E2e@:

2 2 ok € m 4R

MultiMonitor combined with Tiling and/or Virtual Screens are extremely powerful tools that really elevate
the user experience at the terminal. They are especially valuable in Control Room settings, or anywhere
centralized monitoring is desired. As previously mentioned, some thin clients can support up to 7 monitors.
ThinManager also includes a Shared Keyboard and Mouse Module that can be applied to a group of thin
clients. The Shared Keyboard and Mouse Module allows you to control several thin clients using a single
keyboard and mouse. As an example, you could have three 7 monitor thin clients in your Control Room
driving a total of 21 displays all being controlled by a single keyboard and mouse. The Virtual Screen
section will show you an evolution of this MultiMonitor concept and really take content visualization to the
next level.
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Create Virtual Screen Display Client

1. Click the Display Clients ﬁ icon from the ThinManager tree selector.

2. Right click the Virtual Screen branch and select the Add Display Client item.

~—_  Edit Manage Install Tools View Remote ¥
@ @ @ Restore Biometric Database ‘E
@ Backup Biometric Database
Packages|| Restore Backup ) PXE Thir
= Synchronize Seryer  Se

Packages Configuration

Display Clients - Summary
Eﬁ Display Clients Attribute
i Remote Desktop Services Virtual Screen Dis|

E Camera Total Virtual Screen C
Q Terminal Shadow
------ Workstation

- ‘g UNC

1 i Virtual Screen
e Add Display Client

Add Display Client Group

3. From the Client Name page of the wizard, enter Overview as the Client Name. Click the Next button.

(=]

Client Name

Enterthe Display Client name. ’ ‘
Y

— Display Cliert Name:

Cliert Name [Overview

[ Set a Display Name

— Type of Display Client

I"u"lrtual Screen j

— Diisplay Cliert Group

I Change Group |
Pemissions |

< Back Mext = Finish Cancel Help
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From the Display Client Options page of the wizard, click the Next button.

From the Select or Create the Virtual Screen Layout page of the wizard, select 1920x1080 from the Screen
Resolution drop down list and then click the Add button.

(=] Display Client Wizard -
Select or Create the Virtual Screen Layout 9
Select a pre-corfigured virual screen layout or create a custom ’ ‘
Izyout LD

Choose Layout ICustom -I

Screen Resolution |192{k10870 vl

<Back | Hews | Fnsh | Cancel | Hep |

From the Custom Overlay dialog box, enter Main as the Overlay Name, keep 0 in the Left field, keep 0 in the Top
field, 1280 in the Width field and 7080 in the Height field. Click the OK button.

Custom Overlay -
Overlay Name oIMaln = H

1 Cam].....,

Position / 5i =
Left Top ‘wiidth Height
ID ID 1280 1080

Back at the Select or Create the Virtual Screen Layout page of the wizard, click the Add button again to add another
overlay.

=] Display Client Wizard -
Select or Create the Virtual Screen Layout 0
Select a pre-corfigured virual screen layout or create a custom ’ ‘
Izyout (D

Choose Layout ICustom -I
Screen Resolution |192{k10870 vl

< Back Next > Finish Cancel Help
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8.  From the Custom Overlay dialog box, enter Side1 as the Overlay Name, 1280 in the Left field, 0 in the Top field, 640
in the Width field and 360 in the Height field. Click the OK button.
Custom Overlay e-

Overlay Name oIS\de1

Position =
Left Top “width Heighl
IT 280 ID B40 360

9. Back at the Select or Create the Virtual Screen Layout page of the wizard, click the Add button again to add another

overlay.
=] Display Client Wizard -
Select or Create the Virtual Screen Layout 9
Select a pre-configured virtual screen layout or create a custom }

lapaut

Choose Lapout ICuslUm 'I
Screen Hesalution |1SZDH1 080 vl

Femove |
Set Drder |

< Back | Mext » | Finish | Cancel | Help |

10. From the Custom Overlay dialog box, enter Side2 as the Overlay Name, 7280 in the Left field, 360 in the Top field,
640 in the Width field and 360 in the Height field. Click the OK button.

Custom Overlay e -
Overlay Name oIS\deZ
Cancel

Position i =
Left Top wiidth Height
1280 360 640 360
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11. Back at the Select or Create the Virtual Screen Layout page of the wizard, click the Add button again to add another

overlay.
Select or Create the Virtual Screen Layout G
Select a pre-corfigured virual screen layout or create a custom ’ ‘
layout -

Choose Layout ICustom -I
Screen Resolution |192{k10870 vl

<Back | Net> | Fmsh | Cancel | Hep |

12. From the Custom Overlay dialog box, enter Side3 as the Overlay Name, 1280 in the Left field, 720 in the Top field,
640 in the Width field and 360 in the Height field. Click the OK button, followed by the Next button.

Overlay Name o IS\deB

Position i =
Left Top ‘wiidth Height
1280 720 B40 360

1 Cam].....,

13. We will now assign content to each of the Virtual Screens created, starting with the Main Virtual Screen. Click the Add
button in the Selected Display Clients frame.

Select the options forthis Vitual Screen

- - E

r~ Posttion / Size
Left

Virtual Screen Configuration g

Top Width Height
[ 0 1280 |1uan

i Selected Display Clients

Eondd ]
Delete |

Teminal Overide |
Screen Options |

< Back Next > Finish Cancel Help
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14. Select the FTV_CookieDemo item from the list and click the OK button.

|_——_|- Remote Desktop Services

? FTV_Studio

? LG¥_CookieDemo

Eﬂ---a Camera
oK I Cancel I

EEI---Q Terminal Shadow
15. Back at the Virtual Screen Configuration page of the wizard, click the Next button.

------ Workstation
Eﬂ""! WNC

Virtual Screen Configuration g

Select the options forthis Vitual Screen

- o E

- Posttion / Size
Left

Top Width Height
ID 0 1280 |1uan

i~ Selected Display Clients

? FTV_CookieDemo Add |

Delete

Screen Options |

<Back Fiish | Cancal | Hep |

16. Now for the Side1 Virtual Screen, click the Add button.

Select the options forthis Vitual Screen

- - E

Virtual Screen Configuration g

r~ Position / Size
Left Top Width Height
1280 0 640 |360

r~ Selected Display Clients

Screen Options |

< Back Mext > Finish Cancel Help
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17. Select the FTV_InstantFizz item from the list and click the OK button.

E]---a Camera
Eﬂ---@ Terminal Shadow
------ Workstation

Eﬂ""! WNC

Cancel

ox__| I

18. Back at the Virtual Screen Configuration page of the wizard, click the Next button.

Virtual Screen Configuration g

Select the options for this Vitual Screen

o b E

r~ Position / Size
Left Top Width Height

|1230 o 640 |3m

—Selected Display Clierts

? FTV_InstantFizz

Delete

Screen Options

<Back Fish | Cancel | He |

19. Now for the Side2 Virtual Screen, click the Add button.

Select the options forthis Vitual Screen

- . E

Virtual Screen Configuration g

- Posttion / Size
Left Top Width Height

1280 360 640 |360

i~ Selected Display Clients

Chad

Delete

Screen Options |

« Back Mext » Finish Cancel Help
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20. Select the FTV_SuperdJuice item from the list and click the OK button.

- Remote Desktop Services
i a Camera
Q Terminal Shadow
: 5 Workstation
E‘ WNC
-5 FTV_Super Juice

oK I Cancel I

21. Back at the Virtual Screen Configuration page of the wizard, click the Next button.

Virtual Screen Configuration g

Select the options forthis Vitual Screen

- - E

r Position / Size
Left Top Width Height
|1250 360 640 |360

i~ Selected Display Clients

‘5 FTV_Superluice Add |

Delete

Screen Options |

<Back Fiish | Cancal | Hep |

22. Now for the Side3 Virtual Screen, click the Add button.

Select the options forthis Vitual Screen

- . E

Virtual Screen Configuration g

i Position / Size
Left Top Width Height
1280 720 640 |360

r~ Selected Display Clients

Screen Options |

< Back Mext » Finish Cancel Help
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23. Select the IPC_Video item from the list and click the OK button.

- Remote Desktop Services

Camera

Terminal Shadow
Waorkstation

Cancel

ox__| I

24. Back at the Virtual Screen Configuration page of the wizard, click the Finish button.

Virtual Screen Configuration g

Select the options for this Vitual Screen

o . E

- Position / Size
Left Top Width Height

|1290 720 640 I3€ﬂ

r— Selected Display Clients

&gl IPC_Video

Delete

Screen Options |

< Back | Hest > |
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Apply Virtual Screen to Terminal

1.

I

Click the Terminals tree selector icon.

Double click the VersaView5200 terminal.

[

S Edit Manage Install To
@ @ @ Restore Biomel
@ Eackup Biomet

Packages|| Restore Backup

= Synchronize

Packages Configuration
BB Termi

ming
LWV ersaView5200

Click the Next button on the Terminal Name page of the wizard.

Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

From the Terminal Mode Selection page of the wizard, un-check Enable MultiMonitor.

Terminal Mode Selection
=

Select the operating modes for this teminal
AR

— Teminal Mode

[~ Enable Relevance User Services

[ Enable Relevance Location Services

0

™ Enable MultiStation

< Back Mext = Finish Cancel Help
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7. From the Display Client Selection page of wizard, remove all of the Display Clients from the Selected Display
Clients list. Select the Overview Display Client from the Available Display Clients list and click the Right Arrow
button to move it to the Selected Display Clients list. Click the Finish button.

tmt Terminal Configuration Wizard b4

Select the Display Clients to use on this terminal

Display Client Selection \ O /
= =

Available Display Clients Selected Display Clients

5 Remote Desktop Services o SOver\riew
5 Camera
| 4

@ Teminal Shadow

e E Workstation ﬂ
4

‘& VNC

EE Virtual Screen -
L E Qverview

Edit Digplay Clierts Cvemide

< Back | Neat = | Cancel | Help |

8. Right click the VersaView5200 terminal and select the Restart Terminal item. Click the Yes button to confirm.

Like MultiMonitor Display Clients, Virtual Screen Display Clients can be configured to be moveable from
one Virtual Screen to another. You can also enable Tiling within a Virtual Screen. In addition, you can
select any of the Virtual Screens to go Full Screen from their respective Display Client Selector, and then
return to Virtual Screen mode. Virtual Screening allows you to take the concept of digital signage to the
plant floor and deliver a wide range of content in virtually an unlimited number of ways.

ThinManager 8.1 added support for 4K monitors. For thin clients with the graphics horsepower to drive a 4K
display (3840x2160), you can, for example, carve up the 4K display into 4 separate 1920x1080 quadrants
and treat them as individual displays within ThinManager using Virtual Screening.
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Add Virtual Screen Swapping

1. From the Terminals tree, expand the VersaView5200 terminal and then double click the Overview Virtual Screen
Display Client to launch the Display Client Wizard.

g/ =
b-*
Edit Manage Install Too

| =_'4| — 9 & Restore Biometr
'\Q £, Backup Biometr

Packages|| Restore Backup )
Synchronize

Packages Configuration
E@ Terminals
SRR

2. From the Client Name page of the wizard, click the Next button.
3. From the Display Client Options page of the wizard, click the Next button.
4. From the Select or Create the Virtual Screen Layout page of the wizard, click the Next button.
5. From the Main Virtual Screen Configuration page of the wizard, click the Next button.
6. From the Side1 Virtual Screen Configuration page of the wizard, click the Screen Options button.
rad Display Client Wizard -
“ﬂglamm(\:;::mi\j;ua\ Screen g
Virtual Screen Side’1 E
Position / Size
Left Top Width Height
1280 0 640 [0

Selected Display Clierts
Jl FTV _instariFizz

< Back Next > Finish Cancel Help
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From the Virtual Screen Options dialog, check the Virtual Screen Specific Mouse Button Mapping checkbox, and
select Main from the Swap Destination drop down list. Click the Mouse Button Mapping button.

™ Allow Display Clients to move to/from screen

| show Display Client Selector Selector Options

able Tiling Tili ions

v Wirtual Screen Specific Mouse Button Mapping

— Virtual Screen Display Options
¥ show Virtual Screen Border
I virtual Screen Always Visible
™ Hide Virtual Screen at Startup
I virtual Screen is view only

¥ Allow Full-screen
Show Messages IUse Terminal Setting LI

—Swap Oplions
Swap Destination e IMain LI
"2 Swap on empty Virtual Screen
¥ Show "Swap™ in Selector Menu

[ Enable Single-swap mode

QK | Cancel |

From the Mouse Button Mapping dialog, select Swap from the Button 3 (Right Mouse) drop down list. Click the OK
button twice, followed by the Next button.

Mouse Button Action
Button 1 {Left Mouse) IDefau\t ;I -
Button 2 (Middle Mouse) IDefau\t ;I
Button 3 (Right Mouse) oISwap LI
Button 4 (Scroll Wheel Up) IDefau\t ;I
Button 5 (Scroll Wheel Down) IDefau\t ;I
Button & [Defait ~|
Button 7 |Defaut |
Button 8 IDefau\t LI
Button 9 IDefau\t ;I »
©
Cancel
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9. Back at the Side 2 Virtual Screen Configuration page of the wizard, click the Screen Options button.

Virtual Screen Configuration w
(=<

Select the options for this Virual Screen

- . E

i~ Paosition / Size
Left Top Width Height

|1290 360 640 I3€ﬂ

r Selected Display Clients

‘E FTV_Superduice Add
Delete

Teminal Cvemide

<Back | Nex» | Fnsh | Cancel | hep |

10. From the Virtual Screen Options dialog, check the Virtual Screen Specific Mouse Button Mapping checkbox, and
select Main from the Swap Destination drop down list. Click the Mouse Button Mapping button.

I Allow Display Clients to move to/from screen

¥ Show Display Client Selector Selector Options

onable Tiling Tili ions

v Virtual Screen Specific Mause Button Mapping

—Virtual Screen Display Options
¥ Show Virtual Screen Border
I virtual Screen Always Visible
™ Hide Virtual Screen at Startup
I virtual Screen is view only

¥ Allow Full-screen
Show Messages IUse Terminal Setting LI

—Swap Options
Swap Destination e IMain ;l

I’ Swap on empty Virtual Screen
W Show "Swap” in Selector Menu
™ Enable Single-swap mode

oK Cancel
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From the Mouse Button Mapping dialog, select Swap from the Button 3 (Right Mouse) drop down list. Click the OK
button twice, followed by the Next button.

Mouse Button Action
Button 1 {Left Mouse) [Defait | o
Button 2 (Middle Mouse) IDefau\t ;I
Button 3 (Right Mouse) °|5wap |
Button 4 (Scroll Wheel Up) IDefau\t ;I
Button 5 (Scroll Wheel Down) IDefau\t ;I
Button & [Defauit ~|
Button 7 |Defaut =]
Button 8 IDefau\t LI
Button 9 [Defait | -
@
0 Cancel

Back at the Side 3 Virtual Screen Configuration page of the wizard, click the Screen Options button.

Select the options for this Vilual Screen

o . E

Virtual Screen Configuration g

r— Position / Size:
Left Top Width Height
|12m 720 640 |3eﬂ

r Selected Display Clients

&gl IFC_Video Add

Delete

Terminal Ovenide

< Back Mext » Finish Cancel Help
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13. From the Virtual Screen Options dialog, check the Virtual Screen Specific Mouse Button Mapping checkbox, and
select Main from the Swap Destination drop down list. Click the Mouse Button Mapping button.

Virtual Screen Options e

™ Allow Display Clients to move toffrom screen

[+ Show Display Client Selector Selector Options
onable Tiling

I¥ virtual Screen Specdific Mouse Button Mapping

Virtual Screen Display Options
I¥ Show Virtual Screen Border
[ Virtual Screen Always Visible
™ Hide Virtual Screen at Startup
™ Virtual Screen is view only

¥ Allow Full-screen

Show Messages Use Terminal Setting -
Swap Options

Swap Destination e Man =]

¥ Swap on empty Virtual Screen
I¥ Show “Swap®in Selector Menu
™ Enable Single-swap mode

QK | Cancel |

14. From the Mouse Button Mapping dialog, select Swap from the Button 3 (Right Mouse) drop down list. Click the OK
button twice, followed by the Finish button.

Mouse Button Mapping -
Mouse Button Action
Button 1 {Left Mouse) ‘Defau\t j -
Button 2 (Middle Mouse) ‘Defau\t j
Button 3 (Right Mouse) o ‘Swap j
Button 4 (Scroll Wheel Up) [Defaut =] =
Button 5 (Scroll Wheel Down) ‘Defau\t j
Button & [Defauit =l
Button 7 [Default =l
Button 8 ‘Defau\t ﬂ
Button 9 ‘Defau\t j »

15. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.

16. Select the Shadow tab to see the results. Right click on any of the 3 side virtual screens to test the swapping capability.

This completes the section Virtual Screens and Session Scaling of the lab. Please continue on to Relevance User Services
to explore user based content delivery.
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Section 6: Relevance User Services - User Based Content Delivery

Overview

Up to this point in the lab, you have assigned default content to the Terminal’s Profile. In other words, the content is owned by
the terminal and is the same regardless of who is physically at the terminal. You can control a user’s access within each
application at the terminal by requiring them to login within the application and then customizing their experience there — but this
is completely separate from ThinManager. This lab section will demonstrate how you can customize the actual content that a
user receives at a Terminal in addition to the default content that is assigned to the Terminal Profile. For instance, you may
want to deliver additional content to a Maintenance user that logs into the terminal using ThinManager security, such as the
Maintenance Work Order System, or possibly Logix Designer.

This lab section is composed of the following tasks:
1. Create a View Studio Display Client
Create an Engineer User Group
Create an Engineer User
Enable User Services for Terminal
Login as Engineer User
Add RF IDeas Badge Reader
Configure ThinManager to Cache Password

Add Multifactor Authentication with a PIN and Password Storage

© ®° N o g Bk ow D

Authentication Pass Through

—
e

Remove Tiled Display Clients
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Create View Studio Display Client

1. From ThinManager, click the Display Clients icon ﬁ from the ThinManager tree selector.

2. From the Display Clients tree, expand the Remote Desktop Services branch and right click the FTV_CookieDemo
item and select Copy.

[ - -

Edit | Manage | Install  Tools  View

R
@ @ g {.& Restore Biometric Database
PX

&, Backup Biometric Database
Restore Backup

Synchronize Seny

A Configurat

Attribute

Packages Configuration

E@ Display Clients
[—]F Remote Desktop Services

Dizplay Clienl
EXC_OEECalc Client Type
- FTV_InstantFizz

EHE Carmnera Rename =nt ke
------ Terminal Shadow ant b
...... Workstation Delete aint
- '!_"l VF‘JC Connect at b
Eﬂ"'i Virtual Screen Disconnect it

Type FTV_Studio in the Enter new Display Client Name text box and click the OK button.
Double click the new FTV_Studio Display Client item.

Click the Next button on the Client Name page of the wizard.

IR S

Click the Next button on the Display Client Options page of the wizard.
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7. From the Remote Desktop Services and Workstation Options page of the wizard, uncheck the Enforce Primary
checkbox and click the Next button.

=} Display Client Wizard -
Remote Deskiop Services and Workstation Options ﬁ,
Select the options for this Display Cliert ’ - ‘
Connection Options

WV Alow Auto-Login
v Application Link
[ SmartSession

[~ Enforce Primary
[ Instant Failover

< Back Finish | Cancel | Help |

8. From the Screen Resolution / Scaling Options page of the wizard, change the Resolution to 1280x800. Click the
Next button.

o)

=} Display Client Wizard -

Session Resolution / Scaling Options E’
Enter scaling options and session resolution if desired setting is ’ - ‘

different from the screen.

Session Scaling Options

[~ Mairtain Aspect Ratio
™ Scale Down Crly

Session Resolution Options

[¥ Dont Use Screen Resolution

Resolmionohzg[kgﬂl} j | |

Cancel | Help |

We are assigning the 1280x800 resolution here so that the Display Client will scale nicely on the Asus
ZenPad in the next section.
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9. From the Display Client Members page of the wizard, remove RDS2 from the Selected Remote Desktop Servers
list, leaving just RDS1, click Next.

=

Display Client Members P

Select the Remote Desktop Servers forthis Display Cliert.
(Y

Auvailable Remote Desktop Servers Selected Remote Desktop Servers

RDS2(10.6.10.52) o RDS51{10.6.10.51) ﬂ

! -

< Back Finish Cancel Help
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10.

From the AppLink page of the wizard, replace the Program Path and Filename and Command Line Options with
the ones below (you can also copy and paste this path from the LabPaths.txt file by right clicking the Notepad icon
pinned to the start bar and selecting LabPaths.txt):

Program Path and Filename:

C:\Program Files (x86)\Rockwell Software\RSView Enterprise\VStudio.exe

Command Line Options:

/o /type:sed /app:CookieFactory /lang:1033
Click the Finish button.

¥z Display Client Wizard X
Applink \ O /
Enter the linked application path. b ‘
AR
Applink Path

Program Path and Filename

|rog|arn Files (x86)Rockwell Software \RSView Enterprise"VStudio exe
Browse

Command Line Options

|,-’0 Aype:sed /app:CookieFactory Aang:1033

Start in the following folder

Browse

[ &= |
Browse
== |

< Back | Cancel Help
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Create an Engineer User Group

1. Click the Users icon 84 in the ThinManager tree selector.

2. From the Relevance Users tree, right click the Relevance Users node and select Add User Group. This will launch
the Relevance User Configuration Wizard.

w=<p
S Edit Manage Install Tools View |
Reboot Server || 8% Calibrate Touchscreen
— Power On . Send Message
Restart Reboot
Power Off
Power Terminal Operations
....... [attrinute

Add User

I Add User Greup I ze
Maodify Lo
Rename
Copy
Delete Ctrl+D
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3. From the Relevance User Group Information page of the wizard, enter Engineer as the User Name in the Group
Name frame. Click the Next button.

v Relevance User Configuration Wizard -

Relevance User Group Information

Erter the Relevance User Group name. b ‘
Y

[~ AD Synchronization Group
Group Name

User Name o |Engineer

Password |

Verify Password |

Customize | Password Cptions | Group Setting [

Group

Change Group

Permissions

Finish | Cancel | Help |

ThinManager 8 included much tighter integration with Active Directory. For example, a Relevance User
Group can be automatically synchronized with an Active Directory group. In doing so, ThinManager would
automatically create Relevance Users for each member of the synchronized Active Directory group. It
should be noted that only 1 AD Security Group can be used to synchronize with Active Directory in
ThinManager. This limitation is because an Active Directory user can be a member of multiple Active
Directory groups, but ThinManager does not support this membership model (i.e.: a Relevance User can
only belong to one Relevance User Group). ThinManager can also synchronize with an Organizational Unit
and automatically create the associated Relevance users.
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From the Display Client Selection page of the wizard, check the Group Setting checkbox. Select Yes from the Add
User-specific Display Clients radio button group. Click the Next button.

Kt Relevance User Configuration Wizard -

Digplay Client Selection 0
Select "Yes" to specify Display Clients for users in this group. ’ = ‘

o Group Setting [+

Add User-specific Display Clients?

=10

" No

Anzwer "Yes" here if you want to select user-specific Display Clients in
addition ta the Display Clients that are in the terminal corfiguration.

Any userspecfic clients will be added to the clients specified in the terminal
configuration.

< Back

Finizh | Cancel | Help |

Clicking the Group Setting checkbox will pass the setting onto members of the group.
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5. Select FTV_Studio from the Available Display Clients list and click the Right Arrow button to move it to the
Selected Display Clients list. Click the Group Setting checkbox and then click the Next button.

fmd Relevance User Configuration Wizard *
Dizplay Client Specification Q’
Select the Display Clients to which users in this group can connect. ’ ‘

Group Setting v e
4l
hd

Available Display Clients Selected Display Clients

ERlFTV_Studio

|_——_|ﬂ Remote Desktop Services "
: ; Desktop

£ EXC_OEECale

; FTV_CookieDemo

; FTV_InstantFizz

f-£ FTV_Studio

EEI"'E Camera

------ Teminal Shadow

------ E Warkstation

- VNC w

Edit Digplay Clients Crvemide

s ©

e

< Back Mext = Finish | Cancel | Help |

6. From the Windows Log In Information page of the wizard, click the Next button.

7. From the Terminal Interface Options page of the wizard, note that you can override the default Terminal settings by
making changes here. Leave the default settings in place. Click the Next button.

8. From the Terminal Hotkey Options page of the wizard, click the Next button.
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9. From the User Group Options page of the wizard, click the Activate Display Client at Log In checkbox, as well as
its Group Setting checkbox. This setting will pull the user’s configured Display Clients to the foreground at the
Terminal when they login. Click the Finish button.

User Group Options
Select optione for users in this group

rLog In / Log Cut Opti
o g ptions Group Setting

Inactivity Timeout I12'D seconds r
r

Reset Sessions at Logout I~
Activate Display Client at Log In v I”d

G p et
—User Schedule roup Seting [

™ Set Schedule Scheduls |

— Terminal Effects
|v Enable Teminal Effects

Group Setting [~

Group Setting [

— Shadowing
Alow terminal to be shadowed

¥ Allow Interactive Shadow
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Create an Engineer User
1. Expand the Relevance Users node.

2. Right click the newly created Engineer User Group and select Add User. This will launch the Relevance User
Configuration wizard.

- M
— Edit Manage Install Tools View Re

- @ Restore Biometric Database
Rl

@ Backup Biometric Database —
Restore Backup . PXE
= Synchronize Samn

Packages Configuration

= Relevance Users

Y ergiee

Add User Group
Maodify
Rename

Copy
Delete

Activate User

3. From the Relevance User Information page of the wizard, check the Active Directory User checkbox if it is not
already checked. Click the Search button.

Relevance User Information E
Enter Relevance usemame, password and permission information. ’

v Active Directory User

 Relevance User Information
AD User Name I

(2]

Customize Pazzword Options |

—(Group

I Change Group |

—Copy Settings

™ Copy Settings from another User Copy From |
Permissions |

< Back | et > | Finish |
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4.

5.

From the Search for AD User dialog box, click the Search button.

Recurse Security Groups r

Contains ;I I

| User Principal Name

Select Ed from the user list and then click the OK button.

Locations ...

Recurse vV

MName I User Principal Name I

Admigigkrator
Ed ed@tmlab.loc
Gue:

krbtgt

labuser labuser@tmlab.loc
loc01 locO1@tmlab.loc
loc02 loco2@tmlab.loc
loc03 locO3@tmlab.loc
locO4 locO4@tmlab.loc
loc0s locOS@tmlab.loc
Mike mike@tmlab.loc

nerar nsrar@bmlah lne

Filter IContains ;I I

By linking to an Active Directory User, this Relevance user’s credentials will reside in Active Directory, not
within ThinManager. You can also create non-linked Active Directory users in ThinManager, in which case
their credentials would reside in ThinManager.
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6. Back at the Relevance User Information page of the wizard, click the Next button.

=] Relevance User Configuration Wizard -
Relevance User Information w
Enter Relevance usemame, password and permission infomation. ’ = ‘

[+ Active Directory Ussr
Relevance User Information

AD User Name |Ed

Search

Customize |
Group
Change Group
Copy Settings

[~ Copy Settings from ancther User
Permissions

Finish | Cancel | Help |

7. From the Active Directory Password page of the wizard click the Next button.

Note that you can choose to store the Active Directory password for this user within ThinManager. This is
sometimes done when using badge readers or fingerprint scanners so the user can either scan his/her badge or
scan his/her fingerprint only to login (i.e.: no password entry is required). If the Active Directory password were to
change outside of ThinManager, the user would be prompted to enter the new password upon their next login
attempt, which would then result in ThinManager storing the updated password.

You can also allow ThinManager to automatically rotate the user’s Active Directory password based on pre-
defined criteria, in which case, only ThinManager would know the active password. Many times end users choose
to have their terminals automatically login to the Remote Desktop Servers with a service account, and then
security is managed within the application delivered. Prior to ThinManager 8, a service account with a non-
expiring password would have to be created in this scenario.

8. From the Card / Badge Information page of the wizard, click the Next button. We will incorporate an RF IDeas badge
reader shortly.

9. From the Relevance Resolver Selection page of the wizard, click the Next button.
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10. From the Display Client Selection page of the wizard, notice that the selection is disabled. This is because we chose
Group Setting for this setting on the User Group. Click the Next button.

] Relevance User Configuration Wizard -

Digplay Client Selection 0
Select "Yes" to specify Display Clients for this user. ’ = ‘

Add User-specific Display Clients?
{+
i

Anzwer "Yes" here if you want to select user-specific Display Clients in
addition ta the Display Clients that are in the terminal corfiguration.

Any userspecfic clients will be added to the clients specified in the terminal
configuration.

Finizh | Cancel | Help |

11. From the Display Client Specification page of the wizard, notice that the selection is disabled here as well. Click the
Finish button.

¥ed Relevance User Configuration Wizard X
Display Client Specification 6’
Select the Display Clierts to which this user can connect. ’ ‘
A
Available Display Clients Selected Display Clients
ﬂ Remoate Desktop Services ?FI’V_Studio

5 Camera
@ Teminal Shadow
E Workstation

Cancel Help
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Enable User Services for Terminal

1. Click the Terminals icon “— from the ThinManager tree selector.

2. Under the Terminals node, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.
3. Click the Next button on the Terminal Name page of the wizard.
4.  Click the Next button on the Terminal Hardware page of the wizard.
5. Click the Next button on the Terminal Options page of the wizard.
6. From the Terminal Mode Selection page of the wizard, check Enable Relevance User Services. Click the Next
button.
¥t Terminal Configuration Wizard X
TmTSieIn:ct m:;?r:l‘;es for this terminal ’g

Teminal Mode

o ¥ Enable Relevance User Services
I” Enable Relevance Location Services
[~ Enable MutilMenitor

-

< Back Finish Cancel Help
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7.

From the Display Client Selection page of the wizard, remove the Overview Display Client from the Select Display
Clients listoox and add the FTV_CookieDemo Display Client.

tmi Terminal Configuration Wizard ™
Display Client Selection (."
Select the Display Clients to use on this terminal ’ ‘
A
Awvailable Display Clients Selected Display Clients
Eg Remote Desktop Services ~ o ;FI'V_CookiBDemo

; Desktop

8 EXC_OEECalc ﬂ
; FTV_CookieDemo ﬂ
; FTV_InstantFizz

: ; FTV_Studio ﬂ ﬂ
EEI---@ Camera

------ m) Terminal Shadow

------ E Workstation

-4 VNC w

Edit Display Clients Crvemide

< Back | MNext = | Cancel | Help |

Right click VersaView5200 and select Restart Terminal to apply the change.

When deploying Relevance Users for the first time, Enabling Relevance User Services at the Terminal is a
commonly missed step. Without Enabling Relevance User Services at the terminals where you want to
enable Relevance User logins, the Login option will not be available from the Main Menu. If you would like
to Enable Relevance User Services for all of your terminals, you can create a Terminal Group, enable it
there, and check the Group Setting checkbox. Each Terminal member of the Terminal Group would then
have it enabled. Again, Terminal Groups will be explored in Section 13.
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Login as Engineer User

—_

Hwn

From the Terminals icon = in the ThinManager tree selector, select VersaView5200.
Click the Shadow tab from the Details Pane.
Hit CTRL-m to access the Main Menu.

From the Main Menu, click the Log In button.

J’b‘;’{‘l T

Edit  Manage  Install | Tools | View  RemoteView  Help
@ @ Reboot Server | ¥ Calibrate Touchsereen Enable @
Power On 5 Send Message 4 Disable
Restart Reboot Clear
(& Power OF
Power Terminal Operations | Enable/Disable || Event Log

Configuration | Modules | Sehedule | Properties | Eventlog’ shadow | Repart |
.5 Terminals
[ VersaViews200
248 FTV_CookieDemo

i N ENL

| Abou | Cancel

From the Log In popup, enter Ed as the User Name.
From the Password popup, enter rw as the Password.

Once logged in, the View Studio Display Client should be launched. Notice that there are now 2 Display Clients
listed under the VersaView5200 Terminal in the Terminals tree. Also notice that the VersaView5200 Terminal label
now indicates that (Ed) is logged in there.

M -

L obad |

M Edit Manage Install Toc

@ @ Reboot Server E’Calibr
Power On

L7 Send
Restart Reboot

W Power Off
Power Termini

= '@ Terminals
S/} Versalicws200 (Ed)
FTV_CockieDemo

FTV_Studio
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8. Click and hold the Display Client Selector within the Shadow and hover over the FTV_CookieDemo Display Client
to activate it.

ThinManager v11.0 - RDS1

Power Terminal Operations | Enable/Disable | Event Log
| Terminal - Modules.. | schedule | Properties. | Eventlog” shadow | Report o
B8 Terminals
£ B VersaViews200 (Ed)
[&-£24 FTV_CookieDemo
% FTV studio

9. Click and hold the Display Client Selector again and hover over the FTV_Studio Display Client to activate it. Tiling
is also available. This can be controlled within the VersaView5200 Terminal Profile or overridden through the User
Configuration Wizard.

10. Click the Display Client Selector once more and this time select Main Menu.

11. From the Main Menu, click the Log Off button. Ed will be logged off, and the FTV_Studio Display Client will be
removed.

There is an Inactivity Timeout setting available either at the User Group level or at the User object itself that
will automatically logoff the Relevance User after a period of inactivity. The default is 120 seconds. It can be
found on the last page of the User Configuration Wizard.

If Ed were to leave VersaView5200 and log into another Terminal (either thin client, PC or mobile device), his
content would follow him. You can control what happens to a Disconnected session with the Session
Collection in Windows Server 2012 or newer.
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If you would prefer Ed to only receive content at a specific Terminal, you can use ThinManager Access
Groups (introduced in Section 10) to apply permissions to specific Display Clients. Access Groups can be
configured from the Manage ribbon. Once an Access Group is created, it can then be associated with a
Relevance User Group. The same Access Group can then be applied as a Permission on the Display
Client(s) that you want to restrict or provide access to. When you apply these restricted Display Clients to a
Terminal, they will only become visible when a user assigned to that Access Group logs into the Terminal.

ThinManager ships with the TermMon ActiveX control that can be utilized by any ActiveX container, like
FactoryTalk View SE. The ActiveX extends most of the ThinManager feature set to the ActiveX container, so
you can then programmatically control many elements of ThinManager right from FactoryTalk View SE. As
an example, you can trigger a Touchscreen Calibration to launch from a button within FactoryTalk View SE
using the ActiveX control. You can also respond to ThinManager events from within FactoryTalk View SE.
You can experience the TermMon ActiveX control in Section 18. More details on the ActiveX control can be
found at: http://www.thinmanager.com/kb/index.php/TermMon_ActiveX Control
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http://www.thinmanager.com/kb/index.php/TermMon_ActiveX_Control

Add RF IDeas Badge Reader

An RF IDeas Badge Reader could be connected to a physical thin client via USB. Since we are using a virtual thin client, we will
be unable to test the results of this section, but will still go through the steps to add the module.

—_

© ®° N o g B~ o D

—
e

From the Terminals icon = in the ThinManager tree selector, double click the VersaView5200 terminal profile.
Click the Next button on the Terminal Name page of the wizard.

Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.

Click the Next button on the Display Client Selection page of the wizard.

Click the Next button on the Terminal Interface Options page of the wizard.

Click the Next button on the Hotkey Configuration page of the wizard.

Click the Next button from the Log In Information page of the wizard.

Click the Next button from the Video Resolution page of the wizard.
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11. From the Module Selection page of the wizard, click the Add... button.

Fat Terminal Configuration Wizard -
Module Selection E
Select the modules that load on this teminal at boot up. ’ ‘
£

Installed Modules

Module
RDP Experience Module

I

< Back | Mead = | Finish | Cancel | Help |

12. From Attach Module to Terminal dialog box, select the RF Ideas pcProx USB Module and click the OK button.
Attach Module to Terminal -

Moaduls Type | A1l Modules ~]
Show Advanced Modules [

Orn-Screen Keyboard Configuration b odule

Pandit TouchSet Touch Screen Driver

Pentdount Touch Screen Driver

ROF Experience Madule

ROP Port Module

ROP Serial Port Redirection Module

ROP Session IP Module

Fedundant Ethermet Module

RF Ideas pePros Moduls
odule

RFldeas pcProx Sonar b odule

Screen Saver Module

Second Network Module e v

-~

Cancel |

The release of ThinManager 11 includes the new USB ID Reader Module, which enables ThinManager to support
generic Badge Reader modules that act as a keyboard emulator.
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13. Select the RF Ideas pcProx USB Module from the Installed Modules list and click the Configure button.
¥t Terminal Configuration Wizard X

Module Selection 6’
Select the modules that load on this terminal at boot up. ’ ‘

Installed Modules

Module
ROP Experence Module
RF ldeas pcProx USE Module

Move Up | Move Down |

< Back | Mext = | Finizh | Cancel | Help |

14. From the Module Properties dialog box, select RDR-80582AK0 from the Model drop down list and click the Done

button.
Module Properties -

Model [FDR-805824K0 =l
Mode | TermS ecune |
Bitz in (D Mumber [AK0 Only) |‘I B

Bitz in Facility Code [AKD Only) |B

Zera Pad Facility Code and D [&K.0 Only) |ND ﬂ
Allovs Manual TemSecure Logon |YE5 ﬂ
Frompt far TermSecure Passwond |ND ﬂ
Expoze Card ID to Termbdon Active Contral |ND ﬂ

Set ta Default
J—
H i Cancel
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15. Back at the Module Selection page of the wizard, click the Finish button.
16. Right click VersaView5200 and select Restart Terminal to apply the change.

17. We want ThinManager to prompt us to assign new badges to users. To enable this option, click the View ribbon,
followed by the Options icon.

o @

Edit Manage Install Tools View Remote View Help
Status Bar i —] |:| Disable Tab Reordering ) : "
: L ]
[] show Connected Only L [] pisable Tab Tear-Off £
P . Application Tabs Select Print
< QOptions - - Reports
Interface Theme Reports Print

18. From the Options window, check the Display “Create New User” dialog for unknown users and click the OK
button.
Options %
General Options

[v¥ Display "Create Mew Terminal” dialog for unknown terminals.

o I Display "Create Mew User” dialog for unknown users.

Icon Options

[~ Minimize to the System Tray.

License Options

warn if license will expire 10 day(s).

A valus @ables
Cancel

19. At this point, if you had a badge reader, you would take the badge and tap it on the RF IDeas badge reader.
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20. |If this was a new badge to ThinManager, you would be presented with the option to assign it to a user. NOTE: Since
you do not have a badge reader in the Cloud lab, you will not see this window appear.

User Replacement
Aszsign this card numberto an existing user or create a new user

New Card Number : 54085

Click "As=ign Card Mumber to Existing User” to replace the card number of an
exdsting user. To create a new user click "Next".

Aszsign Card Mumber to Existing User

TemSecure Userto replace:

146 of 199



Configure ThinManager to Cache Password

In the next steps you will configure ThinManager to cache Ed’s password, so he does not have to enter it for a configurable
amount of time after initial login.

1. Click the Users icon 83 in the ThinManager tree selector.

2. Expand the Engineer group and double click the icon for Ed.

(O
"  Edit Manage Install Tools
Status Bar = [
[[] Show Connected Only |—| [
&£ Options

Application Tabs

Interface

= Relevance Users
m Engineer
e Yeal 2

3. Click the PIN Options button on the Relevance User Information page of the wizard.

¥d Relevance User Configuration Wizard X
Relevance User Information E
Enter Relevance usemame, password and permission information. ’ -

v Active Directory User
— Relevance User Information

AD User Name Ed

Search |
Customize |

Pazsword Options |I PIN Options I

IEngineer Change Group |

—Copy Settings

[ Copy Settings from another User Copy From |
Pemissions |

—Group

< Back Mext = Finish Cancel Help
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4.

From the PIN Maintenance Options popup, click the Change button next to Cache authorization is disabled.

PIM Maintenance Options >

FIM Options

Minimum PIN Length 4
,4—

Maximum PIN Length
I Use a temporary PIN

P—
Cache authorization is disabled

PIM Maintenance

Require User to change PIN every a days

Require User to change PIM at next login r

User PIN
PIN |

Verify PIN |

oK | Cancel |

Enable password caching for 1 minute by entering a 1 in the input field next to the Cache authorization for item. Click
OK.

Authorization Cache =

Cache authorization for o 1 minutes

Clear Authorization Cache for this user Clear
9 oK | Cancel |

Click OK on the PIN Maintenance Options popup, followed by the Finish button.

As previously mentioned, you could also configure ThinManager to permanently store a user’s password, so
that they only provide a single factor (i.e.: badge, fingerprint scan) to authenticate. Furthermore,
ThinManager can be configured to automatically rotate the password at a configurable interval to comply with
password change policy.

10.
1.

12.

Return to the shadow of the VersaView5200 terminal, hit CTRL-m on the keyboard to open the Main Menu.
Click the Log In button.

Enter ed as the User Name with a Password of rw as before to login as Ed.

Hit CTRL-m on the keyboard to open the Main Menu again, and click the Log Off button.

Once Ed has been logged off, hit CTRL-m on the keyboard one more time to return to the Main Menu and click the
Log In button.

This time you will notice that you only have to enter ed as the username since the password has been cached by
ThinManager for 1 minute. Password caching is generally used with badging and/or fingerprint scanning. Log Off Ed.
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Add Multifactor Authentication with a PIN and Password Storage

As part of ThinManager 10, a permanent or temporary PIN can be assigned to Relevance Users as an additional option for
authenticating.

In the next steps you will configure ThinManager to store the Active Directory password for Ed so that a password will not be
required, and instead you will assign a PIN to Ed’s user account and require the PIN to authenticate.

1. Click the Users icon 8-' in the ThinManager tree selector.

2. Expand the Engineer group and double click the icon for Ed.

_I.- ﬂ '.I ¥

E Edit Manage Install Tools
Status Bar I:T:] [
|:| Show Connected Cnly E l—l [
Y, Options kpplifation Tavbs

Interface

= Relevance Users
m Engineer
=100
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3. Click the PIN Options button on the Relevance User Information page of the wizard.

o)

= Relevance User Configuration Wizard .

Relevance Uszer Information

Enter Relevance ugerarme, password and permission information. ’ = ‘

[V active Directory User
Relevance User Information

AD User Mame Ed

Search

Cuistomize
| [ Pn Otians | e

Group

Engineer Change Group

Copy Settings

[ Copy Settings from another Ulser
Permissions

| Mest > | Finish | Cancel | Help

4. Click the Change button within the PIN Options frame.
PIN Maintenance Options *

PIMN Options

Minimum PIN Length 4
’4—

Maximum PIN Length

[~ Use a temporary PIN

Cache authorization for 1 minute Change

PIN Maintenance

Require User to change PIM every 0 days

Regquire User to change PIN at next login I

User PIN
PIN

Verify PIN

5. Enter a 0 for the Cache authorization for textbox and click the Clear button next to the Clear Authorization Cache
for this user to reset the cache. Confirm the Clear User Authorization Cache prompt and click OK.

Authorization Cache b4

Cache autharization for o a mine
Clear Authorization Cache for this uﬂ

oK | Cancel |
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6. Enter 1234 in the PIN field within the User PIN frame and re-enter in the Verify PIN field. Click the OK button,
followed by the Next button.

PIM Maintenance Options it

—PIN Options

Minimum FPIN Length

I 4
Maximum FIN Length I 4
[~ Usea temporary PIN
Cache authorization is disabled Change |

—PIN Maintenance

Require User to change PIN every I a days

Require User to change PIM at next login r

—User PIN
PIN I —
Verify PIN | -

7. From the Active Directory Password page of the wizard, check the Allow ThinManager to store password
checkbox, and enter rw as the password. Click the Verify button which should confirm that the credentials entered are
valid. Click Next.

oK I Cancel |

tmt Relevance User Configuration Wizard bt
Active Directory Password @
Password Maintenance Options ’ ‘

£

Active Directory P d
dp Allow ThinManager to store password

©
Password e = Verify |
_ReSyo Acoourt |

Re-Sync Account

— Password Maintenance

[~ Allow ThinManiager to rotate password
¥ Use Spstermn Defaults

Minimum Password Length IED
Maximum Password Lenath IED
Fotate Password every ID days

— Authorization Caching

Cache authorization is disabled ﬂl

< Back Mext = Finish Cancel Help
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8.  On the Card/Badge Information page of the wizard, uncheck the Prompt for Password checkbox under the Manual
Login frame, and check the Prompt for PIN checkbox. Click the Finish button.

Card / Badge Information
b

Enter card/badge information if user has one.
£

—Card / Badge Login
[ This user will use a card or badge to log in

Enter Card/Badge |0 number

[~ Prompt for Pazsword
I™ Prompt for PIN

— Biometric Login

% {ﬂ? Enrall Fingerprint |

[~ Prompt for Password
[~ Prompt for PIN

— Manual Login
[~ Prompt for Password
¥ Prompt for PIN

cBack | Ned> | Fiish | Cancel | Hep |

9. Return to the shadow of VersaView5200 and hit CTRL-m again to open the Main Menu.
10. Click the Log In button.
11. Enter ed as the User Name.

12. Using the keyboard, enter Ed’s PIN — 1234, to complete the login process. As before, the FTV_Studio Display Client
should be delivered.

13. Once finished experimenting Log Off so that Ed is no longer logged in.

In the example above, we set a permanent PIN for Ed. We could have just as easily required a temporary
PIN that Ed would create for himself at the terminal. We could also require him to change this PIN on a
scheduled interval.
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Authentication Pass Through

With ThinManager 10 and FactoryTalk View 10 or higher, a Relevance User login can be automatically passed into running
sessions of FactoryTalk View SE. This is accomplished by seamlessly and securely passing a security token from ThinManager
to those instances of FactoryTalk View SE being delivered to the ThinManager-managed terminal where the login occurred.
There is no longer a need to hard-code passwords and/or write VBA code to pass login credentials from ThinManager to
FactoryTalk View SE.

In the next steps you will configure ThinManager to deliver (2) separate FactoryTalk View SE Display Clients to the virtual thin
client in tile mode. The tmlab\thin01 user will automatically establish the two sessions, as this is the domain user that is
assigned to the VersaView5200 terminal profile. Next you will badge in with Ed’s badge and see the results of the built-in
Authentication Pass Through feature.

1. From the Terminals icon = in the ThinManager tree selector, double click the VersaView5200 terminal profile.
o 1
Edit Manage Install To
! — @l . Restore Biome

= \ﬁ r— £, Backup Biomet

Packages|| Restore Backup
Synchronize

Packages Configuration

Click the Next button on the Terminal Name page of the wizard.
Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

o B~ L n

Click the Next button on the Terminal Mode Selection page of the wizard.
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6. From the Display Client Selection page of the wizard, select FTV_InstantFizz from the Available Display Clients
list and click the Right Arrow button to move it to the Selected Display Clients list, click the Finish button.

tmd Terminal Configuration Wizard ™

Display Client Selection E
Select the Display Clients to use on this terminal ’ ‘

Awvailable Display Clients Selected Display Clients
=1 i Remote Desktop Services ~ ﬁm_&okjeDemo
5 Deskiop ﬁm_lnstantﬁzz
Al

£ FTV_CockieDemo
5 FTV_InstantFizz

5 FTV_Studio
gl Camera

------ Terminal Shadow
------ Warkstation
Fil- " NC .

Edit Display Clients | Crvemide |

<Back | MNet> | Fnsh | Cancel | Hep |

7. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.

8. Shadow the VersaView5200 terminal and confirm that user tmlab\thin01 is signed-in to both FactoryTalk View SE
client sessions.

LAY -
0

S\ | g Rockwell FactoryTalk
Oy [ ——————————————
| 2] <) “ = B MORE.

vo

Oven Cooling Metorsls Alarms  Systam  Dashbosra T = PLANT OVERVIEW

Sioz [ sio
SUGAR ou,nwn
220.1 kg 300.7 k. = u

TMLABITHINO1
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9. From the shadow, hit CTRL-m on the keyboard to open the Main Menu.
10. Click the Log In button.

11. Enter ed as the User Name and 1234 as the PIN. Verify that tml1ab\ed user automatically logged into both
FactoryTalk View SE display clients, and that the FTV_Studio client is delivered in tile mode.

il

ile well | FactoryTalk’
Auromation
MIGHT)Y] B o T C 2| View SE
=
&5

LLLLL

12. Hit CTRL-m on the keyboard again to open the Main Menu.
13. Click the Log Off button.
14. Verify that the tmlab\thin01 user is logged back into the tiled FactoryTalk View SE display clients.

155 of 199



Remove Tiled Display Clients

1. Click the Terminals icon = from the ThinManager tree selector.

From the Terminals tree, double click the VersaView5200 terminal to launch the Terminal Configuration Wizard.
Click the Next button on the Terminal Name page of the wizard.

Click the Next button on the Terminal Hardware page of the wizard.

Click the Next button on the Terminal Options page of the wizard.

Click the Next button on the Terminal Mode Selection page of the wizard.

N g o

Remove the FTV_InstantFizz Display Client from the Selected Display Clients list. The FTV_CookieDemo should
be the only Selected Display Client. Click the Finish button.
tmd Terminal Configuration Wizard >

Display Client Selection 6’
Select the Display Clients to use on this terminal ’ ‘

Awvailable Display Clients Selected Display Clients

g Remote Desktop Services o ;FI'\-"_CookieDemo
5 Camera
4]

------- Terminal Shadow

E Waorkstation

& VNC ﬂ

=]

Edit Display Clients Cvemide

< Back | Mext = | Finish | Cancel | Help |

8. Right click the VersaView5200 terminal from the Terminals tree and select Restart Terminal to apply the changes.
Click Yes to the confirmation dialog.

This completes the User Based Content Delivery section of the lab. Continue on to deliver location based content with
Relevance Location Services.
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Section 7: Relevance Location Services — Location Based Content Delivery

Overview

So far we have assigned and delivered content to a terminal, as well as content to a user. The next level of the content delivery
model is Location. When talking about mobility on the plant floor, providing access anywhere to applications that control moving
processes may cause more problems than solve. ThinManager Relevance provides the tools to safely provide access to these
applications because you can define a Location and associate Display Client(s) with that Location. When a mobile device
leaves a specified Location, the content associated with that Location will be no longer delivered to the mobile device. Different
users may receive different content from the same Location based on their Access Groups in ThinManager.

So how does ThinManager determine a mobile device’s location? By using Location Resolver technologies like:
1. Quick Response Codes (QR Codes)
2. Bluetooth Beacons
3. Wireless Access Points
4.  Global Positioning Systems (GPS)

Relevance supports iOS, Android and Windows mobile devices. For iOS devices, ThinManager offers the iTMC application
which is available through the App Store. For Android devices, ThinManager offers the aTMC application which is available
through the Google Play Store. And for Windows tablets, ThinManager offers WinTMC, which is a Windows based application
that essentially emulates a ThinManager terminal. In order to leverage all of the available Location Resolver technologies on a
Windows Tablet, it is recommended that Windows 10 be utilized.

Location Resolvers can be easily registered through iTMC, aTMC or WinTMC. In this section you will register a QR Code to
represent a location of a Logix PLC.

Once you have registered your Location Resolvers, you can then assign them to Locations created within ThinManager, and
in turn, specific Display Clients can be associated with that Location.

As an example, let's say we would like to apply laminated QR Codes to all of our process automation assets, so that our
Maintenance staff could walk up to an instrument with their mobile device, scan a QR Code, and instantly receive a series of
documents and/or or applications that are assigned to that instrument. To do so, we would first need to register each QR Code
from the mobile device (using a ThinManager client application). Within ThinManager, we would create the Display Clients
necessary for the desired documentation. This might include a series of Display Clients for Adobe Reader that open specific
user manuals and/or standard operating procedures located on a file share. With the Display Clients created, we would then
create a new Location in ThinManager, assign the Display Clients to it, and then associate the new QR Code Resolver to the
Location.
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We can also assign a default Location to a Terminal, which would enable a mobile device to interact with that Terminal in some
very unique ways. Instead of applying Display Clients to a Terminal like we have throughout the lab so far, we would assign
the Display Client(s) to the Location and then assign the Location to the Terminal. This extra level of indirection creates some
very interesting possibilities. For instance, we could allow a user to scan a QR Code at the terminal that would actually
Transfer, or redirect, the content from the terminal to the mobile device. We could also confine access to this content by
applying a Bluetooth Beacon to “geo-fence” the user. When the user walks outside of the range established for the Bluetooth
Beacon, the content would automatically be removed from the device, as it would be returned to the terminal. In this example,
the Transfer is considered a Resolver Action. ThinManager Relevance supports 5 Resolver Actions:

1. Forced Transfer
Manual Transfer
Clone

View Only Shadow
Shadow

o B~ L n

The Forced Transfer re-directs Display Client(s) from a terminal to a mobile device without requiring approval at the terminal.
Manual Transfer, on the other hand, would require a user’s acknowledgement at the terminal to approve the Transfer request.
Clone would spin up new, independent sessions of the Display Clients assigned to the terminal, while View Only Shadow and
Shadow would do just what you would expect.
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This lab section is composed of the following tasks:

1.

© ®©® N o g B ow D

[N
@ p o~ o

Install iTMC on Your Mobile Device (iOS Users)
Install aTMC on Your Mobile Device (Android Users)
Create Terminal Shadow Display Client

Create Terminal Profile for Mobile Device

Assign Terminal Profile to Mobile Device

Create Public Display Server

Reassign Display Client to Public Display Server
Login as Engineer User

Create Logix Designer Display Client

Register QR Code Location Resolver from Mobile Device

. Create Engineer Access Group

Create Relevance Location for Logix PLC

Resolve to Location from Mobile Device

QR Codes are essentially more robust alphanumeric versions of barcodes. QR Codes can be generated and
printed from several websites. Bluetooth Beacons are essentially proximity sensors for mobile devices.

They offer a tunable signal strength, and hence range, from 0 to approximately 50 meters. ThinManager 8
introduced support for the iBeacon, which utilizes Apple’s Bluetooth beacon protocol. There are numerous
iBeacons available in various forms. Wireless Access Points expose a unique identifier called a BSSID
which ThinManager can use to determine on which Access Point a mobile device is connected. GPS offers
accurate location resolution down to 5 feet, but is only for outdoor applications.

Fencing (or geo-fencing) is defined as combining resolvers to limit access to specific Display Clients based
on Location. For instance, a Bluetooth Beacon can be used to geo-fence in a QR Code so that a mobile
device must be within range of the Bluetooth Beacon when they scan the QR Code to actually resolve to the
associated Location and receive its content. Once the mobile device is outside the range of the Bluetooth
Beacon, the Display Clients associated with the Location would not be delivered to the mobile device.
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Install iTMC on Your Mobile Device (iOS Users)

If you will be using an iOS mobile device, you will need to install iTMC in order to complete the mobility portions of this lab. If you
have an Android mobile device, you may skip onto the next section.

1. Launch the App Store from your iOS device.

iPad 7,
g

FaceTime : Calendar X Photos

Contacts

S Photo Booth 3

. App Store 8 . iBooks - - Settings

Messages Safari
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2. Inthe Search field, enter iTMC for ThinManager Platform. Touch the Download icon.

iPad Only >  AnyPrice~ All Categories™ By Relevance~ All Ages~™ 1 Q itmce for thi... @

iTMC for ThinManager
Platform Cl}) e

Automation Control Prod...

3. Once the download is complete, touch the OPEN button.

iPad = o 9:31 AM

iPad Only >  Any Price™  All Categories™ By Relevance

iTMC for

ThinManager Pla...

Automation Control...
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4. LaunchiTMC. Ifit requests to access to your location while using the app, touch the Allow button.

Main

Allow “iTMC 8" to access
your location while you use
the app?

Needed for Relevance Services

———

Don't Allow J] Allow |
| i

Add New ThinManager Server

iOS treats Bluetooth beacons as Location Services devices, so if you intend to use beacons with an i0S
device, you will need to enable Location Services for iTMC.
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5.

Enter the public IP address of your RDS1 server and touch the OK button.

Add New ThinManager Server

Enter the Primary ThinServer
Name or IP Address

(2

Cancel ‘ OK

ABC 0 space return
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6.

Enter a Description for this connection and touch the Save button.

Cancel Add ThinManager Server Save

DESCRIPTION eﬁ
DemoKit o

PRIMARY THINMANAGER SERVER IP

N AN e

SECONDARY THINMANAGER SERVER IP
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Install aTMC on Your Mobile Device (Android Users)
If you will be using an Android mobile device, you will need to install aTMC in order to complete the mobility portions of this lab.

1. Ensure you mobile device has an Internet connection and open Chrome.
\ 3 =M 5:39PM

v Qo
Myrsus
MyASUS
Service Center

wm/ B B e
AudioWizard = Power & Boost  SuperNote Google

ZenPad Gallery ~ Camera Play Store
Care
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2. From Chrome, enter the following URL: downloads.thinmanager.com. Touch on the aTMC download link (1.0.6.apk in
the screen shot below, but you may see a newer version which is ok).

3 % . HR 5:40 PM
¥4 ThinManager Downloads
< & o tps://downloads.thinmanager.com/\ vy & @
TM 90 Service Pack 4 8/1 5/2017 106 MB - md5: dbe75005&ct 745197246 675394

Release Notes

Firmware Packages

Firmware Package 8.1.4 8/8/2017 e sempack B.14.pKg
Firmware Package 8.0.4 7/29/2016 e e termpack: B.0.4tipko
Firmware Package 7.1.6 47712016 e empack-7.1.0.0kg
Firmware Package 6.0.16 4/18/2014
Firmware Package 5.0.5 3/10/2014

20.7 MB - mdS:

TermMon ActiveX Control

TermMon Dem
TermMon Demo Application 7.0.5 4/25/2016 $22.3 KB imdS: 5

fba3Sbae

Usage Information

TermMon 7.3.0.0cx
TermMon ActiveX Control 7.3.0 4/25/2016 94 KB - mdS: a599890b5b67b99777d89183 7a

Usage Information

ThinManager Clients
iTMC 8.0.809 1/31/2017 iTMC 8 on the App Store on iTunes
~WinTMC_312_|

3 - mds: 331d10b4| 3

WinTMC 3.1.2 (Windows 8 and Newer) 11/4/2016 Release Notes

Prerequisite Information

WinTMC_312_Legacy_Install.msi

24.9 MB - mdS: 3ffaf6a19b7c9ebedadd29 1b3d8

WinTMC 3.1.2 (Windows 7 and Older) 11/4/2016 Release Notes

Prerequisite Information

1.0.6.apk

aTMC 1.0.6 10/26/2016 7.2 MB - mdS: 31a8feel 8af4e364780
aTMC on the Google Play Store

TermCap Database

TermCap 9.0.11 8/22/2017 !ermcagfgb.ao.klg

4.4 MB - mdS: c78647c5e087ee7cab!

Touchscreen Calibration

Touch Screen Calibration Program 4/5/2007 __CalTouchScreen.exe

20 KB - mdS: 746b8b0018¢7c889¢3371a357af03¢64

aTMC can also be downloaded from the Google Play Store.
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3. Once aTMC is downloaded, install it.
2 = ;IR 5:47PM

B at™mc

Do you want to install this application? It will get
access to:

A take pictures and videos

9 approximate location (network-based)
precise location (GPS and network-based)
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4. Once aTMC is installed, launch it. Give this connection a ThinServer Name (DemoKit in the screen shot below), and
then enter the public IP address of your assigned Cloud server. You can find the Public IP Address of your RDS1
server on the Desktop Wallpaper of RDS1 in the top right corner. Touch the Next button.

3 % M0 10228 AM
ADD NEW THINSERVER

ThinServer Name

pemoktfly .. . .
Primary

CEEETY > I
Secondary

5.  Click the Add button.

3 %I 1028AM

ADD NEW THINSERVER
ThinServer Name

Primary

Secondary

CANCEL
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Create Terminal Profile for Mobile Device

1. Click the Terminals icon = from the ThinManager tree selector.

2. From the Terminals tree, right click the Terminals node and select Add Terminal. This will launch the Terminal
Configuration Wizard.

M
L=
S Edit Manage Install Tools Vie

Status Bar - | I [ isi
|:| Disi

|:| Show Connected Cnly

./. Options Appllfatlon Tavbs
Interface Theme
_ s
(- Versa‘u’na Add Terminal ﬂ
Add Group Tol
Restart Terminals Ter
| I Lor

3. Type ZenPad as the Terminal Name on the Terminal Name page of the wizard. Click the Next button.
=4 Terminal Configuration Wizard X
Terminal Name @

Erter the name for this teminal, select the terminal group to which this terminal belongs, or ’ ‘

choose to copy the corfiguration from another terminal. AR

Teminal Name

6 IZen Pad Description |

This must be a unique name using letters, numbers, hyphens {-), and
underscores () only.

— Teminal Group

I Change Group

™ Copy Settings from another Terminal Copy From

—Copy Settings

Pemissions |

¢ Back Net > Fiish | Cancel Help
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4.

Select Generic from the Make/OEM drop down list and Android Device from the Model drop down list. Click the
Next button.

fmi Terminal Configuration Wizard #
Temminal Hardware 0
Select the manufacturer and model of this teminal. b ‘

A

Use this to corfigure the type of hardware for this teminal.

Make /0EM (]} [GENERIC -l
=

Madel 9 |;'-\ndr0id Device

OEM Model  Android
Video Chipset  UNMKNOWRMN

Teminal Firmware Package Madel Defautt J

Teminal will un Package 8.2

Clear
Teminal ID MNone
Edit

Teminal 1D and IP Address

< Back | Cancel | Help |

If you are using an iOS device in the lab, you would select Apple as the Make / OEM and iOS Device as the
Model.
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5. Click the Next button on the Terminal Options page of the wizard.

6. Check the Use Display Clients, Enable Relevance User Services, and Enable Relevance Location Services
checkboxes on the Terminal Mode Selection page of the wizard. Click the Next button.

Terminal Mode Selection
Select the operating modes for this terminal

— Teminal Mode

0|7 Enable Relevance Lser Services

ep Enable Relevance Location Services
[~ Enable Multitd omitar

[T Enable MultiStation

Finish
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Click the Next button from the Display Client Selection page of the wizard.
Click the Next button on the Terminal Interface Options page of the wizard.

Check the Enable QR Code Location Ids and Enable Bluetooth Locations checkboxes from the Relevance
Options page of the wizard. Click the Next button.

=] Terminal Configuration Wizard -
Relevance Options E’
Select the types of Relevance Resolvers to use on this client. Optionally » ‘
choose an assigned location for this client A

Aszsigned Location

Change
Clear

Cptions
Enabled Resolver Types

[+ Enable QR Code Location Ids
[¥ Enable Blustooth Locations
[ Enable GPS Locations

[ Enable Wi-F Locations

-
[~ Mlow selection of Location manualy
—

I™ Canfim befors erterng a location

Resolver Update Interval 3000 ms

< Back Finish | Cancel Help
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10. From the Log In Information page of the wizard, enter tab01@tmlab.loc as the Username and rw as the Password.
Click the Verify button to validate these credentials, and then click the Next button.

Log In Information
Enter the log in information to log in automatically. Leave the login
information blank: or fill only some of the fields to force manual log in.

Windows Log In Information
Usemame otabm @tmlab loc Search |
Password e“ Password Dptionsl

Domain e Verify |

11. From the Video Resolution screen of the wizard, select 1280x800 as the Resolution, and keep other default settings.

Click the Finish button.

Video Resolution
Select the video regolution for this teminal.

 Select Video Resolution

These are the resolutions supported by the Thin Client model you
selected.

Resolution Color Depth Refresh Rate

O =] [skcion <] [on ~
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Assign Terminal Profile to Mobile Device

Unlike a thin client like the VersaView 5200, we are not going to deliver ThinManager firmware to a tablet, which already has its
own OS. Instead, we will use the aTMC app to essentially emulate a ThinManager thin client.

1. Launch aTMC from your mobile device.

ieno R \ 3 O % M} 3:52PM

0!

Can't access
location

ya

SuperNote
=

2. Touch the DemoKit ThinServer to connect to it.

3 o W} 3:52PM

€ 0D THINSERVER

‘ DemoKit
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3. Since we have not assigned a Terminal Profile to the ZenPad yet, aTMC will prompt us to assign one of the available
profiles to it. Touch the ZenPad profile that we created in the previous steps.

3 o'l 3:53PM

Select Terminal to Replace:

-‘ Create new Terminal

-‘ ZenPad

4. If you receive a prompt to allow aTMC access to the device’s location, touch the Allow button.

3 =3 1029 AM

Q Allow aTMC to access this device's location?
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5.

The ZenPad Terminal Profile will be delivered to the tablet. Since we did not assign any Display Clients to the

terminal profile, we will receive a blank screen.
MAQaA 3 =} 10:29AM

ZenPad ¥ SCANID SCAN LOGIN

No Display Clients enabled:
Login using Relevance
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Create Public Display Server

The Display Servers we created earlier in the lab utilized private IP addresses (10.6.10.51 for RDS1 and 10.6.10.52 for RDS2),
which will not be reachable from your remote tablet. Therefore, we will create an additional Display Server that utilizes the public
IP address of RDS1 so your tablet can connect to it. This method is fine for testing and lab purposes, but if you need remote
access to your Remote Desktop Servers, a Virtual Private Network (VPN) or Remote Desktop Gateway is recommended.

1. Click the Display Servers icon E in the ThinManager tree selector.

The tree selector can be expanded or collapsed using the bar above directly above it.

2. From the Display Servers tree, expand the RDS Servers branch, right click RDS1 and click Copy.

" | Edit Manage Install Toals Viev
= ThinManager Server [RDS1 = | & Remov

’Add ThinManager Server Refres|

c
,‘f Disconnect
ThinManager Server

Display Servers

= i Display Servers

E| = RDS Servers

Modify
Rename
Copy
Delete

Restart Terminals

3. From the New Display Server input box, enter RDS1P and click the OK button.

Enter new Remote Desktop Server Mame

RDS1P

160 = |
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4. Double click the newly created Display Server RDS1P.

" | Edit Manage Install Toals A
= ThinManager Server [RDS1 = | i Ret

’Add ThinManager Server -~ Ref

E=

’* Disconnect
ThinManager Server

= i Display Servers

El = RDS Servers

5. From the Introduction page of the wizard, click the Next button.

6. From the Remote Desktop Server Name page of the wizard, change the IP address from 10.6.10.51 to the public IP
address of your RDS1 image. In addition, delete the User Name, Password and Verify Password entries. Click the
Finish button.

Remote Desktop Server Name p

Enter the Remote Desktop Server Name and Log In information.

—Remote Desktop Server Name
Name |RDS P

IP Address o I - Discowver

I Change Group

—Log In Information

g

User Mame I Search
Password I
Verify Pazswol I
Domain I
Schedule |
< Back Cancel Help
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Reassign Display Client to Public Display Server

When we created the FTV_Studio Display Client in the previous section, we assigned the RDS1 Display Server to it, which
has a private IP address of 10.6.10.51. This IP address will not be reachable by your remote tablet, so we will temporarily
reassign it to RDS1P.

1. From ThinManager, click the Display Clients icon ﬁ from the ThinManager tree selector.

2. From the Display Clients tree, expand the Remote Desktop Services branch and double click the FTV_Studio
Display Client.

F= S

| Edit Manage Install Toals

A ThinManager Server |[RDS1 = | @ Re
’Add ThinManager Server Re

&q Disconnect
ThinManager Server

El@ Display Clients
[—]F Remote Desktop Services
; Desktop
-8 EXC_OEECale
; FTV_CoockieDemo

£ FTV InstantFizs

Eﬂ---@ Terminal Shadow
------ Workstation
G- @ VNC

Eﬂ---i Virtual Screen

Click the Next button from the Client Name page of the wizard.
Click the Next button from the Display Client Options page of the wizard.

Click the Next button from the Remote Desktop Services and Workstation Options page of the wizard.

I

Click the Next button from the Session Resolution / Scaling Options page of the wizard.
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7. From the Display Client Members page of the wizard, remote RDS2 from the Selected Remote Desktop Servers list
box and add RDS1P instead. Click the Finish button.

Display Client Members
2 =<

Select the Remote Desktop Servers for this Display Client.

Available Remote Desktop Servers Selected Remote Desktop Servers
ROST 1061510 RDS1P ® -
RDS2 (10.6.1.52) -~ |
il
4 hd

Edit Server List |

< Back Cancel Help
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Login as Engineer User

1. From the aTMC application, touch the LOGIN button in the top right corner.

MAQaA 3 %3 1029 AM

ZenPad # SCANID SCAN LOGIN = 3

No Display Clients enabled:
Login using Relevance

2. Enter ed as the username and touch the Ok button.

3 7} 10:29 AM

Enter username

od @

CANCEL

u we Dr re rd D.C. except excellent exactly 're edit expect example °
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3. Enter 1234 as the PIN.

3 73 425PM

Enter PIN For Ed

4. Upon successful authentication, you should receive the FTV_Studio Display Client. This is the same session that
was delivered to the virtual thin client in the previous section. In fact, it is configured to just pick up right where Ed left

MAQaA 3 7 {3 10:229 AM

ZenPad FTV_STUDIO E# SCANID SCAN LOGOFF }

5. If you perform a 3 finger hold down, aTMC will go Full Screen, and the FTV_Studio session should scale perfectly to
the ZenPad display.

Other tablet gestures are supported as well. Pinch and zoom works as expected. Once zoomed in, you can
pan around the screen using two fingers on the tablet. You can also perform a 2 finger hold down, which will
toggle the on screen keyboard.
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Create Logix Designer Display Client

In these last sections of the lab, we are going to set ThinManager up to deliver Logix Designer to the ZenPad just by simply
scanning a QR Code. The first step is to create the Display Client for Logix Designer.

1. From ThinManager, click the Display Clients icon ﬁ from the ThinManager tree selector.

2. From the Display Clients tree, expand the Remote Desktop Services branch and right click the FTV_Studio item
and select Copy.

F- N

Rl Edit Manage Install Tools Vie
@ @ @ Restore Biometric Databas
g Backup Biometric Databas

Packages|| Restore Backup

= Synchronize

Packages Configuration

Eﬁ Display Clients
[—ji Remote Desktop Services
; ? Desktop

£ EXC_OEECalc

t 5 FTV_CockieDemo

i 5 FTV_InstantFizz

o G

-.§| = Camera Rlesity e
.. Q Terminal Shadow Rename he
------ Workstation Copy

nc
Eﬂ"'i VHC Delete
g v Al
|'_—‘|i Virtual Screen c
. ol
Overview ‘
S Dis

3. Type LGX_CookieDemo in the Enter new Display Client Name text box and click the OK button.

MNew Display Client -

o Enter new Dizplay Client Hame

|LG%_CookieDemo
e Cance| |
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4. Double click the new LGX_CookieDemo Display Client item.

b2
Edit Manage Install Ton
Status Bar =
[] show Connected Only
Application Tab
Vi Options - -

Interface

Elm; Display Clients
[—]F Remote Desktop Services
; Desktop
(-l EXC_OEECalc
; FTV_CookieDemo
; FTV_InstantFizz
FTL din

E-JL6X_CookicDemeo

Eﬂ---@ Terminal Shadow
------ ‘Woarkstation
B-/@ VNC

Eﬂ---F WVirtual Screen

From the Client Name page of the wizard, click the Next button.
From the Display Client Options page of the wizard, click the Next button.
From the Remote Desktop Services and Workstation Options page of the wizard, click the Next button.

From the Screen Resolution / Scaling Options page of the wizard, click the Next button.

© ® N o o

From the Display Client Members page of the wizard, click the Next button.
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10. From the AppLink page of the wizard, replace the Program Path and Filename and the Command Line Options
paths with the ones below (you can also copy and paste this path from the LabPaths.txt file by right clicking the
Notepad icon pinned to the start bar and selecting LabPaths.txt):

Program Path and Filename:
C:\Program Files (x86)\Rockwell Software\Studio 5000\Logix
Designer\ENU\v30\Bin\LogixDesigner.Exe

Command Line Options:

"C:\Lab Files\CookieLine V30 Emulate.ACD"

¥t Display Client Wizard ®
ApplLink E
Enter the linked application path. ’ ‘

— AppLink Path
Program Path and Filename

Ilﬁware\Studio B000Logix Designer\EN U w304Bin"\LogixDesigner. Exe

Browse

Command Line Options
"C:\Lab Files'Cookieline_30_Emulate ACD'

@

Browse

art in the following folder

A

Be sure to enclose with double quotes.

<Back | mear | [T Canesl Help

11. Click the Finish button.
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Register QR Code Location Resolver from Mobile Device
1. From aTMC, touch the Back button to return to the aTMC Main Menu. Touch Yes on the confirmation dialog.

3 243 1029 AM

OAQA

ZenPad FTV_STUDIO SCANID SCAN LOGOFF

letwort Distibuted) (Demo Model

=08 anE

2. From the aTMC Main Menu, touch the Settings button (3 vertical dots below the DemoKit button), followed by the

Manage ThinServer button.
3 o H} 3:54PM

@ Aop THINSERVER

‘ DemoKit

Manage ThinServer

Remove ThinServer
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3.

4.

From the aTMC Settings window, touch the Register QR Code button.

MA@ 3 O M} 1235PM
Settings

RELEVANCE RESOLVERS

Register QR Code

Register Bluetooth Beacon

Register WiFi Access Point
CAMERA

Set Camera Location
DEBUGGING

Debug Logging: Disabled

i ) =)

If you receive a prompt requesting permission for aTMC to take pictures and record video, touch the Allow button.

3 = 3 1030AM

[2) Allow aTMC to take pictures and record video?
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A camera window will appear. Point the Tablet camera at the QR Code below.

Once the QR Code is scanned by aTMC, you must give it a name. Touch the USE DATA AS NAME button which will
use the data embedded in the QR Code as the name of the new Location Resolver (LGX_CookieDemo).

ENTER IDENTIFIER NAME

Data: LGX_CookieDemo

entervome: |

CANCEL | USE DATA AS NAME OK
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You should receive a successful confirmation dialog. Touch the OK button, followed by the Back button to return to
the Main Menu.

To confirm the creation of the Location Resolver, return to ThinManager on RDS1, click the Manage ribbon, followed
by the Manage Resolvers icon. You should see a new QR Code resolver named LGX_CookieDemo in the Resolver
Management window. Click the OK button.

[ L M
val
- Edit | Manage | Install  Tools  View  RemoteView  Help
@ 3 Restore Biometric Database @ K4 DNS Configuration ‘%& 5;7 / ? ? /
£ Backup Biometric Database {8 Configure Default Terminal L [
Packages|| Restore Backup PXE ThinManager Manage Synchronize Settings | Manage Access Seftings
e Synchronize Server  Server List etﬂﬂguag! Actounts Passwords Resolvers Groups
Packages Configuration Manage Active Directory Relevance
Display Clients Configuration |, 5emver Rank. | Eventlog,|

E-{ijed Display Clients

EJ- gl Remote Desktop Services
; £l Desktop
T EXC_OEECalc
FTV_CookieDemo
FTV_InstantFizz
FTV_Studio

Attribute Value
Display Client Configuration
Display Client Name

Client Type

LGX_CookieDema
Remote Desktop Services

Display Client Options

Allow client to be Tied VES
-l LGX CookieDema Alow dient to be moved Ve
Camera Indude Camera Overlays NO
[l Terminal Shadow
i Incude Virtual Screen Overlays o
il Workstation u . o es
ways maintain a connection
& e 4 . I T ad |
i Virtual Screen Connect at boot-up YES B8 Lex_CookieDemo OR Code I
Disconnect n the background No Delete

Edit
Remote Desktop Services and Workst... —I

Protocol for connections of this dient RDP Search
Allow Auto-ogin YES

Enforce Primary Server NO

Instant Failover NO

TerminalServers RDS1

SmartSession

SmartSession NO

Linked Application
Linked Application Path

C:\Proaram Files (x86) Rockwell Software\Studio 5000\Logix Desi....
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Create Engineer Access Group

We would like to restrict access to the new Location Resolver just created and its associated content. To do so, we will create a
new Access Group and assign it to a Location in the following steps.

1. Click the Manage ribbon, followed by the Access Groups icon.

o

Edit Ma?age Install Tools View Remote View Help

M) | & (o (& Restore Biometric Database | [§_] -1 k5 Dns Configuration g "}5 j @ = /
= \3 = £ Backup Biometric Database Lﬂ L] () Configure Default Terminal bie - “ Fj
Packages | Restore Backup PXE ThinManager ., Manage Synchronize Settings Manage Access Settings
Synchronize server  Server List @ Language Accounts Passwords Resolvers Groups
Packages Configuration Manage Active Directory Relevance

2. From the Access Groups popup, click the Add button.

Access Groups -
Unrestricted g
&l Users

Al Terminals
Al Locations

Edit

Delete
Calc Permissions

3. Click the Select Windows Security Group button.

Access Group .
Enter Group Mame ak |

i Select Windows Secunty Group Cancel
Edit Members

The Select Windows Security Group provides the ability to link an Access Group to a Widows Security
Group. Therefore, you could manage access to ThinManager resources (Terminals, Display Clients, etc.)
through Windows Security Groups as well. You could also use the TermMon ActiveX within an ActiveX
container, like View SE, to detect when a ThinManager logon event occurs and then to determine that user's
Windows Security Group membership to determine their appropriate access within the application. You can
learn more about the TermMon ActiveX in Section 18.
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4. From the Select Security Group to Add window, expand the Users item and select the Engineer group.

- Allowed RODC Password Replication Group

H- Cert Publishers

H- Cloneable Domain Controllers
|- Denied RODC Password Replication Group
H- DHCP Administrators

- DHCP Users

H- DnsAdming

H- DnsUpdateProxy

H- Damain Admins

|- Domain Computers

H- Domain Controllers

|- Domain Guests

- Domiain Users
- Enterprise Admins

oK I Cancel

5. From the Access Group window, click the OK button.

Enter Group Mame IEngineer

Select Windows Security Group | Cancel

Edit Members |

6. From the Access Groups window, click the OK button.

Unrestricted
All Users
All Terminals
Al Locations
Engineer

Edit

Add |
Delete |

Calc Permizsions |
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Create Relevance Location for Logix PLC

9

in the tree selector.

1. Click the Locations icon

2.

Manage Install Tools Wi

. @ Restore Biometric Databz
B\ @

@ Eackup Biometric Databa
Restore Backup .
= Synchronize

Packages Configuration

va

Att

Add Location
Copy

3. From the Location Name page of the Location Configuration Wizard, enter LGX_CookieDemo as the Location
Name. Click the Next button.

Location Name
Enter Name for this location

cation Name
|LGX_Caakie Dema

This must be a unique name using letters, numbers, hyphens ().
and underscores {_) only.

Description

— Location Group

—Copy Settings

- Copy Settings from another Location Copy From

I Change Group |

Pemissions |
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6.

4.
5.

From the Location Options page of the wizard, click the Next button.

From the Display Client Selection page of the wizard, select the LGX_CookieDemo Display Client and click the
Right arrow button to move it to the Selected Display Clients list, click Next.

tmd Location Configuration Wizard *

Dizplay Client Selection
Select the display clients to use at this location

Available Display Clients Selected Display Clients

Eﬂ Remoate Desktop Services ~ o ;LGX_CookieDemo

; Desktop

; EXC_OEECalc ﬂ
; FTV_CookieDemo ﬂ
; FTV_InstantFizz

. £ FTV_Studio ﬂ j
; LGX_CookieDemo

EI"'E Camera

Eﬂ---@ Termminal Shadow

...... sl Workstation s

Edit Digplay Clients Crvemide

o

< Back Hexd | Cancel | Help |

W

From the Windows Log In information, enter locO1@tmlab.loc as the Username and rw as the Password. Click the
Verify button to confirm the credentials are valid. Click the Next button.

e

Location Configuration Wizard -

Windows Log In information
Enter Windows usemame and password information.

Windows Log In Information

Usemame iloc 0 @tmlab Joc Search

Password 1"

Domain | o Veerify
Password Options

< Back

Cancel Help
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7. From the Relevance Resolver Location page of the wizard, click the Add button.

Relevance Resclver Selection
Assign Relevance Resolvers to this location

Delete

<Back | Hews | Fsh | Cancel |

8. From the Choose a Relevance Resolver popup, select LGX_CookieDemo from the Resolver Name dropdown list,
and Clone from the Choose Action dropdown list. Click the Permissions button.

Only Show Unassigned Resolvers [
Resolver Name o ILGX_CooldeDemo

Resolver Description

Resolver Type

Choose Action
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9.

From the Permissions window, remove Unrestricted from the Member Of list, and move Engineer to the Member Of
list. Click the OK button twice, followed by the Finish button.

Permissions

TemSecure Access Groups

Available Member Of
A Teminals § Engineer
Al Uszers

Urrestricted
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Resolve to Location from Mobile Device

1. Returnto aTMC. You may have to power the ZenPad back on. If so, you may also have to reconnect aTMC to the

DemoKit server listed.
3 o' I} 3:52PM

€ 0D THINSERVER

‘ DemoKit

D ) =)

2. Ifnot already logged in as Ed, touch the LOGIN button and enter a username of ed and a PIN of 1234.
AoDma 3 240 9:41AM

ZenPad L SCANID  SCAN | LOGIN

No Display Clients enabled:

Login using Relevance

If aTMC does not show a LOGIN button, please restart the aTMC app.
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3. Once logged in as Ed, touch the SCANID button in the top right corner.

MAQA 3 =43 10:29 AM

ZenPad FTV_STUDIO #8¥  SCANID SCAN LOGOFF

There is also a SCAN button available to the right of SCANID that enables the scanning of barcodes within
the delivered applications.
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The camera window will open within aTMC. Scan the QR Code below (this is the same QR Code we registered
earlier).

opo
Ot

Since Ed is a member of the Engineer Security Group, he is permitted to resolve to the location represented by the
QR Code above (which could be laminated and placed on the actual PLC panel). As a result, the Logix Designer
Display Client should be delivered with the associated ACD file automatically opened. If not automatically activated,
touch the LGX_CookieDemo tab at the top of aTMC.

MAQaA 3 73 10:33AM

LGX_CookieDemo LGX_COOKIEDEMO FTV_STUDIO #8  LEAVE SCANID SCAN LOGOFF
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6. To verify the permissions required, touch the LEAVE button followed by the LOGOFF button and then attempt to re-
scan the QR Code above. You should receive the following error message.

3 400 1033AM

Relevance Error

Relevance Identifier not associated with any permitted action.

OK

This completes the Location Based Content Delivery section of the lab. Please continue on to learn about ThinManager
Redundancy
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